2.D.1 Statement by Each Submitter

[ CHRISTOPHER JASON PEIKERT, of 2120 BROCKMAN BLVD, ANN ARBOR, MI, 48104
USA, do hereby declare that the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as FrodoKEM, is my own original work, or if
submitted jointly with others, is the original work of the joint submitters.

I further declare that:

« I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as FrodoKEM.

I do hereby acknowledge and agree that my subniitied cryplosysiem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryplosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., fo protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove my
cryptosystem from consideraiion for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), 1 understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized

implement(%ay be withdrawn by the submitter(s) and owner(s), as appropriate.
\

~

Signed:
Title: ASSOCIATE PROFESSOR
Date: 25 SEPTEMBER 2017

Place: ANN ARBOR, M1, USA



2.D.1 Statement by Each Submitter

I, Erdem ALKIM, of Merkez Mah. Yildirim Sok. No 2, Yenice, Karabuk 78702 Turkey, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that I
have submitted, known as LWE-Frodo, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

I further declare that:

X  Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as LWE-Frodo.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Signed: /“’/// WL’\
gned:

Title: Erdem ALKIM, Ph.D.
Date: 25/09/2017
Place: Merkez Mah. Yildirim Sok. No 2, Yenice, Karabuk, 78702, Turkey



2.D.1 Statement by Each Submitter

I Michael Naehrig, of 23426 NE 29" PL, Sammamish, WA 98074, do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that I have submitted,
known as Learning With Errors Key Encapsulation — Frodo-KEM, is my own original work, or if
submitted jointly with others, is the original work of the joint submitters.

I further declare that:

X  Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as Frodo-KEM.

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that 1 will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdyawn by the submitter(s) and owner(s), as appropriate.

/ A
Signed: /'/ZZ /A(/ / z
Title: :
Date:  59/27/20/7
Place: R oo one 1/ L4



2.D.1 Statement by Each Submitter

I, Joppe W. Bos, of NXP Semiconductors, Interleuvenlaan 80, 3001, Leuven, Belgium, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that I
have submitted, known as LWE-Frodo, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

1 further declare that:

X  Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as LWE-Frodo.

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. [ further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, [ have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

[ acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations withdrawn by the submitter(s) and owner(s), as appropriate.

Signed:

ﬂtle Joppe W. Bos, PhD
Date: September 27, 2017
Place: Leuven, Belgium



2.D.1 Statement by Each Submitter

I, Dr. Léo Ducas, Research Staff of Stichting Centrum Wiskunde & Informatica, Science Park
123, Amsterdam, The Netherlands, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as LWE-Frodo, is
my own original work, or if submitted jointly with others, is the original work of the joint
submitters.

I further declare that (check one):

o _ Ido not hold and do not intend to hold any patent or patent application with a claim
, " which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LWE-Frodo; OR (check one or both of
the following):

* to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LWE-Frodo, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none” if applicable) H

® [ do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived



cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Signed: : 7‘//
Title: Dr. Léo Ducas /

Date: September 18" 2017
Place: Amsterdam, The Netherlands



2.D.1 Statement by Each Submitter

I Karen Easterbrook, of 1069 3% St, Kirkland WA 98033, do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that I have submitted,
known as Learning with Errors Key Encapsulation — Frodo-KEM, is my own original work, or if
submitted jointly with others, is the original work of the joint submitters.

1 further declare that (check one):

ﬂ I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as (print name of
cryptosystem)  ; OR (check one or both of the following).

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
____(print name of cryptosystem) ___, may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) A

(0 Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, 1 have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

1 acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
riate.

Title: Principal Program Manager Lead
Date: 10/10/2017

Place: Redmond, WA



2.D.1 Statement by Each Submitter
BELLEVUE wi

I Brzan A. iaMaccHrA |, of IM/50 ME 0™ 5 STE -1 9246, do 16907
hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as L. WE ~FR28DO , Is my own original

work, or if submitted jointly with others, is the original work of the joint submitters.
I further declare that (check one):

R’ I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as

LWE - FRo DO : OR (check one or both of the following):

(0 to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
, may be covered by the following U.S.

and/or foreign patents:
O 1do hereby declare that, to the best of my knowledge, the following pending U. S

and/or foreign patent applications may cover the practice of my submitted

cryptosystem, reference implementation or optimized implementations:

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process. '

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of



the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

. _ //.//) 7=
Signed: /f'é{// W&

Title: NTSTTMNGOTSHEDS BEOGIVEER MIeRrosoRT coRPprp Lo
Date:  9/z9/1

Place: ReDM oDy WA



2.D.1 Statement by Each Submitter

1 Patrick Longa Pierola ,of 8659 233™ Pl NE, Redmond, WA 98053, USA__,
do hereby declare that the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LWE-Frodo, is my own original work, or if

submitted jointly with others, is the original work of the joint submitters.
I further declare that:

X  Ido not hold and do not intend to hold any patent or patent application with a claim

which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as LWE-Frodo.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. 1 also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Sened: ot gt

Title: Senior Software Development Engineer
Date: 09/21/2017
Place: Redmond, Washington, USA




2.D.1 Statement by Each Submitter

1, Ilya Mironov, of 1600 Amphitheatre parkway, Mountain View, CA 94043, USA, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that I
have submitted, known as LWE-Frodo, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

I further declare that:

X Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as LWE-Frodo.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be vlvitlzdrawn by the submitter(s) and owner(s), as appropriate.

/ s (/ /_//V . —

Signed: 7 L7

Title: Rescarch Scientist
Date: September 28, 2017
Place: Mountain View, CA



2.D.1 Statement by Each Submitter

I, Valeria Nikolaenko, of 410 Shandon Ct, San Jose, CA, 95136, do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that I have submitted,
known as LWE-Frodo, is my own original work, or if submitted jointly with others, Is the
original work of the joint submitters.

I further declare that (check one):

\/ 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LWE-Frodo; OR (check one or both of
the following):

to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LWE-Frodo, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none” if applicable) ;

I do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none”’ if applicable) .

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized



implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.
Signed:

Title: PhD

Date: 09/29/2017

Place: San Jose, CA



2.D.1 Statement by Each Submitter

I, Ananth Raghunathan, of 1600 Amphitheatre parkway, Mountain View, CA 94043, USA, do
hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as LWE-Frodo, is my own original work, or if submitted jointly
with others, is the original work of the joint submitters.

I further declare that:

X Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as LWE-Frodo.

I do hereby acknowledge and agree that niy submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover ny
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Signed:

Title: Research Scientist
Date: September 28, 2017
Place: Mountain View, CA



2.D.1 Statement by Each Submitter

I, Douglas John Stebila, of McMaster University, Department of Computing and Software, 1280
Main St. W., Hamilton, Ontario, Canada, L8S 4L8, do hereby declare that the cryptosystem,
reference implementation, or optimized implementations that I have submitted, known as LWE-
Frodo, is my own original work, or if submitted jointly with others, is the original work of the
Joint submitters. '

1 further declare that (check one):

1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LWE-Frodo, OR (check one or both of
the following):

U 1o the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LWE-Frodo, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none” if applicable) A

U Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations.
(describe and enumerate or state “none’” if applicable) .

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,

modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

signed: DOUA(rS, TWAY
Title: Dr. Douglas Stebila, Assistant Professor
Date: September 12, 2017

Place: Hamilton, Ontario, Canada



2.D.3 Statement by ReferencelOptimized Implementations’ Owner(s)
The following must also be included:

L Patrick Longa Pierola of 8659 233" PI NE, Redmond, WA 98053, USA__,
am the owner or authorized representative of the owner of the submitted reference
implementation and optimized implementations and hereby grant the U.S. Government and any
interested party the right to reproduce, prepare derivative works based upon, distribute copies
of, and display such implementations for the purposes of the post-quantum algorithm public
review and evaluation process, and implementation if the corresponding cryptosystem is selected
for standardization and as a standard, notwithstanding that the implementations may be

copyrighted or copyrightable.

o
Signed: — W -

Title: Senior Software Development Engineer
Date: 09/21/2017
Place: Redmond, Washington, USA



