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2.D.1 Statement by Each Submitter

I YOMT'I)J«/ of DCS Center, Institute of Information Engineering, CAS. No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China, do hereby declare that the cryptosystem, reference

implementation, or optimized implementations that I have submitted, known as LAC, is my own
original work, or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

‘9/ 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC; OR (check one or both of the
Jfollowing):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents: none;

O 1Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

1do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

L acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed: Yamf» ”L I

Title:  Dy.

Date:  201§-03- z?.

Place: DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China



2.D.1 Statement by Each Submitter

Illn#;mi Ifa, of DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as LAC, is my own
original work, or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

E/ 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC; OR (check one or both of the
Jfollowing):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents: none;

0O Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

Ido hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

1 acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

L acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed: thjO(ﬁj Jm
Title: DY

Date: 2(7[8, 3_2

Place: DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China



2.D.1 Statement by Each Submitter

LYot W, of DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as LAC, is my own
original work, or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one).

O Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC; OR (check one or both of the
Jollowing):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents: none;

O 1do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed: Xpmhwt Lyt

Title: Dy,

Date: 2013, 3,2

Place: DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China



2.D.1 Statement by Each Submitter

7 J thapoa ‘.'l%f DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as LAC, is my own
original work, or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

B Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC; OR (check one or both of the
following):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents. none,

0O 1do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

1do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed. jl'm{jnan He
Title: Dk,

Date: 2% 3.>
Place: DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,

Haidian District, Beijing 100093, China



2.D.1 Statement by Each Submitter

1 HM#Q@X $#DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as LAC, is my own
original work, or if submitted jointly with others, is the original work of the joint submitters.

1 further declare that (check one):

0O Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC,; OR (check one or both of the
Jollowing):

O  to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents: none;

O 1do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

Ido hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed: Hagyonsy Aue

Title: D,

Date: )o1% 3,29

Place: DCS Cenfer, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China



2.D.1 Statement by Each Submitter

I Zhenfei Zhang, of On-board Security, 187 Ballardvale St. Suite A202, Wilmington, MA,
01887, U.S., do hereby declare that the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC, is my own original work, or if submitted
Jointly with others, is the original work of the joint submitters.

I further declare that (check one).

O Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC; OR (check one or both of the
following):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents: none,

O Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

1do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed:

Title: Pisestor of On‘rfvsmph ‘o Veseprd,

Date: l})/ &/ 0%

Place: On-board Security, 187 Ballardvale St. Suite A202, Wilmington, MA, 01887, U.S.



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I Xianhui Lu, DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang
Road,_ Haidian District, Beijing 100093, China, am the owner or authorized representative of the
owner (print full name, if different than the signer) of the submitted reference implementation
and optimized implementations and hereby grant the U.S. Government and any interested party
the right to reproduce, prepare derivative works based upon, distribute copies of, and display
such implementations for the purposes of the post-quantum algorithm public review and
evaluation process, and implementation if the corresponding cryptosystem is selected for
standardization and as a standard, notwithstanding that the implementations may be copyrighted
or copyrightable.

Signed: )</}0M)"M Lu

Title:  [y.

Date: 1§ %.2

Place: DCS Centel, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China




I, Zhenfei Zhang, of 187 Ballardvale st. Wilmington, MA 01877, U.S., do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that | have submitted,
known as Lattice-based Cryptosystems (LAC) is my own original work, or if submitted jointly
with others, is the original work of the joint submitters.

| further declare that:
e | do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that | have submitted, known as Lattice-based Cryptosystems (LAC),

| do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. | further acknowledge that | will not receive financial or other
compensation from the U.S. Government for my submission. | certify that, to the best of my
knowledge, | have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. | also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and,
if my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

| acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment | do hereby agree to provide the statements required by
Sections 2.D.2 and 2.D.3, below, for any patent or patent application identified to cover the
practice of my cryptosystem, reference implementation or optimized implementations and the
right to use such implementations for the purposes of the public review and evaluation process.

| acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), | understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and
optimized implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Signed:

Title: Senior rch scientst

Date: Nov 22, 2017

Place: 187 Ballardvale st. Wilmington, MA 01877, U.S.



2.D.1 Statement by Each Submitter

I, Xianhui Lu, of DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang
Road, Haidian District, Beijing 100093, China, do hereby declare that the cryptosystem,
reference implementation, or optimized implementations that I have submitted, known as LAC, is
my own original work, or if submitted jointly with others, is the original work of the joint
submitters.

1 further declare that (check one):

' Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as LAC; OR (check one or both of the
Jollowing):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
LAC, may be covered by the following U.S. and/or foreign patents: none;

O Ido hereby declare that, to the best of my knowledge, the following pending U.S.
andj/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: none.

1do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have ﬁllly disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

L acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), 1 understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.



Signed: Xiomhur Lu

Title: Dy.

Date: 2.0)1.10,2.6

Place: DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I Xianhui Lu, DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang
Road. Haidian District, Beijing 100093, China, am the owner or authorized representative of the
owner (print full name, if different than the signer) of the submitted reference implementation
and optimized implementations and hereby grant the U.S. Government and any interested party
the right to reproduce, prepare derivative works based upon, distribute copies of, and display
such implementations for the purposes of the post-quantum algorithm public review and
evaluation process, and implementation if the corresponding cryptosystem is selected for
standardization and as a standard, notwithstanding that the implementations may be copyrighted
or copyrightable.

Signed: X/?O”'Lhw‘l Lu

Title: Df-

Date: 2017+ 10.24

Place: DCS Center, Institute of Information Engineering, CAS, No. 894, Minzhuang Road,
Haidian District, Beijing 100093, China



|, Zhenfei Zhang, 187 Ballardvale st. suite A202, Wilmington MA 01887, U.S., am the owner or
authorized representative of the owner of the submitted reference implementation and optimized
implementations and hereby grant the U.S. Government and any interested party the right to
reproduce, prepare derivative works based upon, distribute copies of, and display such
implementations for the purposes of the post-quantum algorithm public review and evaluation
process, and implementation if the corresponding cryptosystem is selected for standardization
and as a standard, notwithstanding that the implementations may be copyrighted or
copyrightable.

Signed:
Title: Senior research Scientist, Onboard Security
Date: Nov 30, 2017

Place: 187 Ballardvale st. Suite 202A, Wilmington MA 01887, U.S.



