2.D.1 Statement by Each Submitter

I, Nina Bindel, of Technische Universitdt Darmstadt, HochschulstraSe 10, 64289, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that I
have submitted, known as qTESLA, is my own original work, or if submitted jointly with others,
is the original work of the joint submitters.

I further declare that (check one):

X I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as qTESLA; OR (check one or both of the
following):

e to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
__(print name of cryptosystem) , may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) ;

e I do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable)

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment,

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived



cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

%aa B ok R

Title: M.Sc.
Date: November 23, 2017
Place: Darmstadt, Germany

Signed:



2.D.1 Statement by Each Submitter

I Sedat Akleylek, of Ondokuz Mayis Universitesi, Bilgisayar Miihendisligi Boliimii, 55139,
Kurupelit, Samsun, Turkey, do hereby declare that the cryptosystem, reference implementation,
or optimized implementations that I have submitted, known as gTESLA, is my own original work,
or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

X I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as qTESLA; OR (check one or both of the
Jfollowing):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that 1 have submitted, known as

(print name of cryptosystem) , may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) ;

L' Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable)

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. | certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryplosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,

modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryplosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration Jor standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed: M M

Title: Assoc. Prof. Dr. Sedat Akleylek

Date: November 20, 2017

Place: Ondokuz Mayis Universitesi, Bilgisayar Miihendisligi Boliimii, 55139, Kurupelit, Samsun,
Turkey



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I Sedat Akleylek, Ondokuz Mayis Universitesi, Bilgisayar Mihendisligi Boliimi, 55139,
Kurupelit, Samsun, Turkey, am the owner or authorized representative of the owner (print full
name, if different than the signer) of the submitted reference implementation and optimized
implementations and hereby grant the U.S. Government and any interested party the right to
reproduce, prepare derivative works based upon, distribute copies of, and display such
implementations for the purposes of the post-quantum algorithm public review and evaluation
process, and implementation if the corresponding cryptosystem is selected for standardization
and as a standard, notwithstanding that the implementations may be copyrighted or
copyrightable.

Signed.

Title: Assoc. Prof. Dr. Sedat Akleylek

Date: November 20, 2017

Place: Ondokuz Mayis Universitesi, Bilgisayar Miihendisligi Boliimii, 55139, Kurupelit, Samsun,
Turkey



2.D.1 Statement by Each Submitter

I, Erdem ALKIM, of Merkez Mah. Yildirum Sok.No 2, Yenice, Karabuk, Turkey , do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that |
have submitted, known as gTESLA, is my own original work, or if submitted jointly with others,
is the original work of the joint submitters.

1 further declare that (check one):

lﬂdo not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as qTESLA; OR (check one or both of the
Jollowing):

(1 fo the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
_(print name of cryptosystem) ___, may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) ;

01 Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

L acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

Ido hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryplosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed: M @] &L‘—_

Title: Dr. Erdem ALKIM
Date: 21/11/2017
Place: Merkez Mah. Yildirim Sok. No 2 Yenice, Karabiik, Turkey



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I, Erdem ALKIM, Merkez Mah. Yildirim Sok. No 2 Yenice, Karabiik, Turkey , am the owner or
authorized representative of the owner (print full name, if different than the signer) of the
submitted reference implementation and optimized implementations and hereby grant the U.S.
Government and any interested party the right to reproduce, prepare derivative works based
upon, distribute copies of. and display such implementations for the purposes of the post-
quantum algorithm public review and evaluation process, and implementation if the
corresponding cryptosystem is selected for standardization and as a standard, notwithstanding
that the implementations may be copyrighted or copyrightable.

Signed: M""(%"

Title: Dr. Evdem ALKIM
Date: 21/11/2017
Place:Merkez Mah. Yildirim Sok. No 2 Yenice, Karabiik, Turkey



2.D.1 Statement by Each Submitter

I PAULO SERGIO LICCIARDI MESSEDER BARRETO, of the Institute of Technology - University of Washington
Tacoma - Campus Box 358426 - 1900 Commerce Street - Tacoma WA 98402-3100, do hereby declare that
the cryptosystem, reference implementation, or optimized implementations that I have submitted, known as
Lattice-Based Digital Signature Scheme qTESLA, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

1 further declare that (check one):

1do not hold and do not intend to hold any patent or patent application with a claim which may cover
the cryptosystem, reference implementation, or optimized implementations that I have submitted, known
as Lattice-Based Digital Signature Scheme qTESLA; OR (check one or both of the following):

O  to the best of my knowledge, the practice of the cryptosystem, reference implementation,
or optimized implementations that I have submitted, known as ____ (print name of
cryptosystem) ___, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none” if applicable) h

O Ido hereby declare that, to the best of my knowledge, the following pending U.S. and/or
foreign patent applications may cover the practice of my submitted cryptosystem,
reference implementation or optimized implementations: (describe and enumerate
or state “none” if applicable) :

1do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for review
and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I further
acknowledge that I will not receive financial or other compensation from the U.S. Government Jor my
submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent
applications which may cover my cryptosystem, reference implementation or optimized implementations. I
also acknowledge and agree that the U.S. Government may, during the public review and the evaluation
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the drafi
standards for public comment.

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For Proposals
for any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the purposes
of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove my
cryptosystem _from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is
removed from consideration for standardization or withdrawn from consideration by all submitter(s) and
owner(s), I understand that rights granted and assurances made under Sections 2.D.1, 2.D.2 and 2.D.3 of
the Call For Proposals, including use rights of the reference and optimized implementations, may be
withdrawn by the submitter(s) and owner(s), as appropriate.

Signed: %W

Title: Prof. Dr., PhD

pate: 11/49/ 2013

Place: Tacoma, WA, USA



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

1 PAULO SERGIO LICCIARDI MESSEDER BARRETO, of the Institute of Technology - University of Washington
Tacoma - Campus Box 358426 - 1900 Commerce Street - Tacoma WA 98402-3100, am the owner of the
submitted reference implementation and optimized implementations of Lattice-Based Digital Signature
Scheme qTESLA, and hereby grant the U.S. Government and any interested party the right to reproduce,
prepare derivative works based upon, distribute copies of, and display such implementations for the
purposes of the post-quantum algorithm public review and evaluation process, and implementation if the
corresponding cryptosystem is selected for standardization and as a standard, notwithstanding that the
implementations may be copyrighted or copyrightable.

Signed: q&mﬁ‘

Title: Prof. Dr., PhD
Date: '1.'1./ 49/ WA}

Place: Tacoma, WA, USA



2.D.1 Statement by Each Submitter

I, Johannes Buchmann, of Technische Universitédt Darmstadt, HochschulstralSe 10, 64289, do
hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as qTESLA, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

I further declare that (check one):

X Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as qTESLA; OR (check one or both of the
following):

e to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
____ (print name of cryptosystem)____, may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) )

o Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable)

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived



cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed:

Budrmaonin
Title: Prof. Dr.

Date: November 23, 2017

Place: Darmstadt, Germany



2.D.1 Statement by Each Submitter

I Edward Eaton, of ISARA Corporation, 560 Westmount Rd., Waterloo, Ontario, Canada, do

hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as gTESLA, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

I further declare that (check one):

/I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as qTESLA; OR (check one or both of the
following):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
qTESLA, may be covered by the following U.S. and/or foreign patents:

(describe and enumerate or state “none” if applicable) ;

O I do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of



the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed. wE P

4 —_—
S < _
\ y-( ~

——

Title: Security Researcher
Date: 2017-nov-21
Place: Waterloo, Ontario, Canada



2.D.1 Statement by Each Submitter

I, Gus Gutoski, of ISARA Corporation, 560 Westmount Rd., Waterloo, Ontario, Canada, do
hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as qTESLA, is my own original work, or if submitted jointly with
others, is the original work of the joint submitters.

1 further declare that (check one):

I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as gTESLA; OR (check one or both of the
following):

[0 to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
qTESLA, may be covered by the following U.S. and/or foreign patents:

(describe and enumerate or state “none’ if applicable) ;

[ Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of



the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Szgned P _ il ‘_/,/,' p)
4/// (,/;:‘/( = ( .

Title: Security Researcher
Date: 2017-nov-21
Place: Waterloo, Ontario, Canada



2.D.1 Statement by Each Submitter

I, Dr. Juliane Krimer, of Technische Universitdt Darmstadt, Hochschulstrafse 10, 64289
Darmstadt, Germany, do hereby declare that the cryptosystem, reference implementation, or
optimized implementations that I have submitted, knownas g TES LA , is my
own original work, or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

1 do not hold and do not intend to hold any patent or patent application with a

X claim which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as o' TESLA
OR (check one or both of the following): 1

]

0 to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
___ (print name of cryptosystem) ___, may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) ;

O 1do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that 1 will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

1 acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed: p é’uamﬂ\/

Title: Dr.
Date: November 21, 2017
Place: Frankfurt am Main, Germany



2.D.1 Statement by Each Submitter

I Patrick Longa, of One Microsoft Way, Redmond, WA, 98052, USA, do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that I have submitted,
known as gTESLA, is my own original work, or if submitted jointly with others, is the original
work of the joint submitters.

1 further declare that:

X Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as gTESLA.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Title: Dr.
Date: February 8, 2018
Place: Redmond, Washington



2.D.1 Statement by Each Submitter

I Harun Polat , of Technische Universitit Darmstadt, Hochschulstrafe 10, 64289, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that I
have submitted, known as qTESLA, is my own original work, or if submitted ]omtly with others,
is the original work of the joint submitters. :

1 further declare that (check one):

1 do not hold and do not intend to hold any patent or patent application with a
claim which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as qTESLA; OR (check one or
both of the following):

* {0 the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
(print name of cryptosystem) ___, may be covered by the followmg US.
and/or foreign patents: (descrzbe and enumerate or state “none” if
applicable) S

o ] do hereby declare that, to the best of my knowledge, the following pending
U.S. and/or foreign patent applications may cover the practice of my
submitted cryptosystem, reference implementation or optimized
implementations: (describe and enumerate or state “none” if
applicable)

1do hereby acknawledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and,
if my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

1 acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosysiem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove



my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s). and -
owner(s), as appropriate.

Hnru P@Lj
Title: B.Sc.

Date: November 23, 2017
Place: Darmstadt

Signed:



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I Harun Polat, Technische Universitdt Darmstadt, Hochschulstrafe 10, 64289, am the owner
or authorized representative of the owner (print full name, if different than the signer) of the
submitted reference implementation and optimized implementations and hereby grant the U.S.
Government and any interested party the right to reproduce, prepare derivative works based
upon, distribute copies of, and display such implementations for the purposes of the post-
quantum algorithm public review and evaluation process, and implementation if the
corresponding cryptosystem is selected for standardization and as a standard, notwithstanding
that the implementations may be copyrighted or copyrightable.

AN

Title: B.Sc.
Date: November 23, 2017
Place: Darmstadt :

Signed:



2.D.1 Statement by Each Submitter

I, JEFFERSON EVANDI RICARDINI FERNANDES DE OLIVEIRA, of University of Sao Paulo - Av.
Professor Luciano Gualberto, travessa 3, 158 Prédio da Engenharia Elétrica (Bloco C, sala CM-43)
05508-010 — Cidade Universitaria — Sdo Paulo-SP — Brasil, do hereby declare that the cryptosystem,
reference implementation, or optimized implementations that I have submitted, known as Lattice-Based
Digital Signature Scheme qTESLA, is my own original work, or if submitted jointly with others, is the
original work of the joint submiltters.

1 further declare that (check one).:

M I do not hold and do not intend to hold any patent or patent application with a claim which may cover
the cryptosystem, reference implementation, or optimized implementations that I have submitted, known
as Lattice-Based Digital Signature Scheme qTESLA; OR (check one or both of the following):

(0 to the best of my knowledge, the practice of the cryptosystem, reference implementation,
or optimized implementations that I have submitted, known as ____ (print name of
cryptosystem)____, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none’” if applicable) :

03 Ido hereby declare that, to the best of my knowledge, the following pending U.S. and/or
Joreign patent applications may cover the practice of my submitted cryptosystem,
reference implementation or optimized implementations. (describe and enumerate
or state "none” if applicable)

Ido hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for review
and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I further
acknowledge that I will not receive financial or other compensation from the U.S. Government for my
submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent
applications which may cover my cryptosystem, reference implementation or optimized implementations. I
also acknowledge and agree that the U.S. Government may, during the public review and the evaluation
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the

standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the draft
Standards for public comment.

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For Proposals
Jor any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the purposes
of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove my
cryptosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is
removed from consideration for standardization or withdrawn from consideration by all submitter(s) and
owner(s), I understand that rights granted and assurances made under Sections 2.D.1, 2.D.2 and 2.D.3 of
the Call For Proposals, including use rights of the reference and optimized implementations, may be
withdrawn by the submitter(s) and owner(s), as appropriate.

Signed:?,l/#z% £ ﬂuaonolbh £ 0(1 (,QZ Vg
Title: M. Sc.

Date: NOVEAM TBER, ZL{/ 20({%F

Place: Sao Paulo, SP, Brazil



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)

The following must also be included:

I, JEFFERSON EVANDI RICARDINI FERNANDES DE OLIVEIRA, of University of Sao Paulo - Av.
Professor Luciano Gualberto, travessa 3, 158 Prédio da Engenharia Elétrica (Bloco C, sala CM-43)
05508-010 — Cidade Universitria — Sdo Paulo-SP — Brazil,, am the owner of the submitted reference
implementation and optimized implementations of Lattice-Based Digital Signature Scheme qTESLA, and
hereby grant the U.S. Government and any interested party the right to reproduce, prepare derivative works
based upon, distribute copies of, and display such implementations for the purposes of the post-quantum
algorithm public review and evaluation process, and implementation if the corresponding cryptosystem is
selected for standardization and as a standard, notwithstanding that the implementations may be
copyrighted or copyrightable.

Signed: Aferrg. ¢ . Pordin: € ot Phrvas

Title: M. Sc.

Date: p)pVEan BCR, 24, 2oby
Place: Sdo Paulo, SP, Brazil



2.D.1 Statement by Each Submitter

I GUSTAVO HENRIQUE MURIEL ZANON of the Escola Politécnica - University of Sdo Paulo - Av.
Professor Luciano Gualberto, trav. 3, Ed. Eng. Elétrica, bloco C, sala C1-50 (LARC/PCS) — 05508-010 —
Cidade Universitdria — Sdo Paulo-SP — Brazil, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that 1 have submitted, known as Lattice-Based Digital
Signature Scheme qTESLA, is my own original work, or if submitted Jjointly with others, is the original
work of the joint submitters.

I further declare that (check one):

1 do not hold and do not intend to hold aﬁy patent or patent application with a claim which may cover
the cryptosystem, reference implementation, or optimized implementations that I have submitted, known
as Lattice-Based Digital Signature Scheme qTESLA; OR (check one or both of the following):

O to the best of my knowledge, the practice of the cryptosystem, reference implementation,
or optimized implementations that I have submitted, known as ____ (print name of
cryptosystem) __, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none” if applicable) ;

O Ido hereby declare that, to the best of my knowledge, the following pending U.S. and/or
foreign patent applications may cover the practice of my submitted cryptosystem,
reference implementation or optimized implementations: (describe and enumerate
or state “none” if applicable) ;

1do hereby acknowledge and agree that my submitted cryptosystem will be provided to the public for review
and will be evaluated by NIST, and that it might not be selected for standardization by NIST. I Sfurther
acknowledge that I will not receive financial or other compensation from the U.S. Government for my
submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent
applications which may cover my cryptosystem, reference implementation or optimized implementations. |
also acknowledge and agree that the U.S. Government may, during the public review and the evaluation
process, and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any‘selected cryptosystem(s) and proceed to publish the draft
standards for public comment.

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For Proposals
for any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the purposes
of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove my
eryptosystem from consideration for standardization. If my cryptosystem (or the derived cryptosystem) is
removed from consideration for standardization or withdrawn from consideration by all submitter(s) and
owner(s), | understand that rights granted and assurances made under Sections 2.D.1, 2.D.2 and 2.D.3 of
the Call For Proposals, including use rights of the reference and optimized implementations, may be
withdrawn by the submitter(s) and owner(s), as appropriate.

n - 267!
Signed: M’
Title: Bsc. H
Date: AL/724 /2017

Place: Sdo Paulo, SP, Brazil



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I, GUSTAVO HENRIQUE MURIEL ZANON of the Escola Politécnica - University of Sdo Paulo - Av.
Professor Luciano Gualberto, trav. 3, Ed. Eng. Elétrica, bloco C, sala C1-50 (LARC/PCS) — 055 08-010—
Cidade Universitdria — SGo Paulo-SP — Brazil, am the owner of the submitted reference implementation
and optimized implementations of Lattice-Based Digital Signature Scheme qTESLA, and hereby grant the
U.S. Government and any interested party the right to reproduce, prepare derivative works based upon,
distribute copies of, and display such implementations for the purposes of the post-quantum algorithm
public review and evaluation process, and implementation if the corresponding cryptosystem is selected
for standardization and as a standard, notwithstanding that the implementations may be copyrighted or
copyrightable.

Signed w

Title: BSc.

Date: Ly /724 /2017
Place: Sdo Paulo, SP, Brazil





