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Attention: Post-Quantum Cryptographic
Algorithm Submissions

National Institute of Standards and
Technology

100 Bureau Drive - Stop 8930
Gaithersburg, MD 20899-8930

USA

Dear Mr. Moody,

Name
Phone

Address

E-Mail
Internet

Date

Dr. Thomas Pdppelmann
+49 (89) 234-64019

c/o Thomas Pdppelmann
Infineon Technologies AG
Am Campeon 1-12

85579 Neubiberg, Germany

thomas.poeppelmann@infineon.com
www.infineon.com

12. Dezember 2017

Attached you find the intellectual property statements 2.D.1 for our submission NewHope
to the Post-Quantum Cryptography Standardization Process by Thomas Péppelmann,
Erdem Alkim, Roberto Avanzi, Joppe Bos, Léo Ducas, Antonio de la Piedra, Peter
Schwabe, and Douglas Stebila. None of the authors has declared to hold any patents of
patent applications (of his own) with a claim that covers the submission and thus no

statement 2.D.2 is provided.

Additionally, | have attached Statement 2.D.3 by Erdem Alkim, Thomas P&ppelmann,
Peter Schwabe, and Antonio de la Piedra who contributed to the optimized, reference, or

additional implementations.

If possible, | would appreciate a short email to Thomas.Poeppelmann@infineon.com to

indicate that the letter and statements were received.

Best regards,

Thomas P&ppelmann and the NewHope team



2.D.1 Statement by Each Submitter

I, Thomas Péppelmann, Orleansstr. 5a, 81669 Munich, Germany, Germany do hereby declare
that the cryptosystem, reference implementation, or optimized implementations that I have
submitted, known as NewHope, is my own original work, or if submitted jointly with others, is

the original work of the joint submitters.

1 further declare that (check one):

}( 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as NewHope,; OR (check one or both of
the following):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
____(print name of cryptosystem) ___, may be covered by the following U.S.
and/or foreign patents: __ (describe and enumerate or state “none” if
applicable)

U 1Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:

(describe and enumerate or state “none” if applicable) .

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided fo the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation _from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed allr;\)%;lents and patent applications which may cover my
cryplosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,

modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered



vulnerability).

1 acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the

draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the

purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized

implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Signed: T | ? ) s

Title: Dr‘—*\ngj. T \,\omaj ?gpo-)e)manm
Date: \ 7 /VUV@M!.»W ZO z 7

Place: /M@n v L‘/ () 2y mana/



2.D.1 Statement by Each Submitter

I, Erdem ALKIM, of Merkez Mah. Yildirim Sok.No 2, Yenice, Karabuk, Turkey , do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that 1
have submitted, known as NewHope, is my own original work, or if submitted jointly with others,
is the original work of the joint submitters.

I further declare that (check one):

¥ I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as NewHope; OR (check one or both of
the following).

[  to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
___ (print name of cryptosystem) _, may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none’” if
applicable) A

O Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

1 acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed: M"‘M""

Title: Dr. Erdem ALKIM
Date: 09/11/2017
Place: Merkez Mah. Yildwim Sok. No 2 Yenice, Karabiik, Turkey



2.D.1 Statement by Each Submitter

I, ROBERTO AVANZI of ARM, 110 Fulbourn Rd, Cambridge CB1 9INJ, UK, do hereby declare
that the cryptosystem, reference implementation, or optimized implementations that I have
submitted, known as NewHope, is my own original work, or if submitted jointly with others, is
the original work of the joint submitters.

I further declare that (check one):

v I do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as NewHope, OR (check one or both of
the following):

[ to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
NewHope, may be covered by the following U.S. and/or foreign patents: NONE;

0 Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations: NONE.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right fo use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.



Signed: W AUG(M YV

Title: Senior Principal Cryptography and Security Architect
Date: November 15, 2017
Place: Munich, Germany



2.D.1 Statement by Each Submitter

I, Joppe W. Bos, of NXP Semiconductors, Interleuvenlaan 80, 3001, Leuven, Belgium, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that 1
have submitted, known as NewHope, is my own original work, or if submitted jointly with others,
is the original work of the joint submitters.

1 further declare that:

X  Ido not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as NewHope.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standavrd,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

1 acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any
patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for the
purposes of the public review and evaluation process.

L acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), [ understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and optimized
implementations, may be withdrawn by the submitter(s) and owner(s), as appropriate.

Signed: = J
(

Title: Joppe W. Bos, PhD
Date: November 2" 2017
Place: Leuven, Belgium



2.D.1 Statement by Each Submitter

I, Léo Ducas, of CWI, Science Park 123, 1098 XG Amsterdam, The Netherlands, do hereby
declare that the cryptosystem, reference implementation, or optimized implementations that I
have submitted, known as NewHope, is my own original work, or if submitted jointly with others,
is the original work of the joint submitters.

I do not hold and do not intend to hold any patent or patent application with a claim which may
cover the cryptosystem, reference implementation, or optimized implementations that I have
submitted, known as NewHope;

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optlmlzed lmplemen tions, may be withdrawn by the submitter(s) and
owner(s), as appropriate. _—

Signed:

Title: @ ~. éefg TS JCas

Bales / a U@Vé’dm. La*’ *?@/ 7_Z -
Place: /f‘mj{’*’ / 2un p "T/u /{/e// ZD‘ 4&11@



2.D.1 Statement by Each Submitter

I Antonio de la Piedra, of Compumatica secure networks B.V., Oude Udenseweg 29, 5405 PD
Uden, The Netherlands, do hereby declare that the cryptosystem, reference implementation, or
optimized implementations that I have submitted, known as NewHope, is my own original work,
or if submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

B/ 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as NewHope, OR (check one or both of
the following):

O fo the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
NewHope, may be covered by the following U.S. and/or foreign patents:
(describe and enumerate or state “none” if applicable) A

0 Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process,and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,

modify my submittedcryptosystem’s specifications (e.g., fo protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryplosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of thepublic review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryplosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made underSections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of the



reference and optimized implementations, may be withdrawn by the submitter(s) and owner(s),
as appropriate.

Signed:  pMTONO DE (A PIEPEA | D
Title:  Dp.

Date: 20(? NMenNDer 4o
Place: UDEN, THe NetHeRLANDRN



2.D.1 Statement by Each Submitter

I, Peter Schwabe, of Radboud University, Comeniuslaan 4, 6525 HP Nijmegen, The Netherlands,
do hereby declare that the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as NewHope, is my own original work, or if
submitted jointly with others, is the original work of the joint submitters.

I further declare that (check one):

Vi 1do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as NewHope; OR (check one or both of
the following):

[ to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
NewHope, may be covered by the following U.S. and/or foreign patents:none;

001 Ido hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:none.

I do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not reccive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances
made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.



)

Title: \ J,. Q,/¢ SZL;'quLe, ,455 '8 A . / Qo »4.{10 r
Date: 46\/‘ 7, 2ol 7
Place: A/iiw,ije_,, “he Nedhe, [emc(f

Signed:



I, Douglas Stebila, McMaster University, 1280 Main St. W., Hamilton, Ontario, Canada,
do hereby declare that the cryptosystem, reference implementation, or optimized implemen-
tations that I have submitted, known as NEWHOPE, is my own original work, or if submitted
jointly with others, is the original work of the joint submitters.

I further declare that I do not hold and do not intend to hold any patent or patent
application with a claim which may cover the cryptosystem, reference implementation, or
optimized implementations that I have submitted, known as NEWHOPE

I do hereby acknowledge and agree that my submitted cryptosystem will be provided
to the public for review and will be evaluated by NIST, and that it might not be selected
for standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of
my knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process,
and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly
discovered vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to pub-
lish the draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for
any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for
the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may
remove my cryptosystem from consideration for standardization. If my cryptosystem (or the
derived cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assur-
ances made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and
optimized implementations, may be withdrawn by the submitter(s) nd owner(s), as appropri-
ate.

Signed: tba%(%% Wa )
Title: P wabs Shebila, A isbnt "Pm,@s;or
Date: 20(% - ‘0_06

Place: ‘\’\QW\‘\ Hﬂ)/\| OG\\W\«’D, CW‘O‘O(A



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)

The following must also be included:

Co-
I, Thomas Poppelmann , Orleansstr. 5a, 81669 Munich, Germany, am the owner or-autherized

representativ&qf-'té’zwmmer—(pnint-full-name,—éﬁdi,_fj‘ér:enuhan-the.signez? of the submitted
reference implementation and optimized implementations an%i zbﬁgbizngﬂ;;;t the U.S. Government
and any interested party the right to reproduce, prepare derivative works based upon, distribute
copies of, and display such implementations for the purposes of the post-quantum algorithm
public review and evaluation process, and implementation if the corresponding cryptosystem is

selected for standardization and as a standard, notwithstanding that the implementations may be

copyrighted or copyrightable.
Signed: v ) =
Title: Dr. —\V\({,). .T‘/\OY"IC‘(S ?Oq Fﬂ{e"’lﬂaqn

Date: ‘ 7 Novem Lé/f‘ ZO ,7

Place: //[(AV\{CL, C\)Q-{‘W\Ct/\a/



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I Erdem ALKIM, Merkez Mah. Yildirim Sok. No 2 Yenice, Karabiik, Turkey , am the owner or
authorized representative of the owner (print full name, if different than the signer) of the
submitted reference implementation and optimized implementations and hereby grant the U.S.
Government and any interested party the right to reproduce, prepare derivative works based
upon, distribute copies of, and display such implementations for the purposes of the post-
quantum  algorithm public review and evaluation process, and implementation if the
corresponding cryptosystem is selected for standardization and as a standard, notwithstanding
that the implementations may be copyrighted or copyrightable.

Signed: ML‘ ﬂéﬁ“"‘

Title: Dr. Erdem ALKIM
Date: 09/11/2017
Place:Merkez Mah. Yildirim Sok. No 2 Yenice, Karabiik, Turkey



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)
The following must also be included:

I, Peter Schwabe , Radboud University, Comeniuslaan 4, 6525 HP Nijmegen, The Netherlands,
am the owner or authorized representative of the owner (print full name, if different than the
signer) of the submitted reference implementation and optimized implementations and hereby
grant the U.S. Government and any interested party the right to reproduce, prepare derivative
works based upon, distribute copies of, and display such implementations for the purposes of the
post-quantum algorithm public review and evaluation process, and implementation if the
corresponding cryptosystem is selected for standardization and as a standard, notwithstanding
that the impleme;?ratior}s may be copyrighted or copyrightable.

/ / /

I AR A————

S igned:L‘Q; 7 ,3/
Tide: (), (L ch\,/aSe, Assi s ko (%o fesso -
Date: My . EER I

Place: /}/i‘smijg.,l ke /VC{‘(/‘)‘ULQ'-GLS



2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)

The following must also be included:

I, Antonio de la Piedra, Compumatica secure networks B.V., Oude Udenseweg 29, 5405 PD
Uden, The Netherlands, am the owner or authorized representative of the owner of the submitted
reference implementation and optimized implementations and hereby grant the U.S. Government
and any interested party the right to reproduce, prepare derivative works based upon, distribute
copies of, and display such implementations for the purposes of the post-quantum algorithm
public review and evaluation process, and implementation if the corresponding cryptosystem is
selected for standardization and as a standard, notwithstanding that the implementations may be
copyrighted or copyrightable.

Signed: ANTowwe & (M RQiedrd, PHD
Title:  DR.
Date:  \o- woren®el -2 o]

Place: _
MOEN, e NETHEQUANDS



I, Martin Albrecht, Royal Holloway, University of London, Egham, United Kingdom do
hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as NEWHOPE, is my own original work, or if submitted jointly
with others, is the original work of the joint submitters.

I further declare that I do not hold and do not intend to hold any patent or patent
application with a claim which may cover the cryptosystem, reference implementation, or
optimized implementations that I have submitted, known as NEWHOPE

I do hereby acknowledge and agree that my submitted cryptosystem will be provided
to the public for review and will be evaluated by NIST, and that it might not be selected
for standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of
my knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process,
and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly
discovered vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to pub-
lish the draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for
any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for
the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may
remove my cryptosystem from consideration for standardization. If my cryptosystem (or the
derived cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assur-
ances made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and
optimized implementations, may be withdrawn by the submitter(s) nd owner(s), as appropri-
ate.

Signed: p W /4/&_(\/'&_

Title:
Date:: < 3 20 19
Place: Eeootan, UK



I, Emmanuela Orsini, COSIC KU Leuven, Afdeling ESAT - COSIC, Kasteelpark Arenberg
10 - bus 2452, 3001 Heverlee, Belgium, do hereby declare that the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as NEWHOPE,
is my own original work, or if submitted jointly with others, is the original work of the joint
submitters.

I further declare that I do not hold and do not intend to hold any patent or patent
application with a claim which may cover the cryptosystem, reference implementation, or
optimized implementations that I have submitted, known as NEWHOPE

I do hereby acknowledge and agree that my submitted cryptosystem will be provided
to the public for review and will be evaluated by NIST, and that it might not be selected
for standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of
my knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process,
and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly
discovered vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to pub-
lish the draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for
any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for
the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may
remove my cryptosystem from consideration for standardization. If my cryptosystem (or the
derived cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assur-
ances made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and
optimized implementations, may be withdrawn by the submitter(s) nd owner(s), as appropri-
ate.

s Sommondls

Title: Research Expert, KU Leuven
Date:: 06/03/2019

Place: Leuven



I, Kenneth Paterson, Royal Holloway University of London, Egham, Surrey, TW20 0EX,
United Kingdom; and ETH Ziirich, Universitdtstrasse 6, CH-8092 Ziirich, Switzerland, do
hereby declare that the cryptosystem, reference implementation, or optimized implementations
that I have submitted, known as NEWHOPE, is my own original work, or if submitted jointly
with others, is the original work of the joint submitters.

I further declare that I do not hold and do not intend to hold any patent or patent
application with a claim which may cover the cryptosystem, reference implementation, or
optimized implementations that I have submitted, known as NEWHOPE

I do hereby acknowledge and agree that my submitted cryptosystem will be provided
to the public for review and will be evaluated by NIST, and that it might not be selected
for standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of
my knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process,
and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly
discovered vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to pub-
lish the draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for
any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for
the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may
remove my cryptosystem from consideration for standardization. If my cryptosystem (or the
derived cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assur-
ances made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and
optimized implementations, may be withdrawn by the submitter(s) nd owner(s), as appropri-
ate.

N [
Signed: ML\/\ C/T ' Y/t@/\‘
Title: ?m& CS ond”
Date:: \Zdii\ sz N 2 O( G\\
Place: L;j Lo 3 u S
i



I, Nigel Smart, COSIC ESAT, KU Leuven, Kasteelpark Arenberg 10 - bus 2440, 3001
Leuven, Belgium, do hereby declare that the cryptosystem, reference implementation, or opti-
mized implementations that I have submitted, known as NEWHOPE, is my own original work,
or if submitted jointly with others, is the original work of the joint submitters.

I further declare that I do not hold and do not intend to hold any patent or patent
application with a claim which may cover the cryptosystem, reference implementation, or
optimized implementations that I have submitted, known as NEWHOPE

I do hereby acknowledge and agree that my submitted cryptosystem will be provided
to the public for review and will be evaluated by NIST, and that it might not be selected
for standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of
my knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process,
and, if my submitted cryptosystem is selected for standardization, during the lifetime of the
standard, modify my submitted cryptosystem’s specifications (e.g., to protect against a newly
discovered vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to pub-
lish the draft standards for public comment

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for
any patent or patent application identified to cover the practice of my cryptosystem, reference
implementation or optimized implementations and the right to use such implementations for
the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may
remove my cryptosystem from consideration for standardization. If my cryptosystem (or the
derived cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assur-
ances made under Sections 2.D.1, 2.D.2 and 2.D.3, including use rights of the reference and
optimized implementations, may be withdrawn by the submitter(s) nd owner(s), as appropri-
ate.

Signed: /’V-J'/ ‘
Title: Pn“’:E/SSCY‘
Date:: l[,g,/3/'2.0\°\

Place: | ¢ uven Q"\j L



2.D.1 Statement by Each Submitter

L, Valery Osheter, of Ezra-ha-Sofer 15-4, Ashdod, Israel, do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that I have submitted,
known as NewHope, is my own original work, or if submitted jointly with others, is the original
work of the joint submitters.

1 further declare that (check one):

\Q{ 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as _____ (print name of
cryptosystem) ___; OR (check one or both of the following):

O to the best of my knowledge, the practice of the cryptosystem, reference
implementation, or optimized implementations that I have submitted, known as
_____(print name of cryptosystem) ___, may be covered by the following U.S.
and/or foreign patents: (describe and enumerate or state “none” if
applicable) ;

0O 1do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable) .

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment

1 do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed: ﬂ/}?«,, //, -

Title: ,( (f& /[,\Q/,({CQZL
Date: 7 7. Se,lp 2019
Place: 1€C~A v



2.D.1 Statement by Each Submitter

I, Guy Peer, of Hachita 183, Moshav Taley Yechiel, 7981000, Israel , do hereby declare that the
cryptosystem, reference implementation, or optimized implementations that I have submitted,
known as NewHope, is my own original work, or if submitted jointly with others, is the original
work of the joint submitters.

1 further declare that (check one):

D/ 1 do not hold and do not intend to hold any patent or patent application with a claim
which may cover the cryptosystem, reference implementation, or optimized
implementations that I have submitted, known as _____ (print name of
cryptosystem) __; OR (check one or both of the following):

O to the best of my knowledge, the practice of the cryptosystem, reference

implementation, or optimized implementations that I have submitted, known as

(print name of cryptosystem) ___, may be covered by the followmg U.S.
and/or foreign patents: (descrzbe and enumerate or state “none” if
applicable) ;

O 1do hereby declare that, to the best of my knowledge, the following pending U.S.
and/or foreign patent applications may cover the practice of my submitted
cryptosystem, reference implementation or optimized implementations:
(describe and enumerate or state “none” if applicable)

1 do hereby acknowledge and agree that my submitted cryptosystem will be provided to the
public for review and will be evaluated by NIST, and that it might not be selected for
standardization by NIST. I further acknowledge that I will not receive financial or other
compensation from the U.S. Government for my submission. I certify that, to the best of my
knowledge, I have fully disclosed all patents and patent applications which may cover my
cryptosystem, reference implementation or optimized implementations. I also acknowledge and
agree that the U.S. Government may, during the public review and the evaluation process, and, if
my submitted cryptosystem is selected for standardization, during the lifetime of the standard,
modify my submitted cryptosystem’s specifications (e.g., to protect against a newly discovered
vulnerability).

I acknowledge that NIST will announce any selected cryptosystem(s) and proceed to publish the
draft standards for public comment ,

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3 in the Call For
Proposals for any patent or patent application identified to cover the practice of my
cryptosystem, reference implementation or optimized implementations and the right to use such
implementations for the purposes of the public review and evaluation process.

I acknowledge that, during the post-quantum algorithm evaluation process, NIST may remove
my cryptosystem from consideration for standardization. If my cryptosystem (or the derived
cryptosystem) is removed from consideration for standardization or withdrawn from
consideration by all submitter(s) and owner(s), I understand that rights granted and assurances



made under Sections 2.D.1, 2.D.2 and 2.D.3 of the Call For Proposals, including use rights of
the reference and optimized implementations, may be withdrawn by the submitter(s) and
owner(s), as appropriate.

Signed: %:—-ﬂ‘f

riee: VP RD ‘M;M«W( Tel

Date: 1?’ . 0/ . UD }S
Place: Te \ B AV,'[/



