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⇓

di�erent techniques



PSI on small sets (hundreds)
I private availability poll
I key agreement techniques

PSI on large sets (millions)
I double-registered voters
I OT extension; combinatorial tricks

PSI on asymmetric sets (100 : billion)
I contact discovery; password checkup
I o�ine phase; leakage

computing on the intersection
I sales statistics about intersection
I generic MPC

Not to mention:
I approximate/fuzzy matching

I more than 2 parties/sets

I private set union
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PSI on small sets
key agreement techniques
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H = good cryptographic hash function
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Dictionary attack:
I compute H (u) for every u
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interactively evaluate F on inputs
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I F requires secret known to Bob
⇒ can’t evaluate F without his help
I Alice “committed” to few xi’s
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x ≠ y
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=⇒ H (y) independent of everything else

DDH
=⇒ H (y)b ≈ $
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â

interactively evaluate

F (x) = H (x)ab

x ≠ y
RO
=⇒ H (y) independent of everything else

DDH
=⇒ H (y)b ≈ $

[Shamir80, Meadows86, Jablon96]



Alice Bob
x y

Does x = y?

H = random oracle

H (x)a

H (y)b, (H (x)a)b

b̂

(H (y)b)a ?
= (H (x)a)b

â
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overview: PSI on small sets

for 256 items:

0.1 seconds; 10 KB
with malicious security!

[RosulekTrieu21]



PSI on large sets
OT & hashing techniques; scaling to 1M items



scaling to 1 million items?

H (x1)a,H (x2)a, . . . ,H (x1000000)a

︸                                     ︷︷                                     ︸
> 4 minutes!
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why isn’t it secure against malicious parties?
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F 3(c), F 3(e), F 4(d), . . . , F 7(c), . . .
}

??

Bob should send two
F -values per item , what if
he sends only one?

Alice has c; does she
include it in output?

Only if c placed in bin 3!
I Depends on Alice’s

entire input!
⇒ can’t simulate!
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how do we overcome this problem?
[PinkasRosulekTrieuYanai20]



batch OPRF for malicious PSI
Alice Bob

1

2

3

4

5

6

7

8

9

.

.

.

F 1(x1) F 1(·)
F 2(x2) F 2(·)
F 3(x3) F 3(·)
F 4(x4) F 4(·)
F 5(x5) F 5(·)
F 6(x6) F 6(·)
F 7(x7) F 7(·)
F 8(x8) F 8(·)
F 9(x9) F 9(·)

State of the art malicious batch OPRF [OrrùOrsiniScholl17]

I essentially same cost as semi-honest

I consistency check relies on an additive homomorphism:

F i(x) ⊕ F j (y) = F ij (x ⊕ y)

∗: a gross oversimpli�cation
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[PinkasRosulekTrieuYanai20] protocol main idea:
Alice Bob1

2

3

4

5

6

7

8

9

10

a

b

c

d

s2 ⊕ s7 =

s3 ⊕ s9 =

s3 ⊕ s7 =

s4 ⊕ s7 =

c

d

e

f

s2

s7

s3

s9

s1

s4
s5
s6

s8

s10

F 1(s1)
F 2(s2)
F 3(s3)
F 4(s4)
F 5(s5)
F 6(s6)
F 7(s7)
F 8(s8)
F 9(s9)

F 10(s10)
F 2(s2) ⊕ F 7(s7) = F 27(a)
F 3(s3) ⊕ F 9(s9) = F 39(b)
F 3(s3) ⊕ F 7(s7) = F 37(c)
F 4(s4) ⊕ F 7(s7) = F 47(d)

F 1(·)
F 2(·)
F 3(·)
F 4(·)
F 5(·)
F 6(·)
F 7(·)
F 8(·)
F 9(·)
F 10(·){

F 37(c), F 47(d), F 35(e), F 69(f)

}

Alice secret-shares x into
bins h1(x) and h2(x)

Bob sends only one
F -value per item
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PSI on asymmetric sets
o�ine preprocessing techniques and leakage; scaling to billions of items



how to scale to billions of items?



how to scale to billions of items?



idea #1: o�ine preprocessing

Alice Bob
x1, x2, . . .

(hundreds)

y1, y2, . . .

(billions!)
H (x1)a,H (x2)a, . . .

H (y1)b,H (y2)b, . . ., (H (x1)a)b, (H (x2)a)b, . . .

only dependence on Bob’s set

o�ine phase

H (y1)b,H (y2)b, . . .

I Safe to reuse b for many PSIs⇒ reuse o�ine phase for all clients!
I Clever encodings for o�ine message: 4GB / 1B items

see [KalesRechbergerSchneiderSenkerWeinert19]
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idea #2: allow some leakage

Alice: Bob:

1 million bins1 million bins

1 billion items
100 items

place item x
in bin h(x)

IDs of nonempty bins

PSI
100 items ∼100K items

choice of h?

see [LiPalAliSullivanCha�erjeeRistenpart19]
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overview: PSI on asymmetric sets

for 256 million vs 1000 items (no leakage):

o�ine setup: 33 seconds; 1 GB
discovery: 3 seconds; 6 MB

for 1 billion vs 100 items (under previous leakage scenario):

0.2 seconds; 1 MB

future directions for private contact discovery
I incorporate PIR techniques?
I consider other leakage? characterize leakage?
I convenient “reusability” property for base PSI protocols?

[KalesRechbergerSchneiderSenkerWeinert19]
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shu�le

what is X ∩ Y?

what about computing other functions of the intersection? what about large sets?

[HubermanFranklinHogg99]
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state of the art
Alice Bob

x1, x2, . . . y1, y2, . . .

interactive preprocessing

r1, r2, . . . s1, s2, . . .

compare ri
?
= si, (∀i)

generic MPC

I Using O(n) communication, reduce PSI to O(n) comparisons (vs n2)

I Perform the comparisons inside generic MPC{ compute on the result

[PinkasSchneiderTkachenkoYanai19]
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PSI on small sets (hundreds)
I e�cient! 0.1sec / 256 items
I based on Di�e-Hellman KA

PSI on large sets (millions)
I fast! 4sec / 1M items
I OT extension & hashing techniques

PSI on asymmetric sets
I huge challenges for practice
I allow leakage, preprocessing?

computing on the intersection
I many open problems
I 20-30× performance gap

thank you!
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