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why use PSI?

Building a social network is not easy. Social networks have value
proportional to their size, so participants aren't motivated to join new
social networks which aren’t already large. It's a paradox where if
people haven't already joined, people aren’t motivated to join.

{my phone contacts} N {users of your service}
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why use PSI?
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Google Turns to Retro Cryptography to
Keep Data Sets Private

Google's Private Join and Compute willlet companies compare notes without divulging sensitive
information.

{people who saw ad} N {customers who made purchases}



why use PSI?
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Google Turns to Retro Cryptography to
Keep Data Sets Private

Google's Private Join and Compute willlet companies compare notes without divulging sensitive
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{voters registered in OR} N {voters registered in NY}
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> private availability poll
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computing on the intersection
> sales statistics about intersection
> generic MPC



QO

PSI on small sets (hundreds) PSI on large sets (millions)

> private availability poll _ > donhl

Not to mention:

> key agreement techn .
» approximate/fuzzy matching

» more than 2 parties/sets

> private set union

ered voters

); combinatorial tricks

o

o
PSI on asymmetric sets (100 : billion) computing on the intersection
> contact discovery; password checkup > sales statistics about intersection

> offline phase; leakage > generic MPC



PSI on_small sets

key agreement techniques
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a bad mental model for PSI

Alice H = good cryptographic hash function Bob

X1, X2, « o« Y1 Y25 -

H(yl)’H(yZ)’ s

-
---------
.=

Dictionary attack:
> compute H(u) for every u




a bad mental model for PSI
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a better mental model for PSI

Alice , , , Bob
E— interactively evaluate F on inputs —

xl’x23"' 4 """"""""""""" > yl;yz;---

» F requires secret known to Bob
= can’t evaluate F without his help

> Alice “committed” to few x;’s




Alice Bob

Does x = y?

[Shamir80, Meadows86, Jablon96]



Alice

H = random oracle Bob
H(y)"

[Shamir80, Meadows86, Jablon96]



Alice Bob

H = random oracle
H(x)a \Ab y

| 4
H(y)’, (H(x)%"

Y

[Shamir80, Meadows86, Jablon96]



Alice H = random oracle Bob
x (0 v ) g
i >
a H(y)b (H(x)9)"

(H(y)")* 2 (H(x)9)

[Shamir80, Meadows86, Jablon96]



Alice H = random oracle Bob
X H(x)a \Ab R y
i >
a H(y)b (H(x)9)"

(H(y)b)® 2 (H(x)%) interactively evaluate

F(x) = H(x)%

[Shamir80, Meadows86, Jablon96]



Alice H = random oracle Bob
X H(x)a \Ab R y
i >
a H(y)b (H(x)9)"

(H(y)")* 2 (H(x)9)

interactively evaluate

F(x) = H(x)%

RO DDH
x #y = H(y) independent of everything else — H(y)? ~ $

[Shamir80, Meadows86, Jablon96]



Alice Bob

X1, X2, .+ . . Y1, Y2 - .-

WhatisXNY?

[HubermanFranklinHogg99]



Alice Bob

X1, X25 .+ -« H(xl)“,H(xz)“,... Y1, Y2 - .-

>

H(y)" H(y)",.... (H(x))", (H(x) )", ..

[HubermanFranklinHogg99]



Alice Bob

X1, X25 .+ -« H(xl)“,H(xz)“,... Y1, Y2 - .-

>

H(y)" H(y2)",.... (H(x1)")", (H(x)9)",...

[HubermanFranklinHogg99]

> Malicious security via ZK [DeCristofaroKimTsudik10,JareckiLiu09]
> Authenticated items [DeCristofaroKimTsudik10]

» From generic key agreement [RosulekTrieu21]



overview: PSI on small sets

for 256 items:

0.1 seconds; 10 KB

with malicious security!

[RosulekTrieu21]



PSI on large sets

OT & hashing techniques; scaling to 1M items



scaling to 1 million items?

H(x)% H(x)4, ..., H (x1000000)“

\ 4



scaling to 1 million items?

H(x)% H(x)4, ..., H (x1000000)“

\ 4

> 4 minutes!



batch oblivious PRF (OPRF)
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batch oblivious PRF (OPRF)
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batch oblivious PRF (OPRF)

Alice

Fi(x)
F3(x,)
F3(x3)
Fy(xy)
all other F;(x*) look random F5(xs5)
Fe(xs)
F7(x7)
Fg(x3)
Fo(xo)

Fi()
F()
F3(-)
Fy(+)
Fs(-)
Fe(-)
F;(-)
Fs(-)
Fy(-)

Bob

learns nothing about x;’s

achieved very efficiently from OT extension



Alice Bob

a C
b d
c e
d f

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



Alice m bins Bob

1 1. Agree on random
p hi, by : {0,1}" — [m]
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Alice m bins Bob

1 1. Agree on random
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Alice m bins Bob
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Alice m bins Bob

1 1. Agree on random
2 hi, by : {0,1}* — [m]
a c
3
4
b d
5
6
c e
7
8
d f
9
10

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



Bob

1. Agree on random

hy, by - {0,1}* — [m]

c
2. Alice places each x into

d bin h;(x) or hy(x)

e

.f

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



Bob
1. Agree on random
hi, by : {0,1}" — [m]
c
2. Alice places each x into
d bin h;(x) or hy(x)
e 3. Bob places each x into
bins h;(x) and hy(x)
.f

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



m bins Bob

Fi(4) 1. Agree on random
F(+) . hi, hy : {0, 1} — [m]
¢, e Fy()
q Fz ) 2. Alice places each x into
e Fs(") d bin hy(x) or hy(x)
f d ?’(') e 3. Bob places each x into
c.d Fr() bins h;(x) and hy(x)
Fs(:) £
f  Fo() 4. OPREF in each bin:
Fio(+) Alice learns one F;(x);

Bob learns entire F;(-)

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



m bins Bob
1 Fi(") 1. Agree on random
Fy(+) . hy, hy 2 {0,1}* — [m]
e Fy()
Fz ) 2. Alice places each x into
Fs (") d bin h;(x) or hy(x)
d ?"(') e 3. Bob places each x into
¢ 7() bins h;(x) and hy(x)
Fs(-) £
Fo(") 4. OPRF in each bin:
Fio(+) Alice learns one F;(x);

Bob learns entire F;(-)

5. Bob sends all F;(x) values

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



Bob

1. Agree on random

hy, by - {0,1}* — [m]

c
2. Alice places each x into
d bin h;(x) or hy(x)
e 3. Bob places each x into
bins h; (x) and hy(x)
.f
4. OPRF in each bin:
Alice learns one F;(x);
Bob learns entire F;(-)
{Fs(c),(Fs(e) }
< g 5. Bob sends all F;(x) values

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



Bob

1. Agree on random

hy, by - {0,1}* — [m]

c
2. Alice places each x into
d bin h;(x) or hy(x)
e 3. Bob places each x into
bins h; (x) and hy(x)
.f
4. OPRF in each bin:
Alice learns one F;(x);
Bob learns entire F;(-)
{Fs(c), F3(e),(F4(d) }
< g 5. Bob sends all F;(x) values

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



1 Fy(")

a__/->F2(a) 2 Fz()

Fi(c) 5 ce Fy()

4 d Fyu()
5 e Fs(v)
6 f Fg¢(+)
F;(d) 7 ¢ d Fy(-)
8 F3(")
Fo(b) 9 f Fo()
10 Fio(+)

iF3(C), F3(e), F4(d), F5(E), ey F7(d), .. }

Bob

1. Agree on random

hy, by - {0,1}* — [m]

2. Alice places each x into
bin hy(x) or hy(x)

3. Bob places each x into
bins h; (x) and hy(x)

4. OPREF in each bin:
Alice learns one F;(x);
Bob learns entire F;(-)

5. Bob sends all F;(x) values

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]



Bob

1. Agree on random
hi by :{0,1}" — [m]

c
2. Alice places each x into
d bin h;(x) or hy(x)
e 3. Bob places each x into
bins h; (x) and hy(x)
.f

4. OPREF in each bin:
Alice learns one F;(x);
Bob learns entire F;(-)

5. Bob sends all F;(x) values

[PinkasSchneiderZohner14, KolesnikovKumaresanRosulekTrieu16]
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why isn’t it secure against malicious parties?

Alice 1 Fi() Bob
2 Fy (") c
3 Ce Fs()
4 d Fy(:) q
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6 f F(,() o
7 C, d F7()
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5 {F3(C),F3(€),F4(d),...,F7(C),...}

<




why isn’t it secure against malicious parties?

Alice

Fi(+) Bob
F5 (") . Bob should send two
e F5(-) F-values per item
d Fyu()
e Fs()
f  Fe(o)
d F(-)
Fg(")
Fy(")
Fio(+)
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why isn’t it secure against malicious parties?

Alice 1 Fi() Bob
2 Fy(+) C Bob should send two
3 C e F;3(+) F-values per item , what if
4 d Fyu(v) he sends only one?
s e Fs() d
6 f Fg(-)
7 ¢d Fo() ¢
8 Fg(") p
9 f  Fo(+)
10 Fio(+)

Q)R R, D)

< g




why isn’t it secure against malicious parties?
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2 Bob should send two
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why isn’t it secure against malicious parties?

Alice 1 Bob
2 Bob should send two
Fs;(c) 3 F-values per item , what if
4 he sends only one?
5
p Alice has c; does she
=, ; include it in output?
8
9
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Alice

why isn’t it secure against malicious parties?
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Bob should send two
F-values per item , what if
he sends only one?

Alice has c; does she
include it in output?



why isn’t it secure against malicious parties?

Alice Bob

Bob should send two
F-values per item , what if
he sends only one?

Alice has c; does she
include it in output?

50

=R = T B Y N
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J {F3(C), F3(€),F4(d),><}
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why isn’t it secure against malicious parties?

Alice 1 Bob
2 Bob should send two
- 3 F-values per item , what if
N 4 he sends only one?
, 5
e Alice has c; does she

. 6
¢ @ ; include it in output?

Only if c placed in bin 3!

J {F3(C), F3(€),F4(d),><}

<




Alice

why isn’t it secure against malicious parties?

(S I O S R N

B {FS’(C)s F3(€),F4(d),...

-}

<

Bob

Bob should send two
F-values per item , what if
he sends only one?

Alice has c; does she
include it in output?

Only if c placed in bin 3!

» Depends on Alice’s
entire input!

= can’t simulate!



how do we overcome this problem?

[PinkasRosulekTrieuYanai20]



Alice

Fi(x1)
F(x2)
F3(x3)
Fy(x4)
Fs5(xs)
Fe(x)
F;7(x7)
Fg(xs)
Fy(x9)

=R = T B Y S

batch OPRF for malicious PSI

Bob

Fi(-)
F,(-)
F3(-)
Fy(-)
Fs(-)
Fe(-)
F;(-)
Fs(-)
Fy(-)



Alice

Fi(x1)
F(x2)
F3(x3)
Fy(x4)
Fs5(xs)
Fe(x)
F;7(x7)
Fg(xs)
Fy(x9)

=R = T B Y S

batch OPRF for malicious PSI

Bob

Fi(-)
F,(-)
F3(-)
Fy(-)
Fs(-)
Fe(-)
F;(-)
Fs(-)
Fy(-)

State of the art malicious batch OPRF [OrruOrsiniScholl17]

> essentially same cost as semi-honest



batch OPRF for malicious PSI

Alice Bob
Fi(x) 1 Fi(") State of the art malicious batch OPRF [OrruOrsiniScholl17]
Fy(xz) 2 Fa() > essentially same cost as semi-honest
F3(xs) 5 F5() > consistency check relies on an additive homomorphism:
Fy(xg) 4 Fa(")
Fs(xs) s Fs(-) . . — ..
Fe(xs) 6 Fe(*) Fl(x) S> F](y) Fl](x 5> y)
Fi(x;) 7 Fy(:)
Fg(xg) s Fs(:)
Fo(x9) 9 Fo() *: a gross oversimplification



[PinkasRosulekTrieuYanai20] protocol main idea:
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[PinkasRosulekTrieuYanai20] protocol main idea:
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4
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[PinkasRosulekTrieuYanai20] protocol main idea:

Alice 1 Bob
S22
S$®s7=a 5 C
4
3D s9=bh d . .
5 Alice secret-shares x into
; 6 . bins h;(x) and hy(x)
S7 7
8
d f
Sg 9

—_
(=}



[PinkasRosulekTrieuYanai20] protocol main idea:

Alice $1

S2

S$®s7=a s
3

S4

3D S =D s
5

S6

$3@®sy=¢cC s
7

S8

sS4 ®s;=4d s
9

S10

W N e

® N o G

10

Bob

C

Alice secret-shares x into

bins h;(x) and hy(x)



[PinkasRosulekTrieuYanai20] protocol main idea:

Alice Fi(s))

om0
Nt~
onn e D
onn e

Fi(s10)

N = T L T S O R R
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Fi(-) Bob
F5(-)
F3(-)
Fy(-)
F5(-)
Fe(-)
F;(-)
Fg(-)
Fy(-)
Fio(+)

C

!

Alice secret-shares x into
bins h;(x) and hy(x)



[PinkasRosulekTrieuYanai20] protocol main idea:

Alice ’ 1 Fi() Bob
2 Fy(-
o 3 N
Fy(sy) 4 Fy(-)
3@ S =h d
3 Fs(ss) 5 Fs(-) Alice secret-shares x into
3@ s7=cC : ?8 o bins h;(x) and hz(x)
@ S (-
_ o) 8 Fg(o)
5= Fo(s) o Fs() !
10 Fo(+)

Fio(s10)
Fy(sp) ® F7(s7) =



[PinkasRosulekTrieuYanai20] protocol main idea:

Alice Fi(s1) 1 Fi(") Bob
» 2 F N
%5 =a 3 FZE; ‘
NE
lS 4 F4()
®s9=Dh d
BE Fs(ss) 5 Fs(-) Alice secret-shares x into
_ Fe(ss) o Fg(-) bins h;(x) and hy(x)
BEI=c Fi(s) 7 Fa() ¢
AR 8 Fg(-
ney=d @ 9 FSE; !
NE
FXsed) 10 Fyo(+)

Fy(s2) ® F7(s7) = 9
F3(s3) ® Fo(s9) = @



[PinkasRosulekTrieuYanai20] protocol main idea:

Alice
S D sy =a
$3@S9="h
Ss3D sy =c
4D sy =d

F(sy) ® Fy(s7) = Fo7(a)
F3(s3) ® Fo(sg) = F39(b)
F3(s3) ® F7(s7) = F3;(c)
Fy(sq) ® F7(s7) = Fy7(d)

Fi(sy)
F;(s2)
F3(s3)
Fy(sq)
Fs(ss)
Fe(s6)
F;(s7)
Fg(sg)
Fy(s9)
F1o(s10)

N = T L T S O R R
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Fy(")
F5(-)
F3(-)
Fy(-)
F5(-)
Fe(-)
F;(-)
Fg(-)
Fy(-)

Fio(+)

Bob
C
d . .
Alice secret-shares x into
bins h;(x) and hy(x)
f
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Alice
S D sy =a
$3@S9="h
Ss3D sy =c
4D sy =d

F(sy) ® Fy(s7) = Fo7(a)
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Fi(sy)
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Fy(-)
F3(-)
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F5(-)
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C
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Alice secret-shares x into
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[PinkasRosulekTrieuYanai20] protocol main idea:

Alice Fi(s)

F,(s
S$®s7=a FZESZ;
3(83

F4(s
$®5%=b F4§s4;
5(85

Fq(s
$3@®sy=¢cC F()gsé;
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[PinkasRosulekTrieuYanai20] protocol main idea:

Alice Fi(s)

F;(s2)
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Fy(sq) ® F7(s7) = Fy7(d)

Alice secret-shares x into
bins h;(x) and hy(x)

Bob sends only one
F-value per item
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[PinkasRosulekTrieuYanai20] protocol main idea:

Alice Fi(s)
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Bob sends only one
F-value per item



overview: PSI on large sets

for 1 million items:

4.5 - 5 seconds; 128 — 145 MB

[KolesnikovKumaresanRosulekTrieu16]

[GarimellaPinkasRosulekTrieuYanai21]



overview: PSI on large sets

for 1 million items:

4.5 - 5 seconds; 128 — 145 MB

semi-honest securit
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overview: PSI on large sets

for 1 million items:

4.5 - 5 seconds; 128 — 145 MB

malicious securit
[KolesnikovKumaresanRosulekTrieu16]

[GarimellaPinkasRosulekTrieuYanai21]



PSlon asymmetric sets

offline preprocessing techniques and leakage; scaling to billions of items



how to scale to billions of items?

ENTERTAINMENT

THEVERGE  ech - REVIEWS - SCIENCE CRENTORS

APPS IEH! \

WhatsApp now has 2 billion users

1 encryption

Anditt



how to scale to billions of items?

THEVERGE -

—— 195,045,089
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paste accounts



idea #1: offline preprocessing

Alice Bob
X1, X2, . .. H(Xl)a,H(XZ)a,... Y, Y25
(hundreds) > (billions!)

H(yi)b, H(yz)b, e (H(xl)a)b, (H(xz)“)b, ..

see [KalesRechbergerSchneiderSenkerWeinert19]



idea #1: offline preprocessing

Alice Bob
X1, X2, . .. H(xl)“,H(xg)“,... Y, Y25
(hundreds) > (billions!)

H(y)b, H(yz>”_, oo OH(x)9, (H(x2)9)?, ...

see [KalesRechbergerSchneiderSenkerWeinert19]



idea #1: offline preprocessing

Alice Bob
X1, X2, . .. H(xl)“,H(xg)“,... Y, Y25
(hundreds) > (billions!)

H(y1)”,H(yz)b_,---, ()% (H(x2))", ...

only dependence on Bob’s set

see [KalesRechbergerSchneiderSenkerWeinert19]



idea #1: offline preprocessing

) H(y)" H(y2)" ...
Alice ______ R offine phase __ _____________ Bob
X1, X2, - - - H(x)% H(x,)%, .. Vis Vs - - -
(hundreds) > (billions!)
) (H(x1)9)?, (H(x)9)?,...

see [KalesRechbergerSchneiderSenkerWeinert19]



idea #1: offline preprocessing

) H(y)" H(y2)" ...
Alice ______ _ _ _offine phase, shared among all clents _______ Bob
X1, X2, . .. H(x)® H(x)%, ... Vi, V2, - - -
(hundreds) > (billions!)
(H(x)®)?, (H(x)9), . ..

A

> Safe to reuse b for many PSIs = reuse offline phase for all clients!

see [KalesRechbergerSchneiderSenkerWeinert19]



idea #1: offline preprocessing

) H(y)%, H(y2)", ...
Alice ______ __ _oflne phase, shared among all lients _______ Bob
X1, X2, . .. H(x)® H(x)%, ... Vi, V2, - - -
(hundreds) > (billions!)
(H(x1)9)?, (H(x)9)?,...

A

> Safe to reuse b for many PSIs = reuse offline phase for all clients!

» Clever encodings for offline message: 4GB / 1B items

see [KalesRechbergerSchneiderSenkerWeinert19]



idea #2: allow some leakage

O Alice: Bob:

100 items

see [LiPalAliSullivanChatterjeeRistenpart19]



idea #2: allow some leakage

O Alice: Bob: 1 billion items

100 items
I T T I T A B R A I T T I T A B R A
1 million bins 1 million bins

see [LiPalAliSullivanChatterjeeRistenpart19]



idea #2: allow some leakage

Alice: Bob: 1 billion items

100 items \ place item x
in bin h(x)
' |.|l|l|I|I|l|.II|l|I|

1 mllhon bins 1 million bins

see [LiPalAliSullivanChatterjeeRistenpart19]



idea #2: allow some leakage

O Alice: Bob: 1 billion items

100 items place item x
in bin h(x)
el J™j==] ] ] ] J=] ] L1 |l|I| R | |l| ]
1 million bins 1 million bins

IDs of nonempty bins

see [LiPalAliSullivanChatterjeeRistenpart19]



idea #2: allow some leakage

O Alice:

100 items

place item x

in bin h(x)

1 billion items

100 items

IDs of nonempty bins

PSI

~100K items

see [LiPalAliSullivanChatterjeeRistenpart19]



idea #2: allow some leakage

O Alice:

100 items

place item x

in bin h(x)

1 billion items

IDs of nonempty bins

PSI

100 items

~100K items

choice of h? see [LiPalAliSullivanChatterjeeRistenpart19]



overview: PSI on asymmetric sets

for 256 million vs 1000 items (no leakage):

offline setup: 33 seconds; 1 GB
discovery: 3 seconds; 6 MB

for 1 billion vs 100 items (under previous leakage scenario):

0.2 seconds; 1 MB



@

computing on the intersection

next frontier



Alice Bob

X1, X25 .+ -« H(xl)“,H(xz)“,... Y1, Y2 - .-

>

H(y)" H(y)",.... (H(x1)%)", (H(x)9)", ..

whatisXNY?

[HubermanFranklinHogg99]



Alice Bob

X1, X25 .+ -« H(xl)“,H(xz)“,... Y1, Y2 - .-

>

H(y)®, H(y)", . (H(x)", (H(x) Y.
B shuffle

what is [ X N Y|?

[HubermanFranklinHogg99]



Alice Bob

X1, X25 .+ -« H(xl)“,H(xz)“,... Y1, Y2 - .-

>

H(y)®, H(y)", . (H(x)", (H(x) Y.
B shuffle

what is [ X N Y|?

what about computing other functions of the intersection? what about large sets?

[HubermanFranklinHogg99]



state of the art

Alice Bob

X1, X2, + -« Y, Y2, -

» Using O(n) communication, reduce PSI to O(n) comparisons (vs n?)

[PinkasSchneiderTkachenkoYanai19]



state of the art

Alice Bob

X1, X2, « -« yl,yz,...
<-- [interactive preprocessing} -

ri, 1, ... $1, 82, .+«

» Using O(n) communication, reduce PSI to O(n) comparisons (vs n?)

[PinkasSchneiderTkachenkoYanai19]



state of the art

Alice Bob

X1, X2, « -« yl,yz,...
<-- [interactive preprocessing} -

ri, 1, ... $1, 82, .+«
2
4""'[compare ri = si, (\7’1')]""'>

generic MPC

» Using O(n) communication, reduce PSI to O(n) comparisons (vs n?)

> Perform the comparisons inside generic MPC ~» compute on the result

[PinkasSchneiderTkachenkoYanai19]



overview: computing on the intersection

for 1 million items:

2 minutes ; 2.5 GB

[PinkasSchneiderTkachenkoYanai19]



overview: computing on the intersection

for 1 million items:

2 minutes ; 2.5 GB

| —
30x plain PSI 20x plain PSI

[PinkasSchneiderTkachenkoYanai19]



QO

PSI on small sets (hundreds)
> efficient! 0.1sec / 256 items

» based on Diffie-Hellman KA

PSI on asymmetric sets
» huge challenges for practice

> allow leakage, preprocessing?

PSI on large sets (millions)
> fast! 4sec / 1M items

> OT extension & hashing techniques

)

computing on the intersection
> many open problems

> 20-30% performance gap



QO

PSI on small sets (hundreds) PSI on large sets (millions)
> efficient! 0.1sec / 256 items > fast! 4sec / 1M items
> based on Diffie-Hellman KA > OT extension & hashing techniques

thank you!

D

PSI on asymmetric sets computing on the intersection
» huge challenges for practice > many open problems

> allow leakage, preprocessing? > 20-30% performance gap



