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Security awareness training requirements set
a minimum baseline for introducing security
practices to an organization’s workforce. But

is simple compliance enough to result in
behavior change?

iven the high stakes and rapidly changing
threat landscape of cybersecurity today, ori-
enting an entire organization toward security
practices is an important, but nontrivial, un-
dertaking. A starting point is security awareness train-
ing, which is twofold: awareness seeks to change orga-
nizational attitudes, while training gives employees the
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skills and tools to practice good se-
curity hygiene.l

It is common for various pub-
lic and private industry sectors to
mandate security awareness train-
ing for their workforce. For exam-
ple, within the United States, the
Gramm-Leach-Bliley Act for the fi-
nancial sector and the Federal Infor-
mation Security Modernization Act
of 2014 for federal agencies mandate
security awareness training. The Eu-
ropean Union's General Data Protec-
tion Regulation requires organiza-
tions to provide similar training. A
good example from the private sector is the Payment Card
Industry (PCI) Security Standards Council, which makes
awareness training available to people who must comply
with the PCI Data Security Standard.

These mandates, policies, and standards establish a
measurable, minimum baseline. The hope is that compli-
ance with these training requirements will result in long-
term positive impacts on security behaviors, such as se-
curely handling cardholders’ data in the case of PCI, thus
improving the overall security posture of organizations.

PUBLISHED BY THE IEEE COMPUTER SOCIETY OCTOBER 2020 9l

Authorized licensed use limited to: NIST Virtual Library (NVL). Downloaded on September 28,2020 at 14:41:48 UTC from IEEE Xplore. Restrictions apply.



CYBERTRUST

But does compliance-based training
live up to its promise?

WHEN COMPLIANCE IS

NOT ENOUGH

Despite its noble intent, security aware-
ness training can develop a bad reputa-
tionwithinan organization, sometimes
with good reason. Training may be ste-
reotypically boring, such as “death by
PowerPoint” presentations and their
corresponding computer-based quiz-
zes, with the same generic content year
after year. Furthermore, thisannual re-
fresh is likely susceptible to diminish-
ing learning effects when not regularly
reinforced with practice.

sets just a minimum bar, what are the
next, evolutionary steps?

We suggest that the goal of secu-
rity awareness training should never
be just to check the box but rather to
move employees toward intrinsic mo-
tivation, where they see the value of
security, develop the curiosity to learn
more on their own, feel a sense of own-
ership and empowerment, want to do
therightthing, and asaresult, actually
practice good behaviors. If resources
allow, consider bringing in an outside
consulting firm with expertise in se-
curity awareness training to help your
program progress and measure suc-
cess. Otherwise, there is plenty your

Instead of viewing the security awareness team as
merely compliance managers, consider that their
primary job is advocacy—promoting and facilitating
an understanding of security considerations and the
adoption of security best practices.

In addition to the lackluster way
in which training is presented, those
tasked with managing it may be at a
disadvantage. Often plucked straight
from the ranks of a firm’s security pro-
fessionals with little understanding
of “people issues,” they may be given
insufficient guidance or resources to
perform these additional duties.2

Mostimportantly, the training’s im-
pact may never really be fully known.
Some organizations view training sim-
ply as a “check-the-box” exercise, mea-
suring success solely by training com-
pletion rates. However, this reveals
little about how effective the training
isinchanging and sustaining attitudes
and behaviors.

TAKING IT TO THE

NEXT LEVEL

Although security awareness training
may get a bad rap, this type of compli-
ance activity can be beneficial as it en-
sures the workforce is at least exposed
to security concepts and practices. But
recognizing that training compliance
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own security awareness team can do.
Based on best practices gleaned from
seasoned security awareness profes-
sionals and our prior research study-
ing security advocacy and awareness,3
we offer the following suggestions to
prompt organizations to rethink ex-
isting security awareness training and
take their programs to the next level.

Become an advocate

Instead of viewing the security aware-
ness team as merely compliance man-
agers, consider that their primary job
is advocacy—promoting and facilitat-
ing an understanding of security con-
siderations and the adoption of secu-
rity best practices. Security advocacy
necessitates a different set of compe-
tencies beyond the technical skills pos-
sessed by most security professionals.
Nontechnical competencies, such as
interpersonal skills, communication
skills, an appreciation of the audience,
a customer-service orientation, and
boundless creativity, may be essential
for this role.? The security awareness

team should also have a keen sense
of the organization and its workforce,
such as its goals, culture, constraints,
and skill levels. Armed with this con-
textual knowledge, advocates then
need to tailor security awareness com-
munications and translate technical
concepts into a language best under-
stood by the workforce. This may re-
quire different messaging to the var-
ious roles within the organization.
A usable security advocate, talking
about what it takes to do security ad-
vocacy well, stated the following: “If
you're a computer scientist, and all you
know is the computer science, and you
don't have the empathy, you don't have
the skills to listen,..you don't have
that psychological side, I don't think
you can make it work."

Building a multidisciplinary team
can be particularly valuable. In addition
to those who understand the technol-
ogy, programs should also leverage the
talents of individuals possessing much-
needed skills in communications, mar-
keting, behavior change, event plan-
ning, and graphic design. In addition, if
resources are an issue, consider having
liaisons who are members of different
organizational groups to serve as ex-
tensions to the team.

Make security relatable

Employees need a reason to care about
security. Training should communi-
cate the business value of security best
practices to the organization: how it
enables the mission, ensures reve-
nue, or protects assets and reputation.
Framing the importance of security
awareness training in business terms
can be especially important for gain-
ing management buy-in. But perhaps
most importantly, people will be more
apt to thoughtfully make security de-
cisions when they have a sense of per-
sonal responsibility and view security
as relevant to their day-to-day lives.
Therefore, security awareness train-
ing should show the linkage between
security and the duties of all roles in
the organization, from frontline staff
to senior executives.
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Security communications should be
topical, for example, related to contem-
porary topics in the news, pressing or-
ganizational issues, or seasonal activ-
ities. For instance, one federal agency
has a December training event that
educates the workforce on holiday-rel-
evant topics, such as safe gift shopping,
including security and privacy consid-
erations for smart-home devices, inter-
active toys, and fitness trackers.

Another recent trend in security
awareness training is an increasing
emphasis on the work-home connec-
tion. With more employees telework-
ing in some capacity, they need to stay
vigilant no matter their location. Good
security habits are easier to form when
they permeate someone’s entire life
and do not just end when they leave
the office or turn off their work com-
puter. To highlight this connection, in
addition to topics of interest related to
secure work habits, consider providing
information employees can take home
to educate their families, such as de-
tails on the secure use of smartphone
apps and social media.

Get their attention

To engage the workforce and rein-
force training concepts, the security
awareness team should go beyond
the typical, once-and-done canned pre-
sentations to disseminate security
information using a variety of com-
munication channels and techniques
periodically throughout the year.
For example, we have seen organiza-
tions bring in high-quality speakers
for security day events, produce
concise handouts with security tips,
hold security information fairs, cre-
ate visually appealing posters, and
enable remote broadcasting for those
who cannot attend training events in
person. Whatever the media, the ap-
proach should pique interest while be-
ing mindful of employee limitations
on time, interest, and skill level. A se-
curity awareness professional stated,
“You want to just put a different spin
on it because people just see stuff
all the time: ‘Have a good password.

Lock your computer'...Be creative and
think outside the box.”

Security awareness training should
ideally be tailored to the local culture
of the organization, memorable, and
entertaining when appropriate. In our
studies, we have come across numer-
ous examples of creative approaches:
a security-themed food truck event,
complete with security trivia games
while patrons wait in line to order;
security-themed coloring books and
calendars; a Shakespeare-themed play
titled “To Send or Not to Send” that ed-
ucated employees about proper email
use; and alate-night show parody with
a cyber-themed comedic monologue

impossible goal. Security is more of a
journey, so start off by giving employ-
ees small steps they can immediately
implement that have a large impact.

Measure impact

Once this evolved security awareness
training is in place, you need to deter-
mine whether it actually makes a dif-
ference. Compliance metrics are easy
to collect and analyze, but they are
only part of the story. Unfortunately, it
can be difficult to develop meaningful
measures of aspects that matter most
to your organization. To get started,
we suggest a few approaches that other
organizations have found helpful.

Security communications should be topical,

for example, related to contemporary topics

in the news, pressing organizational issues,
or seasonal activities.

and guests who talked about security
topics. Employing a variety of commu-
nication methods provides something
for everyone because employees will
have different preferences on how
they receive and best retain security
awareness information.

Empower them with tools

Raising awareness of security threats
is important, but it does not necessar-
ily lead to behavior change. Doing so
without advice or the appropriate tools
on how to confront those threats may
leave employees feeling anxious, un-
satisfied, and powerless. Therefore,
employees should be provided with
practical, prioritized, and actionable
steps they can take to protect them-
selves and their organization.

When providing recommendations,
meet people where they are. Training
topics should include recommenda-
tions that are achievable given em-
ployees’ skill sets, described in terms
they understand, and accompanied
by pointers to helpful resources. Re-
member that “perfect security” is an

If in-person or remote training
events are held, attendance can be an
indicator of reach. But be careful to fo-
cus notjust onthe numbers; alsolook at
who is attending. This can lend insight
into those buying into the importance
of the training, whether your program
is reaching the right people, and where
additional effort should be focused.

Employee feedbackis another wayin
which you can quantitatively and qual-
itatively assess the effectiveness of your
program. Informal break room conver-
sations are valuable, but anonymous,
postevent surveys reach a broader au-
dience and provide more structured,
honest data. However, it is important to
note that response rates can be low and
are often subject to self-selection bias.
For instance, only those with strong
positive or negative opinions may re-
spond. Still, these can help the team
gauge overall satisfaction, track per-
ceived takeaways, and identify sugges-
tions for future topics or formats.

But perhaps the most telling mea-
sure of effectiveness comes in the form
of trends in user-generated security
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incident data aggregated from multiple
sources. For example, after security
awareness training regarding the send-
ing of sensitive information via email,
are the number of personal data disclo-
sures going down? Don't just focus on
where employees fall short; look at indi-
cators of positive behaviors as well, such
as increased reporting of suspicious
emails or other security incidents to the
help desk.
Thisholisticapproachrequirestwo-
way communication with the cyberse-
curity and incident handling arms of
the organization. Collaboration with
physical security staff can likewise
offer interesting insights into secu-
rity mechanisms that have physical
components, for example, smart cards
used for both facility access and com-
puter login. These partnerships have
an added benefit: common threats to
the organization observed by other
security groups can help inform areas
that may warrant additional work-
force awareness and training. A se-
curity awareness team lead stated the
following: “We're trying to...be able
to tie in together the people who take
their training to the people who get
caught with phishing exercises...with
people who are losing their badges to

DISCLAIMER

Any mention of commercial products
or reference to commercial organiza-
tions is for information only. It does not
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ment by the National Institute of
Standards and Technology, nor does it
imply that the products mentioned are
necessarily the best available for the
purpose. The views and conclusions
contained herein are those of the
authors and should not be interpreted
as necessarily representing the official
policies or endorsements, either ex-
pressed or implied, of their employers.
The U.S. Government is authorized to
reproduce and distribute reprints for
government purposes notwithstand-
ing any copyright annotations thereon.
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people who send out information they
shouldn't to see what's the correlation
here. Are these people just too busy?
Are they not paying attention? Is there
atraining problem?”

Finally, because we all know that
statistics can be misleading, be sure
to contextualize the data you collect
and consider possible explanations
with targeted solutions. For instance,
if a particular department within the
organization is more susceptible to
certain security threats, how can that
population be better trained? If click
rates (the number of people falling for
a simulated phish) for phishing train-
ing exercises go up one month, were
the phishing emails more sophisti-
cated than usual, or was the email
premise more aligned with the func-
tions of the organization?

Be positive and constructive

At some point, all employees will have
a security slipup, and they usually hear
about it. But what about commending
them when they do something good?
The threat of negative consequences
hasbeen found to have a limited impact
on decisions to implement security,”
but positive and constructive feedback
can be effective in encouraging and
maintaining desired behaviors.® To bet-
ter incentivize employees to learn from
their slipups, take an educational rather
than a punitive approach when some-
thing goes wrong. Also, try to recognize
employees who make good security de-
cisions, for example, those who report
suspicious emails or promote security
best practices to their colleagues. Rec-
ognition doesn't have to be anything
big. Sometimes a simple, but personal,
“thank you” can be enough.

Strive toward continuous
improvement

You will likely not get security aware-
ness training “right” from the start.
Therefore, you should commit to im-
proving the program incrementally over
time. To ensure training stays fresh and
keeps up with relevant threats to the
organization, consider regular updates

to your training material. This includes
notjust changes to topics but also letting
measures of effectiveness inform any
necessary adaptations of communica-
tion channels to better accommodate
employees and reach broader popula-
tions within the organization.

Finally, an organization’s security
awareness program should not be an
island. Learn from others. Talk to secu-
rity awareness professionals working
in similar organizations about what
works for them. Consider participation
in online security awareness commu-
nities, which can be a wellspring of
valuable resources (e.g., SANS,” EDU-
CAUSE,8 and National Cyber Security
Alliance?). Ideas can also be found
at events that are focused on or have
tracks related to security awareness
training, for example, the annual Fed-
eral Information Security Educators!®
or RSA! conferences.

or cybertrust, there are baseline

benefits of mandated security

awareness training. However,
organizations should be cautious about
the potential pitfalls of slipping into a
strict compliance mentality. Compli-
ance metrics do not tell the whole story
and fail to measure the effectiveness
of the program in a sustained change
in employee attitudes and behaviors.
While compliance-based training is
a start, security awareness programs
should strive to go beyond, engaging
and empowering employees to be in-
formed, responsible cybercitizens in
and outside of work.
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