ADPU Source Code
This section contains the Java source code for ADPU. Due to its length, the source code is presented in Landscape format so that code will not be wrapped across multiple lines unless absolutely necessary. Each class of ADPU will be contained within its own subsection. 
ChangePassword.java
/********************************************************************************/

/* file - ChangePassword.java                                                   */

/* --------------------------                                                   */

/* This class will change the password of the sa account for installations of   */

/* MSDE. It is used in conjunction with the NIST ASSET application to allow     */

/* users to customize the password of the sa account. This protects the machine */

/* where MSDE is installed and prevents users from running the stored procedure */

/* xp_cmdshell                                                                  */

/* --------------------------                                                   */

/* NIST Self-Assessment Tool                                                    */

/* Author - Mark McLarnon                                                       */

/* --------------------------                                                   */

/* Change Control:                                                              */

/* 05/19/02 - Moved password text box and warning label down to not be covered  */

/*            by the instruction label which has had new text added to it.      */

/********************************************************************************/

import java.awt.*;

import java.security.SecureRandom;

import java.security.*;

import java.awt.event.*;

import javax.swing.*;

import java.io.*;

import javax.swing.text.*;

import java.sql.*;

import com.symantec.itools.beans.VetoableChangeSupport;

import com.symantec.itools.beans.PropertyChangeSupport;

import com.symantec.itools.javax.swing.borders.BevelBorder;

import com.symantec.itools.javax.swing.JWrappingLabel;

import com.symantec.itools.javax.swing.borders.EtchedBorder;

import com.symantec.itools.javax.swing.models.StringComboBoxModel;

public class ChangePassword extends javax.swing.JFrame implements ASSET {


public ChangePassword() {


    this.reload_config_label = HTMLLabel.createNewHTMLLabel("Reload configuration files now...");



// This code is automatically generated by Visual Cafe when you add



// components to the visual environment. It instantiates and initializes



// the components. To modify the code, only use code syntax that matches



// what Visual Cafe can generate, or Visual Cafe may be unable to back



// parse your Java file into its visual environment.



//{{INIT_CONTROLS



setTitle("NIST ASSET Database Password Utility");



setResizable(false);



setDefaultCloseOperation(javax.swing.JFrame.DISPOSE_ON_CLOSE);



getContentPane().setLayout(new BoxLayout(this.getContentPane(),BoxLayout.X_AXIS));



setSize(396,404);



setVisible(false);



JPanel1.setBorder(bevelBorder1);



JPanel1.setLayout(null);



getContentPane().add(JPanel1);



JPanel1.add(JTabbedPane1);



JTabbedPane1.setBounds(12,2,372,370);



password_pane.setBorder(etchedBorder1);



password_pane.setLayout(null);



JTabbedPane1.add(password_pane);



password_pane.setBounds(2,24,367,343);



password_pane.setVisible(false);



try {




JWrappingLabel1.setText("Please choose a password to secure the ASSET database. The password you choose must be greater than 7 characters in length. It is reccomended that you choose the \"Suggest a Password\" option.");



}



catch(java.beans.PropertyVetoException e) { }



password_pane.add(JWrappingLabel1);



JWrappingLabel1.setBounds(10,22,336,73);



new_password_field.setToolTipText("Enter the password you choose here");



password_pane.add(new_password_field);



new_password_field.setBounds(11,113,347,24);



password_pane.add(error_msg);



error_msg.setForeground(java.awt.Color.red);



error_msg.setBounds(10,88,348,26);



error_msg.setVisible(false);



advanced_pane.setBorder(etchedBorder1);



advanced_pane.setLayout(null);



JTabbedPane1.add(advanced_pane);



advanced_pane.setBounds(2,24,367,343);



advanced_pane.setVisible(false);



JLabel1.setText("Choose ASSET application(s) to secure:");



advanced_pane.add(JLabel1);



JLabel1.setForeground(java.awt.Color.black);



JLabel1.setBounds(8,10,300,24);



asset_system_checkbox.setText("ASSET System");



asset_system_checkbox.setActionCommand("ASSET System");



asset_system_checkbox.setToolTipText("Toggle this box to save the password to the ASSET System configuration file");



advanced_pane.add(asset_system_checkbox);



asset_system_checkbox.setBounds(8,34,312,24);



asset_system_checkbox.setVisible(false);



asset_manager_checkbox.setText("ASSET Manager");



asset_manager_checkbox.setActionCommand("ASSET Manager");



asset_manager_checkbox.setToolTipText("Toggle this box to save the password to the ASSET Manager configuration file");



advanced_pane.add(asset_manager_checkbox);



asset_manager_checkbox.setBounds(8,106,316,24);



asset_manager_checkbox.setVisible(false);



advanced_pane.add(system_config_file_location);



system_config_file_location.setBounds(8,58,254,27);



system_config_file_location.setVisible(false);



system_choose_configfile_button.setText("Browse");



system_choose_configfile_button.setActionCommand("Browse");



system_choose_configfile_button.setToolTipText("Locate the ASSET System configuration file");



system_choose_configfile_button.setMnemonic((int)'R');



advanced_pane.add(system_choose_configfile_button);



system_choose_configfile_button.setBounds(272,58,84,27);



system_choose_configfile_button.setVisible(false);



advanced_pane.add(manager_config_file);



manager_config_file.setBounds(8,130,254,27);



manager_config_file.setVisible(false);



manager_choose_configfile_button.setText("Browse");



manager_choose_configfile_button.setActionCommand("Browse");



manager_choose_configfile_button.setToolTipText("Locate the ASSET Manager configuration file");



manager_choose_configfile_button.setMnemonic((int)'B');



advanced_pane.add(manager_choose_configfile_button);



manager_choose_configfile_button.setBounds(272,130,84,27);



manager_choose_configfile_button.setVisible(false);



JLabel2.setText("Password Length:");



advanced_pane.add(JLabel2);



JLabel2.setForeground(java.awt.Color.black);



JLabel2.setBounds(10,214,108,24);



password_length_field.setToolTipText("Set the password length requirement ");



advanced_pane.add(password_length_field);



password_length_field.setBounds(10,238,96,27);



length_apply_button.setText("Apply");



length_apply_button.setActionCommand("Apply");



length_apply_button.setToolTipText("Apply the new password length requirement");



length_apply_button.setMnemonic((int)'A');



advanced_pane.add(length_apply_button);



length_apply_button.setBounds(130,238,84,27);



JLabel3.setText("Path to OSQL Utility:");



advanced_pane.add(JLabel3);



JLabel3.setForeground(java.awt.Color.black);



JLabel3.setBounds(10,286,140,25);



osql_path_textbox.setToolTipText("Shows the location of the osql.exe MSDE utility");



advanced_pane.add(osql_path_textbox);



osql_path_textbox.setBounds(10,310,252,24);



find_osql_button.setText("Find");



find_osql_button.setActionCommand("Find");



find_osql_button.setToolTipText("Locate the osql.exe utility");



find_osql_button.setMnemonic((int)'F');



advanced_pane.add(find_osql_button);



find_osql_button.setBounds(286,310,76,24);



JLabel4.setText("Echo Character:");



advanced_pane.add(JLabel4);



JLabel4.setForeground(java.awt.Color.black);



JLabel4.setBounds(238,214,120,24);



echoCharacterChoiceBox.setModel(echoCharactersModel);



echoCharacterChoiceBox.setToolTipText("Change the echo character that is displayed instead of the password you enter");



advanced_pane.add(echoCharacterChoiceBox);



echoCharacterChoiceBox.setBounds(238,238,96,27);



advanced_pane.add(reload_config_label);



reload_config_label.setForeground(java.awt.Color.black);



reload_config_label.setFont(new Font("Dialog", Font.PLAIN, 12));



reload_config_label.setBounds(92,166,182,24);



JTabbedPane1.setSelectedIndex(0);



JTabbedPane1.setSelectedComponent(password_pane);



JTabbedPane1.setTitleAt(0,"Change Password");



JTabbedPane1.setTitleAt(1,"Advanced");



JPanel3.setLayout(new FlowLayout(FlowLayout.CENTER,5,5));



JPanel1.add(JPanel3);



JPanel3.setBounds(2,372,392,35);



JButton1.setText("Change Password");



JButton1.setActionCommand("Change Password");



JButton1.setToolTipText("Press this button to change the password of the ASSET database");



JButton1.setMnemonic((int)'P');



JPanel3.add(JButton1);



JButton2.setText("Cancel");



JButton2.setActionCommand("Cancel");



JButton2.setToolTipText("Press this button to cancel");



JButton2.setMnemonic((int)'C');



JPanel3.add(JButton2);



bevelBorder1.setBevelType(javax.swing.border.BevelBorder.LOWERED);



//$$ bevelBorder1.move(0,242);



//$$ etchedBorder1.move(48,242);



//$$ system_filename_popup.move(72,242);



system_cutMenuItem.setText("Cut");



system_cutMenuItem.setActionCommand("Cut");



system_cutMenuItem.setAccelerator(javax.swing.KeyStroke.getKeyStroke(java.awt.event.KeyEvent.VK_X, java.awt.Event.CTRL_MASK));



system_filename_popup.add(system_cutMenuItem);



system_copyMenuItem.setText("Copy");



system_copyMenuItem.setActionCommand("Copy");



system_copyMenuItem.setAccelerator(javax.swing.KeyStroke.getKeyStroke(java.awt.event.KeyEvent.VK_C, java.awt.Event.CTRL_MASK));



system_filename_popup.add(system_copyMenuItem);



system_pasteMenuItem.setText("Paste");



system_pasteMenuItem.setActionCommand("Paste");



system_pasteMenuItem.setAccelerator(javax.swing.KeyStroke.getKeyStroke(java.awt.event.KeyEvent.VK_V, java.awt.Event.CTRL_MASK));



system_filename_popup.add(system_pasteMenuItem);



system_filename_popup.add(JSeparator1);



system_SelectAllMenuItem.setText("Select All");



system_SelectAllMenuItem.setActionCommand("Select All");



system_filename_popup.add(system_SelectAllMenuItem);



//$$ manager_filename_popup.move(96,242);



manager_cutMenuItem.setText("Cut");



manager_cutMenuItem.setActionCommand("Cut");



manager_cutMenuItem.setAccelerator(javax.swing.KeyStroke.getKeyStroke(java.awt.event.KeyEvent.VK_X, java.awt.Event.CTRL_MASK));



manager_filename_popup.add(manager_cutMenuItem);



manager_copyMenuItem.setText("Copy");



manager_copyMenuItem.setActionCommand("Copy");



manager_copyMenuItem.setAccelerator(javax.swing.KeyStroke.getKeyStroke(java.awt.event.KeyEvent.VK_C, java.awt.Event.CTRL_MASK));



manager_filename_popup.add(manager_copyMenuItem);



manager_pasteMenuItem.setText("Paste");



manager_pasteMenuItem.setActionCommand("Paste");



manager_pasteMenuItem.setAccelerator(javax.swing.KeyStroke.getKeyStroke(java.awt.event.KeyEvent.VK_V, java.awt.Event.CTRL_MASK));



manager_filename_popup.add(manager_pasteMenuItem);



manager_filename_popup.add(JSeparator2);



manager_SelectAllMenuItem.setText("Select All");



manager_SelectAllMenuItem.setActionCommand("Select All");



manager_filename_popup.add(manager_SelectAllMenuItem);



{




String[] tempString = new String[5];




tempString[0] = "*";




tempString[1] = "@";




tempString[2] = "&";




tempString[3] = "^";




tempString[4] = "#";




echoCharactersModel.setItems(tempString);



}



//$$ echoCharactersModel.move(0,378);



echoCharacterChoiceBox.setSelectedIndex(0);



//}}



SymMouse aSymMouse = new SymMouse();

        HTMLLabel1 = HTMLLabel.createNewHTMLLabel("Suggest a password");

        HTMLLabel1.setBackground(Color.blue);



HTMLLabel1.addMouseListener(aSymMouse);



password_pane.add(HTMLLabel1);



HTMLLabel1.setBounds(11,130,156,24);

        this.reload_config_label.addMouseListener(aSymMouse);

        this.reload_config_label.setVisible(true);



//{{INIT_MENUS



//}}



//{{REGISTER_LISTENERS



SymAction lSymAction = new SymAction();



JButton2.addActionListener(lSymAction);



JButton1.addActionListener(lSymAction);



SymKey aSymKey = new SymKey();



JButton1.addKeyListener(aSymKey);



system_cutMenuItem.addActionListener(lSymAction);



system_copyMenuItem.addActionListener(lSymAction);



system_pasteMenuItem.addActionListener(lSymAction);



manager_cutMenuItem.addActionListener(lSymAction);



manager_pasteMenuItem.addActionListener(lSymAction);



manager_copyMenuItem.addActionListener(lSymAction);



SymWindow aSymWindow = new SymWindow();



this.addWindowListener(aSymWindow);



system_SelectAllMenuItem.addActionListener(lSymAction);



manager_SelectAllMenuItem.addActionListener(lSymAction);



length_apply_button.addActionListener(lSymAction);



find_osql_button.addActionListener(lSymAction);



echoCharacterChoiceBox.addActionListener(lSymAction);



system_choose_configfile_button.addActionListener(lSymAction);



manager_choose_configfile_button.addActionListener(lSymAction);



//}}



// Center the form on the screen



Dimension screenSize = Toolkit.getDefaultToolkit().getScreenSize();

        Dimension panelSize = this.getSize();

        setLocation(screenSize.width/2 - (panelSize.width/2),

        screenSize.height/2 - (panelSize.height/2));

        this.system_config_file_location.addMouseListener(new MouseAdapter() {         



    public void mouseClicked(MouseEvent me) {            



        if (SwingUtilities.isRightMouseButton(me)) {              



            system_filename_popup.show(system_config_file_location, me.getX(), me.getY());  



        }



    }      



 });

        this.manager_config_file.addMouseListener(new MouseAdapter() {         



    public void mouseClicked(MouseEvent me) {            



        if (SwingUtilities.isRightMouseButton(me)) {              



            manager_filename_popup.show(manager_config_file, me.getX(), me.getY());  



        }



    }      



 });

 

        this.setErrorMsg("");

        this.error_msg.setVisible(false);

        try {

            random = SecureRandom.getInstance("SHA1PRNG");        

            random.setSeed(System.currentTimeMillis());

            this.password_robot = new PasswordGenerator(this.random);

            this.password_length_field.setText(new Integer(this.password_robot.getDefaultPasswordLength()).toString());

        }catch (Exception e) {

            e.printStackTrace();

        }        

        this.findOSQL();

        this.checkConfigFileExistence();

        this.adminFinder.setDialogTitle("Locate ASSET Manager Configuration File");

        this.adminFinder.addChoosableFileFilter(new ConfFilter());

        this.systemFinder.setDialogTitle("Locate ASSET System Configuraiton File");

        this.systemFinder.addChoosableFileFilter(new ConfFilter());


}/* end default constructor() */

    private void loadDatabaseDriver() {

        try {

            if (this.client_props != null) {



        Class.forName(this.client_props.getProperty("sat.data.driver"));



    }else {



        Class.forName(this.admin_props.getProperty("sat.data.driver"));

        



    }



}catch (Exception e) {



    e.printStackTrace();    



}    

    }


public ChangePassword(String sTitle) {



this();



setTitle(sTitle);


}


private void testASSETSystemLogin() {

        Connection conn = null;

        try {

            conn = DriverManager.getConnection(this.client_props.getProperty("sat.data.connstring"), this.client_props.getProperty("sat.data.username"), this.client_props.getProperty("sat.data.password"));    

        }catch (Exception e) {

            e.printStackTrace();

            this.displayErrorDialog("ASSET System database password change failed! Old password resaved, please try again.");

            this.client_props.addProperty("sat.data.password", this.getOldSystemPassword());

        }

        if (conn != null) {

            this.displayStatusDialog("ASSET System database password changed successfully!"); 

            try {

                conn.close();

            }catch (Exception e) {

                e.printStackTrace();

            }

        }


}


private void testASSETManagerLogin() {

        Connection conn = null;

        try {

            conn = DriverManager.getConnection(this.admin_props.getProperty("sat.data.connstring"), this.admin_props.getProperty("sat.data.username"), this.admin_props.getProperty("sat.data.password"));    

        }catch (Exception e) {

            e.printStackTrace();

            this.displayErrorDialog("ASSET Manager database password change failed! Old password resaved, please try again.");        

            this.admin_props.addProperty("sat.data.password", this.getOldAdminPassword());            

        }

        if (conn != null) {

            this.displayStatusDialog("ASSET Manager database password changed successfully!"); 

            try {

                conn.close();

            }catch (Exception e) {

                e.printStackTrace();

            }

        }
    


}


public void setEchoCharacter() {


    this.new_password_field.setEchoChar(((String) this.echoCharacterChoiceBox.getSelectedItem()).toCharArray()[0]);


}


public void locateManagerConfiFile() {


    File manager_config = null;


    try {


        int ret_val = this.adminFinder.showOpenDialog(this);

            if (ret_val == this.adminFinder.APPROVE_OPTION) {

                manager_config = this.adminFinder.getSelectedFile();  

                this.asset_manager_config_file = manager_config.toString();

                this.manager_config_file.setText(this.asset_manager_config_file);

            }


    }catch (Exception e) {


        e.printStackTrace();


    }


}


public void locateSystemConfigFile() {


    File system_config = null;


    try {


        int ret_val = this.systemFinder.showOpenDialog(this);

            if (ret_val == this.systemFinder.APPROVE_OPTION) {

                system_config = this.systemFinder.getSelectedFile();

                this.asset_system_config_file = system_config.toString();

                this.system_config_file_location.setText(this.asset_system_config_file);

            }
        


    }catch (Exception e) {


        e.printStackTrace();


    }


}


public void locateOSQLManually() {


    File manual_osql = null;


    try {


        int ret_val = this.osqlFinder.showOpenDialog(this);  


         if (ret_val == this.osqlFinder.APPROVE_OPTION) {


            manual_osql = this.osqlFinder.getSelectedFile();


            this.setOSQLPath(manual_osql.toString());


            this.osql_path_textbox.setText(manual_osql.toString());


         }


    }catch (Exception e) {


        e.printStackTrace();


    }


}


private void findOSQL() {


    File osql = null;


    try {


        this.osqlFinder = new JFileChooser();


        this.osqlFinder.setDialogTitle("Locate OSQL Utility");


        this.osqlFinder.addChoosableFileFilter(new EXEFilter());


        osql = new File(this.getOSQLPath());


        if (osql.exists()) {


            this.osql_path_textbox.setText(this.getOSQLPath());


        }else {


            this.osql_path_textbox.setText("Unable to find!!");


            this.JTabbedPane1.setSelectedIndex(1);



            this.osql_path_textbox.selectAll();


            this.osql_path_textbox.requestFocus();
            


        }


    }catch (Exception e) {


        e.printStackTrace();


    }


}


private void reinitializePasswordGenerator() {

        try {

            random = SecureRandom.getInstance("SHA1PRNG");        

            random.setSeed(System.currentTimeMillis());

            this.password_robot = new PasswordGenerator(this.random);

            if (Integer.parseInt(this.password_length_field.getText()) <= 128) {

                this.password_robot.setDefaultPasswordLength(Integer.parseInt(this.password_length_field.getText()));

            }else {

                this.displayErrorDialog("The maximum password length is 128! The limit has been reset to this value.");    

                this.password_robot.setDefaultPasswordLength(128);

            }

            this.password_length_field.setText(new Integer(this.password_robot.getDefaultPasswordLength()).toString());

        }catch (Exception e) {

            e.printStackTrace();

        }
    


}

    // This method is designed to check the existence of the configuration files for ASSET

    // System and ASSET Manager. These are where the database login information is stored

    // for the ASSET applications. 

    // ---------------

    // Change Control:

    // 04/18/02 - Added code to display error dialog when system could not find valid

    //            password in either ASSET System or ASSET Manager application config 

    //            file.

    public void checkConfigFileExistence() {

        File system = null;

        File manager = null;

        try {

            system = new File(this.getASSETSystemConfigFile());

            manager = new File(this.getASSETManagerConfigFile());

            if (system.exists()) {

                this.asset_system_checkbox.setVisible(true);

                this.asset_system_checkbox.setSelected(true);

                this.system_config_file_location.setVisible(true);

                this.system_config_file_location.setText(system.toString());

                this.system_choose_configfile_button.setVisible(true);

                this.client_props = ASSETClientPropertyManager.initializePropertyManager(this, this.getASSETSystemConfigFile());

                if (this.client_props.getProperty("sat.data.password") != null) {

                    this.setOldSystemPassword(this.client_props.getProperty("sat.data.password"));

                }else {

                    this.displayErrorDialog("Could not access current ASSET System database password!");   

                }

            }else {

                this.JTabbedPane1.setSelectedIndex(1);

                this.system_config_file_location.setText("Unable to find!");

            }

            if (manager.exists()) {

                this.asset_manager_checkbox.setVisible(true);

                this.asset_manager_checkbox.setSelected(true);

                this.manager_config_file.setVisible(true);

                this.manager_config_file.setText(manager.toString());

                this.manager_choose_configfile_button.setVisible(true);


            admin_props = ASSETManagerPropertyManager.initializePropertyManager(this, this.getASSETManagerConfigFile());                

                if (this.admin_props.getProperty("sat.data.password") != null) {

                    this.setOldAdminPassword(this.admin_props.getProperty("sat.data.password"));

                }else {

                    this.displayErrorDialog("Could not access current ASSET Manager database password!");                       

                }

            }else {

                this.JTabbedPane1.setSelectedIndex(1);

                this.manager_config_file.setText("Unable to find!");

            }

        }catch (Exception e) {

            e.printStackTrace();

        }

    }


static public void main(String args[])


{



(new ChangePassword()).setVisible(true);


}


private void setErrorMsg(String msg) {


    this.error_msg.setText(msg);    


}


public void changePassword() {


    try {


        this.JTabbedPane1.setSelectedIndex(0);


        if (this.new_password_field.getText().length() < 7) {


            this.setErrorMsg("Password is not greater than 7 characters");


            this.error_msg.setVisible(true);


            this.new_password_field.selectAll();


        }else {


            if (! this.entered_once) {


                this.entered_once = true;


                this.setPassword(this.new_password_field.getText());


                this.new_password_field.setText("");


                this.setErrorMsg("Please type again to confirm");


                this.error_msg.setVisible(true);


                this.setVisible(true);


            }else {


                this.setErrorMsg("");


                if (this.getPassword().equals(this.new_password_field.getText())) {


                    this.executePasswordChange();


                }else {


                    this.setErrorMsg("Passwords do not match, please try again");    


                    this.entered_once = false;


                    this.new_password_field.setText("");


                }


            }


        }


    }catch (Exception e) {


        e.printStackTrace();


    }


}/* end method changePassword() */


private void executePasswordChange() {
    


    try {


        this.setVisible(false);


        this.loadDatabaseDriver();


        Runtime subsystem = Runtime.getRuntime();


        if (this.asset_system_checkbox.isSelected()) {


            subsystem.exec(this.getOSQLPath() + " -U sa -P " + this.getOldSystemPassword() + " -Q \"sp_password " + this.getOldSystemPassword() + ", " + this.getPassword() + ", sa\"");
               


            {


                this.testASSETSystemLogin();          


            }


            this.client_props.addProperty("sat.data.password", this.getPassword());


        }

            if (this.asset_manager_checkbox.isSelected()) {


            subsystem.exec(this.getOSQLPath() + " -U sa -P " + this.getOldAdminPassword() + " -Q \"sp_password " + this.getOldAdminPassword() + ", " + this.getPassword() + ", sa\"");                

                this.admin_props.addProperty("sat.data.password", this.getPassword());


            {


                this.testASSETManagerLogin();           


            }                


        }


    }catch (Exception e) {


        this.displayErrorDialog("An error has occurred while trying to secure the ASSET database.\n The text of the error is: " + e.toString());


    }

        this.exitApplication();


}


private String getPassword() {


    return this.password;    


}


private void setPassword(String passwd) {


    this.password = passwd;    


}


public void addNotify() {



// Record the size of the window prior to calling parents addNotify.



Dimension size = getSize();



super.addNotify();



if (frameSizeAdjusted)




return;



frameSizeAdjusted = true;



// Adjust size of frame according to the insets and menu bar



Insets insets = getInsets();



javax.swing.JMenuBar menuBar = getRootPane().getJMenuBar();



int menuBarHeight = 0;



if (menuBar != null)




menuBarHeight = menuBar.getPreferredSize().height;



setSize(insets.left + insets.right + size.width, insets.top + insets.bottom + size.height + menuBarHeight);


}


// Used by addNotify


boolean frameSizeAdjusted = false;


//{{DECLARE_CONTROLS


javax.swing.JPanel JPanel1 = new javax.swing.JPanel();


javax.swing.JTabbedPane JTabbedPane1 = new javax.swing.JTabbedPane();


javax.swing.JPanel password_pane = new javax.swing.JPanel();


com.symantec.itools.javax.swing.JWrappingLabel JWrappingLabel1 = new com.symantec.itools.javax.swing.JWrappingLabel();


javax.swing.JPasswordField new_password_field = new javax.swing.JPasswordField();


javax.swing.JLabel error_msg = new javax.swing.JLabel();


javax.swing.JPanel advanced_pane = new javax.swing.JPanel();


javax.swing.JLabel JLabel1 = new javax.swing.JLabel();


javax.swing.JCheckBox asset_system_checkbox = new javax.swing.JCheckBox();


javax.swing.JCheckBox asset_manager_checkbox = new javax.swing.JCheckBox();


javax.swing.JTextField system_config_file_location = new javax.swing.JTextField();


javax.swing.JButton system_choose_configfile_button = new javax.swing.JButton();


javax.swing.JTextField manager_config_file = new javax.swing.JTextField();


javax.swing.JButton manager_choose_configfile_button = new javax.swing.JButton();


javax.swing.JLabel JLabel2 = new javax.swing.JLabel();


javax.swing.JTextField password_length_field = new javax.swing.JTextField();


javax.swing.JButton length_apply_button = new javax.swing.JButton();


javax.swing.JLabel JLabel3 = new javax.swing.JLabel();


javax.swing.JTextField osql_path_textbox = new javax.swing.JTextField();


javax.swing.JButton find_osql_button = new javax.swing.JButton();


javax.swing.JLabel JLabel4 = new javax.swing.JLabel();


javax.swing.JComboBox echoCharacterChoiceBox = new javax.swing.JComboBox();


HTMLLabel reload_config_label = new HTMLLabel();


javax.swing.JPanel JPanel3 = new javax.swing.JPanel();


javax.swing.JButton JButton1 = new javax.swing.JButton();


javax.swing.JButton JButton2 = new javax.swing.JButton();


com.symantec.itools.javax.swing.borders.BevelBorder bevelBorder1 = new com.symantec.itools.javax.swing.borders.BevelBorder();


com.symantec.itools.javax.swing.borders.EtchedBorder etchedBorder1 = new com.symantec.itools.javax.swing.borders.EtchedBorder();


javax.swing.JPopupMenu system_filename_popup = new javax.swing.JPopupMenu();


javax.swing.JMenuItem system_cutMenuItem = new javax.swing.JMenuItem();


javax.swing.JMenuItem system_copyMenuItem = new javax.swing.JMenuItem();


javax.swing.JMenuItem system_pasteMenuItem = new javax.swing.JMenuItem();


javax.swing.JSeparator JSeparator1 = new javax.swing.JSeparator();


javax.swing.JMenuItem system_SelectAllMenuItem = new javax.swing.JMenuItem();


javax.swing.JPopupMenu manager_filename_popup = new javax.swing.JPopupMenu();


javax.swing.JMenuItem manager_cutMenuItem = new javax.swing.JMenuItem();


javax.swing.JMenuItem manager_copyMenuItem = new javax.swing.JMenuItem();


javax.swing.JMenuItem manager_pasteMenuItem = new javax.swing.JMenuItem();


javax.swing.JSeparator JSeparator2 = new javax.swing.JSeparator();


javax.swing.JMenuItem manager_SelectAllMenuItem = new javax.swing.JMenuItem();


com.symantec.itools.javax.swing.models.StringComboBoxModel echoCharactersModel = new com.symantec.itools.javax.swing.models.StringComboBoxModel();


//}}


JFileChooser osqlFinder = new JFileChooser();


JFileChooser systemFinder = new JFileChooser();


JFileChooser adminFinder = new JFileChooser();


private String old_admin_password = "";


private String old_system_password = "";


ASSETManagerPropertyManager admin_props = null;


ASSETClientPropertyManager client_props = null;


PasswordGenerator password_robot = null;


SecureRandom random = null;


HTMLLabel HTMLLabel1 = null;

    boolean entered_once = false;

    private String password = "";

    private String asset_system_config_file = "C:\\Program Files\\NISTASSET\\ASSET System\\sat.conf";

    private String asset_manager_config_file = "C:\\Program Files\\NISTASSET\\ASSET Manager\\admin.conf";

    private String osql_path = "C:\\MSSQL7\\binn\\osql.exe";


//{{DECLARE_MENUS


//}}

    private void setOSQLPath(String new_path) {

        this.osql_path = new_path;

    }

    private String getOSQLPath() {

        return this.osql_path;    

    }

    private String getOldAdminPassword() {

        return this.old_admin_password;

    }

    private String getOldSystemPassword() {

        return this.old_system_password;

    }

    private void setOldSystemPassword(String passwd) {

        this.old_system_password = passwd;    

    }

    private void setOldAdminPassword(String passwd) {

        this.old_admin_password = passwd;    

    }

    private void generatePassword() {

        try {

            this.new_password_field.setText(password_robot.getPass()); 

            this.setPassword(this.new_password_field.getText());

            this.entered_once = true;

        }catch (Exception e) {

            e.printStackTrace();

        }

    }

    private String getASSETManagerConfigFile() {

        return this.asset_manager_config_file;    

    }

    private String getASSETSystemConfigFile() {

        return this.asset_system_config_file;    

    }    


class SymMouse extends java.awt.event.MouseAdapter {



public void mouseExited(java.awt.event.MouseEvent event) {




Object object = event.getSource();




if (object == HTMLLabel1)




    HTMLLabel1.rollover_exit();






if (object == reload_config_label)




    reload_config_label.rollover_exit();



    



}



public void mouseEntered(java.awt.event.MouseEvent event) {




Object object = event.getSource();




if (object == HTMLLabel1)




    HTMLLabel1.rollover_enter();




if (object == reload_config_label)




    reload_config_label.rollover_enter();


    



}



public void mouseClicked(java.awt.event.MouseEvent event) {



    Object object = event.getSource();



    if (object == HTMLLabel1) 



        generatePassword();



    if (object == reload_config_label)



        checkConfigFileExistence();



}


}/* end internal class SymMouse() */



class SymAction implements java.awt.event.ActionListener {



public void actionPerformed(java.awt.event.ActionEvent event) {




Object object = event.getSource();




if (object == JButton2)





JButton2_actionPerformed(event);




else if (object == JButton1)





JButton1_actionPerformed(event);




if (object == system_cutMenuItem)





systemCutMenuItem_actionPerformed(event);




else if (object == system_copyMenuItem)





systemCopyMenuItem_actionPerformed(event);




else if (object == system_pasteMenuItem)





systemPasteMenuItem_actionPerformed(event);




else if (object == manager_cutMenuItem)





managerCutMenuItem_actionPerformed(event);




else if (object == manager_pasteMenuItem)





managerPasteMenuItem_actionPerformed(event);




else if (object == manager_copyMenuItem)





managerCopyMenuItem_actionPerformed(event);




else if (object == system_SelectAllMenuItem)





systemSelectAllMenuItem_actionPerformed(event);




else if (object == manager_SelectAllMenuItem)





managerSelectAllMenuItem_actionPerformed(event);




else if (object == length_apply_button)





lengthApplyButton_actionPerformed(event);




else if (object == find_osql_button)





findOsqlButton_actionPerformed(event);




else if (object == echoCharacterChoiceBox)





echoCharacterChoiceBox_actionPerformed(event);




else if (object == system_choose_configfile_button)





systemChooseConfigfileButton_actionPerformed(event);




else if (object == manager_choose_configfile_button)





managerChooseConfigfileButton_actionPerformed(event);



}/* end internal method actionPerformed() */


}/* end internal class SymAction() */


void JButton2_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



JButton2_actionPerformed_Interaction1(event);


}


void JButton2_actionPerformed_Interaction1(java.awt.event.ActionEvent event) {



try {




System.exit(0);



} catch (java.lang.Exception e) {



}


}


void JButton1_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



JButton1_actionPerformed_Interaction1(event);


}


void JButton1_actionPerformed_Interaction1(java.awt.event.ActionEvent event) {



try {



    this.new_password_field.requestFocus();




this.changePassword();



} catch (java.lang.Exception e) {



}


}


class SymKey extends java.awt.event.KeyAdapter


{



public void keyTyped(java.awt.event.KeyEvent event)



{




Object object = event.getSource();




if (object == JButton1)





JButton1_keyTyped(event);



}


}


void JButton1_keyTyped(java.awt.event.KeyEvent event)


{



// to do: code goes here.



JButton1_keyTyped_Interaction1(event);


}


void JButton1_keyTyped_Interaction1(java.awt.event.KeyEvent event)


{



try {




// ChangePassword Toggle enabled




this.new_password_field.requestFocus();



    this.proceedKeyEnterPressed(event);




} catch (java.lang.Exception e) {



}


}


private void proceedKeyEnterPressed(java.awt.event.KeyEvent event) {


    try {



    if (event.getKeyChar() == KeyEvent.VK_ENTER) {




    this.changePassword();




}
            


    }catch (Exception e) {


        e.printStackTrace();


    }


}


private void exitApplication() {


    System.exit(0);    


}

    private void showAboutBox() {

        try {

            JOptionPane.showMessageDialog(this, "National Institute of Standards and Technology\nNIST ASSET Database Password Utility 1.00", "About NIST ASSET Database Password Utility", JOptionPane.INFORMATION_MESSAGE);                

        }catch(Exception e) {

            e.printStackTrace();

        }

    }


void systemCutMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



system_cutMenuItem_actionPerformed_Interaction1(event);


}


void system_cutMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




system_config_file_location.cut();



} catch (java.lang.Exception e) {



}


}


void systemCopyMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



system_copyMenuItem_actionPerformed_Interaction1(event);


}


void system_copyMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




system_config_file_location.copy();



} catch (java.lang.Exception e) {



}


}


void systemPasteMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



system_pasteMenuItem_actionPerformed_Interaction1(event);


}


void system_pasteMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




system_config_file_location.paste();



} catch (java.lang.Exception e) {



}


}


void managerCutMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



manager_cutMenuItem_actionPerformed_Interaction1(event);


}


void manager_cutMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




manager_config_file.cut();



} catch (java.lang.Exception e) {



}


}


void managerPasteMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



manager_pasteMenuItem_actionPerformed_Interaction1(event);


}


void manager_pasteMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




manager_config_file.paste();



} catch (java.lang.Exception e) {



}


}


void managerCopyMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



manager_copyMenuItem_actionPerformed_Interaction1(event);


}


void manager_copyMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




manager_config_file.copy();



} catch (java.lang.Exception e) {



}


}


class SymWindow extends java.awt.event.WindowAdapter


{



public void windowClosing(java.awt.event.WindowEvent event)



{




Object object = event.getSource();




if (object == ChangePassword.this)





ChangePassword_windowClosing(event);



}


}


void ChangePassword_windowClosing(java.awt.event.WindowEvent event)


{



// to do: code goes here.



System.exit(0);


}


void systemSelectAllMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



system_SelectAllMenuItem_actionPerformed_Interaction1(event);


}


void system_SelectAllMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




system_config_file_location.selectAll();



} catch (java.lang.Exception e) {



}


}


void managerSelectAllMenuItem_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



manager_SelectAllMenuItem_actionPerformed_Interaction1(event);


}


void manager_SelectAllMenuItem_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




manager_config_file.selectAll();



} catch (java.lang.Exception e) {



}


}


// BEGIN Section to comply with ASSET interface definition. These methods do 


// nothing for the ChangePassword application


 public void log(String buffer) {


 }

     public void setServiceName(String name){}

     public void saveLogOnException(){}

     public void setStatusModeMsg(String msg){}

     public void setStatusMsg(String msg){}

    public void displayErrorDialog(String msg) {

        JOptionPane.showMessageDialog(this, msg, "Error:", JOptionPane.ERROR_MESSAGE);        

    }

    public void displayStatusDialog(String msg) {

        JOptionPane.showMessageDialog(this, msg, "System Message:", JOptionPane.INFORMATION_MESSAGE);        

    }

     public Connection connectionGenerator(){

         return null;

     }

     public void openDefaultHelpFile(){}

     public String getAbsolutePath(String local_path){

         return "";   

     } 

     public void defineAction(String action){}

     public void defineTerm(String term){}

     public void setActiveTextComponent(JTextComponent component){}

     public void startNewAssessment(){}

     public ASSETPropertyManager getPropertyManager(){

         return null;   

     }

     public void openOldAssessment(String id, String name){}

     public void openReportingFrame(){}


 // END Section to comply with ASSET interface definition


void lengthApplyButton_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



length_apply_button_actionPerformed_Interaction1(event);


}


void length_apply_button_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {



    Integer.parseInt(this.password_length_field.getText());




this.reinitializePasswordGenerator();



} catch (java.lang.Exception e) {



    this.displayErrorDialog("This is not a valid password length! Please try again.");



}


}


void findOsqlButton_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



find_osql_button_actionPerformed_Interaction1(event);


}


void find_osql_button_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




this.locateOSQLManually();



} catch (java.lang.Exception e) {



}


}


void echoCharacterChoiceBox_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



echoCharacterChoiceBox_actionPerformed_Interaction1(event);


}


void echoCharacterChoiceBox_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




this.setEchoCharacter();



} catch (java.lang.Exception e) {



}


}


void systemChooseConfigfileButton_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



system_choose_configfile_button_actionPerformed_Interaction1(event);


}


void system_choose_configfile_button_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




this.locateSystemConfigFile();



} catch (java.lang.Exception e) {



}


}


void managerChooseConfigfileButton_actionPerformed(java.awt.event.ActionEvent event)


{



// to do: code goes here.



manager_choose_configfile_button_actionPerformed_Interaction1(event);


}


void manager_choose_configfile_button_actionPerformed_Interaction1(java.awt.event.ActionEvent event)


{



try {




this.locateManagerConfiFile();



} catch (java.lang.Exception e) {



}


}

}/* end class ChangePassword() */
ConfFilter.java

import java.io.File;

import javax.swing.*;

import javax.swing.filechooser.*;

public class ConfFilter extends FileFilter {

    final static String conf = "conf";

    public boolean accept(File f) {


    if (f.isDirectory()) {


        return true;


    }


    String s = f.getName();


    int i = s.lastIndexOf('.');


    if (i > 0 &&  i < s.length() - 1) {


        String extension = s.substring(i+1).toLowerCase();


        if (conf.equals(extension)) {



        return true;


        } else {



        return false;


        }


    }


    return false;

    }

    // The description of this filter

    public String getDescription() {


    return "ASSET Configuration File";

    }

}/* end class ConfFilter() */
PasswordGenerator.java

/************************************************************************************/

/* file - PasswordGenerator.java                                                    */

/* -----------------------------                                                    */

/* This class generates a random String using a cryptographically secure random     */

/* number generator. The alphabet (characters used in the passwords generated)      */

/* The alphabet (characters used in the passwords generated) may be specified,      */

/* may be specified, and the random number generator can be externally supplied.    */

/* ---------------------------                                                      */

/* Author - Stephen Ostermiller                                                     */

/* Editor - Mark McLarnon                                                           */

/* ---------------------------                                                      */

/* References:                                                                      */

/* http://ostermiller.org/utils/PasswordGenerator.html                              */

/************************************************************************************/

import java.security.SecureRandom;

public class PasswordGenerator {

    /** 

     * Default length for passwords

     */

    private static int DEFAULT_PASSWORD_LENGTH = 8;

    /**

     * Alphabet consisting of upper and lowercase letters A-Z and

     * the digits 0-9.

     */

    public static final char[] NUMBERS_AND_LETTERS_ALPHABET = { 

        'A','B','C','D','E','F','G','H',

        'I','J','K','L','M','N','O','P',

        'Q','R','S','T','U','V','W','X',

        'Y','Z','a','b','c','d','e','f',

        'g','h','i','j','k','l','m','n',

        'o','p','q','r','s','t','u','v',

        'w','x','y','z','0','1','2','3',

        '4','5','6','7','8','9',

    };

    /**

     * Alphabet consisting of the lowercase letters A-Z.

     */

    public static final char[] LOWERCASE_LETTERS_ALPHABET = { 

        'a','b','c','d','e','f','g','h',

        'i','j','k','l','m','n','o','p',

        'q','r','s','t','u','v','w','x',

        'y','z',

    };

    /**

     * Alphabet consisting of the lowercase letters A-Z and

     * the digits 0-9.

     */

    public static final char[] LOWERCASE_LETTERS_AND_NUMBERS_ALPHABET = { 

        'a','b','c','d','e','f','g','h',

        'i','j','k','l','m','n','o','p',

        'q','r','s','t','u','v','w','x',

        'y','z','0','1','2','3','4','5',

        '6','7','8','9',

    };

    /**

     * Alphabet consisting of upper and lowercase letters A-Z.

     */

    public static final char[] LETTERS_ALPHABET = { 

        'A','B','C','D','E','F','G','H',

        'I','J','K','L','M','N','O','P',

        'Q','R','S','T','U','V','W','X',

        'Y','Z','a','b','c','d','e','f',

        'g','h','i','j','k','l','m','n',

        'o','p','q','r','s','t','u','v',

        'w','x','y','z',

    };

    /**

     * Alphabet consisting of the upper letters A-Z.

     */

    public static final char[] UPPERCASE_LETTERS_ALPHABET = { 

        'A','B','C','D','E','F','G','H',

        'I','J','K','L','M','N','O','P',

        'Q','R','S','T','U','V','W','X',

        'Y','Z',

    };

    /**

     * Alphabet consisting of upper and lowercase letters A-Z and

     * the digits 0-9 but with characters that are often mistaken

     * for each other when typed removed. (I,L,O,U,V,i,l,o,u,v,0,1)

     */

    public static final char[] NONCONFUSING_ALPHABET = { 

        'A','B','C','D','E','F','G','H',

        'J','K','M','N','P','Q','R','S',

        'T','W','X','Y','Z','a','b','c',

        'd','e','f','g','h','j','k','m',

        'n','p','q','r','s','t','w','x',

        'y','z','2','3','4','5','6','7',

        '8','9',

    };

    /**

     * Random number generator used.

     */

    protected SecureRandom rand;

    /**

     * Set of characters which may be

     * used in the generated passwords.

     */

    protected char[] alphabet;

    /**

     * Create a new random password generator

     * with the default secure random number generator

     * and default NONCONFUSING alphabet.

     */ 

    public PasswordGenerator(){

        this(new SecureRandom(), NONCONFUSING_ALPHABET);

    }

    /**

     * Create a new random password generator

     * with the given secure random number generator

     * and default NONCONFUSING alphabet.

     *

     * @param rand Secure random number generator to use when generating passwords.

     */

    public PasswordGenerator(SecureRandom rand){

        this(rand, NONCONFUSING_ALPHABET);

    }

    /**

     * Create a new random password generator

     * with the default secure random number generator

     * and given alphabet.

     *

     * @param alphabet Characters allowed in generated passwords.

     */

    public PasswordGenerator(char[] alphabet){

        this(new SecureRandom(), alphabet);

    }

    /**

     * Create a new random password generator

     * with the given secure random number generator

     * and given alphabet.

     *

     * @param rand Secure random number generator to use when generating passwords.

     * @param alphabet Characters allowed in generated passwords.

     */

    public PasswordGenerator(SecureRandom rand, char[] alphabet){

        this.rand = rand;

        this.alphabet = alphabet;

    }

    public int getDefaultPasswordLength() {

        return this.DEFAULT_PASSWORD_LENGTH;    

    }

    public void setDefaultPasswordLength(int new_length) {

        this.DEFAULT_PASSWORD_LENGTH = new_length;

    }

    /** 

     * Generate a random password of the default length and

     * with the default alphabet and display it on standard

     * output.

     *

     * @param args Command line arguments - ignored.

     */ 

    public static void main(String[] args){

        PasswordGenerator pg = new PasswordGenerator();

        System.out.println(pg.getPass());

    }

    /** 

     * Set the alphabet used by this random password generator.

     *

     * @param alphabet Characters allowed in generated passwords.

     */

    public void setAlphabet(char[] alphabet){

        this.alphabet = alphabet;

    }

    /** 

     * Set the random number generator used by this random password generator.

     *

     * @param rand Secure random number generator to use when generating passwords.

     */

    public void setRandomGenerator(SecureRandom rand){

        this.rand = rand;

    }

    /** 

     * Fill the given buffer with random characters.

     * <p>

     * Using this method, the password character array can easily

     * be reused for efficiency, or overwritten with new random

     * characters for security.

     * <p>

     * NOTE: If it is possible for a hacker to examine memory to find passwords,

     * the password should be overwritten in memory as soon as possible after it

     * is no longer in use.

     *

     * @param pass buffer that will hold the password.

     * @return the buffer, filled with random characters.

     */

    public char[] getPassChars(char[] pass){

        for (int i=0; i<pass.length; i++){

            pass[i] = alphabet[Math.abs(rand.nextInt() % alphabet.length)]; 

        }

        return(pass);

    }

    /** 

     * Generate a random password of the given length.

     * <p>

     * NOTE: If it is possible for a hacker to examine memory to find passwords,

     * the password should be overwritten in memory as soon as possible after it

     * is no longer in use.

     *

     * @param length The desired length of the generated password.

     * @return a random password

     */

    public char[] getPassChars(int length){

        return(getPassChars(new char[length]));

    }

    /** 

     * Generate a random password of the default length (8).

     * <p>

     * NOTE: If it is possible for a hacker to examine memory to find passwords,

     * the password should be overwritten in memory as soon as possible after it

     * is no longer in use.

     *

     * @param length The desired length of the generated password.

     * @return a random password

     */

    public char[] getPassChars(){

         return(getPassChars(DEFAULT_PASSWORD_LENGTH));

    }

    /** 

     * Generate a random password of the given length.

     * <p>

     * NOTE: Strings can not be modified.  If it is possible

     * for a hacker to examine memory to find passwords, getPassChars()

     * should be used so that the password can be zeroed out of memory

     * when no longer in use.

     *

     * @param length The desired length of the generated password.

     * @return a random password

     * @see #getPassChars(int)

     */

    public String getPass(int length){

        StringBuffer pass = new StringBuffer(length);

        StringBuffer next_char = null;

        for (int i = 0; i < length; i++){

            next_char = new StringBuffer("");

            next_char.append(alphabet[Math.abs(rand.nextInt() % alphabet.length)]);

            if (i == 0) {

                while (((next_char.toString()).startsWith("0")) || ((next_char.toString()).startsWith("1")) || ((next_char.toString()).startsWith("2")) || ((next_char.toString()).startsWith("3")) || ((next_char.toString()).startsWith("4")) || ((next_char.toString()).startsWith("5")) || ((next_char.toString()).startsWith("6")) || ((next_char.toString()).startsWith("7")) || ((next_char.toString()).startsWith("8")) || ((next_char.toString()).startsWith("9"))) {

                    next_char = new StringBuffer("");

                    next_char.append(alphabet[Math.abs(rand.nextInt() % alphabet.length)]);

                    System.out.println(next_char.toString());

                }

                pass.append(next_char.toString());  

            }else {

                pass.append(next_char.toString());  

            }

        }

        return(pass.toString());

    }

    /** 

     * Generate a random password of the default length (8).

     * <p>

     * NOTE: Strings can not be modified.  If it is possible

     * for a hacker to examine memory to find passwords, getPassChars()

     * should be used so that the password can be zeroed out of memory

     * when no longer in use.

     *

     * @return a random password     

     * @see #getPassChars()

     */

    public String getPass(){

        return(getPass(DEFAULT_PASSWORD_LENGTH));

    }

}/* end class PasswordGenerator() */

