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1 Introduction

Organizations must plan for security, ensure that the appropriate officials are assigned security
responsibility, and authorize system processing prior to operations and periodically thereafter. These
management responsibilities presume that responsible organization officials understand the risks and
other factors that could negatively impact their mission goals. Moreover, these officials must understand
the current status of security programs and controls in order to make informed judgments and investments
that appropriately mitigate risks to an acceptable level.

An important element of measuring the status of information technology (IT) security within an
organization is to perform routine self-assessments of an organization’s IT systems. There are many
methods and tools available to help agency officials determine the current status of their security
programs relative to existing policy. ldeally many of these methods and tools would be implemented on
an ongoing basis to systematically identify programmatic weaknesses and, where necessary, establish
targets for continuing improvement. For a self-assessment to be effective, a risk assessment* should be
conducted in conjunction with or prior to the self-assessment. A self-assessment does not eliminate the
need for a risk assessment.

The Automated Security Self-Evaluation Tool (ASSET) automates the process of completing a system
self-assessment. ASSET will assist organizations in completing the self-assessment questionnaire
contained in NIST Special Publication (SP) 800-26, Security Self-Assessment Guide for Information
Technology Systems.

1.1 Description of ASSET

ASSET may be used to gather data and generate reports related to the status of the self-assessment. The
intent of this tool is to provide a centralized place for the collection of data used to assess a system.
ASSET contains the specific control objectives and suggested techniques for measuring the security of a
system or group of interconnected systems as described in NIST SP 800-26. The control objectives and
techniques are taken from long-standing requirements found in statute, policy, and guidance on security.
ASSET consists of two host-based applications: ASSET — System and ASSET — Manager. This document
explains ASSET — System. Appendix B of this document explains the unique functions of ASSET -
Manager.

- ASSET - System facilitates the gathering of individual system data. It provides a limited
reporting capability and allows the user to determine the completeness of an individual system
assessment in progress.

- ASSET - Manager aggregates individual system assessments created by ASSET — System. It
assists managers in developing an organization-wide perspective on the state of IT system
security.

The reporting features of ASSET are designed to provide users with a clear picture of the security status
of their resources, as specified in NIST SP 800-26. The reports available from ASSET can be generated
and interpreted by the users who use the application. See Section 4.8 for additional information on the
ASSET - System reporting features.

! See NIST Special Publication 800-30, Risk Management Guide for Information Technology Systems, January 2002,
for more information on conducting a risk assessment.



ASSET stores data collected for the system self-assessment. The tool generates a system summary report,
which provides a snapshot of assessment results. Unformatted reports can be exported to any popular
spreadsheet or charting program. Formatted reports are available for export to Microsoft Excel. The
results of the questionnaire can be used as input to a report evaluating an organization-wide IT security
program. By sampling completed guestionnaires, an agency can determine how well their policies and
procedures are being followed and where resources should be expended.

A Federal Information Security Management Act (FISMA) reporting template has been developed to
facilitate the extraction of data from ASSET — Manager to use in FISMA-required reports to OMB.
Appendix C of this document explains the use of the FISMA reporting template.

1.2 Scope of Manual

This manual is intended to help users of ASSET — System understand each function of the tool and how

the tool can be used to complete self-assessments. The term ASSET will be used for the remainder of the
document to refer to ASSET — System. The target audience of this manual is the reporter/assessor?. This

manual will use the term “you” to refer to this target audience. All other roles and responsibilities will be
explicitly identified when referenced in the manual.

Tool functionality is the focus of this manual, not the substantive issues associated with NIST SP 800-
262, This manual does not attempt to address all navigation paths that could be used to answer sections of
the self-assessment. As with most systems, there are multiple ways to address the information requested
by ASSET. Because ASSET is a data collection and reporting tool, it does not provide users with
techniques to analyze the data collected.

Section 1 of this manual provides a general introduction to the concept of IT security self-assessments and
some considerations for the use of ASSET. Section 2 describes general roles and responsibilities for those
who are involved in a typical IT security self-assessment. Section 3 describes the process to install
ASSET. Section 4 provides detailed operating instructions for ASSET — System. Appendix A provides a
glossary of commonly used terms in this manual and within ASSET. Appendix B provides detailed
operating instructions for ASSET — Manager. This appendix also provides some strategies and
considerations for employing ASSET in an operational environment. Appendix C of this document
explains the use of the FISMA reporting template. Appendix D provides the critical business rules that
were used in developing this application.

1.3 Considerations

The control objectives and techniques presented in ASSET and NIST SP 800-26 can be applied to
organizations in private and public sectors. To perform the examination and testing required to complete
the questionnaire, the assessor must be familiar with and able to apply a core knowledge set of IT security
basics needed to protect information and systems. In some cases, especially in the area of examining and
testing technical controls, assessors with specialized technical expertise will be needed to ensure that the
guestionnaire’s answers are reliable.

2 Roles are explained in Section 2.

% For additional information on substantive questions, please see NIST Special Publication 800-26 and the IT Security
Assessment Framework, November 2000, issued by the Federal Chief Information Officer Council (Appendix C of
NIST Special Publication 800-26).



1.3.1 Security

ASSET depends on host-based security resident within the desktop or laptop where ASSET is installed.
There is no password protection provided for accessing the application or data therein. The login screen is
strictly for identification, not authentication. It is assumed that any system where ASSET resides will
have the appropriate security controls to ensure the protection of the collected information.

NOTE: Security is neither included in ASSET nor provided for data transmitted between ASSET — System
and ASSET — Manager.

ASSET uses the Microsoft Data Engine (MSDE)” as its database engine and the Java Runtime
Environment (JRE). Therefore, ASSET has all the vulnerabilities that are associated with MSDE and
JRE.

Mitigating the associated vulnerabilities of MSDE can generally be accomplished in two ways:
organization-wide perimeter security and vendor provided patches for MSDE. Additionally, the
installation procedures contained in Section 5 can mitigate two of the most significant vulnerabilities of
MSDE. Users of ASSET may view a current list of MSDE and JRE vulnerabilities and the method to
mitigate the vulnerability at the following website:

http://icat.nist.gov

1.3.2 Importance of uninstalling ASSET after assessment is complete

Managers should consider uninstalling ASSET from systems after the self-assessment for the organization
is complete. There are two reasons why ASSET should be uninstalled after the completion of the self-
assessment:

- Access to uncontrolled and unprotected sensitive assessment data within an organization by
personnel without a ‘need to know’ is avoided; and

- Ensuring that MSDE and JRE have the latest patches and service packs installed when ASSET is
deployed in large numbers can become difficult. Without the latest patches installed, a system
could be exposed to new and currently unidentified vulnerabilities associated with MSDE and
JRE.

4 More information related to the role of MSDE in ASSET is provided in Section 3.2.
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2 Roles and Responsibilities

The roles described below are based on the process associated with conducting a typical self-assessment.
Responsibilities are mapped to roles, not necessarily to specific people. It is possible that a person can
have multiple roles.

2.1 Manager

The manager is the person who will be ultimately responsible for the assessment. Frequently, the person
serving in the manager role is a program official with responsibility for IT security or the Chief
Information Officer (CIO).

2.2 Reporter

The reporter needs to understand how to deploy, install, and execute ASSET. The reporter will be
involved primarily with the use of ASSET - Manager. Other requirements of the reporter include:

- Importing system data from multiple assessors into ASSET — Manager
- Ensuring that all questions are answered for all systems
- Developing final reports organization-wide of the self-assessment results.

2.3 Assessor

The assessor is the person responsible for submitting one or more assessments to the reporter. They are
the first point of contact in the event that there are any questions related to responses on the assessment.
This person will ensure that all questions within the questionnaire are answered. Within ASSET, the
terms assessor, primary assessor, and secondary assessor are used. On occasion, secondary assessors may
be subject matter experts (SMESs).’

The assessor is responsible for the following:

- Ensuring that all questions are answered for each system under an assessor’s review
- Interacting with the SME to gather and clarify system information
- Entering individual system data into ASSET.

2.4 Subject Matter Expert

The SME is an individual who is knowledgeable on specific topic areas (i.e., physical security, networks).
The SME helps the assessor gather data related to the assessment. A SME is someone who may have
specific input to a number of questions but is not responsible for the overall completion of the assessment.
When used, SMEs should be identified for each question where they respond. Generally, a SME will be
identified as a secondary assessor within ASSET. Although a person can be an assessor and an SME,
generally this title is reserved for people who have specific knowledge and can provide clarification about
a response to a specific question.

Key traits of a SME include:

® The role of subject matter experts is discussed in Section 2.4.



- Knowledgeable about the system and/or topic being assessed
- Provides specific responses to assessment questions
- Interacts with the assessor on an as-needed basis.



3 Installation

3.1 Requirements for Installation

Microsoft Windows® is the required operating system for ASSET. Much of the organization and logic of
the ASSET installation process is similar to that required for other MS Windows application installations.
ASSET installation files are available on NIST ASSET website:

http://csrc.nist.gov/asset/

NOTE: Internet connectivity is NOT a requirement for use of ASSET.

3.1.1 Hardware

The following are minimum hardware requirements to run ASSET:

e Pentium Il - 1.0 GHz processor (or equivalent x86 compatible architecture)
e 256 MB RAM
e 120 MB of free disk space

INOTE: Each completed assessment in ASSET requires an additional 3 megabytes of hard disk space

3.1.2 Software

The following minimum software is required for ASSET:

e ASSET was designed to operate with Windows 2000 Professional
e JRE version 1.2 or greater installed
e MSDE version 1.0 installed

NOTE: The ASSET installation process will install all required software, including JRE and MSDE.

3.2 Installation Process
3.2.1 Considerations for Installing ASSET v2

There are two ways you can install ASSET v2: full or incremental upgrade. The full install provides a
complete installation of ASSET v2 for those users that do not have ASSET on their computers. You may
also upgrade from ASSET v1 to ASSET v2 by using the upgrade installer. Both installers are available on
the NIST website. Users that upgrade will not receive a v2 user manual (available on the NIST ASSET
website) or the Database Manager utility, but all other functionality is the same as a full install.

The ASSET v2 full installer requires that either Microsoft Access 9.0 or Office Server Extensions or later
(both are available as part of Microsoft Office 2000) be installed on your computer or that MSDE 1.0 be
already installed. If you cannot install Microsoft Access or Office Server Extensions, you should first
install ASSET v1.04, located at the NIST ASSET website and then use the upgrade installer (located at
the NIST ASSET website) to move to v2.


http://csrc.nist.gov/asset/

Additionally, ASSET v2 has not been tested with MSDE 2000. Since only one version of MSDE can be
installed on any one computer, users that wish to install ASSET v2 must first ensure that MSDE 2000 is
not installed. If MSDE 2000 is installed, it must be removed before proceeding with the full install.

Remove
MSDE 2000

Cannot
Remove

Removed

14—Yes

MSDE 2000?

Cannot Install
ASSET

EOEwar e

MSDE 1.0 or

MS Access 9.0 or
Office 2000 Server
Extensions

Ful

Upgrade?

Install ASSET 1.04
(Manual
Appendix F)

IFullinstall has benefit of
updated user manual and
/,a database management

p tool.
No Upgrade

Extra features?

Yes

Remove ASSET
1.04, but not JRE

Yes

or MSDE (Manual
Appendix F.3)

[ Ful

Install

Figure 3.1 — Overview of Installation Process

A flowchart is provided above to assist you in understanding the decision process for using either the full
or upgrade install paths. Appendix G has more detailed flowcharts for the full and upgrade install
processes.

This section of the user manual provides a detailed description of the process for a new installation of
ASSET. Users should refer to Appendix G and the NIST ASSET website for instructions on upgrading
from v1 to v2.

Three major components are installed on your computer during the installation process:

MSDE
JRE

e ASSET program files

NOTE: Microsoft allows only one installation of MSDE on a single computer. If MSDE 2000 or later is
installed on your computer, it must first be removed prior to installation.




The ASSET application and its program files are installed in the Program Files folder. If your computer
has restricted access to this folder, your systems administrator will need to grant you permission to access
the NISTASSET folder within the Program Files folder.

Additionally, the MSDE administrator password must be set and the ASSET database must be initialized.
Section 3.2.2 provides guidance on completing these actions.

NOTE: Setting the MSDE administrator password is critical to eliminating one of the identified MSDE
vulnerabilities.

One vulnerability with MSDE exists because MSDE is designed to allow your computer to function as a
database server. The final action that you should perform in the installation process, which is not done
automatically during the installation process, is to turn off this MSDE network functionality. (See Section
3.2.5 for instructions on how to turn off MSDE network functionality.)

NOTE: Turning off MSDE network functionality is not required by ASSET but it eliminates a number of
MSDE vulnerabilities. If your computer requires MSDE network functionality, you should not perform
this last installation process. If you are unsure if you need this functionality, consult your network
administrator. MSDE vulnerabilities can be mitigated in other ways should you need to have MSDE
network functionality. Examples include additional host-based or network-based security.

3.2.2 Installing ASSET and its Required Components

To install ASSET, double click the InstallASSETv2.exe file that you downloaded onto your computer
from the NIST ASSET website. Click on the Next button to proceed with the installation.

ASSET Installer )

wWelcome ko the ASSET Installer,
This Program will guide wou through the installation process.

Press the button labeled ‘Mext' to begin.

< Btk I Mext = I Cancel

Figure 3.2 — ASSET Installation Start Screen

The licensing provisions of ASSET will be displayed. If you agree, select the check box. You must agree
to the licensing provisions of ASSET if you wish to proceed with installation.



ASSET Installer i

This software was developed at the MNational Institute of Standards
and Techrolagy by emplovess of the Federal Government in the course
of their official duties, Pursuant ko title 17 Section 105 of the

United States Code this software is not subject bo copyright pratection
and is in the public domain, ASSET is an experimental system, NIST
assumes no responsibility whatsoever For its use by other parties,

and makes no guarantees, expressed or implied, abaut its quality,
reliability, or ary other charackeristic, \We would appreciate
acknowledgment if the software is used.

IV Click here if you agree with the terms and condtions above.

< Back I Mext = I Cancel

Figure 3.3 — License Agreement

Two options are available for installation: install ASSET — System only or install both ASSET — System
and ASSET — Manager. In either option, all necessary components (MSDE and JRE) will be installed.

ASSET Installer N

Select Components to be installed

" Asset System only

' fsset System and Manager

Z Back I ek = I Cancel

Figure 3.4 — Installation Types



NOTE: If you install only ASSET — System and later want to add ASSET — Manager, you will need to
backup / export your data, uninstall ASSET — System and then install both ASSET — System and Manager.
You will need to import your data after the install.

ASSET Installer 3

Copy Files

Inztall JRE

Inztall MSDE

Creste the databaze
Set database password

C:\Program Files\MISTASSETYSCLIREELSETUP|\DATAL. CAR

W

= Back ezt = | Cancel I

Figure 3.5 — Setup Status
The bold italic text on the status screen above indicates the step that the installer has reached in the
installation process. If JRE or MSDE is detected on your computer, the ASSET installer will skip these
steps.

An error may be displayed in the installation process that states the ‘Service has not been started.” You
should press OK to proceed with the installation.

The installer will then walk you through the installation of JRE.
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Installshield Wizard x|

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, SE +1.4.0

The InstallShield® \wizard will install Java 2 Runtime
Environment, SE +1.4.0 on your computer. To continue,
click Mest.

< Back Cancel

Figure 3.6 — JRE Installation

You will then be prompted to accept the JRE license agreement. You must accept this agreement to
proceed with installation.

InstallShield Wizard

Licenze Agreement

Flease read the following license agreement carefully.

Press the PAGE DO%WH key to see the rest of the agreement.

[ Sun Microsystems, Inc. Binam Code i’
Licenze Agreement

READ THE TERMS OF THIS AGREEMENT AND AMY PROYIDED

SUPPLEMEMNTAL LICEMSE TERMS [COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPEWIMG THE SOFTWARE MEDIA PACKAGE. BY

OPEMING THE SOFTWARE MEDIA PACKAGE, ¥OU AGREE TO THE TERMS

OF THIS AGREEMEMT. IFvOU ARE ACCESSING THE SOFTWARE

ELECTROMICALLY, INDICATE Y0OUR ACCEPTANCE OF THESE TERMS BY

SELECTING THE "ACCEPT" BUTTOM AT THE END OF THIS AGREEMENT. LI

Do wou accept all the terms of the preceding License Aagreement? IF pou choose Ma, the
zetup will cloze. To install Java 2 Runtime Environment, SE +1.4.0, vou must accept thiz
agreement,

|matallEhield

< Back Tes Mo

Figure 3.7 — JRE Installation License Agreement
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You will be prompted to select the location in which you wish to install the JRE files.

Installshield Wizard

Choose Destination Location

Select folder where Setup will install files.

Setup will install Java 2 Runtime Ervdronment, SE +1.4.0in the following folder,

Tainztal to this folder, click Mext. To install to a different folder, click Browse and selact
anather falder.

Destination Folder
’7C:\Proglam Filesh) avahj2ral 4.0 Browsze... |
|mstallShield

< Back | Rl I Cancel |

Figure 3.8 — JRE Destination Location

At this point in the installation process, you will be asked to select the browsers you wish to use JRE
(ASSET).

InstallShield Wizard

Select Browsers

Java [TH] Plug-in will be the default Jawva mintime far the following brawser(z):

¥ Microsoft Intemet Esplorer
v Metscape B

'ou may change the default in the JavalTk] Plug-in Control
Panel

| matallShield

< Back | Mext » I Cancel

Figure 3.9 — JRE Browsers

12



The installer will then walk you through the installation of MSDE. If MSDE is already installed, the
installer will proceed forward and not reinstall MSDE.

You should select Local Install and then Next.

Select Install Method b x|

Pleasze select the install method below:

{* L ocal Install - [nstall ta the Local Maching

" Remate Install - Inztall to a Remate Machine

Press Mest' when ready to continue,

Mest » I Cancel

Figure 3.10 — MSDE Select Install Method

Select Next at the MSDE Installation Welcome Screen.
X

Welcome ta the MSDE Setup program.  Thiz program
will inztall WMSDE o wour computer.

It iz strangly recommended that yau exit all Windows pragrams
hefore running thiz Setup program.

Click Cancel to guit Setup and then cloze any programs pou
hawe runking. Click Mest to contitiue with the Setup program.

WARMNIMG: Thiz program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximunm extent possible under [aw.

< Back Cancel

Figure 3.11 — MSDE Installation Welcome Screen
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The installer should insert the computer’s name and company name into the user information screen. You
can change this information at your discretion.

User Information x|
Enter your name below. [t iz not neceszamy ta enter a company
hane.

M arne; |Eomputer Mame

LCompary: IEUmpany W ame|

< Back I Hest » I Cancel

Figure 3.12 — MSDE Installation User Information
Select Next at the Setup Type screen.

Setup Type 1[

Setup will inztall the minimunn required components. You may then choose aptions ta
cuztomize vour installation,

Destination Folder

Fragram Files C:AMSSOLY
[ata Files T | C:AMSSOLT
Required: Available:
Space on program fles drive : 24841 K 1985314 K
Space an system diive: T 4 1985314 K
Space on data files drive: 20447 k. 1985314 K
Help < Back Mest » Cancel

Figure 3.13 — MSDE Setup Type Screen

14



The character set should be set to the default setting. The

n, press Next.

Character Set,/Sort Order/Unicode Collation |
Character Set; [§ 0 Character Set [Default]
Sort Order: | Dictionary order, case-insenzitive j
i Unicode Collation
Locale Identifier:
Binary rder i [V Case-insenzitive
Catalan [~ Accenbinsensitive
Chireze Bopaonmofo [T aiwan) . =
Chirese Punctuation b Widthinsensitive
Chinesze Stroke Count LI ¥ Kana-inzensitive
AP et PR N o SV T Ll o RSB APORORL
Help | < Back I Hest » I Cancel
Figure 3.14 — MSDE Character Set Screen

Press Next at the Network Libraries screen.

Network Libraries

¥ Mamed Fipes
MHamed Pipe name:

¥ TCPAP Sockets
Part number;

| 1433

Remate Winsack proxy address:

v Multi-Protacal

Enable Multi-Fratocol
encryption

[~ MwLink IF/5 P
Hovel Bindery service name:

[ AppleTalk ADSP
AppleT alk zervice object:

[ Banyan WINES
SteetT alk, zervice name:

Help

< Back I Mest » I

Cancel

Figure 3.15 — MSDE Network Libraries Screen

15




Change the Service Settings to Use the Local System account and press Next.

Services Accounts !

% Use the same account for each service. Auta startt MSDE Service.
" Customize the settings for each service.
— Services — Service Settings
€ HSDE &+ {se the Local Swstem account
7 501 Server Agent " Usze a Domain ser account
Usemame: I =lser name =
Passmord: |
Domain: | <damain >
[T Auto Start Service
Help | < Back I Mest » I Cancel
Figure 3.16 — MSDE Services Accounts Screen
Select Next to begin the installation process.
x

Setup has enough information to start copying the program files,
If wou want to review or change any zettings, click Back. If pou
are zatizfied with the zettings, click Mext o begin copying files.

< Back

Cancel |

Figure 3.17 — MSDE Start Copying Files Screen
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A progress bar will be displayed in the lower right corner of the screen.

chmssglMbinnsglsent exe

] 10 %

Cancel

Figure 3.18 — MSDE Installation Progress Bar

Click Finish to complete the installation of MSDE.

Setup Complete i

Setup has finished instaling MSDE on your connputer.

Click, Finizh to complate Setup.

T Finsh

< Back

Figure 3.19 — MSDE Installation Finished Screen

The ASSET installer will display a screen indicating that the installation of MSDE is complete. Click
OK.

Installasset P
M3DE installation Finished.
Press Ok to continue

Figure 3.20 — MSDE Installation Complete Window
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At this point in the installation process, the installer will create the necessary databases for ASSET —
System and/or ASSET — Manager. Finally, the installer sets the ASSET database administrator password
to a random value, thus eliminating one other MSDE vulnerability.

3.2.3 ASSET Installation Completion

The ASSET installation process is now complete. Click Finish to complete the installation.

ASSET Installer [Finished]

Installation Campleted,

Firish |

ZEack TERE = I Cancel I

Figure 3.21 — ASSET Installation Complete

Once the ASSET installation process is complete, you may locate the ASSET program files in the
NISTASSET folder within your Program Files folder (e.g., C:\Program Files\NISTASSET).

Shortcuts for ASSET, the user manual, and NIST SP 800-26 are placed on the Start menu. Shortcuts for
ASSET are placed on the Start Menu > Programs > NIST ASSET menu.

B5 nisT asseT QB8 ssET Manager
B8 455eT System
'E A55ET User Manual
. Change Password
. Catabase Manager
B Uninstal asseT

M

ents

Figure 3.22 — ASSET Shortcuts
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NOTE: Although restarting your computer is not necessary after ASSET is installed, it is a good practice

to restart once installation is complete.

NOTE: It is highly recommended that you now install the latest service pack for MSDE, which is in the
Service Packs folder. See section 3.2.6 for additional information.

&= C:"Program Files'NISTASSET

=10l x|

J File Edit Miew Favarites Toaols  Help

J i Back » = - | Qsearch Y Folders ¢ #History |E’ Lz % | Ed-

| Address | C:\Program Files\NISTASSET x| @se
3 d =y [ 1ASSET Manager
U_‘J l._l I:I Asset Syskem
k |:I Reports
NISTASSET [15ervice Packs
T anL
Select an itern ko view ks description, (15upport Files
IE.ﬁ.SSET User Marual. pdf
sopal ASSETPassword. jar
shelioiiias calendar, jar
i3 Hesvind Hlates changeF‘asswurd.bat
e #1 DbManager . exe
@FISI"-’I.C'.SUI:uset_Repu:urt_TempIate.xls
ﬁjzre-lj_ﬂ-win.exe
jdarm. jar
E license. bxt
ENIST Special Publication S00-26. pdf
readmne, txk
sfc.jar
@ symbeans, jar
Tluninstal.exe
wercesImpl.jar
xrnlParserAPls. jar
22 object(s) 17.1 ME W My Computer b

Figure 3.23 — ASSET Folder Structure

3.2.4 Setting ASSET Administrator Database Password

This section describes the operation of the ASSET Database Password Utility (ADPU). This utility is
designed to change the default password of the MSDE database system that powers the NIST ASSET
application. The default installation of MSDE creates an account with a username of “sa” and no
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password. Several vulnerabilities have been known to exploit this blank password to gain access to a
system with MSDE installed.

The operation of the ADPU depends on user interaction. The Installer will automatically set a random
password during the installation process, however, your organization’s password policy may require you
to periodically change this password. You may access the ADPU at C:\Program
Files\NISTASSET\ASSETPassword.jar or from the Start Menu to change the password.

If you decide to choose your own password, you will need to confirm the password before you can
change it with the MSDE system.

NOTE: It is not necessary to remember this password as it will only be used once and you will not be
required to enter it again.

The ADPU user interface is displayed in the following figure:

FZANIST ASSET Database Password UEili _ 0] x|

Change Password |.0.wanced |

Please choose a password to secure the ASSET database.
The password you choose must be greater than 7 characters

Suggest a password

Change Password || Cancel

Figure 3.24 — ADPU User Interface
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Manual selection of password. You have the option to choose a password. If you wish to choose a
password, enter it into the text box in the ADPU user interface. There is no limit on the password that you
choose. The only requirement is that the maximum length of the password must be less than 128

characters.®

=101

FE4NIST ASSET Database Password UE

|/Change Password rnd\ranced

Please choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Sugoest a password

Change Easswnrd4| cancel |
|

Figure 3.25 — ADPU Password Textbox

Once you have entered a password once, you must press the Change Password button in order to initiate
the password change. In order to confirm the password you entered, you will be required to enter the
password again. The following figure shows the ADPU program requiring you to re-enter the password.

=101

FE4NIST ASSET Database Password UEili

|/Change Password rnd\ranced |

Please choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Please type again to confirm

Sugoest a password

Change Easswnrd’\\ﬂ cancel |
X

Figure 3.26 — ADPU Password Confirmation

® Asterisks are indicated as a security feature to mask the password.
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Automatic selection of password. The ADPU program can suggest a random password. To have ADPU
suggest a password, click on the Suggest a Password link. The following figure shows how to prompt the
ADPU program to suggest a password for you.

FE4NIST ASSET Database Password U i o ] 4|

Change Password | Advanced

Please choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Suggest a password

Change Passwaord || cancel |

Figure 3.27 — APDU Automatic Password Selection

NOTE: Once you choose a password or have one suggested for you by the APDU program, you need to
submit the changed password by clicking on the Change Password button.

Depending upon which ASSET applications you have installed, you may see either one or both of the
following figures.

Eéf’,iﬁrstem Message:

ﬁ ASSET System database password changed successfulbd

o

Figure 3.28 —~ASSET System Password Changed Dialog Box
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[5 5ystem Message: x|

ﬁ_ ASSET Manager database password changed successiulhd

ﬁ

Figure 3.29 —ASSET Manager Password Changed Dialog Box

Click on OK to close the dialog boxes. Once you have followed these steps, the password of the ASSET
application has been changed.

NOTE: Do not modify any of the settings on the Advanced property page without consulting your network
administrator.

3.2.5 Database Manager (Deleting and Creating the ASSET Database)

The ASSET program folder contains an application that will assist you in managing the ASSET database.
The Database Manager utility, also accessible via the Start Menu, allows the user to delete and recreate
either or both ASSET System and Manager databases. This is useful if you have created a number of test
assessments while learning ASSET and now want to clear out the database to begin the actual
assessments. The interface for the Database Manager is shown in the following figure. If you try to delete
a database after it has already been deleted or try to create a database that already exists, an error will be
displayed.

ﬂ,— DbManager il

Create A55ET Swstemn Database

Delete ASSET Syskemn Database

Create BS5ET Manager Database

Delete ASSET Manager Database

Figure 3.30 ~ASSET Manager Password Changed Dialog Box

3.2.6 MSDE Service Pack Updates

The ASSET installation folder contains an application that will update MSDE from the baseline version
1.0 to version 1.0 with service pack 3 installed. This application is located in the Service Packs folder of
the installation folder. To install MSDE service pack 3, double click on the one file in this folder and
follow the prompts provided by the application.
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NOTE: It is recommended that you stay current with patches and service packs of MSDE.

3.2.7 Disabling MSDE Network Communications

This section provides detailed steps to disable the network communications within their installation of
MSDE. MSDE is the underlying database management system for ASSET. MSDE 1.0 contains several
network-based vulnerabilities. Consult the following URL for specific vulnerability information on
MSDE:

http://www.microsoft.com/technet/security/current.asp?productid=31&servicepackid=0&submitl=go

When initially installed, MSDE opens TCP port 1433 on the host machine. Other machines on a local
area network (LAN) can connect to port 1433 (using TCP or NetBIOS protocols) for communications
with services such as ODBC or an Active Server Page application. In addition to password vulnerabilities,
there are some inherent design flaws in MSDE, which render any machine that has an unpatched version
of MSDE installed, vulnerable to remote command execution. The steps provided in this section will
close this network port permanently until the user decides to open it. Guidance on re-enabling network
communication within MSDE is not provided in this document.

WARNING: If your organization uses MSDE for any business system, website, or other type of
application within your enterprise, you could run the risk of disabling this system if the steps in this
section are followed. DO NOT attempt any of the steps discussed in this section without first consulting
your network administrator!

NOTE: Disabling port 1433 does not disable normal TCP/IP or network connectivity.

NOTE: These steps are meant to occur once the ASSET application has completed its installation. If you
receive any type of error from installing the ASSET, do not attempt to modify the MSDE settings; consult
your network administrator instead.

Instructions for Disabling MSDE Network Communications:
1. Ensure that MSDE is running.
You must ensure that the MSDE service has started on your machine before you attempt to edit
the network settings. If the service has not started, you must start it so that the changes you make

to the MSDE settings will persist.

a. Check system tray for MSDE service icon. The following figure shows an example of the
taskbar on a Windows 2000 professional machine.

LGN 2 S0 ERm 401 M

Figure 3.31 — Task bar showing MSDE service is running
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http://www.microsoft.com/technet/security/current.asp?productid=31&servicepackid=0&submit1=go

b. Look for the icon that represents a computer tower with a white circle imposed over top
of it (The black arrow in the picture points to the correct icon). This icon represents the
service status of MSDE.

c. If the icon shows a green triangle, the MSDE service is running normally. The following
image shows an example of a system that does not have MSDE running.

7 A |
Sl N 2 Soeim 436 P
Figure 3.32 — Task bar showing MSDE service stopped

d. If your task bar looks like this second figure instead of the first, you need to start the
MSDE service.

i. To start the MSDE service, double click on the icon on your system tray that is
shown in the previous two figures. It will open a window that looks similar to the
following figure:

0 S0L Server Service o ] [ |

Server j
=

Services: | MSSOLS erver

Ll Start/Continue
% ll Bause
E Stop

v Auto-ztart service when 05 starts

|\\BAHDEL-’-‘-.2D - MSSOLS erver - Stopped

Figure 3.33 — MSDE Service Manager

ii. Click on the Start/Continue button to start the MSDE service. (NOTE: Although
the window does say SQL Server Service Manager, for the purposes of these
instructions MSDE and SQL Server can be considered as synonymous).

iii. Once the red square turns to a green triangle in the Service Manager window, the
service has been started. The following figure illustrates the service as started:
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f() S0L Server Service ;Iglﬂ
Sewwer  [BAHO0A20 =
Services: IMSSI:!LSewer j

Start/Continue
% ll Pause
Ll Stop
[V Auta-start service when 05 starts
[\WBAHD0A20 - MSSELS erver - Rurining

Figure 3.34 — MSDE Service Manager Shows MSDE Service as Running
2. Open My Computer window

You must now locate and open the MSDE network communication configuration utility in the
MSDE program folder. Although you can use the Windows explorer utility to do this, these
instructions use the My Computer window found on the Windows desktop.

Open the My Computer window by double clicking on the My Computer icon on your desktop.
This is the drive where MSDE was installed.

3. Open Drive where MSDE was installed
During installation, the MSDE install package will attempt to install MSDE on the same drive
where you put your Windows or WINNT directory. This is the drive that you need to open in
order to locate the MSDE folder.
Once you have opened the drive where MSDE was installed, open the MSDE program folder.
Unless you have already installed the MSDE application prior to installing ASSET, the name of
the program folder will be MSSQLY7. This is where the MSDE application was installed.

4. Open MSDE folder.

Once you locate the MSDE folder MSSQLY7, open it to search for a utility that is located in one of
the subfolders.

With the MSSQL7 folder highlighted from the previous step, double click on the MSSQL7 folder
to open it.

5. Open the MSSQL7 Binn subfolder.

The Binn folder (located within the MSSQL?7 folder) contains the network configuration utility
svrnetcn.exe, which allows you to configure the network communications of MSDE.

To open the Binn subfolder, highlight the Binn folder in the MSSQL7 folder window and double
click on it.
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6. Locate and run network configuration utility.
The svrnetcn.exe utility must be running to edit the MSDE network configuration.
a. Double click on the svrnetcn.exe icon (located within the MSSQL7\Binn folder) to run

the MSDE network configuration utility. The following figure shows the user interface of
the Network utility.

SOL Server Network Ukility |
General I Nebwark Libraries
I wou want this server to listen on an altemate network libraries, add new server netwark,
ﬁ librariez or edit the connection parameters of existing network libraries.
Active gerver network, librany configurations:
Server netwark: library I Connection parameters
Mamed Fipez W hpipehaglhgueny
ultiprotocol BAHOOAZ0
TCEAE T4 il
Femove |
Edit... |
4| | o
I~ Enable SHHF
Ok I Cancel | Apply | Help

Figure 3.35 — SQL Server Network Utility User Interface

b. Notice how the TCP/IP entry in this list is highlighted. This shows that this instance of
MSDE is configured to accept connection on TCP port 1433.

7. Remove TCP from communications library list.

In order to disable the network communications of your installation of MSDE, remove the
TCP/IP entry from this list. This will close this network port on your machine.

NOTE: Refer to the warning at the beginning of section 3.2.7 of these instructions for the risk of
performing this action.
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a. To remove TCP/IP from the network library list, click on the TCP/IP entry and press the
remove button as illustrated in the following figure:

SOL Server Metwork Utility |

General I Netwark Libraries

I wou want this server to listen on an altemate network libraries, add new server netwark,
librariez or edit the connection parameters of existing network libraries.

Active server network, librany configurations:

Server netwark: library I Connection parameters
Mamed Fipez W hpipehaglhgueny

Multiprotocol BAHOOAZ0

1473 ikl

Remave

a4

Edit...

4| | 2

™| Enatile SHIMP

Ok I Cancel | Apply | Help

Figure 3.36 — Remove TCP/IP Network Library

b. Once you click the remove button, click the apply button at the bottom of the window to
apply the changes you just made.

8. Close network configuration utility

Once you have removed TCP/IP from the network library configuration list, you can close the
Network Utility. The changes will take effect immediately.

When these steps are completed, you have successfully disabled TCP communications for your MSDE
installation.

NOTE: Once you remove the TCP/IP library from the SQL Server Network Utility, you must restart the
MSDE service for this action to take effect. You can restart the service in any one of the following three
ways:

1. Click on the MSDE server icon in the task bar. If the icon is not on the task bar, select
Start>Programs>MSDE>Service Manager. Select MSSQL Server-Stop, then MSSQL Server-Start.

2. You may restart your computer to restart the MSDE service.

3. From the command prompt, you can use the following syntax to restart the service:
C:\C:\AMSSQL7\Binn\scm — Action 2
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4 Using ASSET — System |

Most of the functionality associated with ASSET supports the creation and modification of individual
system self-assessments. This manual steps the user through the process of completing a self-assessment.
ASSET has the capability to generate reports based on the information collected for the self-assessment.
While useful for highlighting the status of security related to a system, the reports are only as accurate as
the information provided. ASSET does not conduct analysis or validate the information provided in the
self-assessment.

Data stored within the ASSET application is stored in a database that is created when you install ASSET.
The database is accessed whenever you request system information that has been previously stored or
when you wish to save the information you have entered. System data can be stored locally on the
database or exported to a file for either backup purposes or for transfer to other users of ASSET.

NOTE: Each of the two modules of ASSET (System and Manager) has their own separate database. |

NOTE: Data is stored to a database only when you request that the file be saved to the database (see
Section 4.7).

A top-level view of the ASSET architecture is shown in the following figure. In this figure, the user has
collected and stored data for nine systems using ASSET and stored them locally on the ASSET database.
The user has also chosen to create an .xml export file containing three of the nine systems. Since the user
is actively working on system two, ASSET automatically backs up every three minutes to a .dat file in
case the application abruptly shuts down.
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Figure 4.1 — Top-level ASSET Architecture
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4.1 Login

Before you can use ASSET, you must login to the system. The login screen requires your full name (first
name, followed by last) and your e-mail address. The login screen is intended to serve as identification,
not authentication. By logging in and starting a new assessment, ASSET will identify you as the primary
assessor.

NOTE: The XML format used for transferring data files between ASSET System and ASSET Manager
uses certain command characters in the XML language. Using these specific characters in any text or
comment field will not allow that file to be re-imported into ASSET. These special characters include: &,
<, >, and %.

NIST ASSET System Login 2.00 5!

Hame®: | |

EMail Address: | |

* Your user name is case sensitive

Continue Cancel

Help

Figure 4.2 — Login Screen

NOTE: By default, the person who logs in will be labeled the primary assessor for a new assessment
when it is created. If another person later logs in, they will be considered an alternate assessor for
existing assessments and a primary assessor for new assessments that they create.
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NIST ASSET System Login 2.00 _)5]

Hame*: |Ange| F. Esh |

EMail Address: |AngeIEsh@email.gov |

* Your user name is case sensitive

Cancel |

:l_ii;uh'timje' |

Help

Figure 4.3 — Completed Login Screen

NOTE: Login names are case sensitive. Therefore, assessor names can be listed more than once if
different font cases are used.

After entering primary assessor information, select Continue. This will lead to an empty screen (Figure
4.4). From this screen, you can:

- Create a new assessment

- Open an existing assessment
- Save an assessment.
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Figure 4.4 — Post Login Screen
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ASSET consists of five main parts: Assessment Identification, System Identification, Policy, Assessment
Questions, and Summary.

NI

File Edit Tools Help

Sell-Assessment

ald

|| System A 5

Frimary | Mame | Email | Fhone
v |&ngel F. Esh |AngelEsh@email.gov |

4 Add Assessor | | % Help |

AlP Mew assessment active... Angel F. Esh

Figure 4.5 — Assessment Identification Tab

The Assessment Identification tab allows you to enter all system assessors and their contact information
as well as the assessment objectives that have been established. The System Identification tab provides
information related to the identification of a system, the system’s criticality, and all interconnected
systems. The Policy tab allows the user to indicate whether policy has been established for all the control
objectives. The Assessment Questions tab is the start of the assessment. It displays each assessment
guestion and allows the user to enter a response. The Summary tab displays the user’s current assessment
progress and the critical element response table, which displays the responses generated for each critical
element.

4.2 Help Files
Help files are included within ASSET for each of the major processes associated with the tool.
Additionally, tool tips are provided. Tool tips are small boxes that appear on the screen automatically

when the cursor is placed over certain action buttons. The tool tips provide insight into the functionality
of the button without having to press the button.
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NOTE: Help files are in html; however, Internet connectivity is not required.

To use the built-in help files, select help from the toolbar or press the yellow gquestion mark button that is
located throughout the application. The intent of the help files is to provide limited online help with the
application. Detailed guidance can be found in this user manual.

Since help files are provided in html format, they will be opened using your computer’s default web
browser. If you wish to change your default web browser, you may do so by selecting Help and then
Change Default Browser.

4.3 Navigation

There are multiple ways to navigate through ASSET. The two primary ways to navigate between tabs and
assessment questions are to use the buttons located at the bottom of the screen or to use the assessment
map that is located on the left side of the screen. To move between questions using the assessment map,
highlight the specific question in the assessment map. Once you have selected a question, it will then be
displayed on the Assessment Questions tab.

NOTE: When navigating between tabs and after completing a question, it is important

to use the navigation buttons at the bottom of the screen. This will ensure that your Basic Edit Commands
data is properly written to its file. After you have moved to the next tab or question,
you may then use the assessment map to jump to another question. Copy, paste, and cut

functions are available

using both the Edit
toolbar and keyboard
commands.

NOTE: When navigating the first time between the System Identification tab and the
Policy tab, users should always use the navigation button, ‘Proceed to Assessment’ at
the bottom of the screen to ensure that ASSET builds the assessment map and policy

screens correctly. To copy information,

highlight the text you wish
to copy and use Ctrl+C.

4.4 Create New Assessment ) )
To paste information,

After logging in, you can create a new assessment. To create a new assessment, you pOSitCiOT the cursor and
can go to File and then select New, or you can use Ctrl + N. use Ctri+V.

To cut information,
: . highlight the text you wish
File Edit Tools Help to cut and use Ctrl+X.

[ New Assessment  Cil-y

(= Open assessment >
[H save Assessment 3
Logoff Angel F. Esh... CilL
Exit

Figure 4.6 — File Drop Down Menu

Once you have selected New Assessment, the main self-assessment window will open (see Figure 4.5).
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ASSET will start each new assessment on the Assessment Identification tab, which is shown in a lighter
color. The Assessment and Identification tabs are the equivalent of the cover sheet used for the self-
assessment in NIST SP 800-26.

441 Assessment Ildentification

To begin a new assessment, a few fields need to be completed. These fields will allow the system being
assessed to be uniquely identified and, at the same time, provide a baseline of who will be involved with
the assessment.

The Assessment Identification section is the first tab that should be completed. The primary assessor is

indicated with a check mark next to that person’s name and is the individual responsible for the
completion of the questionnaire.

44.1.1 Add an Assessor

If you anticipate that other people will be providing answers to assessment questions, you can add them
as assessors as well. However, they will be identified as alternate assessors because the box in the primary
column will not contain a check mark.

To add an assessor, select Add Assessor in the Assessment Identification tab (Figure 30).

Once Add Assessor has been selected, a dialog box like the one below will appear giving you two
choices: add a new assessor or add an existing assessor. The Add New Assessor tab will always be the
first tab displayed.

To add an assessor, enter the new assessor’s first and last name, phone number, and e-mail address.

Add Assessor Information: B x|

[ Add New Assessor | Add Existing Assessor_|
[

Full Name: | |

Phane Number: | |

EMail; | |

| Add Assessor || Cancel

Figure 4.7 — Add New Assessor
Once this information has been entered, select Add Assessor. This will take you back to the Assessment

Identification tab where you will see that the assessor has been added and that the name now appears in
the system assessor table.
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NOTE: An alternate way to add an assessor is to do so when on an assessment question (see Section
4.4.4.3.. By adding assessors from within each question, you ensure the right individual is assigned
responsibility for answering the question and you avoid adding assessors that will never be used in an
assessment. If an added assessor is not assigned to a question, ASSET will not add it to the database
when you log off. For this reason, the preferred way to add an assessor is at the time you are answering
guestions.

e
File Edit Tools Help
Self-Assessment o rf
4
—|[ Assessment ldentification ystem I Palicy
~System A s
: Primary Name [ Ernail ] Phane
: v |Ange| F.Esh |AngelEsh@email gov
: O |Marc Stevans MStevens@ermail.goy 1301-555-1212
% Add Assessor | | ? Help ‘
: Objectt
Al -
-]
| Next W

AP | |Ange| F.Esh

Figure 4.8 — Completed Add Assessor Screen
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An existing assessor is someone who has been used in another assessment and is currently in the database.
Other assessors are added to the database when they are entered during other system assessments. If you
would like to add an existing assessor, select Add Assessor, then select the tab that says Add Existing
Assessor. This tab will display a table that has been populated with all of the assessor names that are in
the database. Select the name you want and click on Add Assessor.

or Informatio x|
f-:ﬁﬁﬂ New Assessor |/ Add Existing Assessor |
Aszessor | Email | Fhaone |
Adda Assessor Adda@email.gov | 703-555-14112
Angel F. Esh |AngelEsh@email g...|
Add Assessor Cancel

Figure 4.9 — Add Existing Assessor

To void an entry, select Cancel.

Once the data has been entered, the new assessor will appear in the assessor table. However, this person
will not be considered the primary assessor and will not have a check mark by their name. You can repeat
this process as many times as required.

NOTE: After adding assessors, navigate forward using the Next and Proceed to Assessment buttons. Do
not navigate using the tabs at the top of the window.

44.1.2 Modify an Assessor’s Information

To modify an assessor’s information, from the Assessment Identification tab highlight the cell you want
to edit and double click on the cell holding the assessor’s information. After selecting the cell, the cursor
will appear inside the cell. Enter the correct information.

NOTE: You can only modify an existing assessor’s e-mail and phone number. There is no “undo”
button. If you wish to change a person’s name, you will need to add a duplicate entry.

44.1.3 Delete an Assessor

Deleting existing assessors is not supported in this version of ASSET. If you add an assessor with an
incorrect or blank name, you will not be able to delete it.
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4.4.1.4 Assessment Objective

As described in NIST SP 800-26, the intent of the assessment objective is to identify the purpose and
objectives of the assessment. Enter the objective in the space provided. You can use the cut and paste
feature for adding the objective.

Assessment Objective

||The abjective ofthis assessment is to assess the security of system ABCD)

| »

4]

Figure 4.10 — Assessment Objective

4.4.2 System ldentification

To proceed to the System Identification tab select Next . This tab is divided into three main areas:
System Identification, System Criticality, and Inter-Connected Systems.

NOTE: When navigating the first time between the System Identification tab and the Policy tab, always
use the navigation button, ‘Proceed to Assessment,” at the bottom of the screen to ensure that ASSET
builds the assessment map and policy screens correctly.
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rtDate ™ |Tue Nov 11 11:20:13 EST 2003

Figure 4.11 — System Identification Tab
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442.1 Identification

System Identification allows you to enter all of the pertinent information that is unique to the system such
as: system name, system number, system type, location of the system, and the assessment start date. The
system name and number are based on the unique identifiers that your agency has chosen for each system.
The system type refers to whether the system is a major application, a general support system, or other. If
other is selected, an explanation can be provided in the Assessment Objective text box on the
Assessment Identification tab. The agency/division/group refers to the physical location where the system
resides. The Assessment Start Date is determined by when you first logged into ASSET and created the
assessment.

NOTE: System Name and Number should only be expressed using letters, numbers, and dashes.

NOTE: If you are unsure of how to identify your system and system number, check with your agency’s
guidance. Version 1.0 of ASSET has limited customization capabilities. If your organization uses a
different nomenclature to describe your systems, you should provide clarification in the Assessment
Obijective text box. Prior to beginning an assessment, check any organization guidance that addresses the
identification of systems. Future versions will support additional customization capability.

4.4.2.2 Criticality

The second area on the System Identification tab is System Criticality. This section enables you to rate
the sensitivity of the system int three areas on a scale from high to low’. The areas of the sensitivity
assessment are: confidentiality, integrity, and availability. These categories are discussed in NIST SP
800-26.

Each protection category has a drop down list, which you can use to select the level of criticality. To do
so, select the desired level from the drop down menu.

Confidentiality *: | High '

Flease n:_hn:u:nse a se_tting
Integrity = [High
Medium

Loty
Availability * THigh

Figure 4.12 — Sensitivity Levels

7 See NIST Special Publication 800-26 for an expanded discussion of the sensitivity assessment.
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4423 Inter-connected System

Inter-Connected Systems is the last area on the System Identification tab. This area allows you to add,
modify, or delete a connected system.

4.4.2.1.1 Add an Inter-Connected System

To add a connected system, first select Add System from the System Identification tab.

Once selected, a dialog box will open that contains two tabs: one for adding a new system and the other
for adding a current system that is already in the database. Systems may be in the ASSET database if an
assessment already exists for that system, either because it was created on your computer or you imported
it from another ASSET user.

If the system has not been previously entered, select Add New System

Wowsasseroptem ST

File Edit Tools Help

Self-Assessment
-4

ot [H

| System Identification

‘|| Swstem identification

System Mame | Caonfidentiality ™ | Please choose a sefting hd |
Systermn Mumber *: | Integrity * | Flease choose a setting hd |
System Type *: | Please Choose Type.. - | Awailahility * | FPlease choose a setting - |
AgencyiDivisionfGroup *: |
Add Connected System; . x|
- a0 =
: Assessment Start Date * (Tue Mow 11 11:20:13 EST 2003 Add New Syst
|| Inter-Connected Syst —
: System \ Boundary &
System Name: |Samp\e System Mame
Boundary Controls Effective? | No b
Planned Action If Not: sample text... =]
|
+ Add Sys
Add System Cancel

All fields marked with an * above are required

| 44 Previous | | Proceed To Assessment Py |

-

AlP I Opening add inter-connected system dialog now IAngeI F.Esh

Figure 4.13 — Add New Inter-Connected System

Add the name of the system that connects to your IT system. After completing the connected system
information, select Add System. The Add Connected Systems window will close. Repeat this process as
many times as needed. There is no limit to the number of inter-connected systems you can add within
ASSET.
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NOTE: When entering an interconnected system, use the unique identifier for that system. If you need to
cancel at any point, select “Cancel.”

4.4.2.1.2 Modify an Inter-Connected System

The name of the inter-connected system cannot be changed once it is entered. If you need to change the
“boundary controls effective” or “planned action” at any point, highlight the cell you want to edit and
double click on it. The cursor will appear inside the cell. Type the changes directly into the cell.

TR

File Edit Tools Help

Self-Assessment o rF E
I System Identification
System Mame *: | Confidentiality * | Flease choose a setting o |
System Mumber *: | Integrity * | Please choose a sefting ¥ |
System Type *: | Please Choose Type... > | Availahility * | Flease choose a setting > |

Agency/Division/Graup *:

Assessment Start Date = |Tue Mov 11 11:20:13 EST 2003 |

|| nter-Connected syst

System \ Boundary Controls Effective? | FPlanned Action if Mot
Sample Systermn Name Mo [sample text..

4 Add System H ? tep |

All fields marked with an * above are required

| 4 Previous | | Proceed To Assessment W |

AlP I IAngeI F Esh

- |

Figure 4.14 — Modify an Inter-connected System
4.4.2.1.3 Delete an Inter-Connected System
Deleting an inter-connected system is not supported in this version of ASSET.
After completing the information in the System Identification tab, select Proceed to Assessment. Do not

use the navigation bar at the top of the screen because it may not build the assessment map or policy
screens correctly.

NOTE: You must complete the Assessment Identification and System Identification tabs and press
Proceed to Assessment in order for ASSET to save the information that has been entered.
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4.4.3 Policy

Documented policy is the first level of effectiveness described in NIST SP 800-26. Determining whether
policy meets the criteria described in Appendix C of NIST SP 800-26 should be an agency-level decision.

NOTE: Based on the guidance received from management, select each of the areas where policy has
been documented and disseminated in your agency.

LIRS

File Edit Tools Help

Example System-1A assessment in progress..

i Palicy Definition:

: Mumber Contral Objective Palicy Defined?
|| 100 Risk Management [vi
200 Review of Security Controls [l
|| 300 Life Cycle [v]
| 4.00 Authorize Processing (Cetification & Accreditation) L]
|| 50,0 Systermn Security Plan [
|| 60D Personnel Security v
Al 700 Fhysical and Environmental Protection [vi
| 800 Production, Inputioutput Contrals [
| 9.0.0 Contingency Planning L]
;|| 10.0.0 Hardware and System Software Maintenance [vi
Al 1100 Drata Inteqrity vl
|| 12.00 Documentation [
|| 13.00 Security Awareness, Training, and Education []
|| 14.00 Incident Response Capahility [
|| 1500 Identification and Authentication vl
|| 16.0.0 Logical Access Controls [vi
|| 17.0.0 Audit Trails Ld

= | 44 Previous | | Next bp |
1

AlP I IAngeI F.Esh

Figure 4.15- Policy Tab

Select each box to the right where policy exists for your organization. If you check the wrong area, you
can deselect the box by checking it again.

If there is no policy documented and disseminated for at least one of the 17 topic areas, the questions
(controls/objectives) for the topic areas can be answered but the answers do not appear in the assessment
summary. ASSET allows you to answer the questions even if you do not have policy because of the
possibility that policy will be developed and completed at a later date. The assessment questions would
not have to be answered at a later date, just the policy area would have to be updated to reflect the
creation of policy.
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After completing policy control objectives, select Next. “Next” will lead you to Assessment Questions.

NOTE: The Previous button will move you back one screen at a time.

4.4.4 Assessment Questions

The Assessment Questions tab has one main function— to collect all the responses to the self-assessment
questions. The questions are structured identically to the questions listed in Appendix A of NIST SP 800-
26. In ASSET, the critical element effectiveness level (policy, procedures, implementation, tested, and
integrated) is derived for you by calculating the lowest effectiveness level of the subordinate questions
(control objective/techniques). For example, if the three subordinate questions of critical element 2.1 were
answered with two of the questions (control objectives/techniques) being implemented and one of the
questions only containing procedures. The critical element for 2.1 would be at the procedures
effectiveness level.

Based on the business rules of ASSET, after the policy effectiveness level, all other levels must be
checked in sequence. Non-consecutive effectiveness levels cannot be selected, i.e., the tested level cannot
be checked if the procedures and implemented levels have not been selected®.

JSEIE

File Edit Tools Help

Example System-1A assessment in progress

Assessment Questions

= Rt Section:
ol uestion: 1,1.1 Management Controls

isk M &

- |5 the current systern configuration documented, including links to other systems?

Critical Element;

1.1.01s risk periodically assessed?

o e

Indicate Your Respohses:
[ Poney [ Procedures | imolemenied [ Tesied [l integiaed () Question not applicable

7 Risk Based Decision Made to Increase/Decrease/Omit Security Control? ) Yes

Answered By: |Ange| F.Esh St

[[J Question Complete? [C] Assign fo alternate | Angel F. Esh hd

| 4 Back H X Clear H T Help || Next b |

AlP I lAngeI F.Esh

8 For other business rules, see Appendix C.
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Figure 4.16 — Assessment Questions

There are two main ways to move from question to question. The first way to navigate is to use the Back
and Next buttons located at the bottom of the screen. The second method is to use the assessment map
that is located on the left side of the screen. The assessment map displays and rolls up questions and
allows you to move from question to question by highlighting the desired question and then double
clicking on it.

4441 Assessment Map
There are two screen view options when completing the assessment questions — full screen and split

screen. Full screen allows you to focus solely on the questions. Split screen allows you to see questions
and the assessment map.
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To view the assessment map, you must first open the split screen.

=lslx

File Edit Tools Help

E Example System-1A assessment in progress

ald

| Assessment Questions

Section:

Question: 1.1.1 Management Controls

Risk Management

IS the current system configuration documented, including links to other

7
systems | Critical Element:

1.1.0 s risk periodically assessed?

Indicate Your Responses:
[¥] Polley. [ Procedures [ Implemented  [] Tested ]I =i () Question not applicable

Risk Based Decision Made to Increase/Decrease/Omit Security Control? ) es

3.2.0 Are chang
programs prog

process (accre
4.201sthe
an an interim a

| Answered By: |Ange| F.Esh ol
5 [C] Question Complete? [C] Assign to altemate | Angel F. Esh hd

| 4 Back || X Clear || T Help || Next b |

AP I Angel F.Esh

Figure 4.17 — Assessment Map

To open the assessment map, click and drag the arrows on the left side of the screen until the assessment
map is completely visible. The map displays all questions in the self-assessment. The split screen enables
you to see the assessment map and questions. To view all 17 control areas, select the Management,
Operational, and Technical Controls folder icons.

4.4.4.2 Indicate Your Response

For each question, the question number (which maps to the number in SP 800-26), the section (which
contains Management, Operational, or Technical area, and the Topic Area), the critical element, and the
question itself is displayed. Your responses to each question are provided in the section called Indicate
Your Responses. Once you have finished, you must indicate that the question is either complete or assign
the question to an alternate assessor. Use the assessment map or the Next button to proceed to the next
question.

If the question does not apply, do not check any levels of effectiveness and check the “Question Not
Applicable” box. If you have checked the levels of effectiveness that apply to your system or application,
you may identify whether a risk-based decision has been made related to that security control. If the
answer is yes or if the question is ‘not applicable,” you will be required to explain your decision. Without
an explanation, you will not be able to continue to other questions.
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Under the assessments questions, there is a comments section. You can use the comments section to write
any remarks or supporting data on why the question was answered the way it was. It may also be used as
a place to write comments to another assessor who has been assigned the responsibility to answer the
guestion.

NOTE: If you do not make a risk-based decision, you are not required by the application to provide
comments. However, if you make a risk-based decision or answer Question Not Applicable, you must
provide comments.

After entering the level of effectiveness for the question (control objective/technique), the Answered By:
field will display the name of the person logged on as the assessor who answered the question. If someone
else other than the assessor who is logged on answered a question, choose the assessor from the list of
assessors already created or enter a new assessor.

4.4.4.4 Assign Responsibility to an Assessor

If a question cannot be completed initially because someone else needs to provide input, select whom the
assessor will be. To assign responsibility for answering a question to another assessor, check the box that
says Assign to alternate and select the name of an assessor who is responsible for answering the
question.

i8I

File Edit Tools Help

E Example System-1A assessment in progress

§ 1 Assessment map
@ Policy
@ ] Management Controls
§ 11,1015 risk periodically assessed?

[ Policy | Assessment Questions

Section:

Question: 1.1.1 Management Controls

% izt IS the current system configuration docurmented, including | T9Sk

1.1.2 i ?

- links to other systems? Critical Element:

% 1 1; 1.1.01s risk perindically assessed?
[ R RN

1.2.0 Do program officials understand
the risk to systems
@ 1 under their contral and
determine the acceptahle level
of risk?
2.1.0 Have the security contrals
] ofthe system and
interconnected systems been reviewed
2.2.0 Does management ensure that
© ] corrective actions are effectively
implemented?
3.1.0 Has 8 system development
©- ] life cycle methodology heen
developed?
3.2.0 Are changes controlled as
& ] programs prograss through testing
to final approval?
4.1.0 Hag the system heen
® ] certifiedirecertified and autharized to
process (accredited)?
4.2.0 Is the systemn operating
o an an interim authority
10 process in accordance

Indicate Your Responses

ey [ Procedures |1 1 Question not applicable

Risk Based Decision Made to Increase/Decrease/Omit Security Control? () es

with specified agency procedures?

6.1.015 a systern security ; Answered By |Ang9I F.Esh bt
plan documented far the : e |
: Guestion Complete? Assignto alternate | Angel F. Esh -
& ] gysterm and all intercannectad - B o o 9 J
systermns ifthe boundary —] Choose an assessar..
- Back Clear Hel
g -antrolc o foctivo = | Sl || X g H ?—pddanew ar
Angel F. Esh
AP Marc Stevens i Angel F. Esh

Figure 4.18 — Assign to Alternate
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The drop box has been populated with all the assessor’s names that have been entered in on the
Assessment Identification tab. If the assessor’s name is not listed, highlight Add a new assessor. A
dialogue box will appear where you can choose to either Add a new assessor or an existing assessor.

NOTE: If three assessors are listed on the drop down box, the last assessor on the list may be masked by
the Windows toolbar at the bottom of the screen. If this happens, you can navigate to that name using the
down arrow on the keyboard. Adding a fourth assessor to the list will position the drop down menu so
that all assessors can be viewed properly.

Completion of a question requires you to select the box Question complete or Assign to alternate.
However, if you cannot answer a question and you want to continue, you can assign it to an alternate
assessor. If the box Assign to alternate is selected, you will need to select who will be the alternate
(either yourself or another assessor).

NOTE: If you know that you will answer the question at a later date but do not have information
available to you at the time you are completing the assessment, choose yourself as an alternate assessor
so the question will be flagged for later review.

4.4.4.4 Edit a Response

To edit a response that you made to a question, use either the assessment map or the Back button located
on the bottom of the screen to locate the question you wish to modify. Once you have found the question,
you can change your response. You can return to the last question that you were on or move around
elsewhere in the assessment.

NOTE: If any mandatory field has not been completed for a question, you will receive an error message.
You cannot move forward until you address the mandatory fields.

NOTE: You must answer or scroll through the subordinate questions within a critical element to save the
responses. You can still move randomly through the critical elements.

445 Summary Tab

The Summary tab is the final tab and can be accessed at any time while answering the assessment
guestions. The Summary tab displays a summary of all critical elements and the levels of effectiveness.
As long as one of the questions is not answered for the critical element, the critical element effectiveness
level will not be computed and the critical element is not displayed in the Summary Tab.

NOTE: The effectiveness level of the critical elements in the summary section is based on the weakest
supporting question. This approach is consistent with the concept that the security is only as strong as the
weakest link.

In the figure following, you can determine the following from the system being assessed:

- Critical elements 1.1.0 to 3.2.0 have been completed.

- Of the questions in critical element 2.1.0, at least one of them has been answered ‘not applicable.’

- Of the questions in critical element 2.1.0 and 3.1.0, at least one question in each critical element
has been answered by selecting ‘risk-based decision.’
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- Critical elements 1.1.0 and 1.2.0 have the highest rated element at ‘integrated.’
- Critical elements 2.1.0, 2.2.0, and 3.2.0 have the lowest rated elements.
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Figure 4.19 — Summary Tab

45 Edit an Assessment

Text can be edited directly for most parts of ASSET. Use either the assessment map or the Back button
located on the bottom of the screen to locate the screen upon which the edit will be made. Identify the
element that requires a change and type directly into the area.

4.6 Save an Assessment

There are two different formats for saving assessments. One method is to save the assessment as a file.
The other method is to save a file to the database. In addition to actively saving an assessment, ASSET
automatically stores all data from an open assessment to a back-up file every three minutes. The back-up
file is stored under ASSET data folder. Importing back-up files should be attempted only if a system
crashes in the middle of a session. In addition to different formats for saving assessments, there are
multiple ways to save an assessment.
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46.1 Save an individual assessment as a file

To save an assessment as a file, select File from the menu bar and then Save. Save has two options: Save
assessment to database or Save assessment to file. Select Save assessment to file.

zl
Save In: |Etest folder hd | @ @ @ @E
FileName:  [untitisd i |
Files of Type: | HML Assessment Export > |
Save Cancel

Figure 4.20 — Saving a File

After selecting Save assessment to file, a window will appear. Select the location in which to save the
assessment and then name the assessment. Include the .xml extension on the file name. Once you have
chosen the location and given it a name, select Save.

Another way to save an assessment is by using Export Assessment button on the Summary tab. On the
bottom of the tab there are two buttons: Save assessment to database and Export Assessment. Export
Assessment requires you to save the file in XML in the location of your choice (Section 4.8). Save
assessment to database will save the current assessment to the database.

4.6.2 Save individual assessment to the database

To save an assessment to the database, select File from the menu bar and then Save. Select Save
assessment to database.

& NIST ASSET System

File Edit Tools Help

q New Assessment Cubti [ oo o ress §§
(= Open assessment ]
Wl Save Assessment » [ Save assessment o database
Logoff Angel F. Esh...  Ciil-L Save assessment to file Ctrl-5
i 2l
— i D Critical Flemen

Figure 4.21 — Save Assessment to the Database

The save is automatically executed. You will see a confirmation window when the save to database is
complete.
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Another method for saving an assessment to the database is to go to the summary tab. Click on the Save
Assessment to Database button to save the assessment to the database.

NOTE: It is important to save to database periodically as there is no automatic saving function to the
database. Only back-up assessments are saved as files (see 4.1.6.1). All assessments are stored locally on
the MSDE database engine, as installed with ASSET.

4.6.3 Save more than one assessment as a file
To save multiple assessments as a single file, you need to export the assessments into one XML file.

Select File, Open assessment, Open assessment from database. Check the boxes under the Export?
column for all assessments that you want to save into the XML file.

|
[ Stored Assessments |
Systerm | Start | Bookmark | Identifier | Export? |
Exarnple Syste.. Tue Mow 1111211511 |Angel F.EshExa. . | v|
Test Systern-14  [Tue Mov 11 11:1.../1.1.1 |Angel F. EshTes... | w|
Load Export Cancel

Figure 4.22 — Export Files to XML

Once assessments are chosen, select export. The Choose file to export assessment results dialog box
opens. Select the location for the file, name the file (including the .xml file extension), and then click
Save. The XML file exports to the ASSET system folder located on your hard drive by default or to the
location you selected.

4.7 Open an Existing Assessment
To open an existing assessment, select File from the menu bar and then Open. There are two choices
under Open. Depending on the location of the assessment, you can select either Open assessment from

the database or Import assessment from file.

To open an assessment from the database, select Open assessment from database from the File open
menu.

A window will then appear displaying a table of assessments that have been stored. Select the assessment
you would like to open by highlighting the system name and choose Load.

51




ASSET System Assessments B

] x|
[ Stored Assessments |

System | Start | Bookmarl | ldentifier | Export? |
Exarple Syste.. [Tue Mov 11 11:2..]15.1.1 Angel F.EshExa... [
Test Systern-1A  Tue Mow 11 11:1...[1.1.1 \Angel F.EshTes... [

Load Export Cancel

Figure 4.23 — Stored Assessment Window

The assessment will open in the main window.

To open an assessment that is in a file, select Import assessment from file from the File open menu. A
window will appear where you can choose the file you would like to open and the format (.xml or .dat)
for import. Once you have chosen your file, select Open.

5
Look In: ‘Ijteﬂ folder = | @ @ @ EE

File Name: | |

Files of Type: |XML Assessment Export

-

Figure 4.24 — Open an Assessment from a File

Once the file containing the assessment(s) has been imported, a confirmation dialog box will be
displayed.
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4.8 ExportaCompleted Assessment

Once you have completed your assessment, you are ready to export the assessment. There are two ways to
export an assessment. You can use the Export Assessment button on the Summary tab, which is shown in
Figure 4.25, or the Open assessment from database option, which is located under File open menu.
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Figure 4.25 — Export an Assessment

Once export assessment has been selected, determine where you would like to save the assessment and
the name for the assessment. Once you have determined a name and selected the location to save, select
Export. The assessment will be exported/saved in XML and is then ready to be transferred via e-mail or
disk to the individual in the Reporter role.

The Open assessment from database option, which is located under File and Open Assessment, is
another way you can export the assessment. Once Open assessment from database has been selected, a
window will show a table with all the assessments that are currently being stored in the database. Select
the file that you would like to export by checking off the Export box. When the box has been checked
off, you may select Export. Select the location in which the file will be saved. Name the file, including
the .xml file extension, and select Save. The assessment will be exported/saved in XML.
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ASSET System Assessments x|
r Stored Assessments |
Svstem | Start | Bookmark | |dentifier | Expor? |
Example Syste.. [Tue Nov1111:2..115.1.1 Angel F. EshExa... v
Test System-1A  Tue Nov 11 11:1...11.1.1 Angel F.EshTes... [i2]
Load Export Cancel
|

Figure 4.26 — Export Stored Assessments

At this point, the assessment is ready to be transferred via e-mail or disk to the Reporter.

NOTE: The export function saves the assessment to a file. It does not actually send the assessment to
another system.

4.9 Reports

To develop and export reports within ASSET — System, select Tools from the menu bar and then
Reporting.
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& NIST ASSET System

Figure 4.27 — Reports

Once Reporting has been selected, ASSET opens the reporting window, which provides a single access
point for all reports. If you wish to return to ASSET, you may minimize or close the reporting window.

To return to the reporting window, you can either reselect Reporting from the Tools menu or minimize
the ASSET main window and then maximize the Reporting window.
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File Edit Tools Help

5 ASSET Reporting

Choose Report
Active System Information:

Available Reports:

Pl summary of Topic Aress by Levels of Effectiveness
Mo active system specified

e Ntimber Lt of Non-Applicsble Guestions

Mo number specified
EList of Risk Based Decisions

ssessment Start Date:

Mo date specified il HEHsystam Summary Report [Excel]

em ldentifier:

Mo identifier specified

Change Active System

RPRT ASSET Systern Reporting Angel F.Esh

Figure 4.28 — Select a Report

Before you can create a report, you must identify which system among all the systems in the database you
wish to view. To do this, you can either select Change Active System from within the active reporting
window or select the Open icon at the top of the reporting window.

| NOTE: An assessment must be first saved to the database before it can be viewed as a report.

Once you select the desired system from the Choose Assessment popup window, select Continue.

] NOTE: You can only access one system at a time to develop and export reports.
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Figure 4.29 — Select Assessment Report

The system you select will be identified in the left windowpane of the reporting window. The four reports
available for viewing in ASSET are listed in the right windowpane of the reporting window. They are a
summary of topic areas by levels of effectiveness, list of non-applicable questions, list of risk-based
decisions, and system summary. To select a report, click on the report title and the report will be
displayed. The contents of each report are described below.

- Summary of topic areas by levels of effectiveness

o0 Topic Number

o Topic Area

0 Level of Effectiveness
- List of non-applicable questions

0 Question Number
0 Question Text
o Comments

- List of risk-based decisions

0 Question Number
0 Question Text
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o Comments

- System summary (four Excel-based worksheets, all in a single workbook)

0 Level of Effectiveness summary worksheet

0 Non-applicable Questions summary worksheet
0 Risk-based Decision summary worksheet

0 System Summary worksheet

NOTE: The ‘refer to’ column of the system summary report shows questions that were assigned to an
alternate assessor.

In general, these four reports will be used to assist you in understanding the state of single system
assessments before exporting and sending them to the Reporter.

To move between the reporting window and the active report, the Choose Report and Tabular Output
tabs of the reporting window may be used.

The first three reports can be exported to a tab-delimited text file, which is a text file format compatible
with most applications. To export these reports to any spreadsheet, reporting, charting, or word
processing application, click on the Save icon in the reporting window to save the report as “tab delimited
text file.” Type in the desired file name, select the desired file location, and select Save.

The fourth report exports ASSET data directly to Excel. After selecting System Summary Report
[Excel], Excel will be launched. A dialog box will be presented by Excel warning the user of the presence
of macros. Macros are a necessarily element of this report and should be enabled when prompted.

In the fourth report, a color-coding scheme is used in the two summary reports to assist the user in
identifying areas of improvement. A summary level of effectiveness of Policy, Procedures, or
Implemented will generate a yellow color. A summary level of effectiveness of Tested or Integrated will
generate a green color. No color represents either no policy or the question is not applicable or the
question was not completed.
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File Edit Tools Help
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Figure 4.30 — Save as Tab Delimited Text File

To open a saved report from any other application (e.g., Microsoft Excel), open the application, navigate
to that file, and open the file. Some applications may prompt with a series of questions to convert the file
to a format compatible with that application. The report can then be modified to suit your own individual
and unique purposes.

4.10 Printing
Printing directly from ASSET is not currently supported. To print, you must first export the assessment

using the reporting functionality described above. Once the assessment has been exported to another
application like Microsoft Excel, you can print the assessment and/or any reports that you have created.
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4.11 Close ASSET

To exit from ASSET, select file. Then select either logoff or exit.

File Edit Tools Help

0 Hew Assessment Ciil-H
(= Open assessment b
[ save Assessment b

Logoff Angel F. Esh...  Cil-L
Exit

Figure 4.31 — Logoff
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5 Uninstalling ASSET \

To uninstall ASSET and all the components that were installed when ASSET was installed, you will need
to uninstall the ASSET program files, JRE, and MSDE. Each of these uninstallation processes will need
to be performed separately.

WARNING: Uninstalling ASSET will delete the database that contains your assessment data! It is
important to export all your data to a backup XML file before uninstalling ASSET!

5.1 Uninstalling ASSET Program Files

To uninstall the ASSET Program Files, select Start Menu > Programs > NIST ASSET > Unlnstall
ASSET. Select Yes.

Uninstalling Asset _ =]

———,

[\?) Are you sure that wiou want ko uninskall NIST A3SET tool and delete all stored assessmentsy?

Yes Mo I

Figure 5.1- ASSET Confirmation Dialog Box

The uninstallation process will delete both the ASSET - System and ASSET — Manager databases. Select
Close to complete the uninstall process.

ninstall Complete

Close

Figure 5.2 — Confirmation of ASSET Program Files Uninstall Completion
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If files have been added to the NIST ASSET program folder, the uninstallation process will not delete this
folder and any added files. This folder must then be manually deleted to complete the uninstallation

process.

5.2 Uninstalling JRE

The process required to uninstall JRE is similar to the uninstall process of other Windows-based
applications. Select Settings, then Control Panel, then Add/Remove Programs, from the Start Menu.
Select Java 2 Runtime Environment, and Change/Remove.

Installshield Wizard _

Java Runtime Ervironment Setup is preparing the Installs hield®
Whizard, which will guide pou through the rest of the setup
proceszz. Pleaze wait.

il Cancel

Figure 5.3 — JRE InstallShield Preparation Window

You will then be prompted to uninstall JRE.

Confirm File Deletion |

Do wou want ko completely remove the selected application and all of ks components?

K, I Cancel |

Figure 5.4 — JRE Confirmation Dialog Box

Click OK. JRE will then be uninstalled from your system.
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InstallShield Wizard

Setup Status

Java 2 Buntime Ernsaronment, SE +1.4.0 Setup iz performing the requested operations.

[ ninztalling:
C:%Program FilezhJ avatjZrel 4. 04ibhzivdziasDhaka

=i o5

[rztallSheld

Cancel

Figure 5.5 — JRE Uninstall Status Window

The JRE installation process installs an application and icon on the desktop entitled ‘Java Web Start’
which is not used by ASSET. You may uninstall Java Web Start by selecting Add/Remove Programs,
and selecting Java Web Start.
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5.3 Uninstalling MSDE

The process required to uninstall MSDE is similar to the uninstall process of other Windows-based

applications.

Before you can uninstall MSDE, the MSDE SQL Server must be disabled. Right click on the SQL Server
icon in the task bar located in the lower right corner of the screen (See Section 3.2.7) and select MSSQL
Server — Stop. Next, right click on the SQL Server icon and select Exit. If the SQL Server icon is not
displayed on the task bar, select Program Files from the Start Menu, then MSDE, then Service

Manager, and select Stop.

Select Settings, then Control Panel, then Add/Remove Programs from the Start Menu. Select MSDE,

and Change/Remove.

NOTE: You may receive an error message, which restricts your ability to uninstall MSDE. The error
message may list a process name that appears to be running. If you receive this message, press Ctrl-Alt-
Delete, Task List, and Processes. Select the process hame that was listed in the error message and select
End Process. Close the task list window and continue with the MSDE uninstall process.

Confirm File Deletion ]

'-@ Are you sure you wank to complekely remove 'MSDE' and all of its components?

Yes

1 u]

Figure 5.6 — MSDE Confirmation Dialog Box

NOTE: During the uninstallation process, you may be prompted to determine if you want to delete any
‘shared files’ that other programs may use in addition to MSDE. If you are unsure if you should select

Yes, consult your system administrator.
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Once the MSDE uninstall process has begun, the progress will be shown. At the end of the MSDE
uninstall process, select OK.

Remove Programs From Your Compukter

unlnztallShield will remove the software 'WMSOE" from pour
computer. Pleaze wait while each of the follawing
components iz removed...

Shared program files. ..
Standard program files. .
Folder items. ..

Program folders. .

v
v
v
v
¥ FProgram directonies. .
v

Program registiy entries. .

IIninztall completed. Some elements could not be
removed. You zhould manually remove items related to
the application.

Datals. | ok |

Figure 5.7 — MSDE Uninstall Progress Window

The final step to uninstalling MSDE is to delete the MSSQLY7 folder from your hard drive. Open My
Computer, then Local Disk (C:) and delete the MSSQL7 folder.
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Appendix A—Glossary

Acceptable Risk

Access Controls

Accreditation

Agency/Division/Group

Asset

Audit Trails

Authentication

Availability

Availability Protection

Awareness, Training, and Education

Boundary Controls

Is a concern that is acceptable to responsible management, due to
the cost and magnitude of implementing controls.

Restrict the ability to do something with a computer resource.

Is the authorization and approval granted to a major application or
general support system to process in an operational environment. It
is made on the basis of a certification by designated technical
personnel that the system meets pre-specified technical
requirements for achieving adequate system security.

A hierarchical organizational component.

Is a major application, general support system, high-impact

program, physical plant, mission critical system, or a logically
related group of systems (in this context, it is not the acronym
associated with the Automated Security Self-Evaluation Tool).

A record of system activity by system or application processes and
by user activity.

Verifying the identity of a user, process, or device often as a
prerequisite to allowing access to resources in a system.

The information technology resource (system or data) must be
available on a timely basis to meet mission requirements or to
avoid substantial losses. Availability also includes ensuring that
resources are used only for intended purposes.

Requires backup of system and information, contingency plans,
disaster recovery plans, and redundancy. Examples of systems and
information requiring availability protection are time-share
systems, mission-critical applications, time and attendance,
financial, procurement, or life-critical.

Awareness programs set the stage for training by changing
organizational attitudes towards realization of the importance of
security and the adverse consequences of its failure; the purpose of
training is to teach people the skills that will enable them to
perform their jobs more effectively; and education is more in-depth
than training and is targeted for security professionals and those
whose jobs require expertise in IT security.

The security measures that protect an interconnected system from
unauthorized access.
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Certification

Computer Security

Confidentiality

General Support System

Implemented

Individual Accountability

Information

Information Owner

Integrated

Integrity

Is the technical and non-technical evaluation that establishes the
extent to which a computer system, application, or network design
and implementation meets a pre-specified set of security
requirements.

The protection afforded to an automated information system in
order to attain the applicable objectives of preserving the integrity,
availability, and confidentiality of information system resources
(includes hardware, software, firmware, information/data, and
telecommunications).

The security goal that generates the requirement for protection
from intentional or accidental attempts to perform unauthorized
data reads. Confidentiality has three different protection
requirements: High, a critical concern of the system; Medium, an
important concern, but not necessarily paramount in the
organization’s priorities; or Low, some minimal level of security is
required, but not to the same degree as the previous two categories.

Is an interconnected information resource under the same direct
management control that shares common functionality. It normally
includes hardware, software, information, data, applications,
communications, facilities, and people and provides support for a
variety of users and/or applications. Individual applications
support different mission-related functions. Users may be from the
same or different organizations.

Procedures and controls are carried out.

Requires individual users to be held accountable for their actions
after being notified of the rules of behavior in the use of the system
and the penalties associated with the violation of those rules.

Any communication or representation of knowledge such as facts,
data, or opinions in any medium or form, including textual,
numerical, graphic, cartographic, narrative, or audiovisual forms.

Is responsible for establishing the rules for appropriate use and
protection of the data/information. The information owner retains
that responsibility even when the data/information are shared with
other organizations.

A comprehensive security program that is an integral part of an
agency’s organizational culture. Decision-making is based on cost,
risk, and mission impact.

The security goal that generates the requirement for protection

against either intentional or accidental attempts to violate data
integrity (the property that data has when it has not been altered in
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Interconnected System

Logical Access Controls

Major Application

Management Controls

Material Weakness

Networks

Not Applicable

Operational Controls

Organizational Standards

Policy

Primary Assessor

an unauthorized manner) or system integrity (the quality that a
system has when it performs its intended function in an unimpaired
manner, free from unauthorized manipulation).

Any system that is connected to another system.

The system-based mechanisms used to designate who or what is to
have access to a specific system resource and the type of
transactions and functions that are permitted.

An application that requires special attention to security due to the
risk and magnitude of the harm resulting from the loss, misuse, or
unauthorized access to, or modification of, the information in the
application. A breach in a major application might comprise many
individual application programs and hardware, software, and
telecommunications components. Major applications can be either
a major software application or a combination of
hardware/software where the only purpose of the system is to
support a specific mission-related function.

Controls that focus on the management of the IT security system
and the management of risk for a system.

Is used to identify control weaknesses that pose a significant risk
or a threat to the operations and/or assets of an audited entity.
“Material weakness” is a very specific term that is defined one way
for financial audits and another way for weaknesses reported under
the Federal Managers Financial Integrity Act of 1982. Such
weaknesses may be identified by auditors or by management.

Include communication capability that allows one user or system
to connect to another user or system and can be part of a system or
a separate system. Examples of networks include local area
network or wide area networks, including public networks such as
the Internet.

Question (control objective/technique) does not apply to the
system.

Address security methods that focus on mechanisms that primarily
are implemented and executed by people (as opposed to systems).

Required technologies or procedures that are specific to an
organization.

Senior management's directives to create a computer security
program, establish its goals, and assign responsibilities.

The primary assessor is defined by ASSET as the person who
initiated the system assessment. The primary assessor designation

A-3



Procedures

Risk

Risk-Based Decision

Risk Management

Sensitive Information

Sensitivity

System

System Assessor

System Criticality

System Name
System Number

System Operational Status

is determined by the person who logs into the ASSET application
at startup.

Document the implementation of specific security controls.

Is the possibility of harm or loss to any software, information,
hardware, administrative, physical, communications, or personnel
resource within an automated information system or activity.

A decision that is made based upon looking at the possibility of
harm or loss to any software, information, hardware,
administrative, physical, communications, or personnel resource
within an automated information system or activity and then weigh
it against the impact and the cost of prevention.

Is the ongoing process of assessing the risk to automated
information resources and information, as part of a risk-based
approach used to determine adequate security for a system by
analyzing the threats and vulnerabilities and selecting appropriate
cost-effective controls to achieve and maintain an acceptable level
of risk.

Refers to information whose loss, misuse, or unauthorized access
to or modification of could adversely affect the national interest or
the conduct of Federal programs or the privacy to which
individuals are entitled.

An information technology environment consists of the system,
data, and applications that must be examined individually and in
total. All systems and applications require some level of protection
for confidentiality, integrity, and/or availability that is determined
by an evaluation of the sensitivity of the information processed, the
relationship of the system to the organizations mission, and the
economic value of the system components.

A generic term used for briefness to mean either a major
application or a general support system.

Either a subject-matter expert or someone who knows and uses the
system that will answer or help answer questions within the NIST
Self-Assessment.

The degree of sensitivity based on the confidentiality, integrity,
and availability needs of the system.

The name assigned to a given system.
The unique identifier given to a system.

Operational — System is operating
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System Type

Technical Control

Tested

Threat

Vulnerability

Under Development — System is being designed, developed, or
implemented

Undergoing a Major Modification — system is undergoing a major
conversion or transition

Identifies the type of category the system is: major application or
general support.

Focuses on security controls that the computer system executes.

Evaluates the adequacy and effectiveness of security policies,
procedures, and controls.

An event or activity, deliberate or unintentional, with the potential
for causing harm to an IT system or activity.

A flaw or weakness that may allow harm to occur to an IT system
or activity.
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Appendix B—ASSET — Manager

B.1 Introduction

ASSET is a tool that was developed to support the NIST SP 800-26 self-assessment questionnaire.
ASSET may be used to gather data and generate reports related to the status of the self-assessment.
ASSET contains the security control objectives and suggested techniques for measuring the security of a
system or group of interconnected systems as explained in NIST SP 800-26. The control objectives are
taken from long-standing requirements found in statute, policy, and guidance on security and privacy.

B.1.1 Description of ASSET
ASSET consists of two host-based applications: ASSET — System and ASSET — Manager.

- ASSET - System facilitates the gathering of individual system data. It provides a limited
reporting capability and allows the user to determine the completeness of an individual system
assessment in progress.

- ASSET - Manager aggregates individual system assessments created by ASSET — System. It
assists managers in developing an organization-wide perspective on the state of IT system
security. ASSET — Manager also has the capabilities of ASSET — System built into it to facilitate
the gathering of data for a limited number of systems.

The reporting features of ASSET are designed to provide users with a clear picture of the security status
of their resources, as specified in NIST SP 800-26. The reports available from ASSET can be generated
and interpreted by the users of the application.

ASSET - Manager stores data collected for the each of the individual system self-assessments. The tool
generates all the reports that ASSET — System can generate. Additionally, it generates reports that
summarize any user-defined group of systems (more than one system). Reports can be exported to any
popular spreadsheet or charting program (certain reports are opened directly by Excel). The results of the
self-assessment questionnaire can be used as input to a report evaluating an organization-wide IT security
program.

NOTE: When ASSET — System and ASSET — Manager are installed on a single computer, each
application will have its own unique database installed. ASSET — System can create individual
assessments. ASSET — Manager can aggregate these individual assessments but it can also generate new
individual assessments. Individual assessments that are created and modified when using ASSET —
Manager will not exist in the ASSET — System database, as the two databases (System and Manager) are
separate.

Although you can generate new assessments using ASSET — Manager, it is not a good practice as
configuration management of data can be difficult if some original assessments are located in ASSET -
System and some are located in ASSET-Manager. If necessary, you can view and modify existing
assessments in ASSET — Manager. However, the tool bar from ASSET — System will not be available,
which limits functionality. Because you can view and modify existing assessments, you will be able to
make minor changes to the questionnaire for individual systems from within ASSET — Manager. The
detailed instructions for this function are described in Section 4, Using ASSET — System of the ASSET
User Manual.
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B.1.2 Scope of Appendix B

This appendix provides specific detail about the operation of the ASSET — Manager module. Sections 1
through 3 of this user manual should be reviewed prior to reading this Appendix. Additionally,
information has been provided that may be used by assessment managers in developing a strategy for
conducting organization-wide system assessments. Each organization has unique issues and concerns that
will necessitate an individualized approach to each organization-wide assessment. This appendix captures
three generic scenarios that may be encountered by organizations. It should not be considered all-
inclusive in the types of strategies that might be employed in performing an effective organization-wide
IT security self-assessment.

B.2 Assessment Scenarios

The strategy for planning and conducting an assessment as well as reporting the results of an assessment
will be unique to each organization. Each manager responsible for planning an organization-wide
assessment must consider a host of factors in developing a strategy that can include: size, locations, and
culture of an organization; capabilities and competencies of data assessors; and numbers and complexity
of systems under review.
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B.2.1 Scenario 1 - Limited Number of Systems

Scenario 1 involves an organization-wide self-assessment with a limited number of systems. Limited is a
subjective term but in this scenario, it involves eight systems that a single assessor and reporter assessed.
In this case, the data assessor and the reporter is the same person. Although the ASSET — Manager
module can access ASSET — System from within its own module, it is important to understand that they
are still separate applications. Individual system assessment data is collected using ASSET — System and
is then exported to a .xml file. ASSET — Manager can then import that .xml file so that the assessments
for the eight systems can be analyzed by developing individual system reports or aggregated system
reports of all the eight systems (Figure B.1).
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Manager

System 1

System 2
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System 3

System 4
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System 6
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/

Figure B.1 — Scenario 1 Limited Number of Systems
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B.2.2 Scenario 2 — Typical Assessment

A typical assessment occurs when an organization has a significant number of systems organization-wide,
but can define logical groupings of systems. A fixed number of Assessors can gather data using ASSET -
System for a number of systems, which then export this data for use by ASSET — Manager (Figure B.2).
In this scenario, the organization has 16 systems, which are being evaluated by four assessors. Assessor A
is evaluating six systems, assessor B is evaluating two systems, and so on. Each of the four assessors
ensures that each of the assessments is complete before creating an .xml export file containing all the
systems that they are assessing. The reporter then imports each of the four .xml files from each assessor,
so that the assessments for the 16 systems can be analyzed by developing individual system reports or
aggregated system reports of all the systems.

Systemn 7

System 9

Figure B.2 — Scenario 2 Typical Assessment



B.2.3 Scenario 3 — Large Number of Systems

Scenario 3 involves a very large number of systems across a geographically distributed organization. In
this scenario, each geographically distributed organization could be considered its own separate
organization from a planning perspective. In this scenario, each sub-organization would gather system
data as if it was operating under scenario 2. However, this scenario differs slightly in that system data
could be aggregated at an intermediate level (the sub-organization level) by ASSET — System before
being passed to ASSET — Manager for organization-wide aggregation (Figure B.3). This scenario is
unique in that ASSET — System has the capability of importing into its database, a group of system
assessments, although it is unable to view aggregation reports. (See Section 4.6.3 of the ASSET - System
User Manual for guidance on exporting system assessments from the ASSET - System database.) This
intermediate step only serves to simplify the task of aggregating a very large number of systems across a
geographically distributed organization. It is important to note that in any assessment, there can only be
one instance of ASSET — Manager, although there can be any number of instances of ASSET — System
organized into any hierarchy necessary to perform an organization-wide assessment.

Manager

gl

| AssSET - | ASSET -

| Systam | | Systemn

N '~'.u: R . 4 y, Sy Sy vy

e o D i i A T
| ASSET - | | ASSET - ASSET - | ASSET - ASSET = ASSET = ASSET = ASSET =
| System | Systern System | System Sysiem System Sysiem System
A B C | o E F (=) H

Figure B.3 — Scenario 3 Large Number of Systems
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B.2.4 Special Consideration

In many cases, the manager planning an organization-wide assessment may wish to pre-answer a set of
guestions and then distribute these questions as the baseline questionnaire. For instance, the manager may
wish to answer all the Policy questions since policy might be described at the headquarters level.

The following steps should be performed if the manager wishes to distribute a baseline questionnaire:

1.

Create a new assessment from within ASSET — System and answer only those questions that will
apply to a group of systems. You will need to create ‘dummy’ system identification data because
this information is required by ASSET — System.

Export the assessment to an XML file and distribute to all data Assessors.

Assessors (those using ASSET — System) should import this questionnaire into their ASSET —
System.

Assessors should modify the system identification information and save the assessment to the
database.

Assessors should repeat step 4 as many times as necessary until all systems have been identified
using the baseline questionnaire provided by the manager.

When implementing ASSET - System within an organization, there should be guidelines developed for
completing the system identification section, i.e., naming conventions for system name/number, system
type, agency/division/group, and system criticality. By establishing a standard prior to the completion of
the questionnaires, the fields will be easily searched on by ASSET - Manager.
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B.3  Using ASSET — Manager

B.3.1 Login

The login process is the same as ASSET — System except that you should double click on the ASSET -
Manager icon located in the ASSET — Manager folder or on the Start menu. The rules for login are the

same as ASSET — System.

B.3.2 User Interface

Once you login to ASSET — Manager, the Search ASSET — Manager window will open (you should
maximize this window to view the available options).

NOTE: Certain incompatibilities may exist with the JRE application that is installed when ASSET is
installed on your computer. These incompatibilities do not impact the data that you will create and save,
but in a few isolated cases, the screen may not redraw properly. To correct this, maximize and then
minimize (or vice versa) the screen.

£ NIST ASSET Manager ] B -8 %
-—
|1 AGSET Manager Actions N B search e e e
B Searth for assesements| Lo . . - @ - @ @ @ @ =i
[ create new assessment N ‘ 0 || D’""Q H X ‘ | || ] H =] H @| ?
£ senerate reports :: '
& % Help ‘) search Assessments | Resulls |
Enteryour search criteria:
i All Assessments H Search
SEARCH marc

Figure B.4 — ASSET — Manager Search Window
You will be presented with four options on the left pane of the main window: Search for assessments,

Create new assessment, Generate reports, and Help. Clicking on any of these options will present you
with the selected option by opening the respective window.
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NOTE: ASSET — Manager layers the windows as you open them. Reselecting one of the options on the left
pane will not bring the option to the front of the window. You must minimize all windows and then
reselect your desired window.

You may also use the toolbar at the top of the Search Assessments window. The following actions are
available:

- Start new assessment: This option duplicates the action, Create New Assessment, in the left
window (See Section B.3.5).

- Import new assessment: See Section B.3.3.

- Open selected assessment: This option opens a single assessment (ASSET — System view) for the
systems that are checked.

- Delete selected assessment: This option deletes the assessments that are checked from the
database.

- Refresh original assessment data: Clears all check boxes.
- Select all results: Selects all check boxes.

- Save / Export results to hard drive: Exports the display of systems to a text file so that it can be
opened by any compatible application. This option only exports the search results display, not the
assessment data.

- Reporting. Open reporting only on those assessments you set as active: Opens the reporting
window. For ASSET — Manager reports, the selected systems will be used to generate aggregated
reports. You cannot run the ASSET — System reports for multiple systems.

- Help: Provides guidance for each of the major processes.
In many cases, it will be easier to navigate using the toolbar rather than the options in the left window

pane. In some cases (Import assessment, Reporting of set(s) of assessments, and Select all assessments),
the functionality only exists on the toolbar.

NOTE: The Search Assessments Window is the default window; however, you must import your
assessment(s) into the ASSET - Manager database before you can find them using the Search function.

B.3.3 Import Assessments

When you click Import Assessments on the tool bar, a dialog box will appear. You can then navigate to
the XML file containing one or more assessments created in ASSET — System. Select the appropriate file
and press Open. A confirmation box will appear. Click Yes to continue. Once the assessments have been
imported in to the ASSET — Manager database, ASSET — Manager will return to the window that was
active when you selected import, the Search Assessments window.

NOTE: To display a window appropriately, you may need to maximize the ASSET — Manager window.
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Figure B.5 — Import Assessments

B.3.4 Search for Assessments

The Search Assessments window (Figure B.4) allows you to select any subset of systems in the ASSET
— Manager database.

To search the ASSET Manager database, the Search Assessments window must be active.

You can now perform a search of the assessment database using the search screen. The most common
search will be to view the entire list of systems within the database. To view all systems, select All
Assessments at the bottom of the Search Assessments window.

For more complex and specific searches, you must enter a search words into the search criteria box. Once
this is done, you must choose a search field in the choose field box. ASSET will search the text boxes
within the Assessment Identification and System Identification tabs. This search is not case sensitive.

Once ASSET — Manager retrieves the subset of systems that match the search criteria, the subset of
systems will be displayed in the Results tab. You must then select the systems that you wish to analyze.

NOTE: To select a system, check the select box in the Search Assessments window. This allows you to
create management-level reports on all systems checked. To perform an action that requires you to select
a single system, for example, reviewing the system questionnaire, check the select box for only that
system.
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Figure B.6 — Search Assessments Window (Search Results)

Right-clicking on a selected system(s) will provide you with three options:

1. Show Info (provides administrative information about the selected system). This includes system
name, number, and type; start date; whether the assessment is complete; primary assessor; and objective.

2. Export Results (exports the displayed table results showing the search results to a comma-separated-
value text file)

3. Delete Assessment (deletes selected assessment).

B.3.5 Generate Reports

There are three ways to generate reports. You can generate reports using data from all assessments in the
database, data from selected assessments in the database, or data from individual assessments in the

database.

The Generate Reports button in the left navigation pane is used to generate reports from all assessments
in the database.
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The Generate Reports icon on the toolbar in the Search Assessments window is used to generate reports
of selected sets of assessments or individual assessments. These reports will display data for the subset of
systems checked in the Search Assessments window.

Select Generate Reports from the left window pane to open the reports window. The following window
will appear:

BE: NIST ASSET Manager =18l x]
|_1 ASSET Manager Actions | Ny
4 ASSET Reporting
B Search for nent: E B <k
[l Create new assessmen ‘ = |g’: | 7
@ Generate reports
& F Help Manager Reparts
}|avaitable Reports
E Surnrmary of All Systems
B summary of System Types
E Summary of Systems by Sensitivity
F summary of Systers by Organizstion
E System Summary [Excel]
FH summary of Topic Areas by Level of Efectiveness [Excsl]
E List of Mon-Applicable Questions [Excel]
P List of Rizk Based Decisions [Excel]
RPRT Angel F. Esh

Figure B.7 — Reporting Window

This window is very similar to the reporting window of ASSET — System. For ASSET — Manager, four
ASSET - based reports and four Excel — based reports are available under the Manager Reports tab.

The four ASSET - based reports include summaries of: all systems, system types, systems by sensitivity,
and systems by organization. The contents of each report are described below.
- Summary of All Systems
0 System Name
0 System Number

0 System Type
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Organization

Primary Assessor

Confidentiality Level

Integrity Level

Availability Level

Level of Effectiveness across Control Objective Area

OO0OO0OO0OO0OO0OOO0OO0OOOOOOODO

o

Risk Management

Review of Security Controls

Life Cycle

Authorize Processing (Certification and Accreditation)
System Security Plan

Personnel Security

Physical Security

Production, Input/Output Controls
Contingency Planning

Hardware and Systems Software Maintenance
Data Integrity

Documentation

Security Awareness, Training, and Education
Incident Response Capability

Identification and Authentication

Logical Access Controls

Audit Trails

0 Assessment Completed?

- Summary of System Types

0 System Name

0 System Number

0 System Type

- Summary of Systems by Sensitivity

O O O O O

System Name

System Number

Confidentiality

Integrity

Availability

- Summary of Systems by Organization

0 System Name

0 System Number

o0 Organization
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The four Excel — based reports include system summary, summary of topic areas by level of
effectiveness, list of non-applicable questions, and list of risk — based decision. Clicking on any of the
links will launch Excel which will then create a formatted workbook suitable for printing that consists of
worksheets that correspond to each of the selected assessments. Additionally, a summary report is created
as the first worksheet. For instance, if 25 systems are selected, then a workbook will be created that
consists of a summary page and 25 pages corresponding to each of the selected systems.

Each of these Excel — based reports uses macros to generate the formatted worksheets. Excel will prompt
you to either disable or enable macros. You must enable macros if you wish the worksheets to open

properly.

A color coding scheme is used to assist the user in identifying areas of improvement. A summary level of
effectiveness of Policy, Procedures, or Implemented will generate a yellow color. A summary level of
effectiveness of Tested or Integrated will generate a green color.

The System Reports and Tabular Output tabs perform identically as described in Section 4 of the
ASSET User Manual. The System Reports are only available for individually selected assessments.
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Appendix C—FISMA Reporting Template \

C.1 Introduction

The FISMA reporting template was designed to extract data directly from the ASSET Manager database
and provide users with answers to questions required by FISMA that can be derived from the data in
ASSET. This template will generate data from ALL assessments in the ASSET - Manager database.

The template can be downloaded from the NIST ASSET website, http://csrc.nist.gov/asset.

C.2 Using the Template

Use of this template requires Microsoft Excel and ASSET — Manager and assessments in the ASSET —
Manager database.

The procedure for using the FISMA Reporting Template is a 2-step process and is provided below.
Step 1 - Prepare data in ASSET Manager

Since this template extracts data using ALL the assessments in the ASSET — Manager database, it
is important to delete any assessment that you do not wish to be considered by the template.

1. Open ASSET - Manager. Type ™*' (no quotes) into the search criteria and select Search.

2. Delete any assessment that you would NOT like to see considered by the FISMA
Reporting Template. Select the assessment(s) to be deleted, and select the "X' command at
the top of the window to delete the assessment. [NOTE: Due to a discrepancy in the
v1.03 software, only 1 assessment may be deleted at a time. To delete the 2nd and
subsequent assessments, this step (step 2) must be repeated. Versions 1.04 and up do not
have this discrepancy]

3. Close ASSET — Manager [ASSET — Manager does not need to be open to use the
template. The template creates a trusted connection with the ASSET — Manager database
and extracts the data directly from the database.]

Step 2 - Using the FISMA Reporting Template
1. Double-click on the file, FISMASubset_Report_Template.xIt

2. Microsoft Excel will ask if you would like to enable macros. Macros must be enabled to
use this template.

3. The template will extract the data from the ASSET — Manager database and prepare the
template.

4. Save the template using a desired file name.

You now have successfully extracted data from ASSET - Manager using the FISMA Reporting Template.
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Appendix D—ASSET Business Rules

ASSET incorporates a number of rules in the application that relate to how the questionnaire is answered
and how questions and critical elements are scored when viewed as a group. This appendix describes

these rules.
RULE TITLE

Responses to a question

Comments for a question

Completing a question

Summary tab (first 2 columns)

Scoring of critical elements

Scoring of topic areas

RULE DESCRIPTION

Assessors are constrained to provide the levels of effectiveness
in a sequential manner from Procedures, Implemented, Tested,
and Integrated. If they do not check Procedures, for example,
ASSET will not allow you to check Implemented.

Comments are required if Not Applicable or Risk-based
Decision is checked.

A question is considered complete if the Question Complete box
is checked. If a question is not complete, it can be assigned to an
alternate assessor. If you would like to answer the question later,
you can assign the question to yourself.

If Not Applicable or Risk-based decision is checked in the
Summary tab, at least one question in the critical element has
been identified as Not Applicable or Risk-based Decision,
respectively.

The last 5 columns of the summary tab show the effectiveness
level for the critical elements. If Policy has been checked for a
particular topic area, then all critical elements in that topic area
will have Policy checked. If Policy has not been checked, then
no critical element in that topic area will show any subsequent
responses (Procedures, Implemented, Tested, Integrated),
regardless of their actual responses in the questionnaire.

The effectiveness level for the critical element is only as strong
as the weakest question. Therefore, if out of six questions, five
are answered Integrated, and one is answered Implemented, the
critical element is rated as Implemented.

Like the effectiveness level of the critical elements, the topic
areas are only as strong as the weakest critical element.
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Appendix E—Considerations for ASSET Versions

Since ASSET was released, there have been four versions: 1.01, 1.03, 1.04, and 2.0. Versions 1.01 and
1.03 are no longer available for download at the NIST website. Significant changes incorporated by
versions 1.04 and 2.0 are shown in the following table. A complete list of changes in each version can be
found at the NIST ASSET website.

v1.04 v2.0

ASSET - Cannot use special characters (see user - Can use special characters (except as
Program manual). noted by section 4).
- A number of small discrepancies were fixed - New reports in both System and
(see v1.04 fact sheet at ASSET website). Manager that use Excel to draw and
- Assessor names were not properly tracked in format the reports.
v1.03. When upgrading to v1.04, users need to
verify that their assessors are properly
documented.
- Version 1.04 was modified so that multiple
System Numbers could not be associated with a
single system. Users should verify that their
System Numbers are correct in v1.04.
- Hard paragraph marks in text fields will result
in proper formatting of tab-delimited reports.
- Can import v2 XML files. Since v2 accepts
special characters, while v1.04 cannot, users
will still be required to eliminate any special
characters from imported v2 assessments.
- Allows more than one assessment in Manager
to be deleted at a time.
JRE - Java 2 Runtime Environment v1.4.0 - Java 2 Runtime Environment v1.4.0
MSDE - MSDE 1.0 - MSDE 1.0
Installation - Uses InstallShield Wizard for full install - Uses a custom installation
Process - Application is available to move incrementally application
Notes from v1.03 to v1.04 - Application is available to move
- lcons for ASSET are placed on the desktop incrementally from v1 (either v1.03
- ASSET is uninstalled by using the or v1.04) to v2.0
Add/Remove Programs control panel - Must have Microsoft Access,
Microsoft Office Server Extensions,
or MSDE currently installed.’?

- Icons for ASSET are not placed on
the desktop. For incremental
installations from v1 to v2, existing
icons will remain on the desktop.

- ASSET is uninstalled using the
Uninstall link located on the Start
>Programs>NISTASSET menu

Figure E.1 — Overview of Changes (ASSET v1.04 and v2)

® Microsoft Access and Office Server Extensions are available on the Office 2000 installation disk.
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Appendix F—Installation Process for Version 1.04 \

Note to Readers:

This section describes the full installation and uninstallation process for NIST ASSET v1.04. This
appendix was adapted directly from NISTIR 6885 2003 ED, Automated Security Self-Evaluation Tool
User Manual (version 1.0), sections 3.1 to 3.2.3, and section 5.1. Sections 3.2.4, 3.2.5, 5.2, and 5.3 are not
specific to ASSET version number and are retained in the body of this user manual.

It is also possible to incrementally upgrade v1.03 to v1.04. Instructions for this incremental upgrade
process can be found at the NIST ASSET website:

http://csrc.nist.gov/asset/

F.1 Requirements for Installing Version 1.04

Microsoft Windows® is the required operating system for ASSET. Much of the organization and logic of
the ASSET installation process is similar to that required for other MS Windows application installations.
ASSET installation files are available on NIST ASSET website:

NOTE: Internet connectivity is NOT a requirement for use of ASSET. |

F.1.1 Hardware

The following are minimum hardware requirements to run ASSET:

= Pentium 111 — 1.0 GHz processor (or equivalent x86 compatible architecture)
= 256 MB RAM
= 120 MB of free disk space

INOTE: Each completed assessment in ASSET requires an additional 3 megabytes of hard disk space]

F.1.2 Software

The following minimum software is required for ASSET:

= ASSET was designed to operate with Windows 2000 Professional
» JRE version 1.4 installed
= MSDE version 1.0 installed

NOTE: The ASSET installation process will install all required software, including JRE and MSDE.
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F.2 Installation Process

When downloading the installation files from the NIST website, follow the instructions on the website for
downloading the files. The licensing provisions of this application are described during the installation of
ASSET.

The ASSET installation process uses an InstallShield application common to many Windows-based
applications. Three major components are installed on your computer during the installation process:

» MSDE
* JRE
= ASSET program files

The ASSET application and its program files are installed in the Program Files folder. If your computer
has restricted access to this folder, your systems administrator will need to grant you permission to access
the NISTASSET folder within the Program Files folder.

Additionally, the MSDE administrator password must be set and the ASSET database must be initialized.
Guidance on completing these actions is provided in following sections of this appendix.

NOTE: The setting of the MSDE administrator password is critical to eliminating one of the identified
MSDE vulnerabilities.

One vulnerability with MSDE exists because MSDE is designed to allow your computer to act as a
database server. The final action that you should perform in the installation process, which is not done
during the InstallShield process, is to turn off this MSDE network functionality. (See Section 3 of the user
manual for instructions on how to turn off MSDE network functionality.)

NOTE: Turning off MSDE network functionality is not required by ASSET but it eliminates a number of
MSDE vulnerabilities. If your computer requires MSDE network functionality, you should not perform
this last installation process. If you are unsure if you need this functionality, consult your network
administrator. MSDE vulnerabilities can be mitigated in other ways should you need to have MSDE
network functionality. Examples include additional host-based or network-based security.

F.2.1 Installing ASSET and its Required Components

To install ASSET, double click the setup.exe file located in the NIST ASSET installation folder (disk).
Click on the Next button to proceed with the installation.
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InstallShield Wizard x|

Welcome to the InstallShield ‘Wizard For
HISTASSET

The InstallShield® wizard will install MISTASSET an waour
computer. Taocontinue, click Mext.

< Back

Cancel

Figure F.1 — ASSET Installation Start Screen

The licensing provisions of ASSET will be displayed. If you agree, select Yes. You must agree to the
licensing provisions of ASSET if you wish to proceed with installation.

Installshield Wizard
License Agreement

Please read the following licenze agreement carefully.

Press the PAGE DOWHN kep to see the rest of the agreement.

[This software was developed at the Mational Institute of Standards and ;I
Technology by employees of the Federal Government in the courze of their

official duties. Pursuant ta title 17 Section 105 of the United States

Code thiz zoftware is not subject to copyright pratection and iz in the

public domain. ASSET iz an experimental system. MIST azzumes no

rezponzibility whatzoever for itz uze by other parties, and makes no

guarantees, expressed or implied, about itz quality, reliability, or any

other characteristic. We would appreciate acknowledgement if the

zoftware iz uzed.

[
Do you accept all the terms of the preceding Licenze Agreement? If you chooze Mo, the
zetup will cloze. Toinstall HISTASSET, pou must accept this agreement.

ImstallShield

< Back Ve Mo

Figure F.2 — License Agreement

Two options are available for installation: install ASSET — System only or install both ASSET — System
and ASSET — Manager. In all options, all necessary components (MSDE and JRE) will be installed.
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Installshield Wizard x|
Setup Type ‘ ;

Select the Setup Type to install l’\%

Click the type of Setup you prefer, then click Hext.

Thig inztallz OMLY the ASSET System program and

& ASSET System Common Files

" ASSET System and Manager This installs both the ASSET S_I,Jsh?m and Manager
programs az well as the common files.

[metal Shield

< Back | Mext » I Caticel

Figure F.3 — Installation Types

NOTE: If you install only ASSET — System and later want to add ASSET — Manager, you will need to
backup / export your data, uninstall ASSET — System and then install both ASSET — System and Manager.

NOTE: Once you reach this point in the installation process, the installer application will reach 73-87%
(depending on the type of installation) progress very quickly. It may then take up to 5 additional minutes

to complete the next step in the installation process.

Installshield Wizard

Setup Status

MISTASSET Setup iz performing the requested operations.

Installing MSDE 1.0... This may take several minutes

072%

ImztalShield

Cancel

Figure F.4 — Setup Status




An error may be displayed in the installation process that states the ‘Service has not been started.” You
should press OK to proceed with the installation.

The InstallShield wizard will then walk you through the installation of JRE.

Installshield Wizard x|

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, SE +1.4.0

The InstallShield® \wizard will install Java 2 Runtime
Environment, SE +1.4.0 on your computer. To continue,
click Mest.

< Back Cancel

Figure F.5 — JRE Installation

You will then be prompted to accept the JRE license agreement. You must accept this agreement to
proceed with installation.

InstallShield Wizard

Licenze Agreement

Flease read the following license agreement carefully.

Press the PAGE DO%WH key to see the rest of the agreement.

[ Sun Microsystems, Inc. Binam Code i’
Licenze Agreement

READ THE TERMS OF THIS AGREEMENT AND AMY PROYIDED

SUPPLEMEMNTAL LICEMSE TERMS [COLLECTIVELY "AGREEMENT")

CAREFULLY BEFORE OPEWIMG THE SOFTWARE MEDIA PACKAGE. BY

OPEMING THE SOFTWARE MEDIA PACKAGE, ¥OU AGREE TO THE TERMS

OF THIS AGREEMEMT. IFvOU ARE ACCESSING THE SOFTWARE

ELECTROMICALLY, INDICATE Y0OUR ACCEPTANCE OF THESE TERMS BY

SELECTING THE "ACCEPT" BUTTOM AT THE END OF THIS AGREEMENT. LI

Do wou accept all the terms of the preceding License Aagreement? IF pou choose Ma, the
zetup will cloze. To install Java 2 Runtime Environment, SE +1.4.0, vou must accept thiz
agreement,

|matallEhield

< Back Tes Mo

Figure F.6 — JRE Installation License Agreement
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You will be prompted to select the location of the JRE files.

Installshield Wizard

Choose Destination Location

Select folder where Setup will install files.

Setup will install Java 2 Runtime Ervdronment, SE +1.4.0in the following folder,

Tainztal to this folder, click Mext. To install to a different folder, click Browse and selact
anather falder.

Destination Folder
’7C:\Proglam Filesh) avahj2ral 4.0 Browsze... |
|mstallShield

< Back | Rl I Cancel |

Figure F.7 — JRE Destination Location

At this point in the installation process, you will be asked to select the browsers for use with JRE
(ASSET).

InstallShield Wizard

Select Browsers

Java [TH] Plug-in will be the default Jawva mintime far the following brawser(z):

¥ Microsoft Intemet Esplorer
v Metscape B

'ou may change the default in the JavalTk] Plug-in Control
Panel

| matallShield

< Back | Mext » I Cancel

Figure F.8 — JRE Browsers

At this point in the installation process, InstallShield will create the necessary databases for ASSET —
System and ASSET — Manager.



F.2.2 Setting ASSET Administrator Database Password

This section describes the operation of the ASSET Database Password Utility (ADPU). This utility is
designed to change the default password of the MSDE database system that powers the NIST ASSET
application. The default installation of MSDE creates an account with a username of “sa” and no
password. Several vulnerabilities have been known to exploit this blank password to gain access to a
system with MSDE installed.

The operation of the ADPU depends on user interaction. You will be prompted to interact with the ADPU
during the installation process or you may access it later (NISTASSET Program Files >
ASSETPassword.jar) to change the password.

If you decide to choose your own password, you will need to confirm the password before you can
change it with the MSDE system.

NOTE: It is not necessary to remember this password as it will only be used once and you will not be
required to enter it again.

The ADPU user interface is displayed in the following figure:

{24 NIST ASSET Database Password U _ o] x|

Change Password |A|:hranced |

Flease choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Suggest a password

Change Password || Cancel |

Figure F.9 — ADPU User Interface

NOTE: If only installing ASSET — System, the installation process will default to the Advanced tab of the
ADPU user interface. You should select the Change Password tab to continue with the installation
process.

Manual selection of password. You have the option to choose a password. If you wish to choose a
password, enter it into the text box in the ADPU user interface. There is no limit on the password that you
choose. The only requirement is that the maximum length of the password must be less than 128
characters.'

10 Asterisks are indicated as a security feature to mask the password.
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FE4NIST ASSET Database Password UE -] x|

|/Change Password rnd\ranced

Please choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Sugoest a password

Change Easswnrd4| cancel |
|

Figure F.10 — ADPU Password Textbox

Once you have entered a password once, you must press the Change Password button in order to initiate
the password change. In order to confirm the password you entered, you will be required to enter the
password again. The following figure shows the ADPU program requiring you to re-enter the password.

FE4NIST ASSET Database Password UE i o il

|/Change Password rnd\ranced |

Please choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Please type again to confirm

Sugoest a password

Change Easswnrd’\\ﬂ cancel |
X

Figure F.11 — ADPU Password Confirmation

Automatic selection of password. The ADPU program can suggest a random password. To have ADPU
suggest a password, click on the Suggest a Password link. The following figure shows an example of

having the ADPU program suggest a password for you.



[E4NIST ASSET Database Password Utility o il
Change Password |A|:hranced |

Please choose a passward to secure the ASSET database.
The passwaord you choose must be greater than ¥ characters

Suggest a password

Change Passwaord || cancel |

Figure F.12 — APDU Automatic Password Selection

NOTE: Once you choose a password or have one suggested for you by the APDU program, you need to
submit the changed password by clicking on the Change Password button.

Depending upon which ASSET applications you have installed, you may see either one or both of the
following figures.

[oystemmessage: x

ﬁ ASSET System database password changed successfulbd

o

Figure F.13 —ASSET System Password Changed Dialog Box

E%";Eystem Message: % x|

ﬁ_ ASSET Manager database password changed successiulhd

ﬁ

Figure F.14 —ASSET Manager Password Changed Dialog Box




Click on OK to close the dialog boxes. Once you have followed these steps, the password of the ASSET
application has been changed. If your organization password policy requires routine password changes,
the ADPU control panel can be accessed later (Start Menu>Programs>NIST ASSET>Change
Password)

NOTE: Do not modify any of the settings on the Advanced property page without consulting your network
administrator.

F.2.3 ASSET Installation Completion

The ASSET installation process is now complete. You will not be prompted to restart your computer.

Installshield Wizard

InstallShield Wizard Complete

Setup has finished instaling MISTASSET on vour computer.

< Black | Finizh I Latize]

Figure F.15 — ASSET Installation Complete

Once the ASSET installation process is complete, you may locate the ASSET program files in the
NISTASSET folder within your Program Files folder.

NOTE: Shortcuts for ASSET, the user manual, and NIST SP 800-26 are placed on the Start menu.
Shortcuts for ASSET are placed on your desktop.

NOTE: Although restarting your computer is not necessary after ASSET is installed, it is a good practice
to restart once installation is complete.

NOTE: It is highly recommended that you now install the latest service pack for MSDE, which is in the
Service Packs folder.
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& 4 Program Files',NISTASSET =1l x|
J File Edit ‘iew Favorites Tools  Help ﬁ
J HBack v = - | @hsearch [Folders  CHHistory | FEglr M ) | e
| Address |21 ciiprogram Files\NISTASSET | @so
|_- | Mame ¢ | Size | Tvpe | IModified
LD |- T assET Manager File Folder 9/12/2003 3:16 PM
e T assET System File Folder 9/12/2003 3:16 PM
NISTASSET CJreports File Folder 107142003 10:43 AM
[ Suppart Files File Folder /1202003 3116 PM
Select an item to view its description. EASSET User Manual. pdf 4,923 KB Adobe Acrobat Doc...  10/31/2002 §:40 AM
asset_core.jar 163 KE Executable Jar File 6/12§2002 3:59 PM
See also: . )
My Documents ASSETPassword. jar G0 KE Executable Jar File 6/14)2002 7:19 &AM
Wi Nebwark Places calendar.jar 358 KE Executable Jar File 10/1/2003 10:43 AM
changePassword.bat 1KE MS-DOS Bakch File 4/17/2002 5:45 PM
[y Computer K
@FISMnSubset_Report_TempIate.xls 7ZKE Microsoft Excel Wor,.,  10/1f2003 10:43 AM
ﬁere-l_‘I_ﬂ-win.exe 9,155 KB  Application /ETIZ00Z 4:06 PM
jdom. jar 134 KE Executable Jar File 10/1f2003 10:43 AM
E license. kxt 1KE Text Document 5/13/2002 10:45 AM
IENIST Special Publication 800-26, pdf 449 KE  Adobe Acrobat Doc..,  11/16/2001 8:14 AM
E readme. kxt 6 KE  Text Document S/A/2002 4:21 PM
sfc.jar 452 KE  Executable Jar File 10/1§2003 10:43 AM
symbeans.jar 545 KE Executable Jar File 10/1§2003 10:43 AM
xercesImpl. jar 716KE Executable Jar File 10/172003 10:43 AM
wrmiParserdPls. jar 73KE Executable Jar File 10/1/2003 10:43 AM
|19 object(s) 16.7 MB [\ my Computer 4

Figure F.16 — ASSET Folder Structure

To uninstall ASSET and all the components that were installed when ASSET was installed, you will need
to uninstall the ASSET program files, JRE, and MSDE. Each of these uninstallation processes will need
to be performed separately.

WARNING: Uninstalling ASSET will delete the database that contains your assessment data! It is
important to export all your data to a backup XML file before uninstalling ASSET!

F.3 Uninstalling ASSET Program Files

The process required to uninstall ASSET is similar to the uninstall process of other Windows-based
applications. Select Settings, then Control Panel, then Add/Remove Programs, from the Start Menu.
Select NISTASSET and Change/Remove, then OK.
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Confirm Uninstall x|

Are wou sure you want ko completely remove 'MISTASSET' and all of its components?

2K, I iZancel |

Figure F.17 — ASSET Confirmation Dialog Box

The uninstallation process will delete both the ASSET — System and ASSET — Manager databases. Click
OK to close the dialog boxes.

x
@ Deleted ASSET Manager Database

Figure F.18 — Confirmation of ASSET — Manager Database Deletion

x
@ Deleted ASSET Swstem Database

Figure F.19 — Confirmation of ASSET — System Database Deletion

The progress of the ASSET uninstallation will be shown in a progress window.
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InstallShield Wizard B N

Setup Status

MISTASSET Setup iz performing the requested operations.

= 9%

|metallShield

Cancel

Figure F.20 — ASSET Uninstall Status Window

Once the ASSET uninstall process is complete, you will need to select Finish.
If files have been added to the NIST ASSET program folder, the uninstallation process will not delete this

folder and any added files. This folder must then be manually deleted to complete the uninstallation
process.
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Installshield Wizard

Maintenance Complete

InstallShield \wizard hasz finished performing maintenance
operations on MISTASSET.

¢ Back | Finizh I Larcel

Figure F.21 — ASSET Uninstall Complete Window
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Appendix G—Version 1 to 2 Upgrade Process

Once you determined whether you will use the upgrade or full installation path, there are several steps to

follow to ensure a successful installation. The following two flowcharts provide a visual description of

the steps involved with a full or upgrade installation.

IHardware:

No

:- Pentium Il 1.0GHz
e 256 MBRAM ~
| . ~ Hardware
1~ - 120 MB disk space = requirements
satisfied ?
Yes
Can you
Nili?;l:g ,90 Yes uninstall MSDE
’ 20007?
Yes
No Uninstall
MSDE 2000
I'software: \
MSDE 1.0 or

. MS Access 9.0 or ~
o  Office 2000Server >~
Extensions

Software
requirements
satisfied ?

|
|
|
| No—p

Full installation
using the ASSET
v1.04 installer
(Manual
Appendix F)

Yes

v

Full installation
using the ASSET
v2.0 installer
(Manual
Chapter 3)

End

Go to
Upgrade
chart

ASSET cannot be
installed.

Figure G.1 — Full Installation Process
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Backup your data

using the Export

feature (Manual
Section 4.8)

Have you
backed up your
data?

Yes

v

Upgradeusing the
ASSET V2 installer
(Manual
Chapter 3)

End

Figure G.2 — Upgrade Installation Process
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