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Knowledge Based Authentication

Type Method Sources
Negative Check information Compare against knoewn
provided for association fraud or bad check
with knewn incidents of databases

fraudulent behavior

Positive Compare information Consumer reporting
provided with a trusted agency

third party source

Logical Analyze logical Commercial verification
consistency between products
iInfermation provided



Validating and verifying information

Element

Address

Phone
number

Social
Security
number

Drivers

license

Date of birth

Validation

eDeliverable
Standardized

*Area code/format
*Prefix to zip
«Cell phone or pager

sFormat

s|ssued - includes state
and years ofi issuance

sDeceased

sFormat correct for
state

Full DOB or year only

Verification

eResidential or business
o\atch to full name/surname

Residential or business

Match to full
name/surname and/or
address

o\atch to full name/surname
and/or address

Based on fulll SSN or last
four

Match to full
name/surname and/or
address

sMatch to input

sComparison tor SSN (if
provided)



KBA - levels of authentication

cUStomer data against demogiiapnic

y DELErMINENIKENINOOA Cidtia WS ProVvided oy
actlalfconsumenrusineglconsumer credit diatea

ShicllENLENESPONSENUESHERISIORIVAE
plstiapi e Wetiiel iaemy




- Authentication data sources

= Current sources

o Consumer credit

+ Consumer demographic

+ Vehicle ownership

+ Property ownership
+ Reference files

+ Known fraud data
= Desired source

+ SSA verification




Consumer authentication - level one

Veny alidentining Checks

[iemnmELIon
Address, SSN,
phone, DL validity

Name/address
verification to other

iInput elements

Date ol birth 1 High risk address
and phone

Phionenumioer
OFAC screening

Verification score




Data elements

Credit hea-d-ér- - Address data -
1 includes SSN Standardization, residential,
. and DOB data deliverable address,
Telephone data, .

area code files | - change of address

== 5 e |

Demographic Data

i

Soclall Security,
Administration
__'-- p—

o High risk
TR BN

) o e address, phone

f ”/

¥

“ Driver’s

Business data - license data

address, phone




Level one — performance summary

Worst scoring Non-frauds

9.9Y0 9. 760

Score cut-off —example
= 90.10% accounts pass score, 9.9% referred
» 48.53% bad accounts captured, 51.47% get questions

» 9.76% good account referred, 90.24% good accounts
pass




Consumer authentication - level two

I"conRsSUImer

= 220 million
consumers

» Updated
continuously

» Reported by >30K

contributors

=« Financial services,
retail, automotive,
telecommunica-
tions

» FCRA data
accuracy
regulations




Authentication score (KS =57.21)

Low risk — Fraud rate =

1.34% (50% of population,

9.5% frauds)

GRSk

= EalUiEie =
ter

429% (L0% i 9o gtlfziiien);
59% freltiels)

50% |
40% i -
Interval 30% !
Fraud
Rate Sample
20% Fraud &
Rate = 7%
10% - .
0% [ . . l
. 223- 146-
305 | 684 | 610 | 488 | 411 | 316 | o29o | [6-145 2375 | 122
m Score Interval | 0.39% | 0.62% | 1.52% | 1.28% | 2.90% | 2.80% | 3.89% | 6.07% | 9.84% 42.15%

Authentication Score Band



Data predictiveness

Analysis results

Fraud capture in the worst 10%
80

Verification CB Alerts Credit Attributes Combined



Level three - challenge/response

ShiciliEngE/ESPONSENYUESTIRSeRIVAIE COnSHImERTOUIG
KARIONY

Data Sources

= Consumer credit

Uémgr,,rms es = Vehicle Ownership

o)if rJIJ~5 rms
ANSWEr Chiol

= Property Ownership

= Reference files

L9
=

(b,
(ab

fob
DS

COIrECT ansSWer now
dlWay/ S present




Types of challenge questions

= Vehicle make and model, year
= County of residence

= SSNissue state

= Previous city

= Previous street

« Mortgage lender and payment
» Auto lienholder and payment
= Year home built

» Estimated market value of home

= Last four of SSN

=« Student loan provider



Known fraud data

Credit cards

Telecommunications

Online retailers

‘Shared Fraud.
1 Database

Automotive lenders



Fraud Rate

Combining known fraud data

70%

60%

50%

40%

30%

20%

10%

0%

Verification score, shared fraud data

M Score > X

1 Address
Hit

2 Address 3 Address

Hits

B Score <X

Hits

DL Hits SSN Hits

Type of Hit

4+ Address Phone Hits
Hits

Multi Hits



Conclusion

Knoewn firaud adata I
penavior

Ultimate Autl:
compine ail t

Verification rror

Administration
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