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Foreword tc  \l 1 "Foreword"
ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the specialized system for world-wide standardization.  National bodies that are members of ISO or IEC participate in the development of International Standards through technical committees established by the respective organizations to deal with particular fields of technical activity.  ISO and IEC technical committees collaborate in fields of mutual interest.  Other international organizations, governmental or non-governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC1.

An International Standardized Profile is an internationally agreed, harmonized document which identifies a standard or group of standards, together with options and parameters, necessary to accomplish a function or set of functions.

Draft International Standardized Profiles are circulated to national bodies for voting.  Publication as an Interantional Standardized Profile requires approval by at least 75% of the national bodies casting a vote.

This ISP, ISO/IEC ISP 15125 was prepared with the collaboration of the following organizations:

· Asia-Oceania Workshop (AOW)

· European Telecommunications Standards Institute (ETSI) 

· European Workshop for Open Systems (EWOS)

· Open Systems Environment Implementor’s Workshop (OIW)

ISO/IEC ISP 15125 consists of the following parts under the general title Information Technology - International Standardized Profiles ISO/IEC ISP 15125 - The Directory
· Introduction

· Supporting Layers

· Part 0 - Common Upper Layer Requirements for the Directory

· Part 1-ADY11:
DUA support of Directory Access Protocol

· Part 2-ADY12:
DUA support of Distributed Operations

· Part 3-ADY21:
DSA support of Directory Access Protocol

· Part 4-ADY22:
DSA support of Distributed Operations

· Part 5-ADY41:
DUA Authentication as DAP initiator

· Part 6-ADY42:
DSA Authentication as DAP responder

· Part 7-ADY43:
DSA Authentication for DSP

· Part 9-ADY45:
DSA Access Control 

· Part 10-ADY51:
Shadowing using ROSE

· Part 11-ADY52:
Shadowing using RTSE

· Part 12-ADY53:
Shadowing subset

· Part 13-ADY61:
Administrative areas

· Part 14-ADY62:
Establishment and utilization of shadowing agreements

· Part 15-ADY63:
Schema administration and publication

· Part 16-ADY71:
Shadowing Operational Binding

· Part 17-ADY72:
Hierarchical Operational Binding

· Part 18-ADY73:
Non-specific Hierarchical Operational Binding

ISO/IEC ISP 15126 consists of the following parts under the general title Information Technology-International Standardized Profiles ISO/IEC ISP 15126 -The Directory

· Part 1-FDY11:
Common Directory Use

· Part 2-FDY12:
Directory System Schema

The present document contains two normative annexes:

· Annex A: Profile Requirements List of ISO/IEC ISP 15125-3 - DSA support of Directory Access Protocol
· Annex B: Profile Specific Implementation Conformance Statement (ICS)

Introduction tc  \l 1 "Introduction"
The concept and structure of International Standardized Profiles for Information Systems are laid down in the Technical Report ISO/IEC TR 10000.  The purpose of an International Standardized Profile is to recommend when and how certain information technology standards shall be used.  This International Standardized Profile ISO/IEC ISP 15125-3 specifies application profile ADY21 as defined in the Technical Report ISO/IEC TR 10000-2.

ISO/IEC ISP 15125 is one of a set of International Standardized Profiles relating to the Directory (see TR10000-2) for the ‘93 standards.

ISO/IEC ISP15125-3 profiles the use of the Directory Access Protocol (DAP) by a Directory System Agent (DSA).

This International Standardized Profile (ISP) is defined within the context of Functional Standardization, in accordance with the principles specified by ISO/IEC TR 10000, "Framework and Taxonomy of International Standardized Profiles". The concept of Functional Standardization is one part of the overall field of Information Technology (IT) standardization activities, covering base standards, profiles, and registration mechanisms. A profile defines a combination of base standards that collectively perform a specific well-defined IT function. Profiles standardize the use of options and other variations in the base standards, and provide a basis for the development of uniform, internationally recognized system tests.

One of the most important roles for an ISP is to serve as the basis for the development (by organizations other than ISO and IEC) of internationally recognized tests and test methods. ISPs are produced not simply to "legitimize" a particular choice of base standards and options, but to promote real system interoperability. The development and widespread acceptance of tests based on this and other ISPs is crucial to the successful realization of this goal.

The text of this ISP was developed in close co-operation among the Directory Expert Groups of the three International OSI Workshops:

SYMBOL 183 \f "Symbol" \s 10 \h
OSE Implementors Workshop (OIW)

SYMBOL 183 \f "Symbol" \s 10 \h
The European Workshop for Open Systems (EWOS) and 

SYMBOL 183 \f "Symbol" \s 10 \h
The OSI Asia-Oceania Workshop (AOW). 

Information Technology - International Standardized Profile

15125 - The Directory

Part 3:  DSA Support of Directory Access  

1
Scopetc  \l 1 "1
Scope"
ISO/IEC ISP 15125-3 (ADY 21) profiles the primary DSA conformance requirements for Directory Access. It addresses non-distributed environments, with unsigned operations, and security levels of none, simple without password, and simple with password. 

This part of ISO/IEC ISP 15125 only addresses DSA Directory Access in a non-distributed environment. If DSA Directory Access in a distributed environment is required, the DSA shall conform to ISO/IEC ISP 15125-4 (ADY 22), DSA support of Distributed Operations, in addition to this part of the ISP. 

The security requirements in this part of the ISP apply only for the cases where the security levels is none, simple without password, or simple with unprotected password.  If simple authentication with protected password or strong authentication is required, the DSA shall conform to ISO/IEC ISP 15125-6 (ADY 42), DSA Authentication as DAP Responder, in addition to this part of the ISP.

This part of the ISP only addresses DSA performing unsigned operations. If digitally signed operations are required, the DSA shall conform to ISO/IEC ISP 15125-6 (ADY 42), DSA Authentication as DAP Responder, in addition to this part of the ISP.

1.1
Generaltc  \l 2 "1.1
General"
ISO/IEC ISP 15125-3 covers the use of the Directory Access Protocol, as defined in 1993 ITU-T X.500 series of Recommendations and  ISO/IEC 9594 : 1995, by a DSA which receives a request from a DUA and responds with a result or an error.

The objective of this part is to define capabilities and constraints in support for DAP by DSAs so that DUAs will be able to interwork with the Directory.  

1.2
Position within the taxonomytc  \l 2 "1.2
Position within the taxonomy" 

This document, part 3 of ISO/IEC ISP 15125 is one part of a multi part ISP identified in ISO/IEC TR 10000-2 as "ADY21, DSA Support of Directory Access".

It may be combined with other parts of ISO/IEC ISP 15125, or with ISO/IEC ISP 15126 specifying the normal use of the directory, and with T-Profiles specifying the OSI connection-mode transport service

1.3
Scenariotc  \l 2 "1.3
Scenario"
The DUA interacts with the Directory by communicating with one or more DSA.  The DSA is responsible for carrying out the requests of DUAs, and communicating with other DSAs in order to obtain information when it is not held locally within the DSA.  It may obtain the information by interacting with other DSAs on behalf of the DUA.  Specifications of this part of ISO/IEC ISP 15125 apply to the responder role of DAP within a DSA as shown in Figure 1.
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2
Normative Referencestc "2
Normative References" \l 1
The following ITU-T Recommendations  and International Standards contain provisions which, through references in this text, constitute provisions of this International Standardized Profile. At the time of publication, the editions indicated were valid. All documents are subject to revision, and parties to agreements based on this International Standardized Profile are warned against automatically applying any more recent editions of the documents listed below, since the nature of references made by ISPs to such documents is that they may be specific to a particular edition.

Members of IEC and ISO maintain registers of currently valid International Standards and ISPs, and ITU-T maintains published editions of its current Recommendations.

2.1
Paired ITU-T Recommendations | International Standards equivalent in technical contenttc "2.1
Paired ITU-T Recommendations | International Standards equivalent in technical content " \l 2
· ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1995, Information technology -- Open Systems Interconnection -- The Directory: Overview of concepts, models and services.

· ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995, Information technology -- Open Systems Interconnection -- The Directory: Models.

· ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1995, Information technology -- Open Systems Interconnection -- The Directory: Abstract service definition.

· ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4:1995, Information technology -- Open Systems Interconnection -- The Directory: Procedures for distributed operations.

· ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995, Information technology -- Open Systems Interconnection -- The Directory: Protocol specifications.

· ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology -- Open Systems Interconnection -- The Directory: Selected attribute types.

· ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995, Information technology -- Open Systems Interconnection -- The Directory: Selected object classes.

· ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology -- Open Systems Interconnection -- The Directory: Authentication framework.

· ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:1995, Information technology -- Open Systems Interconnection -- The Directory: Replication.

· ITU-T Recommendation  X.583 (1997) | ISO/IEC 13248-1: 1997, Information technology -- Open Systems Interconnection -Directory Access Protocol: Protocol Implementation Conformance Statement (PICS) Proforma.
· ITU-T Recommendation X.680: 1994 | ISO/IEC 8824-1:1994, Information technology - Open Systems Interconnection (OSI) - Abstract Syntax Notation One (ASN.1): Specification of basic notation.

· ITU-T Recommendation X.681: 1994 | ISO/IEC 8824-2:1994, Information technology - Open Systems Interconnection (OSI) - Abstract Syntax Notation One (ASN.1): Information Object Specification.

· ITU-T Recommendation X.682: 1994 | ISO/IEC 8824-3:1994, Information technology - Open Systems Interconnection (OSI) - Abstract Syntax Notation One (ASN.1): Constraints Specification.
· ITU-T Recommendation X.683: 1994 | ISO/IEC 8824-4:1994, Information technology - Open Systems Interconnection (OSI) - Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specification.

· ITU-T Recommendation X.684: 1994 | ISO/IEC 8825-1:1994, Information technology - Open Systems Interconnection (OSI) - Specification of Abstract Syntax Notation One (ASN.1) Encoding Rules: Basic, Canonical and Distinguished Encoding Rules.

· ITU-T Recommendation X.880: 1994 | ISO/IEC 13712-1:1994, Information technology - Open Systems Interconnection (OSI) - Remote Operations: Concepts models and notation.

· ITU-T Recommendation X.881: 1994 | ISO/IEC 13712-2:1994, Information technology - Open Systems Interconnection (OSI) - OSI Realizations - Remote Operations Service Element (ROSE) service definition.

· ITU-T Recommendation X.882: 1994 | ISO/IEC 13712-3:1994, Information technology - Open Systems Interconnection (OSI) - OSI Realizations - Remote Operations Service Element (ROSE) protocol specification.

2.2
Normative Amendments and Technical Corrigenda

tc "2.2
Normative Amendments and Technical Corrigenda " \l 2
· Technical Corrigendum 1 to Recommendation X.501 (1993) | ISO/IEC 9594-2:1995 (covering resolutions to defect reports 088, 089, 090, 091, 102, 104, 125)

· Draft Technical Corrigendum 2 to Recommendation X.501 (1993) | ISO/IEC 9594-2:1995 (covering resolutions to defect reports 134, 136, 140, 143, 144, 145, 147, 149, 171, 172, 174)

· Technical Corrigendum 1 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (covering resolutions to defect report 128)

· Technical Corrigendum 2 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (covering resolutions to defect report 077, 078, 083, 084)

· Draft Technical Corrigendum 3 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (covering resolutions to defect report 80, 92, 100, 177, 183, 194, 196)

· Technical Corrigendum 1 to Recommendation X.511 (1993) | ISO/IEC 9594-3:1995 (covering resolutions to defect report 085)

· Draft Technical Corrigendum 2 to Recommendation X.511 (1993) | ISO/IEC 9594-3:1995 (covering resolutions to defect reports 104, 119, 133, 137, 138, 148, 150, 175)

· Technical Corrigendum 1 to Recommendation X.518 (1993) | ISO/IEC 9594-4:1995 (covering resolutions to defect reports 094, 106, 108, 109, 111, 112, 113, 114, 115)

· Draft Technical Corrigendum 2 to Recommendation X.518 (1993) | ISO/IEC 9594-4:1995 (covering resolutions to defect reports 116, 117, 118, 119, 120, 121, 130, 152, 153, 154, 155, 156, 158, 160, 161, 165, 167)

· Technical Corrigendum 1 to Recommendation X.519 (1993) | ISO/IEC 9594-5:1995 (covering resolutions to defect reports 075, 124)

· Draft Technical Corrigendum 2 to Recommendation X.519 (1993) | ISO/IEC 9594-5:1995 (covering resolutions to defect reports 127, 139)

· Technical Corrigendum 1 to Recommendation X.520 (1993) | ISO/IEC 9594-6:1995 (covering resolutions to defect reports 076, 122, 127)

· Draft Technical Corrigendum 2 to Recommendation X.520 (1993) | ISO/IEC 9594-6:1995 (covering resolutions to defect reports 135, 146)

· Technical Corrigendum 1 to Recommendation X.525 (1993) | ISO/IEC 9594-9:1995 (covering resolutions to defect reports 097, 099, 123)

· Draft Technical Corrigendum 2 to  Recommendation X.525 | ISO/IEC 9594-9:1995 (covering resolutions to defect reports 132, 141, 142)

2.3
Additional normative referencestc "2.3
Additional normative references" \l 2
· CCITT Recommendation X.200 (1988) Reference Model of Open Systems Interconnection for CCITT Applications.

· ISO 7498:1984, Information Processing Systems - Open Systems Interconnection - Basic Reference Model.
· ISO/IEC 9646-1:1994, Information technology -- Open Systems Interconnection -- Conformance testing methodology and framework - Part 1: General concepts.
· ISO/IEC 9646-7:1995, Information technology -- Open Systems Interconnection -- Conformance testing methodology and framework - Part 7: Implementation conformance statements 

· ISO/IEC TR 10000-1:1995, Information Technology - Framework and taxonomy of International Standardized Profiles - Part 1:  Framework.

· ISO/IEC TR 10000-2:1995, Information Technology - Framework and taxonomy of International Standardized Profiles - Part 2:  Taxonomy of Profiles.

3
Definitionstc "3
Definitions" \l 1
For the purposes of ISO/IEC ISP 15125-3, the following definitions apply.

3.1
Directory definitionstc "3.1
Directory definitions" \l 2
ISO/IEC ISP 15125-3 uses terms defined in ITU-T Recommendations X.500 (1993) | International Standards ISO/IEC 9594:1995.

3.2
Conformance definitionstc "3.2
Conformance definitions" \l 2
The following terms are defined in ISO/IEC 9646:

a)
Protocol Implementation Conformance Statement (PICS);

b)
PICS Proforma;

c)
Profile Requirements List (PRL)

d)
conformance;

e)
mandatory requirement;

f)
optional requirement;

g)
conditional requirement.

3.3
Basic directory conformance definitionstc "3.3
Basic directory conformance definitions" \l 2
The following terms are defined in this part of the ISP:

APDU size (for sending/receiving):  the size of the sent/received transfer encoding, including the ROSE header.

Centralized DSA:  a DSA that is not capable of holding knowledge information about other DSAs.  Such a DSA is not capable of returning referrals.

Chaining DSA:  a cooperating DSA that is capable of invoking chained operations, functioning as a DSP invoker.  A chaining DSA is also a cooperating DSA.

Cooperating DSA:  a DSA that is capable of holding knowledge references.  Such a DSA is capable of returning referrals, and may also be a chaining DSA.

4

Abbreviationstc  \l 1 "4
Abbreviations" 

ACSE
Association Control Service Element

APDU
Application Protocol Data Unit

ASN.1
Abstract Syntax Notation One

AVA
Attribute Value Assertion

CCITT
International Telegraph and Telephone Consultative Committee (now ITU-T)

DAP
Directory Access Protocol

DIB
Directory Information Base

DIT
Directory Information Tree

DN
Distinguished Name

DSA
Directory System Agent

DSP
Directory System Protocol

DUA
Directory User Agent

IEC
International Electrotechnical Commission

IPRL
ISPICS Requirements List

ISO
International Organization for Standardization

ISP
International Standardized Profile

ISPICS
ISP Implementation Conformance Statement

ITU
International Telecommunication Union

ITU-T
ITU Telecommunication Standardization Sector

OSI
Open Systems Interconnection

PDU
Protocol Data Unit

PICS
Protocol Implementation Conformance Statement

PRL
Profile Requirements List

RDN
Relative Distinguished Name

ROSE
Remote Operations Service Element

SPDU
Session Protocol Data Unit

SSDU
Session Service Data Unit

5

Conformancetc  \l 1 "5
Conformance"
This ISP states requirements on implementations to achieve interworking.  A claim of conformance to this ISP is a claim that all requirements in the relevant base standards are satisfied, and that all requirements in the following clauses and in Annex A of this ISP are satisfied.  Annex A states the relationship between these requirements and those of the base standards.

To conform with ISO/IEC ISP 15125-3, implementations shall conform to all requirements of ISO/IEC 9594-5 clause 9.2 for a DSA implementing the directoryAccessAC application context, including the requirements directly and indirectly referenced by that clause.  A DSA claiming conformance to this part of ISO/IEC ISP 15125 shall also satisfy the requirements specified in 5.1 through 5.3 following.

For an implementation to conform to ISO/IEC ISP 15125-3, the behavior of each operation and protocol element, whether supported or not, shall conform to the provisions of this part of ISO/IEC ISP 15125.

5.1
Conformance Statementtc  \l 2 "5.1
Conformance Statement"
For each implementation claiming conformance to ISO/IEC ISP 15125-3, an appropriate set of PICS, ITU-T Recommendation X.583 (1997) | ISO/IEC 13248-1: 1997,  shall be produced stating the support or non-support of each option identified.

The PICS shall satisfy all requirements defined in ITU-T X.519 (1993) | ISO/IEC 9594-5 : 1995, clause 9.2.1, in addition to the PRL found in Annex A and the Profile Specific ICS  found in Annex B of this document.
ITU-T Recommendation  X.583 (1997) | ISO/IEC 13248-1: 1997 covers all aspects of the DAP protocol. For the purpose of conformance for this part of the ISP the implementation need only demonstrate support appropriate to this part of the ISP (i.e. DSA column and unsigned operations).

5.2
Static Conformance Requirementstc  \l 2 "5.2
Static Conformance Requirements"
To conform to this part of ISO/IEC ISP 15125, implementations shall conform to all requirements of clause 9.2.2 in ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995 : 1995 for a DSA supporting the directoryAccessAC application context, and shall conform to the requirements stated in Annex A and the remainder of this section.

Each feature (operation or protocol element) listed in Annex A is designated as having a support requirement of mandatory, optional, conditional, excluded, out-of-scope, or not applicable.  Some features have a conditional designation specifying whether the feature is mandatory or optional based on a predicate.  The conditions and predicates are stated in the PRL.  Implementations shall support all features designated mandatory in the PRL except those that are part of an unsupported protocol element.  Where protocol elements are nested, the requirement to support the nested element is relevant only when the immediately containing element is supported.

5.2.1
APDU Sizetc  \l 3 "5.2.1
APDU Size"
DSAs shall be capable of accepting and processing operation request APDUs of at least 1Mb.  DSAs shall be capable of sending response APDUs of at least 1Mb in length.

5.2.2
Distributed Directorytc  \l 3 "5.2.2
Distributed Directory"
Each DSA shall support the minimal knowledge requirements defined in ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995 clause 18.4, and the associated DAP protocol elements and capabilities.  The minimal knowledge requirements include the capability to support minimal knowledge references Superior Reference and Subordinate Reference) as described in clause 18.3.2 of ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995.  For the operation and requirements of the Distributed Directory refer to ISP 15125-4: DSA support of Distributed Operations 

5.3
Dynamic Requirementstc  \l 2 "5.3
Dynamic Requirements"
To conform to this part of ISO/IEC ISP 15125, implementations shall conform to all dynamic requirements of ISO/IEC 9594-5 clauses 9.2.3 and 7.5, for a DSA supporting the directoryAccessAC application context.  Implementations shall conform to all procedures specified in the referenced base standards as amended by the corrigenda and defect reports.  Implementations shall support all procedures and capabilities in the base standards as they relate to operations and protocol elements for which support is claimed in the ISPICS.  Protocol elements for which support is not claimed on the ISPICS shall not be generated, except when being propagated in a chained operation or response.

5.3.1
APDU sizetc  \l 3 "5.3.1
APDU size"
When an oversize request APDU is received or an oversize response APDU would be sent, it may be discarded, and the appropriate error (i.e., Service Error "unwillingToPerform" or "administrativeLimitExceeded") should be returned. In the case of a List or Search operation rather than  returning an error the DSA should return a partialOutcomeQualifier with LimitProblem set to administrativeLimitExceeded (See Recommendation X.511 (1993) | ISO/IEC 9594-3:1995 clause 10.1.3

Note 1 - A DSA may be operated with administrative limits on APDU size lower than those specified in the static conformance requirements.  The possible effects on distributed operations should be considered in establishing such limits.

Note 2 - This part of ISO/IEC ISP 15125 does not impose constraints on the actions of the supporting layers upon receiving APDUs in excess of the limits specified.
5.3.2
Filter Constraintstc  \l 3 "5.3.2
Filter Constraints"
Each DSA shall support at least 32 FilterItems in a SearchArgument, and shall support the nesting of at least eight levels deep for any possible combination of elements of the Filter (i.e., Choice of item, and or, and not).



Note - An implementation may constrain the deepest of the eight levels to be a FilterItem element.

When a request exceeding the filter constraints is received, the DSA may refuse to perform the request if the DSA reaches the operation evaluation phase, in which case the serviceError response shall be ServiceProblem, unwillingToPerform. If  List or Search Results have been received from other DSAs, the partialOutcomeQualifier mechanism should be used in place of an error. 

A DSA shall support search strings ("initial", "any", or "final" elements) of at least 1024 characters.  For approximate matching, a DSA is not required, by this profile, to use any matching rule other than the relevant equality matching rule.

5.3.3
Error Handlingtc  \l 3 "5.3.3
Error Handling"
If a request has more than one attribute in error, the DSA is not required to report all the attributes that are in error in the returned AttributeError.

5.3.4
Security Requirements

The security requirements of ISO/IEC 15125-3 apply only for the cases where the security level is none, simple without password, or simple with unprotected password.  If simple authentication with protected password or strong authentication is required, the DSA shall conform to ISO/IEC ISP 15125-6 (ADY 42), DSA Authentication as DAP Responder, in addition to this part of the ISP.  If Basic Access Control or Simple Access Control is required, the DSA shall conform to ISO/IEC 15125-9 DSA Access Control.

5.3.5
Directory Schema

DSAs conforming to this part of ISO/IEC 15125 shall comply with ISO/IEC 15126-1 (FDY 11):  Common Directory Use, and ISO/IEC 15126-2 (FDY 12):  Directory System Schema.

tc "Annex A
Profile Requirements List" \l 1(Normative)
 Profile Requirements List 

In the event of a discrepancy becoming apparent in the body of this part of ISO/IEC ISP 15125 and the tables in this annex, this annex is to take precedence.

A.1
Introductiontc "A.1
Introduction" \l 1
This annex specifies the constraints and characteristics on what shall or may appear in an implementor’s PICS for an implementation conformant to this part of ISO/IEC ISP 15125. This annex identifies restrictions placed by this part of the ISP on the corresponding base specification requirements.

A.2
Identification of the Implementationtc "A.2
Identification of the Implementation" \l 1
A.2.1
Identification of the PICStc "A.2.1
Identification of the PICS" \l 2
This part of the ISP is based on ITU-T Recommendation  X.583 (1997) | ISO/IEC 13248-1: 1997, Information technology -- Open Systems Interconnection -Directory Access Protocol: Protocol Implementation Conformance Statement (PICS) Proforma. PRL tables, while not following the same numbering as the PICS, carry the same title as the PICS. Implementations compliant with this part of the ISP should show support, based on this part of the ISP, in the PICS. The PICS covers all aspects of the DAP protocol, which is a broader scope than covered in this part of the ISP. Implementations showing support for this part of the ISP should address the following ICS tables:

· All general ICS tables (i.e. those tables which are not associated with a DUA or DSA). These are tables which do not delineate support for DUAs and DSAs. (PICS clause A.3, A.4, A.5, and subclause A.6.1)

· ICS tables which are included in a clause associated with a DSA. (PICS subclause A.6.2.1)

· The DSA support column for ICS tables which delineate between DUAs and DSAs support. Where the DSA support column is further delineated between digitally signed and unsigned columns, the unsigned column should be used (PICS subclause A.6.3).

A.3
Instructions tc "A.3
Instructions " \l 1
A.3.1
Purpose and structure of the PRLtc "A.3.1
Purpose and structure of the PRL " \l 2
The purpose of this PRL is to provide suppliers of  implementations of the ITU-T Recommendations X.500 (1993) | International Standards ISO/IEC 9594:1995 with a consistent  expression of restrictions to the corresponding PICS proforma based on this part of the ISP.

The PRL is in the form of a set of items. An item is provided for each capability for which an implementation choice is allowed. Items are also provided for mandatory capabilities for which no implementation choice is allowed. Each item includes an item number, item description, a protocol status value (which reflects the base specification requirements as expressed in the PICS), a profile status value (which reflects restrictions to the PICS imposed by this part of the ISP), a predicate column (which predicates set or employed by the profile), and profile note column.

This clause provides general information and instructions for completion of the proforma.

Subclause A.4 contains the PRL tables.

Subclause B.1 is for the identification of the technical corrigenda to this part of the ISP.
A.3.2
Symbols, terms, and abbreviationstc "A.3.2
Symbols, terms, and abbreviations " \l 2
A.3.2.1
Introductiontc "A.3.2.1
Introduction" \l 3
Notations have been introduced in order to reduce the size of the tables in the PRL. These have allowed the use of multi-column layout where the columns are headed ‘Protocol Status’ and ‘Profile Status’. Definitions of each are given below. Additionally, the following definitions apply:

protocol status (value):
An allowed entry in the status column for an item in a PICS proforma table;

profile status (value):
An allowed entry in the status column for an item in a PRL  table which reflects restrictions imposed by this part of the ISP;

A.3.2.2
Prerequisite notationtc "A.3.2.2
Prerequisite notation" \l 3
If a predicate applies to a whole table, a prerequisite line may be specified in front of the table to which it applies. A prerequisite line takes the form:



Prerequisite: <Predicate>

The meaning of such a line is that if <predicate> is True, then the table applies, else it is not applicable.

A.3.2.3
Item reference numberstc " A.3.2.3
Item reference numbers s" \l 3
Each line within the PRL is numbered at the left-hand edge of the line. This numbering is included as a means of uniquely identifying all possible implementation details within the PRL.  This referencing should be consistent with the corresponding PICS item reference.

The means of referencing individual responses is done by the following sequence:


-
a reference to the smallest enclosing the relevant item;


-
a solidus character, '/';


-
the reference number of the row in which the response appears;


-
if, and only if, more than one response occurs in the row identified by the reference number, then each possible entry is implicitly labeled a, b, c, etc. from left to right, and this letter is appended to the sequence.

An example of the use of this notation would be A.6.3.3.1.1/1, which refers to the support for credentials in a DirectoryBind protocol data unit.

A.3.2.4
 Protocol Status columntc " A.3.2.4
 Protocol Status column " \l 3
This column indicates the level of support required for conformance to this ITU-T | ISO/IEC standard, as expressed in the PICS.

The values are as follows:

m
the capability is required to be implemented, in conformance with the related specification;

o
the capability may be implemented, and if it is implemented it is required to conform to the related specification

c
the requirement on the capability depends on the selection of other optional or conditional items;

i
the capability is outside the scope of the PICS, and hence irrelevant and not subject to conformance testing;

-
in the given context it is impossible to use this capability. 

Nested conditionals are denoted by nested numbering (e.g. 1, 1.1, 1.1.1, etc.) of the item descriptions in the tables. A table may have zero, one or more levels of nesting.  The status of a leading  item is specified by its status entry, as defined above.  The status of a subordinate (that is nested) item is specified as follows: If the superior item is supported, the status of the subordinate item is determined by its status column entry and applicable predicate, if any.  If the superior item is not supported, the subordinate item is not applicable, independent of its status column entry.

Note:  It is possible to label conditional and optional status items (usually by use of a number). For the purpose of the PRL, in order to avoid confusion between the Protocol Status and Profile Status numbering, conditional and optional numbering as expressed in the PICS, and associated Protocol Status column, is dropped. The notation is instead replaced with ‘cn’ and ‘o.n’ to reflect that the PICS conditional and optional items have associated numbers. 

A.3.2.5
 Profile Status columntc " A.3.2.5
 Profile Status column " \l 3
This column indicates the level of support required for conformance to this part of the ISP.

The values are as follows:

m
the capability is required to be implemented, in conformance with the related specification;

o
the capability may be implemented, and if it is implemented it is required to conform to the related specification

c
the requirement on the capability depends on the selection of other optional or conditional items;

i
the capability is outside the scope of the this part of the ISP, and hence irrelevant and not subject to conformance testing;

-
in the given context it is impossible to use this capability. 

Nested conditionals are denoted by nested numbering (e.g. 1, 1.1, 1.1.1, etc.) of the item descriptions in the tables. A table may have zero, one or more levels of nesting.  The status of a leading  item is specified by its status entry, as defined above.  The status of a subordinate (that is nested) item is specified as follows: If the superior item is supported, the status of the subordinate item is determined by its status column entry and applicable predicate, if any.  If the superior item is not supported, the subordinate item is not applicable, independent of its status column entry.

A.3.2.6
Predicate columntc "A.3.2.6
Predicate column " \l 3
The item number contained in the predicate column, if any, means that the status in the "Profile Status" column applies only when the PRL states that one or more features identified by the item is supported.

A3.2.7
Predicate Nametc " A3.2.7
Predicate Name " \l 3
The predicate name indicates that name upon which the predicate is based.  A predicate name flagged with an asterisk preceding the predicate name indicates the condition by which the predicate is being set.  A predicate name not flagged with an asterisk indicates the predicate on which the conditional support is based.  

A.3.2.8
Note columntc " A.3.2.8
Note column " \l 3
This column  indicates the following:

notexx
-
refers to Note xx;

See xx
-
refers to Table xx.

See Part xx
-
refers to another part of the ISO/IEC ISP 15125 associated with the element.

Information entered into this column applies to the PRL and the Profile Status column. These notes may also have meaning to the Protocol Status column, however, notes specific to the Protocol Status column are found in the PICS.

A.4
PRL Tablestc " A.4
PRL Tables " \l 1
These tables reflect restrictions to the base specification imposed by this part of the ISP. Not all of the PICS tables are listed in this PRL, but instead just those deemed necessary to reflect the PRL. 

Cross references to the corresponding PICS tables are supplied in the table title. For instance  “Ref. A.6.3.3.1.1” would refer to table A.6.3.3.1.1 of Appendix A in the PICS.

Implementers should submit completed PICS based on guidance expressed in A.2.1 

A.4.1
Rolestc " A.4.1
Roles " \l 2
Ref. A.6.1

Item No.
Role
Protocol

Status
Profile

Status
Predicate
Note

1
Centralized DSA
o
m



2
Cooperating DSA
o
i

See Part 4

3
First-Level DSA
o
i

See Part 4

4
DUA for connection to centralized DSA
o
i

See Part 1

5
DUA for connection to cooperating DSA
o
i

See Part 2

A.4.2
General Capabilities and Global statement of conformancetc "A.4.2
General Capabilities and Global statement of conformance " \l 2
Answering "No" to A.6.2.1.1/1 in the PICS to element A.4.2.1/1 of this PRL indicates non-conformance to the protocol specification.  Non-supported mandatory capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conformant.  Such information shall be provided in subclause A.6.6 "Other Information" of the PICS.

A.4.2.1
General Capabilitiestc "A.4.2.1
General Capabilities " \l 3
Ref. A.6.2.1.1

Item No.
Question

Protocol

Status
Profile

Status
Predicate Name
Note

1
Are all mandatory general capabilities for the DSA implemented?

m
m



2
Are all mandatory first-level DSA requirements (ITU-T X.518 | ISO/IEC 9594-4) implemented?

cn
i

See Part 4

3
Are the minimum knowledge requirements (ITU-T X.501| ISO/IEC 9594-2) implemented?

m
i

See Part 4

4
Is asynchronous (ROSE class 2) mode of operation supported?

m
m
*Async-DSA


5
Does the DSA follow the rules of extensibility as defined in section 7.5 of ITU-T X.519 |  ISO/IEC 9594-5?

m
m



6
Is the alias mechanism implemented?

m
m



7
Does the DSA support the directoryAccessAC application-context?

m
m



8
Is the DSA capable of supporting collective attributes?

o
o



9
Is the DSA capable of supporting hierarchical attributes (Subtypes)?

o
o



10
Is the DSA capable of supporting auxiliary object classes?

o
m



11
Is the DSA capable of supporting the subschema administrative operational attributes?

o
m



12
Does the DSA support signed DAP operations and results?

o
i

See Part 6

13
Does the DSA support NSSR?

o
I

See Part 4

A.4.2.2
Supported Security Levelstc "A.4.2.2
Supported Security Levels " \l 3
Ref. A.6.2.1.2
Item No.
Question

Protocol

Status
Profile

Status
Predicate Name
Note

1
none
o.n
o



2
simple
o.n
c1
*Simple-DSA


2.1
unprotected
-
c:c2



2.2
protected
-
i

See Part 6

3
strong
o.n
i

See Part 6

4
external
i
i



c1:
If strong authentication is supported in ISO/IEC ISP 15125-6 (A.4.2.2/3) then o else m.

c2:
If simple protected authentication is supported in ISO/IEC ISP 15125-6 (A.4.2.2/2.2)  then o else m.

A.4.2.3
Supported Access Control Schemestc "A.4.2.3
Supported Access Control Schemes " \l 3
Ref. A.6.2.1.3

Item No.
Access Control Scheme

Protocol

Status
Profile

Status
Predicate Name
Note

1
Simplified Access Control
o
i

See Part 9

2
Basic Access Control
o
i

See Part 9

3
Other
i
i



A.4.3
Capabilities and options. tc "A.4.3
Capabilities and options" \l 2
This part of the ISP identifies the supported application context, the PDUs and operations.

The operation arguments and PDU parameters are identified.

A.4.3.1
Supported application context. tc "A.4.3.1
Supported application context" \l 3
The only application context supported is Directory Access application context.

A.4.3.2
Operations and extensionstc "A.4.3.2
Operations and extensions" \l 3
A.4.3.2.1
Operationstc " A.4.3.2.1
Operations" \l 4 
Ref. A.6.3.2.1

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
DirectoryBind
m
m



2
DirectoryUnbind
m
m



3
Read
m
m



4
Compare
m
m



5
Abandon
cn
c3
*Abandon
Note 1

6
List
m
m



7
Search
m
m



8
AddEntry
m
m



9
RemoveEntry
m
m



10
ModifyEntry
m
m



11
ModifyDN
m
m



c3: 
If [[Async-DSA]  then  support of  this feature is o

Note 1: 
The Abandon operation can only be supported if the asynchronous mode (ROSE class 2) of operation is supported in A.4.2.1/4.

A.4.3.2.2
Extensionstc " A.4.3.2.2
Extensions" \l 4
Ref. A.6.3.2.2

Item No.
Extension
Protocol

Status
Profile

Status
Predicate Name
Note

1
subentries
o
o



2
copyShallDo
o
o



3
attributesizelimit
o
o
*attrsizelimit


4
extraAttributes
o
o



5
modifyRightsRequest
o
o
*modrightsreq


6
pagedResultsRequest
o
o
*pageresreq


7
matchedValuesOnly
o
o
*matchvalonly


8
extendedFilter
o
o
*extfilter


9
targetSystem
o
o
*targetsystem


10
useAliasOnUpdate
o
o



11
newSuperior
o
o
*newsuperior


A.4.3.3
Protocol elementstc " A.4.3.3  Protocol elements" \l 3
Some protocol elements may be digitally signed. In those cases where an operation can be signed, suppliers of implementations claiming conformance to signed protocol elements, should see part 6 (ADY 42).
A.4.3.3.1
DirectoryBind Elementstc " A.4.3.3.1  DirectoryBind Elements" \l 4 

A.4.3.3.1.1
Directory Bind Argumentstc "A.4.3.3.1.1
Directory Bind Arguments " \l 5
Ref. A.6.3.3.1.1

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
credentials
cn
c4



1.1
simple
c:cn
c:c4



1.1.1
name
c:m
c:m



1.1.2
validity
c:o
c:o



1.1.2.1
time1
c:o
c:m



1.1.2.2
time2
c:o
c:o



1.1.2.3
random1
c:o
c:m



1.1.2.4
random2
c:o
c:o



1.1.3
password
c:o
c:o



1.1.3.1
unprotected
c:o.n
c:m



1.1.3.2
protected
c:o.n
i

See Part 6

1.1.3.2.1
algorithmIdentifier
c:m
-



1.1.3.2.2
encrypted
c:m
-



1.2
strong
c:cn
i

See Part 6

1.2.1
certification-path
c:o
-



1.2.2
bind-token
c:m
-



1.2.2.1
toBeSigned
c:m
-



1.2.2.1.1
algorithm 
c:m
-



1.2.2.1.2
name  
c:m
-



1.2.2.1.3
time
c:m
-



1.2.2.1.4
random
c:m
-



1.2.2.2
algorithmIdentifier
c:m
-



1.2.2.3
encrypted
c:m
-



1.2.3
name
c:o
-



1.3
externalProcedure
i
i



2
versions
m
m



2.1
v1
m
m



c4:
If  [Simple-DSA] then support of this feature is m else o.

A.4.3.3.1.2
Directory Bind Resulttc "A.4.3.3.1.2
Directory Bind Result " \l 5 
Ref. A.6.3.3.1.2

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
credentials
cn
c4



1.1
simple
c:cn
c:c4



1.1.1
name
c:m
c:m



1.1.2
validity
c:o
c:o



1.1.2.1
time1
c:o
c:m



1.1.2.2
time2
c:o
c:o



1.1.2.3
random1
c;o
c:m



1.1.2.4
random2
c:o
c:o



1.1.3
password
c:o
c:o



1.1.3.1
unprotected
c:o.n
c:m



1.1.3.2
protected
c;o.n
i

See Part 6

1.1.3.2.1
algorithmIdentifier
c:m
-



1.1.3.2.2
encrypted
c:m
-



1.2
strong
c:cn
i

See Part 6

1.2.1
certification-path
c:o
-



1.2.2
bind-token
c:m
-



1.2.2.1
toBeSigned
c:m
-



1.2.2.1.1
algorithm
c:m
-



1.2.2.1.2
name
c:m
-



1.2.2.1.3
time
c:m
-



1.2.2.1.4
random
c:m
-



1.2.2.2
algorithmIdentifier
c:m
-



1.2.2.3
encrypted
c:m
-



1.2.3
name
c:o
-



1.3
externalProcedure
i
i



2
versions
m
m



2.1
v1
m
m



c4:
If  [Simple-DSA] then support of this feature is m else o.

A.4.3.3.1.3
Directory Bind Errortc "A.4.3.3.1.3
Directory Bind Error " \l 5 
Ref. A.6.3.3.1.3

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
versions
m
m



1.1
v1
m
m



2
error
m
m



2.1
ServiceError
m
m



2.2
SecurityError
m
m



A.4.3.3.2
Directory Unbind Elementstc "A.4.3.3.2
Directory Unbind Elements" \l 4 

DirectoryUnbind has no arguments (see Section 8.2 of ITU-T X.511 | ISO/IEC 9594-3).

A.4.3.3.3
Read Elementstc "A.4.3.3.3
Read Elements" \l 4
Ref. A.6.3.3.3

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
ReadArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
selection
m
m



1.4
modifyRightsRequest
cn
c5



1.5
CommonArguments 
m
m
*Comm-Arg
See A.4.3.13

1.6
algorithmIdentifier
-
-



1.7
encrypted
-
-



2
ReadResult
m
m



2.1
toBeSigned
-
-



2.2
entry
m
m



2.3
modifyRights
o
o



2.3.1
item
c:m
c:m



2.3.1.1
entry
c:m
c:m



2.3.1.2
attribute
c:m
c:m



2.3.1.3
value
c:m
c:m



2.3.2
permission
c:m
c:m



2.4
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.5
algorithmIdentifier
-
-



2.6
encrypted
-
-



3
Errors
m
m



c5:
If [modrightsreq] then m else o

A.4.3.3.4
Compare Elementstc "A.4.3.3.4
Compare Elements" \l 4
Ref. A.6.3.3.4

IItem No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
CompareArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
purported
m
m



1.4
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.5
algorithmIdentifier
-
-



1.6
encrypted
-
-



2
CompareResult
m
m



2.1
toBeSigned
-
-



2.2
name
o
m



2.3
matched
m
m



2.4
fromEntry
m
m



2.5
matchedSubtype
o
m



2.6
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.7
algorithmIdentifier
-
-



2.8
encrypted
-
-



3
Errors
m
m



A.4.3.3.5
Abandon Elementstc "A.4.3.3.5
Abandon Elements" \l 4 
Ref. A.6.3.3.5

Prerequisite: [Abandon]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
AbandonArgument
m
m



1.1
nvokeID
m
m



2
AbandonResult
m
m



3
Errors
m
m



A.4.3.3.6
List Elementstc "A.4.3.3.6
List Elements" \l 4 
Ref. A.6.3.3.6

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
ListArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
pagedResults
cn
c7

See A.4.3.20

1.4
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.5
algorithmIdentifier
-
-



1.6
encrypted
-
-



2
ListResult
m
m



2.1
toBeSigned
-
-



2.2
listInfo
m
m



2.2.1
name
o
m



2.2.2
subordinates
m
m



2.2.2.1
rdn
m
m



2.2.2.2
aliasEntry
m
m



2.2.2.3
fromEntry
m
m



2.2.3
partialOutcomeQualifier
m
m



2.2.3.1
limitProblem
o
m



2.2.3.1.1
timeLimitExceeded
c:m
m



2.2.3.1.2
sizeLimitExceeded
c:m
m



2.2.3.1.3
administrativeLimitExceeded
c:m
m



2.2.3.2
unexplored
o
m



2.2.3.3
unavailableCriticalExtensions
m
m



2.2.3.4
unknownErrors
o
m



2.2.3.5
queryReference
cn
c7



2.2.4
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.3
uncorrelatedListInfo
o
m



2.4
algorithmIdentifier
-
-



2.5
encrypted
-
-



3
Errors
m
m



c7:
If [pageresreq] then support of this feature is m else o.

A.4.3.3.7
Search Elementstc "A.4.3.3.7
Search Elements" \l 4
Ref. Ref. A.6.3.3.7

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
SearchArgument
m
m



1.1
toBeSigned
-
-



1.2
baseObject
m
m



1.3
subset
m
m



1.4
filter
m
m
*Filter
See A.4.3.18

1.5
searchAliases
m
m



1.6
selection 
m
m
*Info-Sel
See A.4.3.16

1.7
pagedResults
cn
c6



1.8
matchedValuesOnly
cn
c7



1.9
extendedFilter
cn
c8



1.10
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.11
algorithmIdentifier
-
-



1.12
encrypted
-
-



2
SearchResult
m
m



2.1
toBeSigned
-
-



2.2
searchInfo
m
m



2.2.1
name
o
m



2.2.2
entries
m
m
*Entry-Info
See A.4.3.17

2.2.3
partialOutcomeQualifier
m
m



2.2.3.1
limitProblem
o
m



2.2.3.1.1
timeLimitExceeded
c:m
m



2.2.3.1.2
sizeLimitExceeded
c:m
m



2.2.3.1.3
administrativeLimitExceeded
c:m
m



2.2.3.2
unexplored
o
m



2.2.3.3
unavailableCriticalExtensions
m
m



2.2.3.4
unknownErrors
o
m



2.2.3.5
queryReference
cn
c6



2.2.4
CommonResults
m
m
*Comm-Res
See A.4.3.14

2.3
uncorrelatedSearchInfo
o
m



2.4
algorithmIdentifier
-
-



2.5
encrypted
-
-



3
Errors
m
m

See A.4.3.12

c6:
If [pageresreq] then support of this feature is m else o.

c7:
If [matchvalonly] then support of this feature is m else o.

c8:
If [extfilter] then support of this feature is m else o.

A.4.3.3.8
Add Entry Elementstc "A.4.3.3.8
Add Entry Elements" \l 4 
Ref. A.6.3.3.8

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
AddEntryArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
entry
m
m



1.4
targetSystem
cn
c9

See A.4.3.26

1.5
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.6
algorithmIdentifier
-
-



1.7
encrypted
-
-



2
AddEntryResult
m
m



3
Errors
m
m

See A.4.3.12

c9:
If[ targetsystem] then support of this feature is m else o.

A.4.3.3.9
Remove Entry Elementstc "A.4.3.3.9
Remove Entry Elements" \l 4 
Ref. A.6.3.3.9

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
RemoveEntryArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.4
algorithmIdentifier
-
-



1.5
encrypted
-
-



2
RemoveEntryResult
m
m



3
Errors
m
m

See A.4.3.12

A.4.3.3.10
Modify Entry Elementstc "A.4.3.3.10
Modify Entry Elements" \l 4 
Ref. A.6.3.3.10

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
ModifyEntryArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
changes
m
m



1.3.1
addAttribute
m
m



1.3.2
removeAttribute
m
m



1.3.3
addValues
m
m



1.3.4
removeValues
m
m



1.4
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.5
algorithmIdentifier
-
-



1.6
encrypted
-
-



2
ModifyEntryResult
m
m



3
Errors
m
m

See A.4.3.12

A.4.3.3.11
ModifyDN Elementstc "A.4.3.3.11
ModifyDN Elements" \l 4 
Ref. A.6.3.3.11

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
ModifyDNArgument
m
m



1.1
toBeSigned
-
-



1.2
object
m
m



1.3
newRDN
m
m



1.4
deleteOldRDN
o
m



1.5
newSuperior
cn
c10



1.6
CommonArguments
m
m
*Comm-Arg
See A.4.3.13

1.7
algorithmIdentifier
-
-



1.8
encrypted
-
-



2
ModifyDNResult
m
m



3
Errors
m
m

See A.4.3.12

c10:
If [newsuperior] then support of this feature is m else o.

A.4.3.3.12
Errors and Parameterstc "A.4.3.3.12
Errors and Parameters" \l 4 
Ref. A.6.3.3.12

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
Abandoned
m
m



2
AbandonFailed
m
m



2.1
problem
m
m



2.1.1
noSuchOperation
m
m



2.1.2
tooLate
m
m



2.1.3
cannotAbandon
m
m



2.2
operation
m
m



3
AttributeError
m
m



3.1
object
m
m



3.2
problems
m
m



3.2.1
problem
m
m



3.2.1.1
noSuchAttributeOrValue
m
m



3.2.1.2
invalidAttributeSyntax
m
m



3.2.1.3
undefinedAttributeType
m
m



3.2.1.4
inappropriateMatching
m
m



3.2.1.5
constraintViolation
m
m



3.2.1.6
attributeOrValueAlreadyExists
m
m



3.3
type
m
m



3.4
value
o
m



4
NameError
m
m



4.1
problem
m
m



4.1.1
noSuchObject
m
m



4.1.2
aliasProblem
m
m



4.1.3
invalidAttributeSyntax
m
m



4.1.4
aliasDereferencingProblem
m
m



4.2
matched
m
m



5
Referral
cn
m



5.1
candidate
c:m
m



6
SecurityError
m
m



6.1
problem
m
m



6.1.1
InappropriateAuthentication
m
m



6.1.2
invalidCredentials
m
m



6.1.3
insufficientAccessRights
m
m



6.1.4
invalidSignature
cn
i

See Part 6

6.1.5
protectionRequired
cn
i

See Part 6

6.1.6
noInformation
m
m



7
ServiceError
m
m



7.1
problem
m
m



7.1.1
busy
m
m



7.1.2
unavailable
m
m



7.1.3
unwillingToPerform
m
m



7.1.4
chainingRequired
m
m



7.1.5
unableToProceed
m
m



7.1.6
invalidReference
m
m



7.1.7
timeLimitExceeded
m
m



7.1.8
administrativeLimitExceeded
m
m



7.1.9
loopDetected
m
m



7.1.10
unavailableCriticalExtension
m
m



7.1.11
outOfScope
m
m



7.1.12
ditError
m
m



7.1.13
invalidQueryReference
cn
c11



8
UpdateError
m
m



8.1
problem
m
m



8.1.1
namingViolation
m
m



8.1.2
objectClassViolation
m
m



8.1.3
notAllowedOnNonLeaf
m
m



8.1.4
notAllowed OnRDN
m
m



8.1.5
entryAlreadyExists
m
m



8.1.6
affectsMultipleDSAs
m
m



8.1.7
objectClassModificationProhibited
m
m



c11:
If [pageresreq] then support of this feature is m else -.

A.4.3.3.13
Common Arguments Elementstc "A.4.3.3.13
Common Arguments Elements" \l 4 
Ref. A.6.3.3.13

Prerequisite: [Comm-Arg]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
serviceControls
m
m
*Serv-Ctrls
SeeA.4.3.3.15

2
securityParameters
cn
i

See Part 6

3
requestor
o
o



4
operationProgress
m
i

See Part 4

4.1
nameResolutionPhase
m
-



4.1.1
notStarted
m
-



4.1.2
proceeding
m
-



4.1.3
completed
m
-



4.2
nextRDNToBeResolved
o
-



5
aliasedRDNs
o
m



6
criticalExtensions
m
m



7
referenceType
o
i

See Part 4

8
entryOnly
m
i

See Part4

9
exclusions
o
i

See Part 4

10
nameResolveOnMaster
o
i

See Part 4

A.4.3.3.14
Common Results Elementstc "A.4.3.3.14
Common Results Elements" \l 4 
Ref. A.6.3.3.14

Prerequisite: [Comm-Res]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
securityParameters
cn
i

See Part 6

2
performer
o
o



3
aliasDereferenced
m
m



A.4.3.3.15
Service Controlstc "A.4.3.3.15
Service Controls" \l 4
Ref. A.6.3.3.15 
Prerequisite: [Serv-Ctrls]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
options
m
m



1.1
preferChaining
m
m



1.2
chainingProhibited
m
m



1.3
localScope
m
m



1.4
dontUseCopy
m
m



1.5
dontDereferenceAliases
m
m



1.6
subentries
m
m



1.7
copyShallDo
m
m



2
priority
m
m



3
timeLimit
o
m



4
sizeLimit
o
m



5
scopeOfReferral
o
m



6
attributeSizeLimit
cn
c12



c12:
If [attrsizelimit] then support of this feature is m else o.

A.4.3.3.16
Entry Information Selectiontc "A.4.3.3.16
Entry Information Selection" \l 4 
Ref. A.6.3.3.16

Prerequisite:[Info-Sel]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
attributes
m
m



1.1
allUserAttributes
m
m



1.2
select
m
m



2
infoTypes
m
m



2.1
attributeTypesOnly
m
m



2.2
attributeTypesAndValues
m
m



3
extraAttributes
o
m



3.1
allOperationalAttributes
c:m
m



3.2
select
c:m
m



A.4.3.3.17
Entry Informationtc "A.4.3.3.17
Entry Information" \l 4 
Ref. A.6.3.3.17

Prerequisite: [Entry-Info]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
name
m
m



2
fromEntry
m
m



3
information
o
m



3.1
attributeType
c:m
m



3.2
attribute
c:m
m



4
incompleteEntry
m
m



A.4.3.3.18
Filter Elementstc "A.4.3.3.18
Filter Elements" \l 4 
Ref. A.6.3.3.18

Prerequisite: [Filter or extfilter]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
item
m
m



2
and
m
m



3
or
m
m



4
not
m
m



A.4.3.3.19
Filter Item Elementstc "A.4.3.3.19
Filter Item Elements" \l 4
Ref. A.6.3.3.319 

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
equality
m
m



2
substrings
m
m



2.1
type
m
m



2.2
strings
m
m



2.2.1
initial
m
m



2.2.2
any
m
m



2.2.3
final
m
m



3
greaterOrEqual
m
m



4
lessOrEqual
m
m



5
present
m
m



6
approximateMatch
m
m



7
extensibleMatch
cn
c8



7.1
matchingRule
c:m
c:m



7.2
type
c:m
c:m



7.3
matchValue  
c:m
c:m



7.4
dnAttributes
c:m
c:m



c8:
If [extfilter] then support of this feature is m else o.

A.4.3.3.20
Paged Resultstc "A.4.3.3.20
Paged Results" \l 4 
Ref. A.6.3.3.20

Prerequisite: [pageresreq]

Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
PagedResultsRequest
m
m



1.1
newRequest
m
m



1.1.1
pageSize
m
m



1.1.2
sortkeys
o
o



1.1.2.1
type
c:m
c:m



1.1.2.2
orderingRule
c:o
c:o



1.1.3
reverse
m
m



1.1.4
unmerged
m
m



1.2
queryReference
m
m



A.4.3.3.21
Continuation Referencetc "A.4.3.3.21
Continuation Reference" \l 4 
Ref. A.6.3.3.21
Item No.
Protocol Element
Protocol

Status
Profile

Status
Predicate Name
Note

1
targetObject
m
m



2
aliasedRDNs
o
m



3
operationProgress
m
m



3.1
nameResolutionPhase
m
m



3.1.1
notStarted
m
m



3.1.2
proceeding
m
m



3.1.3
completed
m
m



3.2
nextRDNToBeResolved
o
o



4
rdnsResolved
o
o



5
referenceType
m
m



6
accessPoints
m
m



6.1
MasterOrShadowAccessPoint
m
m



6.1.1
AccessPoint
m
m



6.1.1.1
ae-title
m
m



6.1.1.2
address
m
m



6.1.1.2.1
pSelector
o
o



6.1.1.2.2
sSelector
o
o



6.1.1.2.3
tSelector
o
o



6.1.1.2.4
nAddresses
m
m



6.1.1.3
protocolInformation
o
o



6.1.2
category
o
o



6.1.2.1
master
c:m
c:m



6.1.2.2
shadow
c:m
c:m



6.2
additionalPoints
o
o



6.2.1
AccessPoint
c:m
c:m



6.2.1.1
ae-title
c:m
c:m



6.2.1.2
address
c:m
c:m



6.2.1.2.1
pSelector
c:o
c:o



6.2.1.2.2
sSelector
c:o
c:o



6.2.1.2.3
tSelector
c:o
c:o



6.2.1.2.4
nAddresses
c:m
c:m



6.2.1.3
protocolInformation
c:o
c:o



6.2.2
category
c:o
c:o



6.2.2.1
master
c:m
c:m



6.2.2.2
shadow
c:m
c:m



7
entryOnly
o
o



8
exclusions
o
o



9
returnToDUA
o
m



10
nameResolveOnMaster
o
o



A.4.3.3.22
Security Parameterstc "A.4.3.3.22
Security Parameters" \l 4 

Out of scope. See ISO/IEC ISP 15125-6.

A.4.3.3.23
CertificationPathtc "A.4.3.3.23
CertificationPath" \l 4 

Out of scope. See ISO/IEC ISP 15125-6

A.4.3.3.24
Access Controltc "A.4.3.3.24
Access Control" \l 4 
Out of scope. See ISO/IEC ISP 15125-9.

A.4.3.3.25
Supported Referencestc "A.4.3.3.25
Supported References" \l 4
Ref. A.6.3.3.25
Item No.
Reference
Protocol

Status
Profile

Status
Predicate Name
Note

1
Self Reference
o
o



2
Superior Reference
o
i



3
Immediate Superior Reference
o
i



4
Subordinate Reference
o
i



5
Non-Specific Subordinate Reference
o
i



6
Cross Reference
o
i



7
Supplier Reference
i
i



8
Consumer Reference
i
i



A.4.3.3.26
Access Pointtc "A.4.3.3.26
Access Point" \l 4
Ref. A.6.3.3.26
Item No.
Protocol Elements
Protocol

Status
Profile

Status
Predicate Name
Note

1
AccessPoint
m
m



1.1
ae-title
m
m



1.2
address
m
m



1.2.1
pSelector
m
m



1.2.2
sSelector
m
m



1.2.3
tSelector
m
m



1.2.4
nAddresses
m
m



1.3
protocolInformation
o
o



A.4.4
Directory Schema and Directory System Schematc "A.4.4
Directory Schema and Directory System Schema " \l 2
Out of scope. See ISO/IEC ISP 15126-1 for Directory Schema and ISO/IEC ISP 15126-2 for Directory System Schema.

A.4.5
Supported ISO/IEC 10646-1 Character Setstc "A.4.5
Supported ISO/IEC 10646-1 Character Sets " \l 2 

Out of scope. See ISO/IEC ISP 15126-1.

Annex A 
)
tc "Annex B
Profile Specific Implementation Conformance Statement " \l 1(Normative)

Profile Specific Implementation Conformance Statement

B.1
Identification of the Profile Corrigendatc "B.1
Identification of Profile Corrigenda " \l 1
The supplier of the PICS proforma shall identify any corrigenda (i.e. Technical Corrigenda or equivalent) to the published ISP that have been applied. Suppliers of the proforma should modify the proforma, or attach relevant additional pages in order to apply the corrigenda, and then record the application of the profile corrigenda in the PICS tables.

Identification of corrigenda applied to this part of the ISP
ISO/IEC 15125-3

Corr:

Corr:

Corr:

Corr:







� Part 8 (ADY 44) DSA Simple Access Control, in the taxonomy, was combined with part 9 (ADY 45) to form a single profile on Access Control. Part 8 therefore does not exist.


� Copyright release for ICS proformas: Users of this Recommendation/International Standard may freely reproduce this ICS proforma so that it can be used for its intended purpose and may further publish the completed ICS. 
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