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Y neAL e crepenTaLs CoreStreet in a Nutshell

What We Make: Massively scalable software for validating
people, documents, computers, devices, etc.

Founded: October 2001

Employees: 35

Headquarters:  Cambridge, MA

IP: 16 issued patents + 18 filed patents

Target Markets: Government, financial services, healthcare sectors.

Customers: Identrus, three major federal agencies, two Global 1000
companies

Funding: Privately funded
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(CopsSrasey Our Products

« “Shrink-wrapped” product

« Certificate validation and revocation ! M
* Fully OCSP compatible

demonstrate real-world capabilities.

*Developer-facing application framework

* Lets developers add RTC capabilities to existing application or build custom solutions

© Copyright 2004 CoreStreet, Ltd.
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Identity “the qualities of a person that make them different”

— Name, age, date of birth, physical features

 Authentication is proving your claimed identity

— The picture on your driver’s license

 Authorization is granting privileges (process)

— Privilege to drive, pass to enter military base

 Credentials are “evidence of one’s relationship or privileges”

— Driver’s license represent relationship with state that issued it

« Validation is verifying your credentials are in good standing

— Your relationship to the credentialing authority is still in good standing

— Your privilege to drive has not been revoked

© Copyright 2004 CoreStreet, Ltd.
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(GomERIaRL It's a 2 Step Process!

Today, more than ever, there is a critical need to:

« Positively identify people, and then

 Decide if they should be allowed access to a place,
device or function

Secure access therefore reduces to answering two
critical questions:

1. Are you who you say you are? (Authentication)

2. Are you suppose to be doing what you are trying to do,
right now? (Validation)

© Copyright 2004 CoreStreet, Ltd.
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Y Pens e caeoenais Certificate Validation Examples
EZEE": = Digital Certificate
SSL Web
Service
Document Signing
Secure Email
. v Secure IM
Relying Party

Secure Wireless

© Copyright 2004 CoreStreet, Ltd.
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Y rens e acoenrins Validation Choices Today

o Certificate Revocation Lists (CRLS)
— Traditional CRLs
— MiniCRLs
e Online Certificate Status Protocol (OCSP)

— Traditional OCSP

— Distributed OCSP

© Copyright 2004 CoreStreet, Ltd.
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Y REAL TINME CREDENTIALS
Certificate

rAuthont;: CRLS

© Copyright 2004 CoreStreet, Ltd.

CRL

Directory Server

Advantages

» Easy to manage for small numbers
» Works with all issued certificates
* Industry standard

Disadvantages

* Large bandwidth to the clients
* Does not scale

— requires trust
(physical and data security)
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A AL CRL Problem #1: Scalability

« CRLs grow to unmanageable sizes
— DoD CRLs already at 2-7 Megabytes Each (nearly 40MB)
— Download times of 7-14 minutes
— Current 17% revocation rate expected to grow

« CRLs need to be distributed to every relying party
application
— All data goes to all applications

Bottom line:

CRLs Do Not Scale!
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(CORES.TREEL  CRL Problem #2: Performance

DoJ

DHS

Need CRLs for all
accepted certificates:

DoD g

Federation explodes
performance problem

From: Alice @ CIA
From: Bob @ DoJ
From: Chuck @ DoD

From: Dave @ DHS
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Y REAL TIME CREDENTIALS

Market Acceptance

Natlve OCSP:

Microsoft Windows (Longhorn)
* Identrus
 Netscape / Mozilla Communicator
e Sun ONE Identity Server
 RIM Blackberry PDA
* Compaqg iPAQ
* Netegrity SiteMinder
* Oblix Netpoint
* Silanis Approvelt
» Arcot Adobe Acrobat signing
 Elock Assured Office
e IBM DSMS
» Ascertina PDF Signer
 Conclusive TrustLogic
 Lexign ProSigner
» Gemplus eSigner
« CMG WAP Gateway
 Cisco Local Director, VPN
* Netscreen VPN
* Cyberguard VPN
* VeriSign

© Copyright 2004 CoreStreet, Ltd.

OCSP libraries/plug-ins:

CoreStreet
. Alacris
. ValiCert

. Ascertina

. AssuredBytes

. Kyberpass

. SyTrust

. RSA Keon and BSAFE
. Authentica

Plug INS support:

Microsoft Outlook
. MS Outlook Express
. MS Internet Explorer
. MS IS
. Apache web server
. Netscape/AOL/Sun servers
. Microsoft VPN
. MS Office XP
. Eudora (via Authentica)
. Peoplesoft (via Authentica)
. SAP (via Authentica)
. Lotus Notes (via Authentica)
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Certificate
Authority

| «—CRL

Validation
Authority
(Responders)

© Copyright 2004 CoreStreet, Ltd.

Advantages

« Small bandwidth to clients
* Works with issued certificates
* Industry standard

Disadvantages

* Requires secured responders
* Expensive to scale
» Slow response time to client

*Single point of failure

* Failover issues

— requires trust
(physical and data security)



A

<{CORESTREET " @ - "
' REAL TIME CREDENTIALS Traditional OCSP “Hard Questions

How many OCSP responders to deploy?

— Cost issue

« Where to put the OCSP responders?

— Cost and security issue

e How to use OCSP in tactical environments?

— Security and rapid response issue

« How does arelying party application trust the
response it receives from an OCSP responder?

— Security and operational issue

© Copyright 2004 CoreStreet, Ltd.
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' AeAL TimE crEvENTIALS Validation Solution Goals

High Performance —

High Availability — Distributed Validation
Numerous, local responders

Truly Scalable —

Secure

Cost effective

How to provide Distributed Validation
that Is cost effective and secure?

© Copyright 2004 CoreStreet, Ltd.
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Design Principle
Separate the security sensitive data and trusted operations
from the delivery process of providing certificate status to relying

party applications.

© Copyright 2004 CoreStreet, Ltd.
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Y
Certificate
Authority Advantages
3\
( » Uses unsecured responders
RTC *» Cost Effective
Authority « Small bandwidth to clients

* Response 20X faster than T-OCSP

\
» Works with issued certificates
Pre-signed OCSP « Industry standard
Responses « Scales to 10s millions of users

* No impact to client apps

@ * No impact to CA infrastructure
? Responders « Single key to manage
%

\ /

A * Inherently more secure
|
1
1
1
|
1
1

<« OCSP
Response

% — requires trust
(physical and data security)




A

<CORESTREET “ - "
Y REAL TIME CREDENTIALS Answers tO Hard Qu eStIOnS

How many OCSP responders to deploy?

— As many as needed

« Where to put the OCSP responders?

— Close to users

e How to use OCSP in tactical environments?

— Set up responder, provide connectivity

« How does arelying party application trust the
response it receives from an OCSP responder?

— Short-lived certs from one Validation Authority

18
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Y e creoenai True Scalability

A :
( % — requires trust
Revocation (physical and data security)
—————————— >
Request
\ /

Traditional OCSP . Distributed OCSP

19
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Distributed OCSP, Managed

© Copyright 2004 CoreStreet, Lw.

RTC
Authority

Pre-signed OCSP

Responses

A

Responders

<« OCSP
Response

DISA Validation System Facts

 Live on October 16, 2003

o # Certs supported > 12 million

» # CAsS/CRLs supported =19 + 1

» # Responders = 20

* # Global sites = 10

* Ave response time = 65 millisecs
* Responder capacity > 1,000 r/sec

» System accessed by users from:
— 8 foreign countries
— 19 different states

% — requires trust

~ (physical and data security)
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Valid Response

' CoreStreet ¥alidation Demo =

A
CoreStreet Validation € »

The Centificate for:

=101 x|

CHRISTINE BOWMAN

has been Validated and is:

Q.) Time to Validate:

Good

Yalidate

0.431 seconds

,O Details

Issued By: | C=US, 0=L15 Government, OU=Dol, OU=PK|, CN=D0DD CLASS 3 EMAIL CAS
~Cenificate ~CRL  Contact
Serial Mumber Revocation Reason Email
|Dx?4D5E |Not Revoked |christine.bawman@langley.af.mil
Issued Expires Freshness
|1DI22I2DEIS 10/21/2008 |1EI Hours, 13 Minutes, 17 Seconds ¥ Send Whitepaper Contact Me |

© Copyright 2004 CoreStreet, Ltd.
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*: CoreStreet Yalidation Demo i o ] |

A
«C
¥ The Certificate for:
c
o
© ‘ Matthew Arntt
C
©
>
= . =
o has been Validated and is:
=
2 ‘ Revoked
b
o
o Validate
Q) Time to Validate: 0.43 seconds
p Details Issued By: | C=US, 0=LI5. Government OU=DoD, OU=PKI, Ch=D0D CLASS 3 EMAIL CA-3
- Certificate - CRL — Caontact
Senial Number Revocation Reason Email
|DX4QB3D |Unspeoified Imatt_arntl@sra.com
Issued Expires Freshness
|?HD.I’2EIE|2 F0/2005 |1B Hours, 38 kinutes, 55 Seconds v SendWhitepaper Contact Ms |

© Copyright 2004 CoreStreet, Ltd.
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' PEALTIME CrEDENTIALS Signhed Email Checks Signer and CA

Inbox - Microsoft Dutlook N - o] x|
© File Edt Wew Go Tools  Actions  Help Type a question for help «

DadNew - | & 23 K | CiaReply SEReply to Al i Forward | L SendfReceive - |[§ | @ Typeacontacttofind  ~ | (@ !

M| Look for: + Search In~ Inbox Find Maow Clear Options = X

Favorite Folders B DoD-IC ppt - Message (HTML) =1of x|
l:E] T ° Fle Edit Yiew Insert Formak  Iools  Actions  Help
. Lhread al ?E&&eply :;@Replytonﬂ | 3 Forward | & B3 | =4 | L% | 125 X e N| .g.!
| For Falow L
=
ol SentItems From:  Paul Townsend Sent:  Fri4/23(2004 5:43 &M
all Mail Folders Tai Randy Bowman
= €0 Malbox - Randy Bow  CC : Corestreet Yalidation Client e x| J
(5] Deleted Irems Subject:  DoD-IC ppt ]
(7| Drafts - = | Certificate Status is Good =
Eél h Attachments: DDD- W1 )
a:‘] Inbex . Certificate: [DOD CLASS 3 EMAIL CA-7]
[ @ Junk E-mail Signed By:  ptowns ﬂ|
L) Outbox The certficate's status is gond.

=1 Sent Items -
[ Search Folders Thought you might

Thanks.
Paul J. Townsend
Account Executive | Do Mot Show This Message Again OK |
DoDfntelligence C.
CoreStreet Ltd.
Corestreet Yalidation Client i |
z iy, corestrest. cam 2 5 5
|;2‘.| g 301-908-0293 (cell l) Certificate Status is Good
301-865-6360 (office) Ny Certificate: [Townsend.Paul,J,0401000129]
T 240-255-4333 (fax
ﬁ calendo Gy The certficate's status is good,
82| contacts REA!I TIMF CREDE
:Eﬂ Tasks i
L@ T

=) Paul Ohrenberger

[ Do Mot Shaw This Message Again

© Copyright 2004 CoreStreet, Ltd.
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' AeAL TimE crEvENTIALS Web Server Certs Validated

Client Authentication

r ldentification

Y
The ‘Weh site you want to view requests identification. Corestreet Yalidation Client
g ! Select the certificate to use when connecting. L - S e

“§ DODPKE Public - Microsoft Internet Explorer

File  Edit  Yew Favoribes Tools  Help

@Back - -\_) e \ﬂ @ _;:‘] ‘ /_\‘ Search \5’1‘:{ Favorites @Media €}| r’* -__1;_7

T LT

Address I@ httpe: f fvwen, dodpke, comfpublicfdefault. asp j Go | Links @ Custc > Y_’ .ﬁ’-| [Search Web |-|E- |

Google - | x| o searchwet - | §52 F - | Boigablocked E averl [ | B options 2

¥ options ~ You're on dodpke.com

Post your PKE questions/cornments to the Message Boards

8/ e B4kn
Y/ PRERGeneral®Int o)
LY/ PRERACtivities]
LY/ Tech¥Support]

-YTool's/,Collaboration

Bowman Randy B 04010007128
B owrnan. R andy. R.040100071 22
Bowman. Randy. R, 1000000478 oLty :

Bowman Fiandy. Femail.1 000000478 Thetertticabs ek oo

ir) Certificate Status is Good
= Certificate: [DOD CLASS 3 CA-4]

Dol PKI by: Individuals Org

Message Boards | Policies | OCE

More Info... | Wi Certificate...l Dol PRI client certificates | Is

© Copyright 2004 CoreStreet, Ltd.

™ Do Mot Show This Message Again
otice

Ok, Cancel |

|- l_’_|_|ﬂ Inkernet
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Y REAL TIME CREDENTIALS

Code Signing w/ Status Unknown

; Developing a License Provider Service for Windows Med'i'a_Enl;qd_ﬂ'-—'b""ﬁ'u:ns_gi_lﬁIij = |ﬁ' |£|
File  Edit Wiew -J Platform SDK Update - Microsoft Internet Explorer il =1of x| "i'!
@ Back - e File Edit ‘iew Favorites Tools  Help “f..
o T - _ 1K : : : & A i | E
st [ ) Qoo+ () - [#] (2] (| e foemenes @ @ 0L B - JHBE BB »
GGDSIQ - Idigita Address I@ http:jlfwww,microsoft,com;'msdownloadjplatformscj G0 | Lirks @ Custe ** Y_’ ks I [Search weh |v | Ev | ¥
Rl (e I ecurity Warning Xlfsblocked ] cutcril [ | rd options 2
E‘sj Optians Do pou want to install and run "SDEUpdate Actives
Sd n e Contral” signed an 372742003 2:39 AM and distributed by
J Microzoft Corporation
(=N HprTe Publizher authenticity werified by Microzoft Code Signing
F
Caution: Microzoft Corporation asserts that this content is
zafe. You should only installview this content if you tust
Micrazaft Corporation ta make that aszertion.
v
Content Hosting
Digital Rights M [ Always ust content from Microsoft Corporation
E windows Med
[Develapinc
DLQ?&E—'M fesg | Mo | Mare Info |
windows Med L

[ windows Med
[ Caomparinc
[] Detecting :
[ Distributing
[ Hosting Wi
[ Integrating
[ Packaging
[ setting Up
[ setting Up
[] Setting Up
[] Things ta ¢
[] Understan:

Windows Media

Archive

ode Examples

B

[&] Developing s Lic

Corestreet Yalidation Client N x|

Unknown Certificate Status

2)
Certificate: [Micrasoft Corporation]

Could not find the issuer of the certificate being checked on this computer,

[ Do Mot Show This Message Again

l_ I_ I_ |4 mternet

|@ Cpening page http: ffwa. micrasaft, comfmsdownload/platformsdkfsdkupdatey. ..

© Copyright 2004 CoreStreet, Ltd.
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Performance
— Operational correctness, response time, data “freshness”

o Availability

— 100% up time (improved SLA), successful upgrades, global users
o Scalability

— 20 CAs, 12 million certs, > 1,000 rqgst/sec/responder , ECA added
e Security

— Secure against Intrusion, DoS, Replay attacks, in NIAP evaluation
* Interoperability

— JITC certified, work with multiple CAs, clients, applications
e Cost effectiveness

— Infrastructure cost savings versus traditional OCSP > 70%

26
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Y

Questions about Today?
oL et’s Share the Vision!

rbowman@corestreet.com
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NCES Sharing Data

Battielivld Resupply
Biue Force and Replanishment

Paperless
Bmaking Time Criticnl Contracting
Torgeting

Focus of Existing Data Administration

Data being exchanged acress
enginesred, well- defined interfaces.

"\ Shared!Space
% | Data being “posted” for
v o rtcter

Focus of
Net-Centric
Data
Strategy

—..__ Discovery metadata bsing
provided to catalog
describing what data
asests are available in
shared space

- rmrmtmmimen - Structural metadats bsing

sfructuras and definifions

Other " queries santto catalog looking for data asssts based on typ,
Systems soures, sscurity, or contant, Systems “pull® data from sharsd
spacs based on discovery metadsta from cataleg and spply bassd
o ragistersd metadata structurs

STRATEGIC| Tris OV-Z represents te i and ICSIS
rationstln LTng the Segment 3 ERs forte

HATIORAL CORGANITATION INTERMAL BPAC
JOA sozranc

Producer

‘Consumer

Sireaming video

Automated search of data
basad on core metadata
standard. Pulls data of

awvailable for use, tagged
and stored in shared
space. Metadats added

"As Is" JOA (v1.0) (Final}

Rin fo 3egkion Desoription

© Copyright 2004 CoreStreet, Ltd.

nierest. Based on producer
registered format and
definitions, transiates inte
nesded structure.

io cataleg based on
registered farmat.

Security Sarvices
= (e PKI,
ML)

Searches metadata |
catalogs tofind data Metadata \[ ]
; Catajoge- | 1

Sharad Data
Space

=

{e.g.. community and

enterprise-wide
search senices) E"nh:nrﬂmﬁla HEERE I,
el e Applicalon Servicea

L
ie-u-. Web) S Metadata
|

W =
Analyzes metadata to - |
Reglstries

data based on

understanding Posts to and uses Developer

of metadata metadata regisiries to
structure data and
document formats for

that post, process,
reuse and exchange. and display

nteroperabily target information.

deteming context of e r
data found Y I r ol
Fulls selected = = .

Describes content
using metadata

Posts metadatain
cata'ogs and dats
n sharzd space

Ubiguinous
Global

pa $| Neowork

Understands the data
format to build applications
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( r \
q RTC
N Authority
\ \. y
I Local Deployment
\ i (e.g. nightly at 2am) _Local Responder
H(ﬁ CasmssmssmssEsssEEEEEEE --’?
y J \ Responders
=
A 4 .
X < OCSP

Response
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YA TivE CRzDENTIALS Distributed OCSP with Privileges

Certificate
Authority
\

r

o )

RTC ] OCSP Response
AUthO“ty Certificate #1234:
* Is a Pilot
Pre_signed OCSP * |Is not an Inspector
Responses
P Signed:
| Responders < /} RTC Authority

«__ OCSP

A
:
' Response

L L tidisy

% — requires trust
(physical and data security) 30
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Location,

Local Access
! Local Manager
i Responder 1

Local Access
Manager

&

© Copyright 2004 Curesueet, L.
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How It Works
* VA sends a segmented and highly compressed
) ] (30X average) CRL to each responder.
Validation « Responder sends individual segments to client.

Authority

Advantages

Segmented * Smallest bandwidth between VA and responders

MiniCRLs * Small bandwidth between responder and clients
* No trusted responders required

» Scales to 100s of millions of users

» Computationally simple (no signing per
transaction)

» Works with all issued certificates

MiniCRL
Segment

Disadvantages

* Not yet adopted as an industry standard
* New client plug-in required

% — requires trust
(physical and data security) 32
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