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Cryptographic Module
Validation Program (CMVP)

= Established by NIST and the Communications
Security Establishment (CSE) in 1995

= Original FIPS 140-1 requirements and updated
FIPS 140-2 requirements developed with
iIndustry input

= Seven NVLAP-accredited testing laboratories

= True independent 3" party accredited testing
laboratories

= Can not test and provide design assistance



CMVP: Philosophy

= Strong commercially available cryptographic
products are needed

= Government must work with the
commercial sector and the cryptographic
community for:

= Security,
= interoperability, and
= assurance



CMVP: Applicability of FIPS 140-2

= U.S. Federal organizations must use
validated cryptographic modules

= GoC departments are recommended by
CSE to use validated cryptographic
modules

= International recognition



Sese Communi cations-El ectronics Security
protecting the information age Group (CESG) _ U K

e December 28, 2001

— CESG proposes the use of FIPS 140 as the
basis for the evaluation of cryptographic
products used in a number of UK government
applications and encourages the setting up of
accredited laboratories in the UK to perform
these evaluations.



CMVP: Accredited Laboratories
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Seventh CMT laboratory added in 2002



The Importance of Testing:
Buyer Beware!

= Does the product do what is claimed?
= Does it conform to standards?

= Was It independently tested?

= IS the product secure?



... Making a Difference

= 164 Cryptographic Modules Surveyed (during

testing)
= 80 (48.8%) Security Flaws discovered

= 158 (96.3%) Documentation Errors
s 332 Algorithm Validations (during testing)
(DES, Triple-DES, DSA and SHA-1)
= 88 (26.5%) Security Flaws
= 216 (65.1%) Documentation Errors

s Web Access
= November 2001 — 125,000 hits
= Monthly average — 80,000 hits






FIPS 140-2: Security Levels

Security Spectrum

i N g >
Not Validated e@\ e@ 6@

M
&
> v > e

\

= Level 1 is the lowest, Level 4 most stringent
= Requirements are primarily cumulative by level

= Overall rating is lowest rating in all sections



FIPS 140-2: Security Areas

Cryptographic Module Specification
Cryptographic Module Ports and Interfaces
Roles, Services, and Authentication
~inite State Model

Physical Security

Operational Environment
Cryptographic Key Management
EMI/EMC requirements

Self Tests

Design Assurance

Mitigation of Other Attacks
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FIPS 140-2: Differences with
FIPS 140-1

= Standard has not changed in focus or
emphasis

= Language and terminology standardized

s Redundant and extraneous information
removed

= Vague requirements removed or revised
= Standard was minimally restructured

= Authentication and Self-Test requirements
strengthened

= Operating system requirements specified
using the Common Criteria
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FIPS 140-2 New Topics

Configuration Management
Delivery and Operation

Development
= Functional specifications
= Formal model and informal proof

Guidance documents
Mitigation of Other Attacks
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CMVP Testing: Validation Flow




CMVP Testing: Process

= Purpose of CMVP

= Conformance testing of cryptographic modules using the
Derived Test Requirements (DTR)

= Not evaluation of cryptographic modules. Not required
are:

= Vulnerability assessment
= Design analysis, etc.

= Laboratories
= Test submitted cryptographic modules
= NIST/CSE

= Validate tested cryptographic modules
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CMVP Testing: Goals

= Among the laboratories...ensure
= Comparability of test results
= Repeatability of tests and test results

s Vendors

= Required services are correctly performed by the
laboratory

= Among users
= Comprehensive testing of the module/product

= Cryptographic and other security features correctly
Implemented
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FIPS140-2 Testing:
Primary Activities

 Documentation Review (e.g., Security Policy, Finite
State Model, Key Management Document)

e Source code Analysis
 Annotated Source Code
 Link with Finite State Model

e Testing
* Physical Testing
 FCC EMI/EMC conformance
e Operational Testing
 Algorithms and RNG Testing
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FIPS 140-2 Testing:
Derived Test Requirements

Cryptographic module testing is performed using
the Derived Test Requirements (DTR)

Assertions in the DTR are directly traceable to
requirements in FIPS 140-2

All FIPS 140-2 requirements are included in the
DTR as assertions

= Provides for one-to-one correspondence between the
FIPS and the DTR

Each assertion includes requirements levied on the
= Cryptographic module vendor
= Tester of the cryptographic module



FIPS 140-2 Testing:
Traceability
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CMVP Status

= Continued record growth in the number of
cryptographic modules validated

= Over 275 Validations representing nearly 300
modules

= All four security levels of FIPS 140-1
represented on the Validated Modules List

= Over 75 participating vendors



FIPS 140-1 and FIPS 140-2
Validations by Year and Level

(November 25, 2002 — Certificates Issued)
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FIPS 140-1 and FIPS 140-2
Validations by Year and Level

(November 25, 2002 — Modules Validated)
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Validated Modules By Type

Link/ Frame
Encryptors

Faxes

Radios/ Phones
PC/ Smart/ Tokens

Postal

PDAs

Co-Processors .
Kernels/ Toolkits

Accelerators Routers/ VPNs
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Participating Vendors

(November 25, 2002)

3S Group Incorporated
ActivCard

Admiral Secure Products, Ltd.
AEP Systems

Alcatel

Algorithmic Research, Ltd.
Altarus Corporation
Attachmate Corp.

Avaya, Inc.

Blue Ridge Networks

Check Point Software Technologies
Ltd.

Chrysalis-ITS Inc.

Cisco Systems, Inc.
Communications Devices, Inc.
Control Break International Corp.
Corsec Security, Inc.

Cryptek Inc.

CTAM, Inc.

Cylink Corporation

Dallas Semiconductor, Inc.
Datakey, Inc.

Ensuredmail, Inc.

Entrust Inc.

Entrust CygnaCom
F-Secure Corporation
Fortress Technologies, Inc.
Francotyp-Postalia

Gemplus Corp. and ActiveCard Inc.

GTE Internetworking

Hasler, Inc.

IBM

Intel Network Systems, Inc.
IRE, Inc.

ITT

Kasten Chase Applied Research
L-3 Communication Systems
Litronic, Inc.

Lucent, Inc.

M/A Com Wireless Systems
Microsoft Corporation
Motorola, Inc.

Mykotronx. Inc

National Semiconductor Corp.
nCipher Corporation Ltd.
Neopost

Neopost Industrie

Neopost Ltd.

NetScreen Technologies, Inc.
Network Associates, Inc.
Nortel Networks

Novell, Inc.

Oberthur Card Systems
Oracle Corporation

Pitney Bowes, Inc.

Pointsec Mobile Technologies
PrivyLink Pte Ltd

PSI Systems, Inc.

Rainbow Technologies
RedCreek Communications
Research In Motion

RSA Security, Inc.
SchlumbergerSema
Securit-e-Doc, Inc.

Spyrus, Inc.

Stamps.com

Sun Microsystems, Inc.
Technical Communications Corp.
Thales e-Security

TimeStep Corporation
Transcrypt International
Tumbleweed Communications Corp.
V-ONE Corporation, Inc.

Eracom Technologies Group, Eracom

_ 1 Neopost Online
Technologies Australia, Pty. Ltd.

Netscape Communications Corp.



Final Conclusion: Buyer Beware!

= Does the product do what is claimed?
= Does it conform to standards?

= Was It independently tested?

= IS the product secure?
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http://www.nist.gov/cmvp

FIPS 140-1 and FIPS 140-2
Derived Test Requirements (DTR)
Annexes to FIPS 140-2
Implementation Guidance
Points of Contact
Laboratory Information
Validated Modules List
Special Publication 800-23




Annabelle Lee - annabelle.lee@nist.gov
Randy Easter - randall.easter@nist.gov
Sharon Keller - sharon.keller@nist.gov
Ron Tencati — ronald.tencati@nist.gov

o)

CMVP

Conformance through Testng

National Institute of
Standards and Technology
Technology Administration

U.S. Department of Commerce




Additional Background
and
Information
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Web Site Examples
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Cryptographic Standards and Yalidation Programs at NIST - Netscape = | [ |_>ﬂ

Fil= Edit W“iew Go Communicator Help

Cryptographic
Module ¥Validation

Program

Standards and Their
Related Documents:

Announcements

and MNoti

Validation Lists
Testing Lahoratories

FAQs
Thdited 064142002

Helpful
Documentation

Contacis

Computer Security
Resource

Clearinghouse

Computer Security
Divigion

Cryptographic Module Validation (CMYV) _NISr
Program

Siondords ond Technology

Agencies may continue to purchase, retain and use FIPS 140-1 validated products after May 25, 2002.
Al CMT Laboratories test cryptographic modules to FIPS 140-2.
As of May 26, 2002, NIST and CSE will only accept validation test reports for cryptographic modules against FIPS 140-2 and
the FIPS 140-2 DTR.

The Computer Secunty Division at IST maintains a number of cryptographic standards, and coordinates validation programs for many of

those standards. The Cryptographic Module Validation (CMYV) Program encompasses validation testing for cryptographic
modules and algorthms:

Cryptographic Modules

» FIPS 140-1: Security Reguirements for Crptographic Modiules, January 4, 1994,
e FIPS 140-2: Szouriiy Raquirements for Crpiagraphic Madules, Way 25, 2001, Change Motice 1: 1071072001

Cryptographic Algorithms
= FIPE 197 ddvanced Enernplion Standard (AES). FIPE 197 epecifies the AES algorithm,

s FIPS 46-3 and FIPS B1: Data Exncrvption Standard (DES) and DES Modes of Cperation. FIPS 46-3 specifies the DES and
Triple DES algorithms.

= FIPS 186-2 and FIPE 180-1: Digiial Signature Standard (DSE) and Secure Hash Standard (SHS), which specify the DA
RSA ECDSA and SHA-1 algonthms

« TIPS 185 Bscrowed BEncmpiion Standard (EES), which specifies the Skipjack aloorithm

F==

|D|:u:umant: [Done




¥alidated 140-1 Cryptomodules: 2002 - Netscape = |E |_§J

File Edit View Go Communicator  Help

El-’-[l-l and 140-2 Validation List :I

Validated FIPS 140-1 and FIPS 140-2 Cryptographic Modules

2002, 2001, 2060, 1999, 1993, 199795

*E® NOTE: Module descriptions were provided by the vendoss, and their contents have not been verified for accuracy by NIST or CSE. The descriptions do not imply endorsoment
by the U5, or Canadion Governments or NIST. Additionally, the descriptions may not necessarily reflect the capabiliies of the modules when operated in the FIPS approved mode.
The algorithans, protocols, and cryptograplic functons listed as "other algoritinns" (non-FIPS-approved algorithms) kave ot been validated or tested through the CMVEP, **%

Module Yal. -
Cert# Yendor Crypiomodule Tyge Date Level / Description
Conirol Break Intermational Overall Level: 1
Corporation
2338 Immokalee Foad, -Operating Bystem Security: Tested as
#1742, meeting Level 1 with hicrosoft Windows
Maples , FL 95 3R2 (single user mode)
34110 i
Usa (Sniafa?:;iefs]:;::i 1 -FiFS.approved algoritims: AES (Cert.
' #2100, DEA (Cert, #53); BHA-1 (Cert. #71)
-Dawn Cole -Cther algorifioms: Diffie-Helliman (key

TEL. 941.506.8963 {WWhen operated in FIPS mode)

279 |FAX: 941-430-1914 Validated to FIPS 140.1 Software 1172042002

agreement)

Mt chip standalote

senaigrteley "HafeBoot is a high performance software
. golution that provrides sector- level
Certificate enicryption of a PC's hard deive in 4 manner

that is totally transparent to the user. In
addition, the centralized JafeBoot
management system provides robust
recovery tools, administration, and
inplemertation "

Entrust CygnaCom verall Level: 1

7927 Tones Branch Drive,

Suite 100 West, -Operating Bystem Security: Tested as

McLean, VA meeting Level 1 with 3C0 CIW+ V301

2210 Oiperating System (single user maode)

Usa

-FIFS.approved algorithms: Triple-DES LI
!EE"|={D=| |Document: Done = e e R Y e




17 Addvanced Enceyption Standaed Algorithen Yalidation List
Fi= Edt ‘ew Go Communicsbor Help

Metscape

Advanced Encryption Standard Algorithm Validation List

Lozt Update Nosembes 19, 2000

The pl,gc pmnd.u I:tl:‘l'u'm:nil u'.fnu'u.-l.r.lm -:hn-ut m;pl.eu.:nuum that hw\e been valideted as conforming to the Advanced Encryption Standard (AES) Algerithm, as specified in Federal

The list balow descobes implementations which heve been validsiad as comecily mplemending the AES slgonthm, using the {ests found in The & dvenced Encryplion Stendard
Algonitn Vahidstion Surpe (AESAVT) This festing is performad by HYLAFP accredibed Cryptographes Maduls Testing (CMT) laboraloges.

Th tirgplesseribations balow corudet of gollesns, frhuar s, hardwass, and argp eombaation thereol. The Walional Instbute of Standards and Technology (HEST) has made svary ablesgl 1o
proreids codimplete and aecumate mfodmation about the drplamentations degcrabed m thae docusisnl. Howeee, dis to the poaaibdbity of changee mads witkan indyvidual compardes, HIEST
cardiol guaranter that e docussent 12flecls the cument sates of each prodheet, 1L is the reaponaibdty of the wendod to aoly NIE3T of sy aeceaaaiy changea to ik enty i the following
liat. A wulidaticn ceridficate issued to each vendor dso indcates D) the CMT laboratory thet teated e msplementation, end ) the opeiniang envicomment ueed to teat the implemebation
iif software o fmwrare)

This list es ardered m reverse numencel order, by cerlficate number. Thuas, the more recent validaiions are locaied closer to the top of the list. Also indicated afier the dale of validsizon
are the modes (o5, ECE, CFB, elc), states (sneryphions) andfor decryplon(d)), and key sizes (125, 152k, andfor 236-bal) For whaeh the implementation was vahdaled:

Advanced Emcryption Standard (AES) Algorithm Validated Implementations

: | Val. Medes States Key sizes’
. Certd Vimder Intiple e nitation Diate Descripth
[BM Zurich Bestarch ECB(erd; | 38,192,256); CBCe/d; 128,192 2546)
Lahoradery
Hweumergiragge 4, “The JOOP21id 49 IEM'g multi-spplicalion st cand,
Fueschiion , CH JCOPILi 1K degigned 1o the Java Card v2.1.1 and GHobed Platform +2.0.1
EROE specifications. The smat card features IEN's PECSE1S applet
o Switzerland ?E;TJFTM;.&?D%HE} Ll which provides standardized high-level secunty services
' iricheding, 2048 bat bey genersdion, DES, 3DES, THA, FEA snd
-Mlichas| Ogborme AES"
TEL: (1) 1) T24 2458
FASD (A0 (1 T24 8853
Wed Dal ECH{eM; 128,192.256); CHC(ef; 128,192 254); CFH8(e;
Croowe Hetwaorks, ne, 128,192 256y CFBI HMje'd; 128,192 256); OFB(ed;
100 Cuamamings Centes, 128,192 256)
Zuite S350,
Beverhy, W& ++ Lib "The Cryptos-+ Librery is & free, open source O+ class library
43 |o91s ﬁ?:‘mm‘{'" 11142000 providing public key enceyption, digital signatures, symmetric |
] i ek S M oD G o2 |

Heet| HEFoICIBEOIGSLH | EEH H[EH 5L AEVDET w0z



Revalidation Information
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Revalidation: Specifics

= FIPS 140-2: An updated version of a
previously validated cryptographic module

= Modifications to hardware, software, firmware do
not affect security

= The testing laboratory reviews the changes and sends a
letter to NIST/CSE

= The Cryptographic Module Validation List is updated

= Modifications to hardware, software, firmware
affect less than 30%b security relevant assertions
= The testing laboratory tests:
The changed assertions (requirements)
All assertions listed in the regression test suite
New and updated assertions
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Revalidation under FIPS 140-2
(less than 30% change)

Lab tests
all the
Identified

and
remaining
TES

DTR
FIPS 140-2



Revalidation (concluded)

= Modifications to hardware, software,
firmware affect greater than 30%
security relevant assertions
= The testing laboratory performs a full
validation testing
= Full validation required ...
= Overall security level changes
= Physical embodiment changes
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Revalidation: FIPS 140-1 to
FIPS 140-2

= Significant increase In number of test items
under FIPS 140-2 (+36%)

= Some FIPS 140-1 assertions split into multiple
FIPS 140-2 assertions

= CMVP Intends to reuse the testing results
from FIPS 140-1

= Draft mapping between FIPS 140-1 and
140-2

40



Revalidation: FIPS 140-1 to FIPS
140-2

- -

DTR
FIPS 140-1 DTR

FIPS 140-2
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Revalidation: Approach

v’ Lab identifies and tests
TEs affected by change

v Lab identifies and tests
TEs affected by new IGs
and policies

v Operational tests per
regression test suite

DTR
FIPS 140-2
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JAVA and FIPS 140-2
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Adding Applets to a FIPS [ et
140-2 Validated Crypto  |Digtaly

_ signed by
Module: non-security applet writer/

card issu
relevant changes {

~— Cryptographic Module Testing
~ ° (cMTMlabh _—

Does
applet contain
crypto?

b

Applet digitally FIPS
signed by - )
applet writer or valli?jgtizon
card issuer

\/—
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writer or card

Applet: digitally
signed by applet

issuer

CMT Lab >

~_ -~
Yes Lab tests applet
Does and crypto
applet contain module*
crypto?

~ I

*Crypto module must be tested against

regression test suite and new/modified

assertions

Adding Applets to a FIPS 140-2
Validated Crypto Module: revalidation

FIPS 140-2
validation?

If applet is not
separate
crypto module

Issue FIPS
140-2
certificate



- Adding/Modifying Applets to
iy Y | a FIPS 140-2 Validated
appletwriteror | Crypto Module: revalidation

card issuer

fcw Lab T

Issue FIPS
140-2
certificate

% /
Lab tests
Does applet against |
applet contain > FIPS 140-2 FIPS 140-2°\,  Appletis
crypto? validation? separate
crypto
module
\ /

Validated A_|O|olectj Cli)igitally
Crypto Slgnlet Yt
modul applet writer or
ﬂ card issuer
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