
Public Comments on Draft FIPS PUB 46-3,
“Data Encryption Standard (DES)”

(Comments were submitted in response to the Federal Register Notice of January 15,
1999, (Volume 64, Number 10) on Pages 2625-2628.  The first three comments were
submitted electronically to desreview@nist.gov.)

From: Roland Lockhart <roland.lockhart@entrust.com>
To: "'desreview@nist.gov'" <desreview@nist.gov>
Subject: Comments on draft FIPS PUB 46-3
Date: Thu, 21 Jan 1999 15:37:10 -0500
X-Mailer: Internet Mail Service (5.5.1960.3)

Hi Jim and company,

I have a few comments on the FIPS PUB 46-3 draft. They are mainly
typographical and cosmetic in nature.

Page 9, figure 1. Figure caption is missing

Page 9, figure 1. Horizontal arrowheads are distorted.

Page 9, figure 1. The lefthand side of the pre-output blocks should be
L16=L15 xor f(R15,K16) rather than R16, should it not, given that there is
no transposition after the final round? Likewise shouldn't the right hand
side be R16=R15?

Page 9, figure 1. The page number appears inside the figure space (at least
on my printout).

Page 13, figure 2. Figure caption is missing.

Page 13, figure 2. Horizontal arrowheads are distorted.

A general question: is it implied that in order to conform with 46-3 a
device or system must implement both DEA and triple-DEA?

- cheers,
  Roland Lockhart
  Entrust Technologies Ltd.
  Ottawa, ON



From: "Costantini, Frank " <Frank.Costantini@ccmail.l-3com.com>
To: desreview@nist.gov
Subject: DES / 3-DES Review
Date: Mon, 8 Feb 1999 16:26:00 -0500
X-Mailer: Internet Mail Service (5.5.2232.9)

     NIST:

     I would like to respectfully request and recommend that Counter Mode
     operation be included in the approved modes of operation in FIPS-46-3.
     This mode has certain advantages over the other permitted modes in
     real-time, connection oriented, packet-based communications.
     Specifically, this mode requires little synchronization overhead, even
     in lossy communications channels where data is lost, and allows the
     keystream to be precomputed before the plaintext/ciphertext data is
     available. This is critical in low-delay applications (like full
     duplex voice).

     If you require any additional information on this request, please feel
     free to contact me.  Thank you for your consideration.

     Respectfully,

     Frank Costantini
     Principal Member Engineering Staff
     L-3 Communications Systems East
     Camden, NJ  08102
     609-338-3480
     frank.costantini@L-3com.com



From: mchawrun@its.cse.dnd.ca
To: desreview@nist.gov
Cc: nmlabreche@its.cse.dnd.ca
Subject: FIPS 46-3
Date: Fri, 26 Feb 1999 12:06:16 -0500
X-Mailer: Internet Mail Service (5.5.2232.9)

The following comments are submitted for consideration.

General:

In contrast to FIPS 46-1, FIPS 46-2 has an additional annex.  Therefore, it is suggested
that using the search and replace feature, "appendix" be replaced with "appendix 1."

Minor technical

1. Page 13, figure 2:

The inputs to the S boxes should have 6 inputs (vice 4) and 4 outputs (vice 3).

Editorial

2. Page 1, Article 3, second paragraph, first line:
Change "O" to indicate the numeric font of zero, (i.e., "0").

3. Page 3, Article 7:
It is suggested that this article be broken up into two paragraphs.
The first paragraph would end with the sentence "Communications security ...

receiving point."
The statement "DEA forms the basis for TDEA" appears to be an orphan.  It is a

true statement, however, it belongs elsewhere.
The second paragraph would begin with "File security ... storage medium."

4. Page 4, article 12, point 3:
Delete the comma after "where."

5. Page 5, article 13:
Increase the space between, this article and the preceding one.

6. Page 6, article 17, second paragraph, second last line:
Insert a comma followed by a space after the word "Decisions."

7. Page 7, article 19, fourth line:
The information appearing in brackets appears not in the right format.



8. Page 8, Introduction, second line.
It is suggested that the footnote be numbered rather than indicated with an

asterisk.

9. Page 9:
The diagram appears to large for the page and it lacks a label (figure 1 ...).

10. Page 10, top paragraph, lines three and four:
Insert a space after "B_2 ...".
"Enciphering" is the title heading and should appear on another line, in a

consistent format.

11. Page 10, fourth paragraph:
Insert a comma after "that is."

12. Page 11:
Insert and extra "new line" after the first paragraph.

13. Page 12:
The symbol for function that appears in the heading should be the same as the

symbol appearing the text of that paragraph.

14. Page 17:
The zeros that appear in the chart appear to be the character for O rather than the

numeric font for zero.

15. Page 19:
This more of a question that may need to be clarified.  Are the subscripts that

appear after C and D zeros or open brackets followed by closed brackets?  If they are
open and closed brackets, it may be helpful to add a short explanation or insert a space
between the brackets.

In the last paragraph, the notation that follows immediately after D should appear
as subscript.

16. Page 20:
For consistency, the title should appear outside and under the border.
















