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Agenda

ü Development of the NIST Special Publication (SP) 800-53 
suite before and after teaming with OSCAL
• SP 800-53 Revision (Rev) 5, Security and Privacy Controls for 

Information Systems and Organizations
• SP 800-53B, Control Baselines for Information Systems 

and Organizations
• SP 800-53A Rev 5, Assessing Security and Privacy Controls in 

Information Systems and Organizations

ü The Future of SP 800-53, Revision 6 and Beyond

ü Q&A and Contact Information 

“Super Ron” by 
Chris Hoover
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Security and Privacy Controls for Information Systems and Organizations



NIST SP 800-53 Rev 5
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STEP 1

Security and Privacy Controls for Information Systems and Organizations



NIST SP 800-53 Rev 5 in OSCAL
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STEP 2



NIST SP 800-53B

ü Three security control baselines
(one for each system impact 
level – low-impact, moderate-
impact, and high-impact)

ü One privacy control baseline
based on Federal Privacy 
Program Responsibilities per 
OMB Circular A-130

ü Tailoring and overlay 
development guidance to inform 
control selection process

6https://csrc.nist.gov/publications/detail/sp/800-53b/final

Control Baselines for Information Systems and Organizations



NIST SP 800-53B in OSCAL
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NIST SP 800-53 Revision 5 and NIST SP 800-53B

STEP 1



NIST SP 800-53B in OSCAL
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STEP 2

OSCAL Profile Model
SP 800-53 Baseline Profiles
SP 800-53 Rev 5 HIGH Baseline Shown



NIST SP 800-53A Revision 5

To facilitate (SP 800-53) control assessments within an 
effective risk management framework
1. Process to conduct effective control assessments (Prepare, 

Develop Plans, Conduct Assessments, Analyze Results)
2. (Initial) assessment procedures that correspond with SP 800-53 

Rev 5 controls

Determine overall effectiveness of implemented controls

Indication of quality of risk management process

Information about security & privacy 
strengths/weaknesses of the system/organization

Checklist for compliance

Simple pass/fail results

Paperwork exercise to pass 
inspections/audits 
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SP 800-53 control assessments:

https://csrc.nist.gov/publications/detail/sp/800-53a/rev-5/final

Assessing Security and Privacy Controls in Information Systems and Organizations

https://csrc.nist.gov/publications/detail/sp/800-53a/rev-5/final


Developing NIST SP 800-53A Rev 5
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STEP 1



SP 800-53A Rev 5 in OSCAL
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STEP 2



Using OSCAL to create 
the SP 800-53A PDF
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STEP 3



The Future of NIST SP 800-53
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SP 800-53 Comment Site Available Today!
ü Submit your comments & ideas on SP 800-53/53B
https://csrc.nist.gov/Projects/risk-management/sp800-53-controls/public-comments

The NIST RMF Team is already planning for Revision 6
ü No planned date for Revision 6 yet

ü For Revision 6, NIST will release controls, control baselines, 
and control assessment procedures concurrently 
(draft and final) through the SP 800-53 Comment Site

SIMPLIFY | INNOVATE | AUTOMATE

https://csrc.nist.gov/Projects/risk-management/sp800-53-controls/public-comments


STAY IN TOUCH
CONTACT US

@NISTcyber

nist.gov/RMF sec-cert@nist.gov
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