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Ascon was published in 2014 and selected as the first choice for resource-constrained
environments of the CAESAR portfolio in 2019 [DEMS16]. In the last 8 years, many
results have been published that discuss and evaluate Ascon’s security.

Ascon has been designed with side-channel resistance in mind. In this talk we
present the latest results of protecting Ascon against side-channel attacks in software
and hardware. We will focus on both, performance benchmarks and preliminary security
evaluations. The S-box of Ascon can be efficiently masked with fewer instructions and no
additional randomness using the Toffoli gate, as discussed in [Dae+20; SM21]. Additionally,
shares can be stored and computed in a rotated form with limited performance impact on
ARM platforms to reduce the side-channel leakage on real devices. Furthermore, Ascon
allows for leveled implementations [AFM18; Bel+20] which allows to further improve the
performance.

In addition, we present updated results on the performance and code size of Ascon
AEAD, hashing and combined implementations. Finally, we conclude with new performance
improvements for Ascon and the recently published Ascon PRF, MAC and (Short-Input)
MAC [DEMS21]. All software implementations are published online1 and evaluated in
third-party benchmarking efforts.
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