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The 2009 FISCAM content has been reorganized to 

(1) follow the planning, testing, and reporting phases of an engagement and 

(2) move the tables containing the critical elements, control activities, control 
techniques, and audit procedures for each general and application control 
category to an appendix. 

This appendix has tentatively been re-branded as the FISCAM objectives-
based control framework or FISCAM framework. 

• Section 100 – Introduction
• Section 200 – Planning
• Section 300 – Testing
• Section 400 – Reporting
• Section 500 – Appendices



Exposure Draft – anticipated release summer 2022

Final Publication – TBD
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Four major cybersecurity challenge areas



New and experienced auditors can use the new IT cybersecurity audit 
methodology manual for FISMA and cybersecurity related audits. 

The control activities listed in this manual are consistent with:  the 
NIST Cybersecurity Framework (CSF), NIST 800-53 Rev. 5, other NIST 
publications, and Office of Management and Budget cybersecurity 
control-related policies and guidance, among others.

The procedures listed in the Cybersecurity Audit Methodology 
Manual are intended to be flexible, provide a framework and starting 
point to assess the enhanced security requirements, and can be 
tailored to the needs of the auditor.



Crosswalks to the NIST 
Cybersecurity Framework and NIST 
800-53 Rev. 5 controls

Crosswalks to GAO’s Green Book 
and Yellow Book

NIST CSF-based suggested audit 
steps  



• Chapter 1. Use and Application. Who will use this manual and 
what is the purpose.

• Chapter 2. General Planning. How to plan for the audit. 

• Chapter 3. Audit Steps. Suggested detail audits steps for areas 
such as: assets and risk management; protecting systems and 
information; logging and monitoring; incident response; and 
contingency planning.

• Appendixes
• NIST CSF-based suggested audit steps (Excel spreadsheet)
• Mapping NIST CSF to Green Book (Excel spreadsheet)
• Mapping NIST CSF to other NIST publications



Information Security vs. Cybersecurity

Criteria used (NIST 800-53 or NIST Cybersecurity 
Framework)

Detailed steps vs. high-level examples and concepts

Zero Trust Architecture

Cloud computing, FedRAMP, StateRAMP



Draft publication – beginning of 2022

Final Publication – summer 2022
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