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Presentation Notes
The PURPOSE of ITL is cultivating trust in information technology and metrology.

We take fierce pride in the quality and integrity of the work we do to cultivate trust of all our stakeholders.

The trust that the Administration and Congress have in us is a source of pride, and garners us additional tasking, in addition to our internal priorities.

The trust that the private sector has in us garners us participation and impact.


Current Priority Areas

Education, Training,
Cryptography and Workforce
Development

Emerging
Technologies

C Identity and Access . Risk Management
a= é Privacy
Management and Measurement

Trustworthy
Networks and
Platforms
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These are alphabetical.


— National Defense Authorization Act
— Internet of Things Cybersecurity Improvement Act

— Executive Order (EO) 14028, Improving the Nation’s
CU rre nt Cybersecurity
I\/l an d ates — National Security Memorandum on Improving

Cybersecurity of Cybersecurity of Critical Infrastructure
Control Systems

— National Strategy to Secure 5G




Addressing Threats: Cybersecurity EO 14028 NIST

Federal Register Presidential Documents

Vol. 86, No. 93

Workshop on Enhancing Software
Supply Chain Security
June 2021

Monday, May 17, 2021

Title 3— Executive Order 14028 of May 12, 2021

The President Improving the Nation’s Cybersecurity

Initial guidance and guidelines to
enhance software supply chain security
published

June-Jjuly 2021

> [k

* Directs the Secretary of Commerce, through NIST, to consult
with federal agencies, the private sector, academia, and other
stakeholders and to identify or develop standards, tools, best

practices, and other guidelines to enhance software supply
chain security

Released draft revision of SP 800- 218,
NIST Secure Software Development
Resulting standards and guidelines will be used by other Framework

agencies to govern the federal government’s procurement of

software

[t

Released draft revision of 800-161,
Cybersecurity Supply Chain Risk
Management

Directs NIST to initiate two labeling initiatives related to loT
and secure software development practices
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Karen Scarfone will update ISPAB in Secure Software development
Jon Boyens will update ISPAB on 800-161

Strengthening supply chain security 
NIST’s expertise in security and wireless communications is informing the development of guidance for supply chain security. 
NIST is a sitting member of the Federal Acquisition Security Council (FASC) led by the White House Office of Management and Budget; co-chairs the Department of Homeland Security’s (DHS) Information and Communications Technology (ICT) Supply Chain Risk Management Task Force; and co-hosts the quarterly federal Software and Supply Chain Assurance Meetings with DOD, DHS and GSA. 

NIST’s is carrying out activities as assigned under President’s recent Executive Order 14028 on Improving the Nation’s Cybersecurity (May 2021)
The EO charges multiple agencies – including NIST – with enhancing the security of the software supply chain.
The EO calls for NIST to
(complete) define “critical software” in consultation with NSA, OMB, CISA, and the Director of National Intelligence (DNI)
(complete) publish guidance outlining security measures for critical software, after consulting with CISA and OMB. 
(complete) publish guidelines recommending minimum standards for vendors’ testing of their software source code, after consulting with NSA. 
(complete) publish preliminary guidelines, based on stakeholder input and existing documents for enhancing software supply chain security. 
By February 6, 2022, issue guidance that identifies practices that enhance software supply chain security, with references to standards, procedures, and criteria, after consulting heads of various agencies.
By May 8, 2022, publish additional guidelines, including procedures for periodically reviewing and updating guidelines. 
The EO also directs NIST to initiate two labeling programs related to the Internet of Things (IoT) and software to inform consumers about the security of their products. Those efforts have initial deadlines of February 6, 2022.


Cybersecurity Highlights

Ransomware Internet of Things (loT) Security

loT cybersecurity risk management guidance
for federal agencies (SP 800-213)

Draft Cybersecurity Framework Profile for
Ransomware Risk Management (NISTIR 8374)

Virtual workshop: Preventing and Recovering Labeling for consumer loT products (EO)
from Ransomware and Other Destructive Cyber
Events (July 14)

Tips and Tactics for Preparing Your Organization
For Ransomware Attacks

Looking Ahead

Request for Information for updating NIST
Cybersecurity Framework and for supply chain

Operational Technology Security

Tips and Tactics for Control System

Cybersecurity initiative
Revising NIST Guide to Industrial Control Pending changes to encryption standards used
Systems Security (SP 800-82) by the U.S. government for post quantum in the

next 2 to 5 years
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Issued final IoT cybersecurity risk management guidance (SP 800-213)
NIST has released final IoT-specific guidance to federal organizations to support extending their risk management process to include IoT devices in federal systems. This guidance enables understanding and definition of IoT device cybersecurity requirements (NIST SP 800-213) using an accompanying catalog (NIST SP 800-213A):   
SP 800-213, IoT Device Cybersecurity Guidance for the Federal Government: Establishing IoT Device Cybersecurity Requirements, was revised based on stakeholder feedback to be clearer, more usable, and more accommodating of the range of capabilities in IoT devices of possible interest to federal agencies.  
SP 800-213A, IoT Device Cybersecurity Requirements Catalog, was revised to be more consistent in presentation, more balanced between technical and non-technical aspects, and more easily referenced. The catalog includes mappings to SP 800-53 and the Cybersecurity Framework as well as an IoT cybersecurity profile.
The revised publications offer a set of documentation focused on bridging the gap between IoT devices suppliers and federal customers.
Continued progress implementing EO 14028
Released draft revision of 800-161, Cybersecurity Supply Chain Risk Management. (Jon Boyens will also update ISPAB on this topic)
Released draft revision of the NIST Secure Software Development Framework (Karen Scarfone will also update ISPAB on this topic)

In light of recent events and White House tasking, NIST has released and is working on various resources.

Ransomware
NIST released for comment a Draft Cybersecurity Framework Profile for Ransomware Risk Management, which identifies security objectives from the NIST Cybersecurity Framework that support preventing, responding to, and recovering from ransomware events.
In July NIST held a virtual workshop seeking comments and feedback from government and industry subject matter experts on challenges and the practical approaches preventing and recovering from ransomware and other destructive cyber events
NIST also released new resources (including a fact sheet, infographic, and video) to provide organizations with essential tips and tactics. 

Operational Technology (OT) Security
In light of the Colonial Pipeline attack, we have released Tip and tactics for control system cybersecurity
We’re revising NIST Special Publication 800-82 ('Guide to Industrial Control Systems (ICS) Security’) which includes special considerations for performing risk analyses of ICS, including examination of safety risks, evaluation of physical impacts of ICS incidents, and inclusion of non-digital systems in the analysis.

Internet of Things (IoT) and Software Labelling:
To help NIST deliver on labelling taskings in EO 14028, stakeholders are invited to respond to a call for papers, comment on a forthcoming draft white paper, and participate in a virtual workshop to be held Sept 14-15, 2021.

Looking ahead, we have several exciting developments on the horizon:
In the near future we will be launching the revision process for NIST Cybersecurity Framework Version 1.1.
Expect changes to encryption standards used by the U.S. government for post quantum in the next 2 to 5 years. Currently, NIST is in the process of a periodic review and maintenance of its cryptography standards in an effort to address security, implementation, clarity, and/or risk issues as well as relevance to current applications.



References:
New ransomware resources: https://csrc.nist.gov/projects/ransomware-protection-and-response
Updating NIST SP 800-82: https://csrc.nist.gov/publications/detail/sp/800-82/rev-3/draft
Background:
https://www.wsj.com/articles/colonial-pipeline-ceo-tells-why-he-paid-hackers-a-4-4-million-ransom-11621435636
https://www.jdsupra.com/legalnews/following-colonial-pipeline-ransomware-4565472/


Al Risk Management Framework

RFI closed on Sept 15, 2021.

www.nist.gov/itl/ai-risk-management-framework/comments-
received-rfi-artificial-intelligence-risk-management

Workshop Oct 19-21, 2021.

www.nist.gov/news-events/news/2021/07/nist-requests-information-
help-develop-ai-risk-management-framework
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A brief summary of 106 sets of  RFI responses was posted in advance of the workshop on October 19-21.
Recording of the workshop is posted on our website.

More than 800 people attended each day of the workshop.

A concept paper to be released very soon.


2022
Celebrating 50 Years
of Cybersecurity Research at NIST
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DISCUSSION
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