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Key Takeaways
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Can help you

See the threats

Track and understand their behaviors 

Orient your defensive 
recommendations towards behaviors
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See The Threats
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How Do We Measure Security?
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▪How effective are my defenses?

▪Do I have a chance at detecting {insert threat}?

▪ Is the data I’m collecting useful?

▪What risks does {insert decision} expose?
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Threat-Informed Defense
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Knowledge of my adversary can help me…
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Threat-Informed Defense
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Knowledge of my adversary can help me…

Better evaluate 
new security 
technologies

Perform gap analysis 
of current defenses

Prioritize 
detection/mitigation 
of heavily used 
techniques

Track a specific 
adversary’s set of 
techniques

See defenses 
from an 
adversary’s 
perspective



7

How Do We Describe Adversaries?
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Difficulty/cost for the adversary 

to modify their activity

Source: David Bianco https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html



ATT&CK is increasingly being 

used by the community as a 

common language to describe 

adversary behavior.

ATT&CK is a globally-accessible

knowledge base of adversary tactics 

and techniques, developed by MITRE 

based on real-world observations 

of adversaries’ operations.

attack.mitre.org
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https://attack.mitre.org/
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Tactic:  Adversary’s 

technical goal

Technique: How the

adversary achieves the goal

Procedure: What the 

adversary did
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What is the 

behavior?
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Real-world 

examples
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How we 

can defend
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ATT&CK Spans Multiple Technology Domains
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ATT&CK for ICSEnterprise: 
Windows, Linux, macOS, 

Cloud, Network, 

Containers, PRE

Mobile: 
Android, iOS
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Track And Understand Their 
Behaviors 

©2022 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 21-02761-20.



16

ATT&CK Provides
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1. Context to understand TTPs

2. A common language for describing and 
sharing TTPs
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1. Context to Understand TTPs
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Source: ATT&CK Evaluations https://attackevals.mitre-engenuity.org

T1059

.003

T1546

.003

T1027

Source: The DFIR Report https://thedfirreport.com
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2. A Common Language for Describing and Sharing TTPs
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Source: Joint Cybersecurity Advisory https://media.defense.gov/2021/Sep/22/2002859507/-1/-1/0/CSA_Conti_Ransomware_20220309.PDF
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Orient Your 
Defensive Recommendations 
Towards Behaviors
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ATT&CK Provides
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1. A medium to measure yourself

2. Means to identify gaps and 
prioritize operations
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A Medium to Measure Yourself
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A Medium to Measure Yourself
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Means to Identify Gaps and Prioritize Operations
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Source: Cybersecurity Incident & Vulnerability Response Playbooks https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
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Key Takeaways
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Can help you

See the threats

Track and understand their behaviors 

Orient your defensive 
recommendations towards behaviors
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