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ASCON design rationale

- Authenticated encryption: confidentiality/authenticity /integrity
all-in-one in a single primitive

Practical cube-attack against
monce-HIssa il - Two main parts of the design:

- The choice of a mode of operation: abstract construction with
generic functions

- The choice of an instantiation of the mode with carefully-chosen
primitives

Ascon design rationale

- In the case of AscoN [DEMS19]:
- Duplex Sponge mode [BDPA11]
- A carefully-chosen permutation p: F32° — F320,
» AscoN is permutation-based.
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The permutation
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T

The permutation

A confusion/diffusion structure. .. ... studied algebraically

The state

%Yo = XgX| + X3 + XXy + Xp + X1 Xg + X7 + X

}/'l :X4+X3X2+X3X] +X3 +X2X'| +X2 +X'| +X0
P =pLopsopc Yo = XgXg +xg +Xp +x) +1
Y3 = XgXg + X4 + X3Xg + X3+ Xp + X +Xg

i Y4 = XgX1 + X4 + X3 + X1Xg + X
The constant addition pc 4 =XX FXg X3 XX X

‘ ] »  Algebraic Normal Form (ANF) of the 5 box

Xo=Xg @ (Xg>>19) @ (Xg >> 28)

. Xp =X @ (X 3> 61) @ (X >> 39)
% . Xp=Xp @ (Xp 3> 1) & (Xp >>06)
x X3 =X3@ (X3 >>10) @ (X3 3> 17)

Xg=Xg @ (Xg>7) & (X4 > 41)
The linear layer p;

1n ANF of the linear layer p;

AP e
NN NN NN
T T T T T T T T T T T T T TP T T

4/13



The nonce-misuse scenario

Simplified setting for Ascon -128

Chosen external state

Practical cube-attack against
nonce-misused ASCON

Unknown internal state

V| k|IN
Initialization Encryption * After initialization

The nonce-misuse scenario

- Many reuse of the same (k, N) pair
- Chosen-plaintexts aftack

- If the whole state is recovered, confidentiality is compromised,
but not integrity nor authenticity in the case of Ascon
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Cube attack principle

Cube attack principle

fi: jth output coordinate. Instead of f; € Fa[vo, -« . Va3, On, -+ -, ezl
we separate public variables from secret variables:

63
fi € Folon, - des][Vo, -, Ves] f= > oy, j (H V/U’>
-0

(Ug,-++ ’U63)€]F84 !

where Qy, j € IFQ[Go. cee d@g].
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where Qy, j € Fg[ao. cee d@g].

Polynomial expression of «, ; 4+ value of o, ; =
Cube attack principle equcﬂon in the unknown variables ~
recovery of some information

0. Select a monomial (cube) in f; and farget its coefficient: o,
1. Offline phase: recovery of the algebraic expression of «, |
2. Online phase: recovery of the value of o,
au =Y. fi(v) (chosen queries).
vu
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Recovery of the polynomial: main
problems

Recovery of the polynomial: main problems

Problem 0. impossible access fo the full ANF
po---op: biterations, 256 unknown variables.
S-box layer squares the number of ferms. Linear layer triples it. Impossible.
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Recovery of the polynomial: main problems

Problem 0. impossible access fo the full ANF
po---op: biterations, 256 unknown variables.
S-box layer squares the number of ferms. Linear layer triples it. Impossible.

Pb. 1: impossible access to a given «, ; expression

Finding «, ; for fixed u and j. Too many combinatorial possibilities to
track!
Vovi = Vo x Vi = (Vpv) x 1= (Vpvy) x vo = (Vpvi) x vi = (Vov1) x (Vo)

Pb. 2: Finding exploitable «, ;
We need to be able to solve the system!

» Highest-degree terms (2'~! at round 1) are easier to study.
Strong constraint: products of two former highest-degree terms.

VoV = Vo X Vi = (Ve X T = (Ve x 70 = Vsl X7 = (Vou oV1
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Highest-degree terms in theory

Strong constraint: products of two former highest-degree terms.

VoV = Vo X Vi = (WU T = (W= V) = (V)< V) = (Vau}A7577)
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VoV = Vo X Vi = (WU T = (W= V) = (V)< V) = (Vau}A7577)
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Trail fp
Vo
VoV
v, > oV
Vo V1 Vo Vs
Vo
VoV,
v3> 2V3
VoV Vo V3 VgV Ve V7
Va
V4 Vs
v5> Vs
V4 V5 Ve V7
V7
Highest-degree terms in theory V6>V6 \7
R Ry Rs Ra
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V3 Ve
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Highest-degree terms in theory

Strong constraint: products of two former highest-degree terms.

VoV = Vo X Vi = (WU T = (W= V) = (V)< V) = (Vau}A7577)

Trail fp Trail f;
Bo.1, Vo Bo., Vo
e VoV VoV7 o
Bty V1> <d7-ﬁ %
VoV1VaVs VoV Ve V7
B2.1, Vo 5141
20 VoV ViVe<l, !
B3t V3> <i3o.n Ve
VoV Vo V3 Va Vs Ve V7
a1, Va B34, V3
e V4 Vs V3Vy o
Bs.t V5> <ﬁ4,r‘ Vs
V4 Vs Ve V7 7 7 Vo V3V Vs
B7 V7 au=1I Bty + II Biy + -+ G54, Vs
' Ve V7 i=0 i=0 Vo Vs B "1
Beé.ty Vc> <d2-h Vo
Ry Ry R Ry R Ry Ry

- Fewer combinatorial choices
- Known structure of «,: sum of products of former coefficients
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Highest-degree terms in practice

Highest-degree terms in practice

Forr=6

- Sfill costly to recover the polynomial expressions:
computations have to be done round after round.

- The polynomials look horrible!

» Need for a cheaper and easier recovery:
conditional cubes [HWX* 17, LDW17]
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Conditional cubes

Conditional cubes

- We look for o, with a simple divisor: /.

- Without the full knowledge of <, we can still deduce that:

ow=1= =1
- If 35 is linear, the system will be linear.
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- Without the full knowledge of <, we can still deduce that:

Practical cube-attack against p
nonce-misused ASCON Qu = 1 - '))O =1

- If 35 is linear, the system will be linear.

Trail fo Trail H
Vo Vo
v >Vo %! Vo V7< v
! 7
VovivaVs VoViVe V7<
v v
V2>V2 V3 % V6< VW
3 3
VoV1V2V3VaVsVeVy
v. v
V4>v4 Vs VsV V3
S f
Conditional cubes VaVs VeV VoV3Vy V5<

Z>Vé \% Vo V5< Zz
R] RQ [?3 RA Rs R2 R 1
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Conditional cubes

- We look for o, with a simple divisor: /.

- Without the full knowledge of <, we can still deduce that:
(}u:] — ))O:.l

- If 35 is linear, the system will be linear.

Trail fo Trail

o Vo %)
VoVy VoV
vy <,> V7

VoV Ve V7

?V1
V1Ve
<? 3

VoV Vo V3 VaVs Ve Vr
2V
%]

V3V,

7 7 34<:Wz

auv=fo (H]?+l_[?+'“) VoV3VyVs

I= =

=1

vz v
Ve V7 Vo Vs
? V(,> <O Vo

VaVsVe V7

Ry R> Rs Ry Rs R Ry
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Choice of the cube: forcing some
linear divisors

Choice of the cube: forcing some linear divisors

Study of the first rounds: Column C, after the first S-box layer

(vt | ~—fpi=Co+]
yET

TET G T | 0= ot o+ ]
QoVo+ - -+

- After the second round, the coefficient of any vyv;, i # 0 can be
decomposed as: 7P + 1&Q + 1R + (4 + 1)S.

11713



Practical cube-attack against
nonce-misused ASCON

Jules BAUDRIN
PERRIN (Inr

Choice of the cube: forcing some
linear divisors

Choice of the cube: forcing some linear divisors

Study of the first rounds: Column C, after the first S-box layer

(vt | ~—fpi=Co+]

(Co+cdb+Dvo+--- «—y:=Co+dy+1
dQoVo+- -+

- After the second round, the coefficient of any vyv;, i # 0 can be
decomposed as: 7P + 1&Q + 1R + (4 + 1)S.

- It is possible to select the remaining 31 indices i such that alll
coefficients of vyv; at round 2 look like either /5,P or 4R instead.

- This ensures that: o, ; = fo(...) + 70(...) for all output coordinates after

6 rounds (j € [0, 63]).
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Choice of the cube: forcing some linear divisors

Study of the first rounds: Column C, after the first S-box layer

(vt | ~—fpi=Co+]

(Co+do+ Nvo+--- «—y:=Co+dy+1
dQoVo+- -+

- After the second round, the coefficient of any vyv;, i # 0 can be
decomposed as: 7P + 1&Q + 1R + (4 + 1)S.

- It is possible to select the remaining 31 indices i such that alll
coefficients of vyv; at round 2 look like either /5,P or 4R instead.

- This ensures that: o, ; = fo(...) + 70(...) for all output coordinates after

6 rounds (j € [0, 63]).
- (”uOy'" >”u.¢>3) # (O, s ,0) = Jy=1oryp=1

- In practice, reciprocal also true! vVj, o, , =0 = 5, =0and ;=0
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The internal-state recovery

First step, non-adaptative: 32-degree conditional cubes
Recovery of all the bits ¢; + ¢, + 1, and about 32/64 o;.
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- 32-degree coefficients depend only on ¢, + d, + 1 and o,.

- Inputting the recovered values drastically simplifies the expressions of
some coefficients, and thus the computations.

- Simple-enough expressions o be effectively-solved.
» Recovery of the remaining o;.

The infernal-state recovery
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The internal-state recovery

First step, non-adaptative: 32-degree conditional cubes
Recovery of all the bits ¢; + d + 1, and about 32/64 o;.
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Second step, adaptative: 32-degree cubes

- 32-degree coefficients depend only on ¢, + d, + 1 and o,.

- Inputting the recovered values drastically simplifies the expressions of
some coefficients, and thus the computations.

- Simple-enough expressions o be effectively-solved.
» Recovery of the remaining o;.

Third step, adaptative: 31-degree cubes
- Cubes of lower size are needed to recover b; and ¢;.
- Same principle as second step
» Recovery of all b, and ¢;.

The infernal-state recovery
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Conclusion

- Full-state recovery on the full 6-round encryption: 2% online time and

data.
_ _ - Harder to study the complexity of the adaptative offline choices. The
Practical cube-attack against . .
nonce-misused ASCON attack is however effective.
Jules BAUDRIN - Does not threaten AscoN directly.

PERRIN (Inr

Good reminder that a nonce is not a constant!

Main questions/openings
» Misused-ciphers studies: academically interesting, is it “real-life”
interesting ?

» Changing the input wire during encryption: a possible free
counter-measure ?

Conclusion
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- Full-state recovery on the full 6-round encryption: 2% online time and

dafa.
_ _ - Harder to study the complexity of the adaptative offline choices. The
Practical cube-attack against . .
nonce-misused ASCON aftack is however effective.

- Does not threaten AscoN directly.
Good reminder that a nonce is not a constant!
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Main questions/openings
» Misused-ciphers studies: academically interesting, is it “real-life”
interesting ?

» Changing the input wire during encryption: a possible free
counter-measure ?

Thank you for
Conclusion your attention!

13/13



The whole AscoN AEAD mode
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Jules BAUDRIN, Anr E Ar As E PG Py Cia Pt Cy E T
PERRIN (Inr ' r r( ) ' R .
- r r r
A MM
The whole Ascon AEAD mode Pc : pb pb : pb pb : pa
Fany : c c Fany : c c c : D

VKN 07K Nk 1K||o” K
Initialization Associated Data Plaintext Finalization
[DEMS, Jeal6]
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Justifying the “in practice” reciprocal

ay = (90 + Npja + (o +do+ NP2 Vje o, ,63].

When (ap + 1,¢9 + dy + 1) #(0,0), o, ; are not expected to be all canceled at
the same time.

Practical cube-attack against
nonce-misused ASCON

Whenever we observe that «, ; =0V j, we guess that (op, co + dp) = (1,1).
Jules BAUDRIN
PER Inria
=0,e=0 =0,e=1 =0,e=0 =0,e=1
600 ao € ao €eo ao €o do €o
500 100 100
400 75 75
300 50
Justifying the “in practice” reciprocal 200 50
100 25 25
0 0 0
20 40 o 20 40 60 0 20 40 60
ap=1,e =0 a=1e=1 ap=1e =0 a=1e=1
600 100
1000
500
400 750 7
300 500 50
200
100 250 25
0 0 0
0 20 40 60 0 20 40 o 20 40 60 0 20 40 60
—— B(64, 0.5) probability mass function
Individual cancellations of each o, ; Hamming weight of the cube-sum vectors
(1000 random internal states) (1000 random internall states)
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More details on the last two steps

Second step, adaptative: 32-degree cubes

32-degree coefficients depend only on ¢; + d; + 1 and a;,.

Afterstep 1, all the ¢; + o, + | are recovered and about half of the o, as well.
We choose our 32 indices i in order to minimize the number of unknowns.

- Each ay is a sum of products, each product being of the form: [] ¢; where
iup=1

Ge{a.l.c,+d+ 1.0+ 1} Such a product is very often equal to O !

- Minimizing the number of unknowns = Minimizing the degree and the density of
the expressions.

- Simple-enough expressions fo be effectively-computed round after round, then
effectively-solved (over-determined, small degree, sparse systems).

3/5



More details on the last two steps

Third step., adaptative: 31-degree cubes: wt(u) = 31

Each o, is a sum of products. Each product is either:

Practical cube-atfack against - the product of 32 coefficients of degree-1 terms after S;, or
fonce-misused Ascon - the product of one constant term and 31 coefficients of degree-1 terms.
Each coefficient of degree-1 term is known (because all ¢; + o, + 1 and all o; are
known).

So «, can be expressed as a sum of constant terms, that is, a quadratic polyno-
mial in the remaining unknowns ;. ¢, (d; = ¢; + | + £, with known g))

Again, the computations and the solving of the systems are practical.

More details on the last two steps
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