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PRE-SILICON GATE-LEVEL POWER SIMULATION
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PRE-SILICON GATE-LEVEL POWER SIMULATION - RES
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PRE-SILICON GATE-LEVEL POWER SIMULATION - LWC
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MACRO-LEVEL ANRLYSIS (SELECT LEAKAGE MODEL)
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Rationale: Identify leaky points, the timestamps of maximum data-dependent
variation in the power traces. Side-channel leakage is largest at time points with

the highest data-dependency of the power consumption. Q
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MICRO-LEVEL ENALYSIS (RANK LEAKY CELLS)
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One cycle

One cycle

EVALUATE THE QUALITY OF CELL RANK - TOP RARKED CELL REMOVAL

x1073 AES
25 T T T T %1073 GIFT-COFB
0% 25 T
-1% -0%
-5% 1%
2F -10% | - -5%
15% 2} —-10% | 4
0% ——15%
-25% -20%
1.5 -30% —25%
B 15F -30% | |
1+ n |
0.5 0.5
0 L L 0 2
20 25 30 60 65 40 45 65 70
3 Xoodyak
25 p10 ¥ T T
— 0%
-1%
-5%
2F -10% | 4
-15%
e 20%
-25%
15k ——-30% | Y
\
256 cycles
1+ 1
V
v !
0.5 4
0 : . : . . . . 2 . . . R :
60 62 64 66 68 70 72 74 76 78 80 0 50 100 150 200 250



1.0

EVALUATE THE QUALITY OF CELL RANK - CPA ON AES
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ROOT-CAUSE ANALYSIS OF POWER SIDE-CHANNEL LEAKAGE
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CONCLUSION

AES and GIFT leak power side channel information with a sharper slope than
Xoodyak and Grain.

GIFT leaks more power side channel information than AES because more gates are
contributing to power side channel in GIFT than AES in a relative term.

Less leaky than GIFT, Xoodyak also has more gates that are contributing to power
side channel than AES in a relative term.

Grain is less leaky comparing to GIFT and Xoodyak but still has more gates that are
contributing to power side channels than AES in a relative term.
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