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● Cadence Genus.
● Cadence Joules.
● SkyWater 130nm.

Gate-level Power(v,t,g)

Test-vector cellsDiscrete-time 
stamp

256 test-vectors, 
321 timestamps, 
9640 cells 



Maximize the proportion of side-
channel leakage in the overall power 

consumption of a design
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● First round of AES.
● 256 test vectors.
● Fixed key and random plaintext.
● Clock freq 50MHz.
● Oversampled at 64 samples per clock cycle.

9640 cells



● 256 cycles of the initialization.
● 256 test vectors.
● Fixed key and random nonce.
● Clock freq 50MHz.
● Sampled at 1 samples per cycle.

602 
cells

● 4 rounds of absorb-nonce 
(2 cycles per round).

● 256 test vectors.
● Fixed key and random nonce.
● Clock freq 50MHz
● Oversampled at 64 samples per cycle.

3630 
cells
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● First 20 cycles of encryption (40 
cycles in total).

● 256 test vectors.
● Fixed key, random nonce, fixed data.
● Clock freq 50MHz.
● Oversampled at 50 samples per cycle.

3286 
cells



MACRO-LEVEL ANALYSIS

6

Rationale: Identify leaky points, the timestamps of maximum data-dependent 
variation in the power traces. Side-channel leakage is largest at time points with 
the highest data-dependency of the power consumption.

design-global 
power trace

per-cell 
power 
traces



One leaky point per cycle

MICRO-LEVEL ANALYSIS
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Two leaky points per cycle
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Overall one leaky point

Previous 
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One cycle One cycle

One cycle 256 cycles
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the area under 
the curve of 
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the total amount 
of side channel 
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the cells that are removed according to cell rank
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● AES and GIFT leak power side channel information with a sharper slope than 
Xoodyak and Grain. 

● GIFT leaks more power side channel information than AES because more gates are 
contributing to power side channel in GIFT than AES in a relative term. 

● Less leaky than GIFT, Xoodyak also has more gates that are contributing to power 
side channel than AES in a relative term.

● Grain is less leaky comparing to GIFT and Xoodyak but still has more gates that are 
contributing to power side channels than AES in a relative term. 
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