
https://github.com/usnistgov/macos_security



Using data to prioritize cybersecurity investments, 
automated hardening techniques were found, by a wide 
margin, to have the greatest ability of any control studied 
to decrease the likelihood of a successful cyberattack. 
Organizations with such techniques in place, which apply 
baseline security configurations to system components 
like servers and operating systems, are nearly six times 
less likely to have a cyber incident than those that do not.



Solving a Problem

• Yearly major release from Apple


• New hardware


• Out of date guidance













NIST SP 800-219



• Ships alongside OS


• Tested Controls 


• Fully Documented 


• Scripts, Profiles, plists, and more


• Interagency tested, NIST approved


• Massive yearly effort reduction


macOS Security 
Compliance Project 
(mSCP)



Making Compliance Easy
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New Release/Guidance

Release Ready



WWDC

Public BetaRelease

Maintenance

Lifecycle



NIST SP 800-53 

Revision 4
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Revision 5

CIS Critical Security 

Controls Version 8



Why does all this 
matter?

CISA


• BOD 22-01


• BOD 23-01

Executive Order


• EO 14028


OMB Memorandum


• M-21-31



Why does all this 
matter?



“We’re required to use the DISA 
STIG for compliance, the mSCP 
has taken that from a nearly 
impossible task to one that is 
very easy to do.”

John Daly - Naval Air Warfare Center



“The mSCP makes a daunting 
task approachable for Mac 
Admins of all skill levels, creating 
easy to comprehend reports for 
InfoSec and Auditors.”

Jordan Burnette -  
        Virginia Commonwealth University



“We’re a small team of two 
supporting a few hundred Macs, 
without mSCP, we likely would 
have fallen behind on many 
other projects or had to hire 
additional team members to 
support us.”

Niko Torres - New Teacher Center



“The mSCP has saved countless 
man hours creating and auditing 
security policies on our Macs. 
InfoSec thinks I’m a super hero!”

Lee Stanford - Workhuman



Endpoint 
Requirements



mSCP Requirements





Rules



Baselines



Scripts




generate_baseline.pygenerate_guidance.py generate_scap.pygenerate_mapping.py



Project Outputs



DEMO



Security Compliance Project

One More Thing…


