Welcome to the
Federal Cybersecurity & Privacy
Professionals Forum Quarterly Meeting

The meeting will begin at 9:00 AM Eastern.
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If you have technical issues with WebEx Events, contact: sec-forum@nist.gov

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

August 29, 2023 | 9:00 AM —12:00 PM
Virtual Meeting



Virtual Meeting Etiquette & Reminders

Due to the number of
attendees, WebEx Events
automatically mutes all
participant microphones
and cameras.

Q&A and Chat are NOT
derated.
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Please be kind and courteous
to others.

Federal Cybersecurity & Privacy Professionals Forum

Please enter questions
and comments for
presenters in the
WebEx Q&A.

Do not send questions via
direct message to the
host/panelists or in the Chat.

For technical issues with

WebEx Events, contact:

sec-forum@nist.gov




Forum Quarterly Meeting FAQ

When will slides be posted?

Will this event be recorded?

Forum quarterly meetings are not If granted permission by the speakers,
recorded unless requested by the slides will be posted within 10 business
presenter. No sessions from the days on the event site.
08/29/23 Forum Meeting will be
recorded.

Can | get CEUs for attending? Where is the event site?
Yes, however, you must self-report to https://csrc.nist.gov/Events/2023/
your certifying organization. NIST forum-meeting-august-29-2023

provides a form to self-submit, available
for download on the event site.
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Forum Quarterly Meeting Agenda

9:00 AM ET

9:10 AM ET

10:00 AM ET

10:45 AM ET

11:00 AM ET

11:50 AM ET

August 29, 2023| 9:00 AM - 12:00 PM ET | WebEx Virtual Event

Welcome and Announcements
Katherine Schroeder, Forum Co-Chair, Computer Security Division (CSD), NIST
Claire Barrett, Forum-Co-Chair, Office of Information Systems Management (OISM), NIST

FedRAMP Updates

Brian Conrad, Acting FedRAMP Director and Program Manager for Cybersecurity, General Services Administration
(GSA)

The NICE Framework: Preparing a Job-Ready Cybersecurity Workforce
Karen Wetzel, Manager of NICE Framework, NICE

NIST Cybersecurity Framework (CSF) 2.0 Draft
Amy Mahn, International Policy Specialist, Applied Cybersecurity Division, NIST

Implementing the National Cybersecurity Strategy

Nick Leiserson, Assistant National Cyber Director for Policy and Programs at the Office of the National Cyber Director
(ONCD)

Drenan Dudley, Assistant National Cyber Director for Budget Review and Assessment, ONCD

Closing Remarks
NIST
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Announcements and Updates from
NIST Computer Security & Office of
Information Systems Management




Upcoming NIST Events

vmu  NIST Workshop on Multi-party Threshold Schemes 2023
September 26 - 28, 2023

Journey to the NIST Cybersecurity Framework (CSF) 2.0 Workshop

September 19-20, 2023

wma Al Metrology Colloquia Series
August 31 2023, 12:00 — 1:00PM EDT

Submit ideas for topics

e

Learn more and register:

https://www.nccoe.nist.gov/get-

involved/attend-events

https://csrc.nist.gov/events

https://www.nist.gov/news-events/events

and speakers!
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https://www.nccoe.nist.gov/get-involved/attend-events
https://www.nccoe.nist.gov/get-involved/attend-events
https://csrc.nist.gov/events
https://www.nist.gov/news-events/events

Update on NIST Publications

Recent Releases
Draft Cybersecurity Framework 2.0

Discussion Draft of NIST Cybersecurity
Framework 2.0 Core with Implementation
Examples

Draft NIST SP 1800-35, Implementing a Zero
Trust Architecture

Draft NISTIR 8477, Mapping Relationships
Between Documentary Standards,
Regulations, Frameworks, and Guidelines:
Developing Cybersecurity and Privacy Concept
Mapping

https://csrc.nist.gov/publications



https://csrc.nist.gov/publications

Potential “patch” of SP 800-53

National Institute of
Standards and Techn Iog
U.S. Deportmenr of Comm



Question 1

Do you support the addition of “leading zeros” to the controls
and control enhancements? (e.g., AC-1 would become AC-01,
AC-2(1) would become AC-02(01))

* Yes

* No



Question 2

Would this be preferred as a “patch release” (i.e., 5.1.1) issued
in Q1 FY24 or in the next major release (i.e., Revision 6), date to
be determined?

e Patch Release (SP 800-53 r5.1.1)

* Next Revision (SP 800-53 Rev 6)
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Question 3

If NIST were to implement this patch in Q1 FY24, would your
organization (to the best of your knowledge) also begin updating
your control numbering?

*Yes

*No

*Not Sure
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Question 4

Would implementing this patch in Q1 FY24 impact how your
organization implements the controls or any automation that is
being used?

*Yes

*Not

*Not Sure
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Question 5

Do you have any other feedback related to the possible inclusion
of leading zeros? Please feel free to include your name and
email in this response and someone from the RMF team wiill

follow-up for further discussion.
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Thank You for Attending the Federal Cybersecurity &
Privacy Professionals Forum Quarterly Meeting!

Today’s slides will be posted within 2 weeks; CEU form is available via:
https://csrc.nist.gov/Projects/forum

Continue the discussion at FCSM@list.nist.gov

Save the date our next virtual quarterly meeting:
December 5, 2023

National Institute of
Standards and Technology
U.S. Department of Commerce


https://csrc.nist.gov/Projects/forum
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