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Project Goal

Initiating the development of practices to ease migration from

the current set of public-key cryptographic algorithms to new
standardized algorithms published by NIST that are resistant

to quantum computer-based attacks
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* Amazon Web Services, Inc. (AWS)

* Cisco Systems, Inc.

* Cybersecurity and Infrastructure Security Agency (CISA)

* Cloudflare, Inc.

* Crypto4A Technologies, Inc.
* CryptoNext Security

* Dell Technologies

* DigiCert

* Entrust

* HP, Inc.

* HSBC

* IBM

* Information Security Corporation
* InfoSec Global

* ISARA Corporation

* JPMorgan Chase Bank, N.A.
* Keyfactor
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Microsoft

National Security Agency (NSA)
NXP Seminconductors

Palo Alto Networks

PQShield

QuantumXChange

Safelogic, Inc.

Samsung SDS Co., Lid.
SandboxAQ

Santander

SSH Communications Security Corp
Thales DIS CPL USA, Inc.

Thales Trusted Cyber Technologies
Utimaco

Verizon

VMware, Inc.

wolfSSL
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MIGRATION TO PQC PROJECT FOCUS

NIST PQC standardization effort

Tackle challenges with
of PQC

Engage with the community including
to bring
to the issues involved in migrating to post-
guantum algorithms

Coordinate with
government and industry sectors community to
develop guidance to accelerate the migration

Support (White House
NSM-10 (M-23-02), CISA, NSA CNSA 2.0, etc.)

NIST C NCCoEe

National Institute of
de

ds and Tochnology

The National Cybersecurity Center of Excellence (NCCoE) is collaborating with stakeholders in the

public and private sectors to bring awareness to the challenges involved in migrating from the current
set of public-key cryptographic algorithms to quantum-resistant algorithms. This fact sheet provides
an overview of the Migration to Post-Quantum Cryptography project, including background, goal,

challenges, and potential benefits.

The advent of quantum computing technology will render many
of the current cryptographic algorithms ineffective, especially
public-key cryptography, which is widely used to protect digi
information. Most algorithms or ich we depend are used
worldwide in components of many different communications,
processing, and storage systems. Once access to practical quantum
computers becomes available, all public-key algorithms and
associated protocols will be vulnerable to adversaries. It is essential
to begin planning for the replacement of hardware, software, and
services that use public-key algorithms now so that information is
protected from future attacks.

+ Organizations are often unaware of the breaith and scope of
application and function dependencies on public-key cryptog
raphy

* Many, or most, of the cryptographic products, protocols, and ser-

vices on which we depend will need to be replaced or significantly
altered when post-quantum replacements become available

« Information systems are not typically designed to encourage
supporting rapid adaptations of new cryptographic primitives
and algorithms without making significant changes to the sys
tem’s infrastructure—requiring intense manual effort.

* The migration to post-quantum cryptography will likely cre-
ate many operational challenges for organizations. The new
algorithms may not have the same performance or reliabi
characteristics as legacy algorithms due to differences in key
size, signature size, error handiing properties, number of exec
tion steps required to perform the algorithm, key establishment
process complex ficant challenge will be
maintain connectivity and interoperability among organizations
and organizational elements during the transition from quantum
vulnerable alg talgorithms

Atrul

thms to quantum-resi

1 sheets provides a

e high-level overview of the
0 learn more

the project page:
jpto-agllity-considerations

graphic

hms

The initial scope of this project will include engaging industry to
demonstrate the use of automated discovery tool

stems, and for what purposes.
»graphy components and associated
assets in the enterprise are identified, the next project elemen
those applications that need to be considered first
n planning

is

| describe systematic approaches for
Inerable algorithms to quantum-resistant
algorithms across different types of organizations, assets, and
supporting technalogies.

The potential business benefits of the solution explored by this

project include:

* helping organizations identif
rithms are being used on th

vhere, and h
r information

public-key algo
ystems

ng enterprise risk by providing tools, guidelines, and
practices that can be used by organizations in planning for re-
placement/updating hardware, software, and services that use
PQC-vulnerable public-key algorithms

g the confidentiality and integrity of sensitive enter

* supporting developers of products that use POC-vulnerable
public-key cryptographic algorithms to help them understand
protecols and cons t affect use of their products

As a private-public partnership, we are always seeking insights from
businesses, the public, and technology vendors. If you have questions
about this project of would like to join the project’s Community of

Interest, please email app!
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PUBLIC COMMENT PERIOD ENDED FEBRUARY 20, 2024

- NIST SP 1800-38B, Quantum Readiness: Cryptographic Discovery

(1) a functional test plan that exercises the cryptographic discovery tools to determine
baseline capabilities;

(2) a use case scenario to provide context and scope our demonstration;
(3) an examination of the threats addressed in this demonstration;

(4) a multifaceted approach to start the discovery process that most organizations can
start today; and (5) a high-level architecture based on our use case that integrates
contributed discovery tools in our lab.

» NIST SP 1800-38C, Quantum Readiness: Testing Draft Standards for
Interoperability and Performance

(1) identification of compatibility issues between quantum ready algorithms,
(2) resolution of compatibility issues in a controlled, non-production environment, and

(3) reduction of time spent by individual organizations performing similar interoperability
testing for their own PQC migration efforts.
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INTEROPERABILITY & PERFORMANCE

- Identifying interoperability and performance challenges that
applied cryptographers face as they implement quantum-
resistant algorithms.

« QUIC, Transport Layer Security (TLS)
« Secure Shell (SSH)

-  X.509 post-quantum certificate hybrid profiles to support
traditional and post-quantum algorithms

« post-quantum-related operations of next-generation Hardware
Security Modules (HSMs).
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WORKSTREAM WORKSTREAM

* INTEROPERABILITY

* DEMONSTRATE
IMPLEMENTING THE SAME ALGORITHM OR STANDARD

e DEVELOP AND FOR
THE NIST STANDARDIZED ALGORITHMS

* PERFORMANCE
* |DENTIFY (TIME, MEMORY, ETC.)

* VARY THE (OPERATIONAL ENVIRONMENT SUCH AS ON-
PREM, CLOUDS, DEVICES, VIRTUAL MACHINES, CONTAINERS, ETC.)

* VARY THE DEMONSTRATION CRYPTO MODES SUCH AS
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Public Key Private Key (bytes) | Signature (bytes) Security Level
(bytes)

RSA-3072 Classical-128
ECDSA-P256 64 32 256 Classical-128
ML-DSA-44 1312 2528 2420 PQC Category 2
(Dilithium2) (SHA3-256)
ML-DSA-65 1952 4000 3293 PQC Category 3
(Dilithium3) (AES-192)
ML-DSA-87 2592 4864 4595 PQC Category 5
(Dilithium5) (AES-256)
FN-DSA-512 897 7553 666 PQC Category 1
(Falcon512) (AES-128)
FN-DSA-1024 1793 13953 1280 PQC Category 5
(Falcon1024) (AES-256)
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* PROJECT WEBSITE

 HTTPS://WWW.NCCOE.NIST.GOV/CRYPTO-AGILITY-CONSIDERATIONS-MIGRATING-POST-
QUANTUM-CRYPTOGRAPHIC-ALGORITHMS

*  PROJECT COMMUNITY OF INTEREST (COI)

. APPLIED-CRYPTO-PQC@NIST.GOV

* CONTACT THE PQC PROJECT TEAM
e APPLIED-CRYPTO-PQC@NIST.GOV

* BILL NEWHOUSE


https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
mailto:applied-crypto-pqc@nist.gov
mailto:applied-crypto-pqc@nist.gov
mailto:william.newhouse@nist.gov
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