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Traditional  Software vs. ML-enabled Software 
Development

Traditional Software Development ML-enabled Software Development

9/6/24 Application of CT in Testing ML Systems 3



Unique Testing Challenges in ML

Data-Intensive

AI/ML systems rely heavily on data,

significantly influencing behavior.

Complex Decision Logic

The internal decision logic is generally

opaque and not easily interpretable by

humans.

Behavior

Non-deterministic behavior

Evolving behavior

Large Input Space
Decision logic is derived from the

patterns underlying the training dataset,

which is usually large in size.

Lack of Test Oracle Testing beyond Correctness
Fairness, safety, and trustworthiness 

are critical. Specialized testing 

techniques are required.

In most cases, test instances will lack

a reliable test oracle, and desired

outcomes are unknown beforehand.
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Why Combinatorial Testing for ML?

Combinatorial testing, a black box test generation technique,
focuses on systematically testing the interactions among the
system’s different parameters with a relatively smaller number of
tests [1].

Enables the detection of interaction faults, including rare
combinations that can lead to failures in software systems [2].

9/6/24 Application of CT in Testing ML Systems 6



Why Combinatorial Testing for ML (2)?

Combinatorial testing, a black box
test generation technique, focuses
on systematically testing the
interactions among the system’s
different parameters with a
relatively smaller number of tests.

Enables the detection of
interaction faults, including rare
combinations that can lead to
failures in software systems.

Efficiently explore the large input space of ML 
models by systematically testing different 
feature interactions with a relatively small 

number of tests.

Help uncover rare feature combinations and 
edge case scenarios, thus reducing the risk of 

undetected faults.
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Steps in Applying Combinatorial Testing to ML

Input Parameter 
Modeling

• Parameters
• Values
• Constraints

Generate 
Abstract Tests

• Size of "t"
• Generate t-

way abstract 
tests

Generate 
Concrete Tests

• Convert 
abstract to 
concrete tests

• Test oracle

Test execution

• Metrics

Step 1 Step 2 Step 3 Step 4
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Applying Combinatorial Testing - Image Dataset

Segmentation

Number of segments = 20

Parameter = Segment
Values = [True, False]

1

2

Value of t = 2

Abstract test cases
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Generating test cases - Image Dataset

Test case 1 Test case 2 Test case 3 Test case 4 Test case 5 Test case 6

Test case 7 Test case 8 Test case 9 Test case 10 Test case 11 Test case 12
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Applying Combinatorial Testing - Tabular Dataset

• Parameters
• Map all attributes, excluding the 

class label.
• Identify values for each 

parameter based on the 
attribute's data type
• Categorical attributes: Map 

unique values as representative 
values 

• Numerical attributes: Identify 
representative values through 
discretization 

• Identify constraints from the 
training dataset

A snippet of the Adult Income Dataset [12, 13]
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Designing an Input Parameter Model -
Tabular Dataset

Parameters

Discretized Numerical Values

Categorical Values
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Lifecycle - ML-enabled software system
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Application of Combinatorial Testing in the ML 
Lifecycle

Synthetic data 
generation [5, 10]

Hyperparameter
Optimization [9]

ML algorithm T&E 
[16]

T&E of pre-trained Model 
[1, 3, 4, 5, 6, 7, 8, 15] 

Correctness Explainability Fairness

Coverage 
Criterion [11]
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Testing pre-trained Deep Neural Network models
• Generate t-way synthetic 

images to test Deep Neural 
Networks (DNNs) used in 
self-driving cars
• Each synthetic image is a 

combination of image 
transformations.

A set of image 
transformations
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Testing pre-trained Deep Neural Network models (2)

T-way tests successfully uncover behavior inconsistencies 
among pre-trained models

Original Image

• Synthetic images 
generated by combining a 
set of image 
transformations (t-way 
tests) can successfully 
identify inconsistent 
behavior.
• T-way synthetic images 

can significantly increase 
neuron coverage, a 
measure of the 
proportion of neurons 
activated in a DNN 
model.
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Explaining Model Decisions

Explaining a model’s decision is similar to the fault localization
• Fault localization: Given a failing scenario, a software engineer 

identifies which part of the input that causes the failure
• Explainable AI: Given a decision (made by an ML model), the 

objective is to identify features that influence the model’s
decision. 

Can we use BEN, a combinatorial testing-based software fault 
localization tool, to generate an explanation?
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Explaining Model Decisions (2)
Explaining the behavior of image classifiers through 
counterfactual explanations
Determine a minimal subset of features in the input image 
that, if removed, would result in a different classification.

The CT-based approach effectively 
generates a counterfactual 
explanation for 44 out of 50 (~90%) 
images.
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Fairness Testing of ML models
• Evaluating 

the discriminatory 
behavior of pre-trained 
ML models using 
combinatorial testing
• A model-agnostic 

approach that can 
successfully identify 
fairness violations in ML 
models

9/6/24 Application of CT in Testing ML Systems 20



Fairness Testing of ML models (2)
Results suggest that t-way tests effectively 
identify biases introduced by the training 
dataset and the learning algorithm. 

Datasets

# of
t-

way 
tests

Protect
ed 

Attribu
tesx

Number of fairness violations

Logisti
c 

Regres
sion 
(LR)

Rando
m 

Forest 
(RF)

Support 
Vector 
Machin

es 
(SVM)

Deep 
Neural 

Network 
(DNN)

Adult 
Income

676 Sex,
Race

58 25 23 11

German 
Credit

81 Sex,
Age

5 10 9 26

COMPAS 64 Sex,
Race 27 37 24 4

Fairness violations identified by t-way tests
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Dataset Attribute Modified # CF found 

LR RF SVM DNN

Adult Income Only Race 16 10 5 4

Only Sex 11 1 3 5

Both Race and Sex 31 14 16 2

Total 58 25 23 11

Dataset Attribute Modified # CF found 

LR RF SVM DNN

German Credit Only Race 0 0 0 4

Only Sex 0 0 0 10

Both Race and Sex 5 10 9 12

Total 5 10 9 26

Dataset Attribute Modified # CF found 

LR RF SVM DNN

COMPAS Only Race 11 19 5 2

Only Sex 1 3 1 1

Both Race and Sex 15 15 18 1

Total 27 37 24 4
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Challenges in Adapting CT for ML

Input Parameter 
Modeling

• Parameters
• Values
• Constraints

Generate 
Abstract Tests

• Size of "t"
• Generate t-

way abstract 
tests

Generate 
Concrete Tests

• Convert 
abstract to 
concrete tests

• Test oracle

Test execution

• Metrics

Step 1 Step 2 Step 3 Step 4

The choice of 
metrics impacts 

our 
understanding of 

the model’s 
capabilities.

A higher value of 
”t” can result in a 

significantly larger 
number of tests

Parameters = Features
Values
• Categorical features
• Numerical features 

(discretized)
9/6/24
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Future Directions

• Model debugging
• Post deployment
• Monitoring
• Regression testing

• Other data modalities
• Natural Language Processing Datasets
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Next Session…
The performance of ML systems is directly influenced by the quality of the underlying ML model 
and the data used to train it. 

Data

This session Next session
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Thank you!!!!
Collaborators*

Tyler Cody
Laura Freeman
Erin Lanus
Jeff Lei
Brian Lee
Raghu Kacker
Krishna Khadka
Rick Kuhn
M S Raunak
Ankita Patel
& all the anonymous reviewers 
from the community

* Listed in alphabetical order
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