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Kerman, Sara J. (Fed) 

From: 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov> 
Sent: Saturday, October 26, 2024 3:11 PM 
To: pqc-forum 
Subject: [pqc-forum] Round 4 (Code-based KEMs) OFFICIAL COMMENT 

We�strongly�think�NIST�should�standardize�Classic�McEliece,�which�has�properties�that�makes�it�the�best�choice�in�
many�diƯerent�applications.�We�are�planning�to�use�Classic�McEliece.�

- Classic�McEliece�is�the�most�conservative�KEM�and�Classic�McEliece�category�5�is�the�best�option�for�protecting�
various�other�keys�(ML-KEM,�ML-DSA,�SLH-DSA,�FN-DSA,�LMS,�XMSS,�etc.)�in�transit�and�storage.�Classic�McEliece�
occupies�a�role�similar�to�SLH-DSA,�providing�a�very�conservative�security�assurance.�

- The�small�ciphertexts�and�good�performance�makes�Classic�McEliece�the�best�choice�for�many�applications�of�
static�encapsulation�keys�of�which�there�are�many�(WireGuard,�S/MIME,�IMSI�encryption,�File�encryption,�Noise,�
EDHOC,�etc.).�For�many�such�applications,�key�generation�time�is�not�important,�and�the�public�key�can�be�
provisioned�out-of-band.�When�the�public�key�is�provisioned�in-band,�Classic�McEliece�has�the�best�performance�
after�a�few�hundred�encapsulations.�For�static�encapsulation�use�cases�where�ML-KEM�provides�the�best�
performance,�Classic�McEliece�is�the�best�backup�algorithm.�The�memory�requirement�can�be�kept�low�by�
streaming�the�key.�

We�think�NIST�should�standardize�mceliece348864�(category�1),�mceliece460896�(category�3),�and�one�of�
mceliece6688128,�mceliece6960119,�and�mceliece8192128�(category�5).�261�kB�and�524�kB�encapsulation�keys�
can�be�used�where�1�MB�public�keys�cannot.�

In�addition,�we�think�NIST�should�standardize�one�of�BIKE�and�HQC.�BIKE�and�HQC�are�the�best�backup�algorithms�
to�ML-KEM�for�ephemeral�encapsulation�keys.�Additionally,�ML-KEM+BIKE�and�ML-KEM+HQC�hybrids�seems�like�
more�conservative�choices�than�FrodoKEM�while�also�providing�better�performance.�We�are�currently�not�planning�
to�use�BIKE�or�HQC,�but�we�would�like�to�see�a�standardized�backup�algorithm�for�ML-KEM�in�case�attacks�are�
found.�Such�a�backup�algorithms�should�have�a�diƯerent�construction�than�ML-KEM.�This�practice�of�
implementing�independent�cryptographic�backup�algorithms�has�long�been�a�guiding�principle�in�the�telecom�
industry.�

Cheers,�
John�Preuß�Mattsson�
Expert�Cryptographic�Algorithms�and�Security�Protocols,�Ericsson�

You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-
forum/GVXPR07MB967849A40C10DF7D8AE0462689482%40GVXPR07MB9678.eurprd07.prod.outlook.com. 
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Kerman, Sara J. (Fed)

From: pqc-forum@list.nist.gov on behalf of Crick Waters <crick@patero.io>
Sent: Tuesday, October 29, 2024 12:23 PM
To: pqc-forum
Cc: John Mattsson
Subject: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT

Patero concurs and has implemented the same. We support the standardization of Classic McEliece as recommended. 
Regards, 
Crick  
Crick Waters 
CEO Patero  

On Saturday, October 26, 2024 at 12:11:13 PM UTC-7 John Mattsson wrote: 

We strongly think NIST should standardize Classic McEliece, which has properties that makes it the best choice in many 
different applications. We are planning to use Classic McEliece. 

  

- Classic McEliece is the most conservative KEM and Classic McEliece category 5 is the best option for protecting various 
other keys (ML-KEM, ML-DSA, SLH-DSA, FN-DSA, LMS, XMSS, etc.) in transit and storage. Classic McEliece occupies a 
role similar to SLH-DSA, providing a very conservative security assurance. 

  

- The small ciphertexts and good performance makes Classic McEliece the best choice for many applications of static 
encapsulation keys of which there are many (WireGuard, S/MIME, IMSI encryption, File encryption, Noise, EDHOC, 
etc.). For many such applications, key generation time is not important, and the public key can be provisioned out-of-
band. When the public key is provisioned in-band, Classic McEliece has the best performance after a few hundred 
encapsulations. For static encapsulation use cases where ML-KEM provides the best performance, Classic McEliece is 
the best backup algorithm. The memory requirement can be kept low by streaming the key. 

  

We think NIST should standardize mceliece348864 (category 1), mceliece460896 (category 3), and one of 
mceliece6688128, mceliece6960119, and mceliece8192128 (category 5). 261 kB and 524 kB encapsulation keys can be 
used where 1 MB public keys cannot. 

  

In addition, we think NIST should standardize one of BIKE and HQC. BIKE and HQC are the best backup algorithms to 
ML-KEM for ephemeral encapsulation keys. Additionally, ML-KEM+BIKE and ML-KEM+HQC hybrids seems like more 
conservative choices than FrodoKEM while also providing better performance. We are currently not planning to use 
BIKE or HQC, but we would like to see a standardized backup algorithm for ML-KEM in case attacks are found. Such a 
backup algorithms should have a different construction than ML-KEM. This practice of implementing independent 
cryptographic backup algorithms has long been a guiding principle in the telecom industry. 

  

Cheers, 

John Preuß Mattsson 

Expert Cryptographic Algorithms and Security Protocols, Ericsson 

--  
You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-forum/dc6334c9-e765-44b3-87f0-
fae8f90bf2fdn%40list.nist.gov. 



Kerman, Sara J. (Fed)

From: 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov>
Sent: Sunday, November 10, 2024 3:03 AM
To: pqc-forum
Subject: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT

Hi, 

There seems to be substantial interest in using FrodoKEM+ECC from European governments as it is seen as a 
conservative choice. My thought was that ML-KEM+BIKE+ECC and ML-KEM+HQC+ECC seem like more 
conservative choices than FrodoKEM+ECC while also providing significantly better performance. What is 
conservative is a matter of opinion, but my thinking would be that a theoretical attack breaking all lattice-based 
crypto (ML-KEM, FrodoKEM) is more likely than attacks breaking both structured lattices and QC-MDPC. 

At CFRG last week there was a comment that this was an "Interesting thought indeed". Based on that I thought I 
could share the excel sheets I made. I don't think I have seen any public discussion of Lattice+Code+ECC hybrids 
before. Ericsson does currently not have any concrete plans to use FrodoKEM or Lattice+Code hybrids, but we 
would like a QC-MDPC KEM standardized and implemented as a backup algorithm to ML-KEM for ephemeral 
encapsulation. This does not mean we doubt ML-KEM, we would also like to have a NIST approved backup 
algorithm for AES for crypto agility. 

Table 1.KEM Public key and ciphertext sizes in bytes. Total size is public key size plus ciphertext size which is a 
relevant measure when KEMs are used for ephemeral key exchange is protocols like TLS 1.3 and IKEv2. 

Name Category Public key Ciphertext Total 
ML-KEM-512 1 800 768 1568 
BIKE-L1 1 1541 1573 3114 
ML-KEM-512+BIKE-L1 1 2341 2341 4682 
HQC-128 1 2249 4481 6730 
ML-KEM-512+HQC-128 1 3049 5249 8298 
FrodoKEM-640 1 9616 9720 19336 
ML-KEM-768 3 1184 1088 2272 
BIKE-L3 3 3083 3115 6198 
ML-KEM-768+BIKE-L3 3 4267 4203 8470 
HQC-192 3 4522 9026 13548 
ML-KEM-768+HQC-192 3 5706 10114 15820 
FrodoKEM-976 3 15632 15744 31376 
ML-KEM-1024 5 1568 1568 3136 
BIKE-L5 5 5122 5154 10276 
ML-KEM-1024+BIKE-L5 5 6690 6722 13412 
HQC-256 5 7245 14469 21714 
ML-KEM-1024+HQC-256 5 8813 16037 24850 
FrodoKEM-1344 5 21520 21632 43152 

Table 2. KEM performance in cycles (50%) on 2023 AMD Ryzen 7 7700. Performance number from eBACS: ECRYPT 
Benchmarking of Cryptographic Systems by Bernstein and Lange (editors) https://bench.cr.yp.to/results-
kem/amd64-hertz.html. Total is cycles for key gen + encapsulation + decapsulation. 
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I apologize for any potential errors in the tables above or if I chose the wrong algorithm variants from eBACS. I 
could not find performance numbers for BIKE-L5 on eBACS. FrodoKEM with SHAKE seemed like the fairest 
comparison to the other SHAKE based algorithms. I am a bit skeptical to the use of AES as a KDF 
https://csrc.nist.gov/csrc/media/Projects/crypto-publication-review-project/documents/initial-
comments/sp800-38b-initial-public-comments-2024.pdf 

The Excel documents are available here. 
https://github.com/emanjon/KEMs 

Cheers, 
John Preuß Mattsson 
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Kerman, Sara J. (Fed)

From: pqc-forum@list.nist.gov on behalf of Christopher J Peikert <cpeikert@alum.mit.edu>
Sent: Wednesday, November 13, 2024 10:55 PM
To: John Mattsson
Cc: pqc-forum
Subject: Re: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT

On Sun, Nov 10, 2024 at 3:03 AM 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov> wrote: 

There seems to be substantial interest in using FrodoKEM+ECC from European governments as it is seen as a 
conservative choice. My thought was that ML-KEM+BIKE+ECC and ML-KEM+HQC+ECC seem like more conservative 
choices than FrodoKEM+ECC while also providing significantly better performance. What is conservative is a matter of 
opinion, but my thinking would be that a theoretical attack breaking all lattice-based crypto (ML-KEM, FrodoKEM) is 
more likely than attacks breaking both structured lattices and QC-MDPC. 

 
Could you explain your thinking behind this conclusion? 
 
Both "structured" (module) lattices and quasi-cyclic (QC) codes have many "cyclic symmetries" that are not present in 
the "unstructured" lattices that FrodoKEM uses. Hypothetically, these cyclic symmetries could someday lead to a break 
that does not apply to unstructured lattices or codes. 
 
I'd say we can only speculate (not draw any useful conclusions) as to which dimension is more likely to yield a serious 
attack: lattices vs codes, or structured vs unstructured. 
 
Sincerely yours in cryptography, 
Chris 
--  
You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-
forum/CACOo0QjUJBxE7ite097hVFYMd8J-aoCHeACxwnWhUUUFayhFBw%40mail.gmail.com. 
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Kerman, Sara J. (Fed)

From: 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov>
Sent: Thursday, November 14, 2024 12:51 AM
To: Christopher J Peikert
Cc: pqc-forum
Subject: Re: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT

Hi Chris, 
 
It was not meant as a conclusion. As you write it is very much a matter of speculation or "educated guesses". I am 
happy that my post lead to a discussion. Ignoring attacks on specific algorithms (which are also important), I think 
there are four high-level probabilities: 
 

- A. Probability of attacks on all crypto using binary Goppa codes 
- B. Probability of attacks on all crypto using QC-MDPC codes 
- C. Probability of attacks on all crypto using unstructured lattices 
- D. Probability of attacks on all crypto using structured lattices. 

 
I think most people agree that A < B and C < D. None of the probabilities are independent but most people 
probably agree that "A and B" and "C and D" are much more dependant than the other pairs.  
 
Is B * D < C? I don't know. 
 
Any discussion is bound to be similar to previous discussion regarding the security of RSA, FFDH, ECC on random 
curves like Brainpool, and ECC on curves with special forms like P-256 and Curve25519, which I think there are 
still different opinions about. 
 
Cheers, 
John 
 

From: Christopher J Peikert <cpeikert@alum.mit.edu> 
Date: Thursday, 14 November 2024 at 04:55 
To: John Mattsson <john.mattsson@ericsson.com> 
Cc: pqc-forum <pqc-forum@list.nist.gov> 
Subject: Re: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT 

On Sun, Nov 10, 2024 at 3:03 AM 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov> wrote: 

There seems to be substantial interest in using FrodoKEM+ECC from European governments as it is seen as a 
conservative choice. My thought was that ML-KEM+BIKE+ECC and ML-KEM+HQC+ECC seem like more 
conservative choices than FrodoKEM+ECC while also providing significantly better performance. What is 
conservative is a matter of opinion, but my thinking would be that a theoretical attack breaking all lattice-based 
crypto (ML-KEM, FrodoKEM) is more likely than attacks breaking both structured lattices and QC-MDPC. 

 
Could you explain your thinking behind this conclusion? 
 
Both "structured" (module) lattices and quasi-cyclic (QC) codes have many "cyclic symmetries" that are 
not present in the "unstructured" lattices that FrodoKEM uses. Hypothetically, these cyclic symmetries 
could someday lead to a break that does not apply to unstructured lattices or codes. 
 
I'd say we can only speculate (not draw any useful conclusions) as to which dimension is more likely to 
yield a serious attack: lattices vs codes, or structured vs unstructured. 
 
Sincerely yours in cryptography, 
Chris 
--  
You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-
forum/GVXPR07MB967822E2C307BDA37570EBF8895B2%40GVXPR07MB9678.eurprd07.prod.outlook.com. 
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Kerman, Sara J. (Fed)

From: pqc-forum@list.nist.gov on behalf of Watson Ladd <watsonbladd@gmail.com>
Sent: Thursday, November 14, 2024 1:14 AM
To: Christopher J Peikert
Cc: John Mattsson; pqc-forum
Subject: Re: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT

On Wed, Nov 13, 2024, 7:55 PM Christopher J Peikert <cpeikert@alum.mit.edu> wrote: 
On Sun, Nov 10, 2024 at 3:03 AM 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov> wrote: 

There seems to be substantial interest in using FrodoKEM+ECC from European governments as it is seen as a 
conservative choice. My thought was that ML-KEM+BIKE+ECC and ML-KEM+HQC+ECC seem like more conservative 
choices than FrodoKEM+ECC while also providing significantly better performance. What is conservative is a matter of 
opinion, but my thinking would be that a theoretical attack breaking all lattice-based crypto (ML-KEM, FrodoKEM) is 
more likely than attacks breaking both structured lattices and QC-MDPC. 

Could you explain your thinking behind this conclusion? 

Both "structured" (module) lattices and quasi-cyclic (QC) codes have many "cyclic symmetries" that are not present in 
the "unstructured" lattices that FrodoKEM uses. Hypothetically, these cyclic symmetries could someday lead to a break 
that does not apply to unstructured lattices or codes. 

I'd say we can only speculate (not draw any useful conclusions) as to which dimension is more likely to yield a serious 
attack: lattices vs codes, or structured vs unstructured. 

Having two structured medium modulus systems vs one using a tiny modulus and one a medium one seems to put eggs 
in small baskets (also related) vs the other. 

Codes also can introduce much more noise for the same ciphertext size. 

Sincerely yours in cryptography, 
Chris 
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Kerman, Sara J. (Fed)

From: pqc-forum@list.nist.gov on behalf of D. J. Bernstein <djb@cr.yp.to>
Sent: Friday, November 15, 2024 9:41 AM
To: pqc-forum
Subject: Re: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT
Attachments: signature.asc

Christopher J Peikert writes: 
> Both "structured" (module) laƫces and quasi-cyclic (QC) codes have  
> many "cyclic symmetries" that are not present in the "unstructured"  
> laƫces that FrodoKEM uses. HypotheƟcally, these cyclic symmetries  
> could someday lead to a break that does not apply to unstructured laƫces or codes. 
 
This isn't hypotheƟcal. As one of many examples, BIKE issued a security patch in response to an aƩack from last year. 
That aƩack--- 
 
   hƩps://link.springer.com/chapter/10.1007/978-3-031-38548-3_3 
 
---exploits decrypƟon failures produced by, e.g., the polynomial p = 
1+x+x^2+x^3+x^4+x^5+x^159+x^314+... having a big pileup of early terms 
in the products p, px, px^2, px^3, px^4, px^5 where a similar MDPC system avoiding polynomials would have lower 
probability of decrypƟon failures. 
 
hƩps://epubs.siam.org/doi/abs/10.1137/1.9781611974331.ch64 is a laƫce example, breaking Gentry's STOC 2009 FHE 
system for cyclotomics. All of the followup aƩacks listed in 
 
   hƩps://ntruprime.cr.yp.to/laƫcerisks-20211031.pdf#subsecƟon.1.1.2 
 
are also exploiƟng the polynomial structure visible in public keys. 
 
Real aƩack examples like this jusƟfy asking whether FrodoKEM would do a beƩer job than BIKE or HQC as a backup for 
Kyber. On the other hand, there are also many other aƩack avenues. For example: 
 
   * FrodoKEM says it's an "instanƟaƟon and implementaƟon" of 
     hƩps://eprint.iacr.org/2010/613---but that paper proposed 
     dimension just 256 for security "about" 2^150 ("at least" 2^128). 
     There have been many improvements in laƫce aƩacks since then. 
 
   * In 2023, FrodoKEM issued a security patch to try to block the 
     aƩack from hƩps://cr.yp.to/papers/lprrr-20221114.pdf#frodooo. The 
     underlying design flaw was triggered by performance pressure that 
     arose from FrodoKEM ciphertexts actually containing mulƟple 
     ciphertexts internally---which in turn is forced by the way that 
     FrodoKEM avoids polynomials. 
 
hƩps://eprint.iacr.org/2023/947 presents a theorem saying that a parƟcular laƫce system provides 2^128 QROM IND-
CCA2 security if there aren't further advances in general laƫce aƩacks; but that system is much bigger than FrodoKEM-
1344. It's enƟrely possible for FrodoKEM to have further weaknesses that aren't shared by other laƫce systems. 
 
I do think that FrodoKEM-1344 has lower risk overall than Kyber-1024, and _some_ of the reasons that I'm concerned 
about Kyber are also reasons to be concerned about BIKE and HQC. But I also wouldn't be surprised by further FrodoKEM 
aƩacks that don't apply to Kyber, or by further FrodoKEM+Kyber aƩacks that don't apply to BIKE or to HQC. 
 
> I'd say we can only speculate (not draw any useful conclusions) as to  
> which dimension is more likely to yield a serious aƩack: laƫces vs  
> codes, or structured vs unstructured. 
 
There's extensive literature on quanƟfying risk. See, e.g., 
 
   hƩps://www.cambridge.org/nl/universitypress/subjects/staƟsƟcs-probability/opƟmizaƟon-or-and-risk/probabilisƟc-
risk-analysis-foundaƟons-and-methods 
 
for an introducƟon to the topic. 
 
Risk analysis includes comparisons of models to the available data. As a starƟng point, hƩps://cr.yp.to/papers.html#qrcsp 
quanƟfies currently known failure rates of round-1 submissions to NISTPQC. Out of the 69 submissions, 48% are already 



2

known to have failed, so we aren't in an informaƟon vacuum here. Furthermore, the aƩacks against NISTPQC are part of 
a broader literature successfully aƩacking many more problems, and it's certainly possible to collect more data regarding 
that. 
 
But it's important for the quesƟon to be clear. Does "serious aƩack" 
mean something other than breaking the minimum security level allowed in NISTPQC? Which dividing line is under 
consideraƟon between "laƫces" 
and "codes"? (See hƩps://cr.yp.to/talks.html#2024.07.17.) Et cetera. 
 
---D. J. Bernstein 
 
-- 
You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion visit hƩps://groups.google.com/a/list.nist.gov/d/msgid/pqc-
forum/20241115144041.84087.qmail%40cr.yp.to. 
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Kerman, Sara J. (Fed)

From: 'John Mattsson' via pqc-forum <pqc-forum@list.nist.gov>
Sent: Saturday, November 16, 2024 4:11 AM
To: Watson Ladd; Christopher J Peikert; D. J. Bernstein
Cc: pqc-forum
Subject: Re: [pqc-forum] Re: Round 4 (Code-based KEMs) OFFICIAL COMMENT

D. J. Bernstein wrote: 
"I do think that FrodoKEM-1344 has lower risk overall than Kyber-1024, 
and _some_ of the reasons that I'm concerned about Kyber are also 
reasons to be concerned about BIKE and HQC. But I also wouldn't be 
surprised by further FrodoKEM attacks that don't apply to Kyber, or by 
further FrodoKEM+Kyber attacks that don't apply to BIKE or to HQC." 
 
Watson Ladd wrote: 
"Having two structured medium modulus systems vs one using a tiny 
modulus and one a medium one seems to put eggs in small baskets 
(also related) vs the other." 
 
Christopher J Peikert wrote: 
"Both "structured" (module) lattices and quasi-cyclic (QC) codes have many "cyclic symmetries" that are not 
present in the "unstructured" lattices that FrodoKEM uses. Hypothetically, these cyclic symmetries could someday 
lead to a break that does not apply to unstructured lattices or codes." 
 
Does anybody have any speculation/educated guess/risk analysis regarding how likely/unlikely it would be with a 
single attack that applies to both structured lattices (i.e., ML-KEM) and structured codes (BIKE/HQC)? 
 
While we cannot draw any certain conclusions, a lot of us need to make decisions on what to implement very 
soon. Some of these decisions are already taken. Given that ML-KEM will be the default in most cases, it would be 
good with more discussion if FrodoKEM, BIKE, or HQC is the best backup algorithm to ML-KEM for ephemeral key 
exchange.  
 
Note that in many industrial use cases, high performance is very important for usage, and usage is of course 
essential for practical security of systems. TLS 1.3 (2018) tragically specifies and recommends psk_ke without 
asymmetric keying, allows reuse of ephemeral private keys in violation with SP 800-56A, and removes the 
mechanism to do asymmetric rekeying inside a connection. This despite X25519 having extremely good 
performance. Ericsson would like to see frequent rekeying with ephemeral keys based on data and time as a 
strong general recommendation in the future. 
 
Cheers, 
John 
--  
You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-
forum/GVXPR07MB9678F5D736E4198525097BFD89252%40GVXPR07MB9678.eurprd07.prod.outlook.com. 




