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1. Introduction

This preview writeup introduces Amber, a threshold key encapsulation mechanism (TKEM) whose
security is based on standard lattice problems.

The design template of Amber is based on the BCHK+ transform introduced in [LP25] and well
suited for the lattice context. Several optimization strategies as proposed in [KLPP26] helped
achieving a practically efficient scheme.

Our main design goal was to achieve security against active adversaries, while avoiding heavy
tools such as non-interactive zero-knowledge proofs or generic multi-party computations. The
BCHK+ is a very modular and flexible tool to achieve this goal. As will be detailed below, it is
obtained from several building blocks whose concrete instantiations can be done in a modular way.

We encounter a trade-off between robustness guarantees and security against adaptive corruptions,
which we see as our main technical limitation. However, this trade-off reflects a more general
problem in lattice-based threshold cryptography, and does not seem to depend on the BCHK+
transform itself.

2. Specification

2.1. Organization

This specification proposes two schemes for the Category S2 of threshold schemes for primitives
of regular public-key encryption scehmes (PKE) and key-encapsulation mechanisms (KEM) that
are not standardized by NIST. The two schemes are variants of the same underlying framework
but exhibit markedly different trade-offs in terms of efficiency, scalability, and security. We aim
to identify the stronger candidate through interaction and feedback from the community. We
differentiate them based on the underlying secret sharing scheme: Shamir or Vandermonde.

Shamir. As summarized in Table 1, the first scheme achieves high scalability (values of N = 1024
or higher are easily achieved) at the cost of robustness; however, it does provide adaptive security.

Vandermonde. In contrast, the second scheme sacrifices scalability (for N > 64 the number of
secret shares becomes prohibitively large) in exchange for strong robustness guarantees: malicious
aborts are detected, and in the absence of aborts, decryption is correct with overwhelming
probability. It is worth noting that for small sets this scheme is computationally more efficient.

Table 1: Trade-offs between our two schemes. Computation for () is technically O(T'), only
because the identity of all other parties has to be read.

Variant Security Robustness Group size Computation
per party
| (Shamir) Adaptive No Enormous O(1)*
[l (Vandermonde) | Selective Yes Medium o(T)
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The specification document will be organized as follows:

o It will first introduce the syntax and definitions of the required cryptographic primitives and
then give concrete instantiations of them.

o When doing so, we will give intuitions on the choices underlying our design. Various tweaks,
such as balanced noise flooding, and approximate calculations, allowed us to significantly
improve on the ciphertext size.

Figure 1 gives an overview of our construction template and further information is given in the
sections below.

SSS TIBE BCHK*
s |1 o |

IBE 0TS
(§2.1.2) (§2.1.4)

Figure 1: Structure of our TKEM construction

We emphasize the following points:

o The cryptosystem we submit is a threshold key encapsulation mechanism (TKEM). The
other families of functions presented in this document (SSS, IBE, TIBE, OTS and BCHK™)
are building blocks that are assembled in a modular manner to construct our TKEM.

o Our TKEM comes in two main variations: Shamir and Vandermonde. These correspond
to the underlying choice of SSS (§2.1.3), and this choice impacts several fundamental
properties of the scheme: implementation, efficiency and security features.

2.1.1. The BCHKT transform

The framework that underlies our entire construction is the BCHK™ transform [LP25], an adapta-
tion of the BCHK transform [CHK04; BCHKO07] to the lattice setting. The BCHK™ transform
is a generic transform that takes as input a one-time signature scheme OTS and a threshold
identity-based encryption scheme TIBE, and outputs a threshold key encapsulation mechanism
TKEM. In short,

BCHK*(OTS, TIBE) = TKEM

Similarly to the Fujisaki-Okamoto (FO) transform, the BCHK™ transform only requires mild
properties from the OTS and the TIBE (in particular, TIBE must only satisfy a variation of
IND-CPA security), and outputs a TKEM that satisfies the stronger notion of IND-CCA security.
However, thresholdizing the FO transform requires the distribution of random oracles, whereas
thresholdizing the BCHK™ transform only requires the distribution of TIBE operations.
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Note that, as the FO transform, the BCHK™ transform contains a decrypt-and-re-encrypt step.
In contrast to the FO, this only happens at the time of combining decapsulation shares together,
a step that is public and does not require thresholdization. This makes the BCHK™ transform a
compelling method to construct an efficiently scalable and actively secure TKEM.

2.1.2. The underlying (Threshold) IBE

The main ingredient required by the BCHK™ transform is a (threshold) identity-based encryption
scheme, or (T)IBE. In our current proposal, the choice of TIBE accounts for 100% of the
encapsulation key size, and between 88% and 97% of the ciphertext size.

We start from the “ROHIBE" (non-threshold) lattice-based IBE from Cash et al. [CHKP10], which
we tweak in two ways: (i) we use Eagle trapdoors [YJW23; EENPSS24], (ii) for trapdoor sampling,
we replace GPV sampling [GPV08] with noise flooding a la Plover/Raccoon [EENPSS24; PKPR24].
These two tweaks give a linear structure to the main IBE operations, making it straightforward to
thresholdize. The actual thresholdization of the IBE is performed using a (linear) secret sharing
scheme SSS. In short,

TIBE = ROHIBE [CHKP10]
+ Eagle trapdoors [YJW23; EENPSS24]
+ Noise flooding  [EENPSS24; PKPR24]
+ SSS (§2.1.3)

2.1.3. The underlying SSS

The TIBE construction outlined in (§2.1.2) requires a threshold-friendly IBE and a (linear) secret
sharing scheme, or SSS. In our case, there are two main contenders:

« Shamir secret sharing [Sha79]. Based on Lagrange interpolation, this SSS has excellent
efficiency properties. In particular, it scales well with large numbers of parties. To be
used securely in the lattice setting, it requires the online computation of ephemeral “zero-
shares” [DKMMPS24; KRT24]. Zero-shares represent an efficiency bottleneck during the
decapsulation procedure, since each party needs to perform O(T) calls to a PRF (for
example SHAKE). On the other hand, they can provide adaptive security at a moderate
cost [KRT24].

« Vandermonde secret sharing [DDB95; BCPENP25]. The second choice is to pick
a secret sharing with “shortness” properties: the individual shares and reconstruction
coefficients should be short. This enables the security proof to go through without resorting
to zero-shares. The absence of zero-shares has two main consequences: (i) partial decryption
shares can be publicly verified to be valid, which provides a form of robustness, (ii) adaptive
security now requires a complexity leveraging argument, which entails a gap (]:,\f) between
selective and adaptive security.

There are several possible “short” SSS — for example replicated secret sharing can be
used, but it scales poorly with up to (TJL) shares per party. We choose instead to use a

3



Amber: a Family of Efficient Lattice-Based IND-CCA Threshold KEMs Preview Writeup (version 0.1)

SSS based on the Vandermonde identity [DDB95; BCPENP25], which scales only slightly
superpolynomially in N. Realistically, it can support N < 64 [BCPENP25, Figure 2.

2.1.4. The underlying OTS

A minor ingredient of the BCHK™ transform is a one-time signature scheme OTS. A standard
signature scheme is also an OTS, therefore it is a viable option to pick ML-DSA, SLH-DSA or
FN-DSA as an OTS. Alternatively, WOTS+ or a one-time variant of Raccoon would also be
viable options. Note that the OTS key generation and signing are performed by the encapsulation
procedure, while verification is performed (in the clear) during the decapsulation procedure.

2.1.5. The resulting TKEM

The syntax of our resulting KEM is given in Fig. 2. All parties share the same encapsulation key
ek, each party ¢ C {1,..., N} is given a share dk; of the decapsulation key.

Any third party can encapsulate a key to ek. A subset act C {1, ..., N} of at least T decapsulators
may participate in an interactive decapsulation protocol in order to recover a key’, that will satisfy
key = key' if all parties follow the protocol.

The decapsulation protocol may fail if one member or more of act does not follow the protocol; in
this case, for the Vandermonde variant of our scheme, it also outputs a non-empty set act’ C act
of parties that did not follow the protocol.

ct
v

— dk; —— Decaps |—— key'
~— .- ——f (3 Rounds
‘— dky ——{ + Combine) ——— act’

Figure 2: Structure of our TKEM construction

2.2. System and Security Models
2.2.1. System model

We consider a system with a trusted setup for the key generation. We also assume the strongest
network model with synchrony, broadcast and guaranteed message delivery. We conjecture that
our construction may be secure in a weaker model. We also assume a trusted setup, although
it seems plausible that recent works on distributed key generation (DKG) [ENP24; BCPENP25]
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could be adapted to our setting. We believe these two topics (weaker communication models,
and DKG) are promising research directions.

The protocol supports any threshold T < N, hence allows a dishonest majority. In order to
decapsulate a key any group of T parties executes an interactive protocol to compute their final
decryption shares. In the end of the protocol, the decryption shares are either sent to all parties
or to a dedicated (public) decryptor. Given the shares, one runs a public function to decapsulate
the final key.

In this specification, we present two variants (a Shamir-based and a Vandermonde-based protocol)
of our threshold KEM that satisfy different security properties. The Shamir-based variant can
easily cover up to N < 1024 parties. The Vandermonde-based variant can only cover up to
N < 64 parties.

2.2.2. Security

Both protocols we present are secure against an active adversary in the game-based model (i.e.
CCA2 security for TKEM). We also prove that an active adversary cannot cause inconsistent
behaviour of the system, the property that appears in the literature as Decryption Consistency.
Informally, it states that the same ciphertext always either fails or decapsulates to the same key.

The corruption model differs between the two variants. For the Vandermonde-based scheme, we
consider a model with static corruptions. Here the adversary declares the set of T'— 1 corrupt
parties before receiving the public setup information from the challenger and the start of the
decapsulation query phase. For small thresholds, we can achieve security with adaptive corruptions
using standard complexity leveraging. However, for larger thresholds the security loss is probihitive.

The Shamir-based system natively allows for adaptive corruptions. Thus, the adversary can request
key material of a total of 7' — 1 parties, stretched over the security experiment.

When using the Vandermonde secret sharing, the (intermediate) TIBE fulfils a stronger security
property which we term extraction share robustness. Even if the adversary maliciously generates
the key extraction shares, they can not cause the reconstruction of honestly generated ciphertexts
to fail, without being caught. If any share is deemed invalid the corresponding party is flagged,
removed and the session restarts from the beginning. This robust TIBE then further leads to a
TKEM with improved security guarantees. Its Shamir-based counterpart does not satisfy those
stronger security property, as the one-time masks make individual share verification difficult.

Lastly, assuming honest protocol execution, both schemes decapsulate a given key correctly with
overwhelming probability over the encryption and decryption randomness. When the decryption
fails due to a malicious or corrupted ciphertext the KEM protocol aborts explicitly returning a
special symbol.

The overall security of both our schemes relies on the hardness of the Ring Learning With Errors
(RLWE) assumption [LPR10] in the Random Oracle model. The security proof actually relies
on the intermediate assumption of RLWE with (coset) hints, but the latter can be reduced from
standard RLWE [KLSS23; EENPSS24; LP25].
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3. Open-Source Implementation

As our submission is based on a very recent line of works [LP25; KLPP26], we do not have an
open-source implementation at the moment. Our plan moving forward is to augment our team
with an implementer in order to have an optimized open-source implementation for the final
submission. Based on toy implementations in Python, we do not foresee specific challenges for
our proposal, including testing and reproducibility challenges.

4. Experimental Performance Evaluation

Sizes and communication. The specification document will contain detailed analysis of the
concrete parameters sets, aiming for different security levels. Moreover, we will detail the sizes of
the public key ek and the ciphertext ct, as well as the communication cost. Preliminary numbers
based on can be found in [KLPP26].

Running time. We expect our schemes to be fairly fast as they only rely on symmetric
cryptography and linear algebra over polynomials.

O(log N
o For the variant based on Vandermonde SSS, each party needs to store (%\,) (o )

values, therefore we expect the actual bottleneck to be the storage cost.

secret

« For the variant based on Shamir SSS, each party needs to perform O(T") calls to SHAKE
during the distributed decapsulation protocol, and we expect these calls to become the
computational bottleneck for large T.

5. Licensing, Patent Claims, and Funding

Licensing. We do not have a reference implementation yet, therefore open sources licenses are
not relevant to our submission at the moment.

Patents. To our knowledge, two patent families may be applicable to our cryptosystem:
W02024228005A1 and GB202410596D0. Both patents families are owned by PQShield, of
which the co-submitters Rafaél del Pino and Thomas Prest are employees of.

Funding. Katharina Boudgoust is supported by the French National Research Agency (ANR),
under the projects ANR-21-ASTR-0016 AMIRAL, ANR-22-PECY-003 SecureCompute and ANR-25-
CE39-4214-01 RELATE. Oleksandra Lapiha was supported by the EPSRC and the UK Government
as part of the Centre for Doctoral Training in Cyber Security for the Everyday at Royal Holloway,
University of London (EP/S021817/1). Thomas Prest and Rafaél del Pino are supported by the
ANR, under the project ANR-25-CE39-4214-01 RELATE.
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