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and support public discussion within the scope of the NIST First Call for Multi-Party Threshold Schemes
[NIST-IR8214C]. This “preview writeup” represents a good-faith plan for a subsequent “package submission”.
However, until the deadline for package submission, the team may still modify its own composition and the sub-
mission plan, including possible changes to the technical scope, and/or the used techniques or achieved results.
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1. Introduction

Principal Crypto-Systems. The planned package submission will specify a protocol in the family
of threshold schemes for Schnorr signatures [MORO01; SS01; NKDMO03; Mak22]. This protocol fits
within categories N1.1 and N4 (subcategory QV-ECC-KeyGen). This protocol is essentially the
folklore protocol for threshold Schnorr signatures, dubbed as Classic Schnorr in [Mak22].

2. Specification

Organization. The main parts of the planned submission package will specify the Classic
Schnorr protocol. The protocol proceeds in two phases: a key generation phase and a signing
phase. The signing phase produces signatures that are interchangeable from signatures produced
with a non-threshold implementation with regard to the NIST-standardized EdDSA verification
algorithm [FIPS-186-5].

« Key Generation. All parties sample t random shares and set n — ¢ more shares to be
the identity element. Using a commit-open protocol, they exchange discrete-logarithm
commitments to these shares. After exchanging commitments, each party privately sends to
every other party the secret information they need to verify the commitments, and compute
and broadcast public key shares. Each party can then output the shared public key and
their respective share of the private key.

« Signing.

1. Each party begins by sampling a random share of the private signature nonce and
computes the corresponding EC point. They then broadcast a commitment to this
point.

2. After receiving all the commitments, each party reveals their random EC point to
every other party.

3. After receiving the EC point opening from every other party, each party can sum the
random EC points to obtain the public signature nonce and compute their share of
the signature string.

Output: After broadcasting these signature shares, each party can reconstruct the signature
and verify it against the joint public key. If it passes verification, each party outputs it.

This signature phase can be augmented with some operations or messages which enable the
identification of malicious parties in case the reconstructed signature fails to verify.

System model and security. The protocols will be specified for a theoretically unbounded
number n of parties, and the key generation protocol will accept a threshold value t ranging from
1 to n inclusive. The experimental evaluation will test performance for values of n ranging from 2
to several dozens.



Distributed Schnorr Signatures Preview Writeup (version 1.0)

The protocols use an authenticated and synchronous broadcast channel, modelled with a UC
functionality. They also use a private point-to-point channel between each pair of parties.

The analysis of the protocol is conducted in the strict global random oracle model, and no other
setup assumption (trusted or ideal) is used.

The protocols provide security with abort against ¢ active and adaptive corruptions; proven in
the UC model as indistinguishability from an ideal threshold signature functionality [CGGMP20,
Figure 15]. The security theorem of the protocol only assumes the unforgeability of non-threshold
Schnorr signatures.

An adversary against the protocol can influence the signatures it outputs by withholding their final
broadcast, examining the value of the produced signature after receiving all other parties’ shares,
and deciding to abort or release their broadcast based on the observed signature. However, no
adversary can influence the sampling of the signature randomness since that step is protected by
a commit-open mechanism.

3. Open-Source Implementation

The core code is written in C and C++17 and is currently divided into two main modules: (i) a
“cosigner” module which contains the functions required to run the Schnorr protocol as a signing
party, and (ii) a cryptography module with functions implementing the secondary crypto-systems,
additional gadgets, and required cryptographic and arithmetic operations. The submission package
will include scripts to build the code on the target reference platform and run benchmarks of the
various components for varying threshold configurations and parameter choices.

The code does not bundle any dependencies. It requires the following external dependencies:
1. libssl from OpenSSL.
2. libuuid (for testing).
3. libsecp256k1 (for testing).

There already is a public repository [Fir25] with an implementation of the CMP protocol which
will be restructured to match the organisation of the submission. This code currently does not
implement the network model, but the submission will implement a suitable reliable broadcast
over peer-to-peer authenticated TLS channels.

In addition to testing correctness in the all-honest scenario, the current test suite also tests the
behaviour of the code in case of maliciously constructed messages or of delivery delays caused by
an unreliable network within the boundaries of the reliable broadcast assumption.

4. Experimental Performance Evaluation

The current code package's performance is reported in Table 1.
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Configuration Phase  128-bit security (ms)

> out-of.2 KeyGen 430.3
Sign 1.8
3 out-of-3 KeyGen 758.7
Sign 2.0

Table 1: Computation time per party of the core computation for the distributed Schnorr protocol
over the secp256k1 elliptic curve, not including computation required for the networking model.
Measurements obtained on Intel® Core™ i7-1365U CPU.

The submission will benchmark larger values of the number n of parties and different configurations
for the threshold ¢. It will also benchmark the protocol for signatures computed over the Edwards255
curve.

Platform. The baseline platform is expected to provide sufficient resources for realistic bench-
marking, and we do not anticipate particular challenges.

5. Licensing, Patent Claims, and Funding

The core code is currently open-sourced under the GPL-3.0 licence [Fre07]. For the external
dependencies: 1ibuuid is available under the LGPL-2.0 licence [Fre91], 1ibssl is available under
the Apache-2.0 licence [Apa07], and libsecp256k1 is available under the MIT licence [MIT].

The team is not aware of any patents with claims covering the content of the planned submission.
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