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1. Introduction

This preview introduces Hermine, a lattice-based threshold variant of the signature scheme
Raccoon [PKPR24]. Hermine brings the classical FROST [KG20; BCKMTZ22] desirable properties
to the post-quantum setting: two-round online/offline signing, non-interactive identifiable aborts
(IA), Distributed Key Generation (DKG) and proactive key refreshes. Our goal is to provide a
practical, standard-assumption design that keeps the online round non-interactive even under
misbehavior, thereby preserving the latency and robustness benefits of classical threshold schemes.

Hermine targets the Threshold Special Signing track (Category S1) and Special DKG (Category
S4) for medium-size committees (up to N < 64). The protocol is built from standard lattice
problems—MLWE and MSIS, and avoids the use of costly non-interactive zero-knowledge proofs
(NIZKs).

In the classical setting, FROST is widely adopted thanks to its two-round online/offline efficiency,
simple distribution of its key operations, and non-interactive |A. In the post-quantum (PQ) setting,
current approaches lack efficient distributed key operations and either (i) achieve two rounds
but lack IA (e.g., [EKT24]), or (ii) provide IA but at the expense of an additional round and
interactive misbehavior identification (e.g., [PKNRT25]). For deployments where availability and
user experience rely on a non-interactive online phase, a PQ analogue of FROST remains desirable
and timely.

At a high-level, Hermine combines the two-round lattice-signing paradigm of [EKT24] with
Vandermonde secret sharing [DDB95] to realize efficient distributed key operations and non-
interactive |IA. The Vandermonde structure enables simple, partial signature verifications that
suffice to pinpoint faulty signers without triggering extra interaction during the online round. The
resulting secret sharing is practical for N <64, matching a key NIST MPTC parameter profile.
Concretely, it achieves signature sizes comparable to Raccoon and other two-round lattice-based
threshold schemes [EKT24; BKLMTT25], while providing the added benefits of non-interactive IA
and efficient DKG /refresh. These ideas were drafted in our works [PENP25; BCdENP25].

We plan to submit: (i) a self-contained specification of Hermine (algorithms, system model); (ii)
an open-source reference implementation with benchmarks and reproducible scripts; and (iii) an
evaluation of communication/computation costs under the NIST "Medium" profile.

2. Specification

2.1. Organization

The Hermine specification targets the Threshold Special Signing (S1) and Special DKG (S4)
categories. The document will be organized in two parts:

Part I: Foundation — Raccoon signature scheme. We begin by recalling the Raccoon
signature scheme [PKPR24], which serves as the underlying primitive for Hermine, with parameters
adapted to support the threshold functionality. This part specifies:

 The algebraic setting (rings, moduli, degrees) we target in Hermine.
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 Security levels and parameter sets that we will adapt to the threshold setting. These will
be focused on the public parameters used for public key encoding and for the signature
verification.

 The hash functions used (e.g., SHAKE256) and their roles (domain separation, challenge
derivation, commitment hashing).

o A high-level overview of Raccoon key generation, signing, and a detailed specification of its
verification.

Part Il: Threshold variant — Hermine. Building on Part |, we introduce the threshold variant
with a clear separation between an offline precomputation phase and a non-interactive online
phase. The interfaces are:

» (D)KeyGen: either centralized or distributed key generation, exporting per-signer secret
shares and public verification material (partial public keys); supports identifiable aborts and
proactive refreshes.

« Preprocess(): offline generation of commitments, independent of message and signer set.

« SignOnline(m, S, C): one-shot, non-interactive per-signer contribution on message m and
signer set .S using the commitments C' produced by the committee; emits a signature share.

 Aggregate(S, shares): combine signature shares from a threshold subset into a final Raccoon
signature.

o Verify(pk, m, o): standard Raccoon verification (from Part I).

o IdentifyAbort(.S, PKs, transcript): non-interactive identification of misbehaving signers from
their partial public keys and the transcript of the failed session.

Modular building blocks. Components are modularized for reuse and analysis: (i) the Raccoon
core, (i) a Vandermonde secret-sharing layer with short shares enabling partial signature verification,
with both a distributed key generation protocol and proactive refreshes, and (iii) a two-round
signing protocol with a single online round, and non-interactive identifiable aborts. We will provide
parameter sets for the NIST “Medium” profile with N<64.

2.2. System model

We consider a pessimistic system model, with security against active adversaries, and support of a
dishonest majority, i.e. for any signing threshold 7" < N, up to T'— 1 parties may be corrupted.
The number of parties is limited to N < 64 due to the scalability of the secret sharing we use.

For communications, we model the presence of an aggregator that collects and broadcasts the
messages of all the parties. This aggregator is untrusted for the unforgeability of the threshold
scheme. For abort identification, it is assumed to implement a reliable network, as it is otherwise
trivial to drop or alter user messages to have them marked as misbehaving.

The protocol key material can be setup distributively, and we provide a refresh mechanism (operated
by one party) that ensures that as long as at most 7" — 1 parties are corrupted between two honest



Hermine Preview Writeup (version 1.0)

refreshes, the scheme remains secure, allowing to recover from past corruptions. We assume that
key refreshes are much less frequent than signing, and only support a bounded number of refreshes
<« 254 while maintaining security and identifiable aborts.

2.3. Security

Formulation and security goals. We analyze the security of both the distributed key generation
(DKG) and the signing protocol. For the DKG, we consider a simulatability notion called functional
simulatability, which is defined under a specific distribution of a simulated verification key. This
notion ensures the existence of a simulator which simulates honest parties such that all parties
obtain this simulated verification key as a result of the protocol while allowing a partial leakage
of the secret. The goal of an adversary in this security game is to distinguish the real from the
simulated game.

We consider two security notions for the signing protocol: unforgeability and abort identifiability.
We adopt game-based security notions for both. The goal of an adversary in the unforgeability
game is to produce a valid signature on a message which has never been signed. A adversary is
allowed to execute the signing protocol with honest parties by adaptively choosing a message and
participants, and maliciously behaving as the corrupted parties and the aggregator. In the security
game for identifiable abort, an adversary executes the signing protocol with honest parties and
an honest aggregator. Then the goal of the adversary is to cause two undesirable events: (i) an
honest party is detected as misbehaving by IdentifyAbort, and (ii) the aggregated signature is
invalid despite IdentifyAbort detecting no party as a misbehaving signer. Note that both security
notions are defined under the successful termination of the DKG.

Model of corruption and refresh. We consider a semi-adaptive corruption model. In this model,
an adversary first chooses the initial corruption set at the beginning of the security game (i.e.,
before starting the key generation) and is allowed to re-choose corrupted parties in the next epoch
before starting the refresh protocol. Note that an epoch is the period between key generation and
the first key refresh or between two key refreshes. We believe the scheme remains secure even
under adaptive corruptions, where the adversary can choose corrupted parties at any time during
the security game, but as for prior works, it appears challenging to prove this stronger notion in
the lattice setting without sacrificing efficiency.

We assume the existence of a trusted dealer during the refresh protocol who generates update
tokens for each party without reconstructing the actual secret. Each new secret key share in our
refresh protocol is derived from the share in the current epoch and the corresponding update
token. In the security game, an adversary is given such updated shares for a new corrupted set
which are derived from untampered shares in the current epoch and honestly generated update
tokens.

Assumptions and security strength estimation. We will show the security of our DKG and
signing protocol under the MLWE and MSIS assumptions via the AOM-MISIS assumption [ZT25].
Also we will provide parameters for each security levels, e.g., 128-bit, 192-bit, and 256-bit security,
based on cryptoanalysis in [EKT24].
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3. Open-Source Implementation

3.1. Code structure and language

We plan a reference implementation in C, with a small, portable codebase suitable for auditing
and benchmarking. The implementation will expose a clear API corresponding to the elements of
the protocol: verification, secret sharing, offline/online signing, aggregation, and IA verification.
It will keep dependencies minimal.

3.2. Repository and availability

We will publish a public Git repository alongside our specification document. The repository will
include straightforward build scripts and reproducible instructions for Linux and macQOS. It will be
made available under the Github organization PQ-Hermine.

3.3. Networking model

We will include a mocked networking with a simple local runner that simulates broadcast with a
centralized aggregator.

3.4. Testing and reproducibility

We will provide unit tests to validate share generation, aggregation, signature verification, and
IA checks on small instances. Tests will be deterministic via seedable randomness. We will
additionally include minimal benchmarking scripts to report signing and aggregation latencies.

4. Experimental Performance Evaluation

4.1. Scope, metrics, and methodology

We focus on the NIST “Medium” profile (N <64). We will report the offline/online latency of our
scheme, communication per signer, public key and signature sizes, and precomputation storage.
Benchmarks will use deterministic, seedable randomness and our chosen parameter sets.

4.2. Platform and comparisons

Our implementation will target the NIST baseline platform (single machine, 16 cores, 64 GB
RAM). We will compare our approach against other lattice-based two-round threshold signature
schemes, such as [EKT24; BKLMTT25]. We expect better computational efficiency as we avoid
the need for zero-shares to randomize Shamir secret shares. The added cost of the Vandermonde
secret sharing is mainly in the storage of several shares per party, but does not impact the signing
latency.


https://github.com/PQ-Hermine
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5. Licensing, Patent Claims, and Funding

The core implementation is open source and licensed under the terms of the permissive Apache
License 2.0. The initial implementation builds on Lattigo to abstract ring operations, which is
licensed under the Apache License 2.0 as well.

We are not aware of any known patent applicable to this submission nor plan to submit for one.

Giacomo Borin is supported by Cryptonls, SNSF Consolidator Grant 213766, (https://data.snf.c
h/grants/grant/213766).

Rafael del Pino, Thomas Espitau, Guilhem Niot and Thomas Prest are supported by the French
National Research Agency (ANR), through the project RELATE (reference: ANR-25-CE39-4214-
01).
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