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1. Introduction

This submission aims to provide a suite of cryptographic protocols for evaluating any Boolean circuit
with practical efficiency. The proposed protocols assume a small set of base oblivious transfers
already executed among parties, and they only require Minicrypt primitives in the subsequent
computation. As such, the proposed building blocks can all be instantiated securely using NIST-
approved primitives and can perform flexible modes of threshold operations for all NIST-approved
symmetric-key primitives. We believe the proposed building blocks in this submission will also
have independent application in practical protocols for secure multi-party computation.

In more detail, the proposed submission includes 1) definition and constructions of correlation-
robust hash functions with simulation security, 2) correlated oblivious transfer (OT) extension, 3)
authenticated Boolean Beaver triples, and 4) authenticated garbling for evaluating any Boolean
circuit, all constructed assuming an ideal cipher and a random oracle. We plan to provide details
of the protocol, proof, implementation, and evaluation in our final submission.

The overall protocol targets categories N3 and S3 (Symmetric). Some building blocks can fall in
category S7 (Gadgets).

2. Specification

2.1. Organization

From a high-level view, our proposed system takes a small number of oblivious transfer correlations
and builds a protocol for securely evaluating any Boolean circuit with active security. Each
component of our proposed system only requires MiniCrypt tools (e.g., ideal cipher, random oracle,
and PRG). By leaving out the initial oblivious transfer correlations, we allow for a flexible choice
of computational assumptions between classical assumptions (e.g., DDH) and post-quantum
assumptions (e.g., LWE). Our proposed system includes four modular building blocks:

1. Correlation-robust (CR) hash functions for simulation security. In this part, we built
upon prior works from the team [GKWY20; GKWWY20; GWYY25] and extended them
so that they can be used as a modular component in higher-level protocols. Details of
this new definition can be found in a recent technical report [CGGWYY25]. In particular,
we proposed a new definition for a correlation robust hash function that comes with a
simulator so that it can be securely composed with other protocols for simulation security in
both the standalone model [Can00] and the universal composability model [Can01]. In this
submission, we will use a block-cipher-based construction that can be proven secure in the
ideal-cipher model. It would be instantiated using the NIST-approved AES block cipher.

2. Oblivious transfer extension in MiniCrypt. To preserve the conservativeness of as-
sumptions in the suite of protocols presented in our submission, this part includes the
state-of-the-art oblivious transfer (OT) extension protocol based solely on symmetric-key
primitives [Roy22], which improves the IKNP OT extension [IKNPO3].
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3. Authenticated Boolean Beaver Triples. This part includes protocols that transform
correlated oblivious transfer of independent values into authenticated Boolean Beaver Triples.
Based on a long series of prior works [NNOB12; FKOS15; WRK17a; WRK17b; KRRW18;
YWZ20; BLNNOOSS21], we further 1) incorporated an optimization to reduce memory
movement during the bucketing process, 2) replaced random oracle to the above CR hash
function for improved efficiency, and 3) provided a detailed end-to-end proof with concrete
security loss.

4. Authenticated Garbling. This part includes protocols for authenticated garbling [WRK174a;
WRK17b; KRRW18; YWZ20; CWYY23] built on top of the above protocols with random
oracles replaced by the above CR hash functions for improved efficiency. We further
incorporated a row-reduction optimization from [DILO22].

The flexibility of a general framework allows us to support various input/output patterns. Fur-
thermore, one can evaluate any Boolean circuit on top of it. In this submission, we focus on
symmetric-key primitives approved (N3) or not approved (S3) by NIST.

2.2. System Model

By default, we assume a set of parties holding a secret sharing of the private/signing key. For
other inputs and outputs, our protocol supports secret-shared input (SSI) and secret-shared output
(SSO). We assume a synchronous network.

The proposed protocol requires a random oracle, an ideal cipher, and the availability of a small
number of oblivious transfer correlations for further OT extension. The initial set of OT correlation
is out of the scope of this submission and could require more trusted setups. The proposed
protocol always assumes that all-but-one parties can be corrupted, i.e., f =n — 1. The protocol
could support any number of parties (n), and we plan to benchmark for at least up to n = 32
parties.

2.3. Security

Our protocol can be proven secure in the UC paradigm, assuming a static, active adversary
corrupting up to all but one party. It achieves security with abort and assumes a synchronous
network in our proof. We plan to examine security against adaptive adversaries and/or in the
asynchronous setting, though it is not clear if our protocol can be proven secure in these settings
without reducing its efficiency. Our proof targets concrete security, and we expect to achieve
k — O(1) bits of computational security when using k-bit strings for garbled labels.
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3. Open-Source Implementation

3.1. Code structure

We will have two implementations: (1) an implementation of the multi-party authenticated
garbling protocol in C++ as part of EMP-toolkit (https://github.com/emp-toolkit), and (2)
an implementation of the two-party authenticated garbling protocol in Rust as part of Swanky
(https://github.com/GaloisInc/swanky).

For (1), the majority of the code will be written in C++, built with CMake, and compilable with
the latest versions of Clang and GCC. It will provide individual modules for each of the above four
parts of the protocol, with the intention that other submissions (e.g., ones with OT extension
using other assumptions) could drop in easily. The code only requires static linking of OpenSSL,
and we will bundle a version of SSE2NEQON for compatibility on ARM platforms.

For (2), the code will be written in Rust. As above, it will provide individual modules for each
component of the protocol.

3.2. Code progress and availability

The code is still under development. There is currently no early version for testing. However, the
code is partially based on and improved upon the EMP-toolkit available on GitHub.

3.3. Implementation of the networking model
Our protocol works in the security-with-abort model and hence does not need a full-blown

broadcast. However, we implement an echo broadcast for our protocol. Our protocol assumes an
authenticated channel; we plan to address this in our implementation.

4. Experimental Performance Evaluation

We do not have performance numbers reportable from our current implementation yet. We expect
the end-to-end performance to be better than that reported in [WRK17a; WRK17b; YWZ20].


https://github.com/emp-toolkit
https://github.com/GaloisInc/swanky
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5. Licensing, Patent Claims, and Funding

5.1. Licenses

We plan to release our code under the MIT or the Apache License. Our implementation statically
links to OpenSSL, which is under the Apache v2 License. The implementation on ARM CPUs
further depends on sse2neon, which is under the MIT license.

5.2. Related Patent

The team is not aware of any active or provisional patent that overlaps with the content in this
submission.

5.3. Funding Acknowledgment
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