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1. Introduction
Verifiable Secret Sharing (VSS) is a fundamental building block of threshold cryptography and 
secure multi-party computation. It enables a dealer to distribute a secret among multiple parties 
such that only authorized subsets can reconstruct it, while providing verifiable guarantees that all 
distributed shares are consistent and correctly formed. This verifiability is crucial for building robust 
distributed protocols that remain secure in the presence of active and adaptive adversaries. Verifiable 
secret sharing underpins a wide range of cryptographic applications, including threshold decryption, 
threshold signatures, Distributed Key Generation (DKG), secure Multi-Party Computation (MPC), 
randomness beacons, and emerging decentralized and privacy-preserving systems. Consequently, 
efficient, flexible, and well-specified VSS constructions are essential for the practical deployment 
and standardization of threshold cryptography.

This submission proposes PiVer, the Π Verifiable Secret Sharing Framework: a unified, modular, 
and extensible package for constructing, specifying, and evaluating computationally secure VSS in 
the synchronous communication model. The primary objective of PiVer is to provide a principled 
foundation for the systematic design of efficient VSS protocols, while supporting a wide range of 
security assumptions, access structures, and deployment settings, including batching and resistance 
against post-quantum (PQ) adversaries.

PiVer builds upon the Π framework [ABCP23; Bag25], originally developed for Shamir-based 
computational VSS under the honest-majority assumption, and consolidates several significant 
extensions into a single coherent framework [BBKR25; ABJL25; ABNPS25; BM26]. By unifying 
these developments, PiVer offers a structured and implementation-oriented view of modern VSS 
design, emphasizing simplicity, modularity, and practical efficiency.

The framework encompasses the following core components:

- PiVer: The unified Π framework [ABCP23; Bag25], enabling the construction of simple 
and practical Shamir-based VSS schemes in both classical and PQ settings;

- PiVer-2R: A round-optimal variant minimizing communication rounds and interaction, 
thereby reducing latency in synchronous deployments [BBKR25];

- PiVer-PC: A pre-constructed variant [BM26], in which the dealer additionally publishes 
a commitment of the shared secret, enabling a more practical, flexible, and versatile 
reconstruction procedure across higher-level protocols;

- PiVer-Batch: Batched and packed extensions that significantly improve amortized efficiency 
in multi-secret and high-throughput scenarios [ABNPS25];

- PiVer-Q2: A generalized formulation supporting arbitrary 𝒬2 access structures, extending 
applicability beyond threshold-only settings [ABJL25].

At its core, PiVer enables the systematic design of practical VSS protocols instantiated from any 
commitment scheme satisfying standard hiding and binding properties. The framework naturally 
accommodates both hash-based (non-homomorphic) and homomorphic constructions, and supports 
instantiations in classical as well as post-quantum settings. This abstraction allows protocol 
designers to decouple high-level VSS functionality from the choice of underlying cryptographic 
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assumptions, facilitating future upgrades and performance improvements without altering protocol 
correctness or security guarantees.

The proposed PiVer package will include formal protocol specifications, reference implementations, 
and comprehensive performance evaluations across representative instantiations and parameter 
sets. These artifacts are intended to directly support the goals of the NISTThreshold Cryptography 
Call by expanding the publicly available body of reference designs, implementation guidance, and 
comparative benchmarks for threshold primitives. Finally, PiVer demonstrates direct real-world 
relevance through its applicability to a broad class of decentralized and distributed systems, including 
threshold decryption, threshold signatures, distributed key generation, and etc. By providing a 
unified and extensible VSS framework, this submission aims to facilitate both standardization 
efforts and practical adoption of threshold cryptography.

2. Specification
This section specifies the scope, system model, security goals, and internal organization of the 
PiVer package. The schemes in PiVer, henceforth PiVer schemes, form a family of verifiable 
secret sharing protocols obtained by instantiating a unified framework under different assumptions, 
access structures, and efficiency requirements.

2.1. Foundations and System Model
The PiVer Verifiable Secret Sharing framework is founded on the notion of Threshold Zero-
Knowledge (TZK) proofs, introduced by Boneh et al. [BBCGI19]. TZK proofs enable soundness 
and zero-knowledge guarantees for statements over secret-shared data in the synchronous honest-
majority setting. All protocols specified in this submission follow this system model, except for 
packed variants, which relax the honest-majority assumption as discussed later. Similar to the 
classic Feldman (and Pedersen) VSS schemes, we work in a synchronous network of 𝑛 parties, 
of which up to 𝑡 < 𝑛 may be actively corrupted by a polynomial-time adversary. The dealer 
communicates with the parties over private authenticated channels, while all parties have access 
to a reliable broadcast channel. No trusted setup phase is required. In particular, running the 
protocol with a fresh set of parties only requires publishing new public keys and agreeing on an 
instantiation of the random oracle, making PiVer suitable for dynamic and real-world deployments.

2.2. PiVer: The Unified Framework
The PiVer framework builds on the Π framework [ABCP23; Bag25] as a general construction for 
secure computational Verifiable Secret Sharing in the synchronous communication model, and 
ensures the following two core properties: (i) Reconstructability : any authorized subset of at least 
𝑡 + 1 (honest) parties can reconstruct a unique secret; and (ii) Unpredictability/ Simulatability : 
an adversary corrupting up to 𝑡 parties cannot predict the secret; in stronger variants, its entire 
view can be efficiently simulated, implying that it learns no information about the secret beyond 
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what is revealed by the public data. These properties are essential for threshold cryptographic 
applications such as DKG, threshold signatures, and threshold decryption.

A key feature of the Π framework is its modularity: it can be instantiated with any secure 
commitment scheme satisfying standard hiding and binding properties—optionally homomorphic, 
non-malleable, and/or post-quantum secure. In particular:

• Discrete Logarithm (DL)-based commitment schemes yield efficient classical VSS con­
structions that achieve computational reconstructability together with either computational 
unpredictability or perfect simulatability. The latter corresponds to the simulatability 
guarantees provided by Pedersen-style commitments.

• Hash-based (non-homomorphic) commitments result in lightweight VSS schemes that can 
achieve computational reconstructability and simulatability against quantum adversaries.

The hash-based variant of PiVer provides post-quantum security, making it directly applicable to 
lattice- and isogeny-based threshold cryptography. Unlike classic homomorphic-commitment-based 
VSS constructions such as Feldman and Pedersen [Fel87; Ped91], PiVer can be instantiated with 
any commitment scheme. This flexibility enables lightweight, hash-based VSS instantiations while 
also permitting DL-based instantiations that, in general, attain superior asymptotic performance 
compared to traditional homomorphic-commitment-based approaches. Moreover, we show that 
the same design principles can be extended to Publicly Verifiable Secret Sharing (PVSS), where 
verification can be performed by any external party using public information alone.

2.3. PiVer-2R: Round-Optimal Variant of PiVer
PiVer also includes a round-optimal, two-round variant [BBKR25], which minimizes interaction 
while preserving security in both honest and adversarial settings. In contrast, the original PiVer 
framework requires only a single round in the honest case but may require up to three rounds in 
general adversarial scenarios. As shown in [BKP11], two rounds are optimal for computational 
VSS in the synchronous model, assuming the existence of a reliable broadcast channel between 
the dealer and the parties. Like the base framework, this variant remains compatible with any 
commitment scheme, supporting both classical and post-quantum instantiations, and is particularly 
well suited for scenarios where minimizing communication rounds is critical.

2.4. PiVer-PC: Pre-Constructed Variant of PiVer
PiVer also includes Pre-Constructed variants [BM26], which extend the original framework by 
requiring the dealer to broadcast an additional commitment to the shared secret. These variants 
not only make the resulting VSS schemes more versatile for protocol design but also enable a 
more efficient reconstruction procedure, referred to as optimistic reconstruction [BKNR25].
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2.5. PiVer-Batch: Batched and Packed Variant of PiVer
PiVer also includes a Batched and Packed variant, referred to as PiVer-Batch [ABNPS25], which 
is designed for efficiently sharing and verifying multiple secrets simultaneously. In this variant, 
batching is parameterized by 𝑘, where the dealer shares 𝑘 independent secrets using 𝑘 independent 
polynomials while keeping the original number of parties 𝑛 and corruption threshold 𝑡 unchanged. 
Packing is parameterized by ℓ, where ℓ secrets are encoded into a single polynomial to reduce 
per-secret overhead. This comes at the cost of increasing the polynomial degree, which either 
requires more parties to reconstruct the secrets or reduces the maximum number of corrupted 
parties that can be tolerated. By combining batching and packing, PiVer-Batch achieves significant 
efficiency gains and allows the dealer to share 𝑘 × ℓ secrets in a single protocol execution while 
maintaining standard verifiability guarantees and remaining compatible with any commitment 
scheme. These parameters are tunable, allowing designers to balance efficiency, robustness, and 
corruption tolerance, making the variant particularly suitable for DKG, threshold signatures, and 
secure multiparty computation.

2.6. PiVer-Q2: PiVer with Generalized Access Structures
Beyond threshold-only settings, PiVer supports general access structures satisfying the 𝒬2 condi­
tion [ABJL25]. Recall that an access structure is said to be 𝒬2 if no union of two unqualified sets 
covers the entire set of parties; equivalently, the complement of any unqualified set is necessarily 
qualified. This property can be viewed as a natural generalization of the honest-majority assump­
tion in threshold schemes. Supporting 𝒬2 access structures enables fine-grained authorization 
policies in which participants may have different roles or levels of authority, more accurately 
reflecting practical deployment requirements than traditional threshold VSS. As a result, PiVer 
naturally supports a broad class of distributed protocols based on generalized access structures, 
including replicated and weighted secret sharing, in addition to standard threshold-based protocols.

The generalized framework preserves the reconstructability and unpredictability (or simulatability) 
guarantees of classical VSS while remaining commitment-agnostic. Unlike prior work, it is also 
compatible with post-quantum secure instantiations. This flexibility positions PiVer as a unifying 
reference framework for a wide range of real-world threshold protocols.

2.7. Package Organization and Security

Organization: The PiVer package will be organized modularly, with separate specification 
components for the base PiVer framework and its different variants. Core building blocks—such 
as commitment abstractions and random oracles—are specified independently to facilitate analysis 
and alternative instantiations.

Security Goals and Assumptions: All PiVer schemes aim to provide correctness, reconstructabil­
ity, and unpredictability (or simulatability) against active adversaries under standard cryptographic 
assumptions. Security proofs rely on the security properties of the underlying commitment scheme, 
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and the Random Oracle model. Post-quantum security is achieved by selecting commitment 
schemes based on PQ-hard assumptions, without altering the high-level protocol design.

Security Strength Estimation: The specification will include parameter recommendations and 
performance benchmarks for representative classical and post-quantum instantiations. Security 
levels will be calibrated to align with standard symmetric-key security targets (e.g., AES-128 
equivalence), following best practices for threshold cryptographic primitives.

3. Open-Source Implementation
We implemented our different schemes in pure Rust with minimal dependency on external crates. 
We include benchmarking code, end-to-end integration testing, and unit tests. At the moment, we 
assume reliable transmission as we run our tests under a virtual harness on one machine. However, 
our library has extensive error handling capabilities and would handle an unreliable network. We 
plan to add such tests in the future.

We will provide an open source implementation along with build instructions on:

- https://www.esat.kuleuven.be/cosic/sites/nist-mptc-piver/implementations/

This implementation will build on the current Rust implementation provided by [ABNPS25] and 
will provide implementations for the different instantiations. The implementation will allow both 
testing on the protocol level as well as benchmarking each employed low-level operation.

4. Experimental Performance Evaluation
The performance of our schemes depends on several factors, including the choice of commitment 
scheme, the number of participating parties, the number of secrets being shared, and the targeted 
security level. We report benchmark results for various DL-based and hash-based commitment 
schemes [ABNPS25] and for different numbers of random secrets sampled from a prime-order 
field of size 252 bits. The results, shown in Figure 1, correspond to an illustrative setting with 
256 parties, a threshold of 127, and a target security level of 128 bits.

The benchmarks are taken from [ABNPS25] and were conducted on a MacBook Pro equipped with 
an M4 Pro CPU (up to 14 cores) and 24GB of RAM, with all measurements performed without 
parallelization. Results are reported for sharing 1, 10, 50, and 100 random secrets (field elements). 
We compare the basic scheme Piver (Π) and its batched variant (𝐵Π) against standard Shamir 
secret sharing. The VSS instantiations PiVer-DL∶= (Π𝑃, Π+

𝑃 , Π𝐹) as their batched variants are 
based on DL and serve as alternatives to the classic Pedersen and Feldman schemes [Bag25; 
Fel87; Ped91], while PiVer-PQ∶= (Π𝐿𝐴, 𝐵Π𝐿𝐴) are hash-based constructions that can also be 
viewed as synchronous counterparts of the lightweight asynchronous VSS scheme of Shoup and 
Smart [SS24]. We observe that verification costs are negligible across all evaluated parameters, 
remaining below 1ms in all cases considered in Figure 1.
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1 10 50 100
Π_P 2.91998 29.1998 145.999 291.998
Π_F 2.16708 21.6708 108.354 216.708
BΠ_P 2.91998 11.3665 46.765 91.585
BΠ_F 2.16708 10.3923 45.958 89.002
Π_LA 0.83026 8.3026 41.513 83.026
BΠ_P+ 2.19448 4.891 15.6319 29.0099
BΠ_LA 0.83026 3.47872 14.26172 27.5965
Shamir 0.34448 2.9574 13.649 26.866
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Figure 1: Sharing and verification times for the dealer and the parties across different instantiations 
of our VSS schemes with 256 parties and a threshold of 127.

5. Licensing, Patent Claims, and Funding
All source code will be released under open-source licenses compatible with those of eventual 
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