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1. Introduction

This submission specifies a non-interactive zero-knowledge argument of knowledge system. We
define a format to specify statements, together with a corresponding witness, as well as all
algorithms to parse such statements and prove knowledge of valid witnesses to verifiers. The
argument system does not require a structured or common reference string, and only relies on
standard, symmetric cryptography. The proof size scales linearly in the size of the statement.

1.1. Proposed Cryptosystems

We build upon the Vector Oblivious Linear Evaluation-in-the-head (VOLEitH) framework [BB-
SKORS23] as the foundation of the proof system. While their work focused on digital signatures
with computations over Galois fields of characteristic 2 (F4x), we allow arbitrary circuits defined
simultaneously over prime fields (F,,) and [ 5., extended with conversion gates. To specify circuits,
we utilize the SIEVE Intermediate Representation (SIEVE-IR) language [SIE23].

To simplify the specification, improve modularity and due to likely interest from other submissions
and cryptographic applications, we present a standalone gadget (Category S7 in [NIST-IR8214(C])
and one zero-knowledge proof of knowledge (Category S6):

Weak VOLE: We formalize, specify and implement the notion of a weak Vector Oblivious Linear
Evaluation correlation and its generation. Weak VOLEs are crucial to convert random
vector commitments into zero-knowledge proofs in VOLEitH proof systems. As a separate
gadget, they are useful to e.g. define homomorphic MACs for secure Multiparty Computation
protocols.

VOLEitH: We specify and implement VOLE-in-the-Head ZK proof systems for statements over
[, and [y and introduce modified and optimized protocols based on [BBSKORS23] and
their improvements.

Towards a modular presentation, we also define an additional internal gadget namely Random All-
But-One Vector Commitments: We formalize, specify and implement the notion of a random
vector commitment with all-but-one opening. These are a core building block of VOLEitH-proofs
(in particular, for realizing Weak VOLE), but are equally important in other Zero-Knowledge Proof
systems.

The source of cryptographic hardness in all of our constructions are cryptographic hash functions
as well as Pseudorandom Generators (PRGs). We will instantiate the former with SHA-3 and
SHAKE, while we use AES in CTR-mode as a PRG. To argue security, we treat the hash functions
as random oracles.

1.2. Real-World Pertinence

A crucial advantage of our submission over other ZK proof systems is that the security only relies
on symmetric-key assumptions, that it is non-interactive and particularly efficient for statements
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with “small” circuits. While there exist other ZK proof systems from similar assumptions which
have an asymptotically smaller proof size and verification time (when measured in the size of the
statement), ours has (i) low statement-independent cost of the proof system; and (ii) linear prover
runtime with small constants.

In addition to use cases in digital signatures such as proposed in [BBSKORS23], we see a main
application in privacy-preserving identification protocols. Another use case is conversion of existing
threshold, cryptographic protocols to active security without introducing additional assumptions,
e.g. for protocols based on lattices or code-based protocols.

2. Specification

2.1. Organization

The specification document will present the Weak VOLE and VOLEitH gadgets as building
blocks for cryptographic applications such as threshold signature and encryption schemes. It will
also present an internal gadget towards a modular presentation.

Internal Gadget: All-But-One Vector Commitment. This internal gadget is a special form
of commitment scheme that allows a prover to create a commitment to a batch of random vectors,
such that later, the prover can provide secret opening information to allow any verifier to learn
all-but-one of the entries in each vector. The interface consists of algorithms:

« BAVC.Commit(r,iv) — (com,decom,(m(lw,...,mgy)[:l): on input secret randomness
r and an initialization vector, this outputs the commitment, opening information, and

committed random vectors.

« BAVC.Open(decom, I,iv) — decom;: on input the opening information and a set of indices
I € [N;] x --- x [IN,], this outputs the decommitment information for I.

« BAVC.Reconstruct(com, decom,, I, iv) — ((mgi))jew,]\{],})Z-E[T]): given a commitment,
i J
decommitment information for set I = (I, ..., 1), and IV, this reconstructs all-but-one of
the messages in the 7 committed vectors.

This internal gadget is constructed via a standard approach based on GGM trees, using a length-
doubling PRG and a hash function. This allows the size of a decommitment to be O(7log V)
bits. While we do not formally define this gadget together with e.g. test vectors as we are unsure
how beneficial it will be in general, we believe that presenting an internal gadget will modularize
the presentation while potentially being useful as guidance in future use-cases.

Gadget 1: Weak VOLEs. Given a field F, a VOLE correlation of length £ is a pair of random
variables (w,4) € F* x F* and (9, A) € F* x [, subject to the constraint

wi:Ui+ui'A
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The correlation exists between two parties, the sender P4 and receiver P .. Peend 1S given
(w, 1), while P, learns (¢, A). The parties usually obtain their shares simultaneously. VOLE
can be used to build a simple, information-theoretic MAC scheme with homomorphic properties
for use in MPC protocols, such as described in [BDOZ11], or to instantiate interactive linear-size
ZK proof systems such as [BMRS21; YSWW21] based on commitments.

Public verifiability for VOLE correlations, which is necessary to construct non-interactive ZK
proofs, was recently addressed in [BBSKORS23]. They achieve this by observing that a weaker
form of VOLE is sufficient for VOLE-based commitments. The sender obtains u,, w, already
during the commitment phase, and can conduct arbitrary (at this point unverifiable) openings
of commitments. Once all operations on commitments and their openings are completed, A is
generated by hashing the transcript. Finally, based on this choice of A, the receiver learns v,
which allows it to verify the opened commitments. This means that generation of the correlation

shares for P recy is NOt simultaneous, and P4 actually learns all secrets of P

send’ ¥ recv recv"

Weak VOLEs have not been as thoroughly researched as regular VOLEs, but they appear to be
useful in other applications such as MPC protocols as well. We believe that specifying them will
lead to more interest into their optimization from the research community.

We define our Weak VOLE gadget over an extension field [ ., where the prover's u vector is
defined over the base field F,. The interface is as follows:

o VOLE.Commit(r,iv,¢) — (com,decom, %, ¥): on input secret randomness 7, an initializa-
tion vector, and a length ¢ € N, this outputs the commitment, opening information, and
the prover’s random VOLE vectors u € [Ff; and v € [Ff;r.

o VOLE.Open(decom, A iv) — decom,: on input the opening information, a challenge
A€ [Fpr, and the |V, this outputs the decommitment information for A.

e VOLE.Reconstruct(com,decom, A,iv) — ¢: given a commitment, decommitment infor-
mation for A, and IV, this reconstructs the verifier's VOLE output ¢ € [Ff;r.

Gadget 2: VOLEitH. The VOLEitH gadget is a modular zero-knowledge proof system that
builds on the weak VOLE gadget, together with our vector commitment internal gadget, to enable
efficient and versatile ZK proofs for a broad class of circuits and constraints.

In VOLEitH, the prover (P4 in the VOLE correlation) generates the proof by first committing
to the masked witness and to the randomness that will later expand into VOLE correlations, using
an all-but-one vector commitment. The VOLE authentication tags are linearly homomorphic, so
both the prover and the verifier (?,., in the VOLE correlation), can perform the circuit's linear
operations directly on committed data. For non-linear constraints, correctness and consistency are
enforced using an information-theoretical batch check step inspired by the Quicksilver protocol
[YSWW?21]. Crucially, all prover messages, including QuickSilver messages, are fixed and sent
before the verifier's VOLE challenge A is determined, yielding a public-coin transcript suitable for
the Fiat—=Shamir transform.

The VOLEIitH framework supports multiple types of circuits. It naturally handles Boolean circuits
and those over prime fields; it also supports circuits over binary extension fields, as well as efficient
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conversion gates for moving between binary and larger field representations, thanks to specialized
conversion gadgets based on mixed-field VOLE correlations and low-degree PRGs [ABBS25].
Finally, it extends to verifying high-degree circuit constraints, using polynomial commitment
representations and optimized batch checking for such gates.

2.2. System model

The Schmivitz gadgets do not require any form of trusted setup. Since all gadgets are non-
interactive, there are no networking assumptions. The prover can non-interactively produce a
proof, that can be later verified by anybody who holds the proof and the same statement that was
used to create the proof. The only implicit assumption of this model is that the prover and verifier
have a means of agreeing upon the statement being proven, and this statement is constructed in
such a way that it leaks no information about the witness beyond what is desired.

2.3. Security

Our gadgets ensure security against a malicious prover who attempts to forge proofs of false
statements, as well as a malicious verifier who attempts to learn additional information about
the witness. Formally, we prove that our final proof system is a zero-knowledge argument of
knowledge, when modeling SHA-3 as a random oracle and AES as a secure PRG. For simplicity,
we currently only target the 128-bit security level.

3. Open-Source Implementation

Code structure The reference implementation of Schmivitz is implemented as part of the
Swanky [Gal19] secure computation library. The code is implemented as a Rust library and is built
with standard Rust compilation tooling including the rustc compiler and the cargo package man-
ager. The codebase is typically compiled with cargo build --release, tests are run with cargo
test, and benchmarks are run with cargo bench. diet-mac-and-cheese, mac-n-cheese-
sieve-parser, swanky-field, swanky-field-binary, and swanky-serialization are bun-
dle dependencies that are other Rust libraries implemented as part of Swanky. aes, sha3, and
merlin are Rust libraries (or crates) that serve as external dependencies that provide cryptographic
primitives and Fiat-Shamir functionality. Full dependencies and compilation options are specified
in the project’s Cargo.toml Rust configuration file.

There are two main modules in the implementation. The proof module contains frontend circuit
integration code, while the vole module implements the cryptographic Zero-Knowledge Proof
backend. The reference implementation of Schmivitz accepts input circuits, witness values, and
instance values in the SIEVE-IR format [SIE23]. By accepting this standardized format for
frontend statements, the reference implementation enables users to easily encode and run their
arithmetizations with VOLEitH. SIEVE-IR supports many features like multiple fields, function
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version 2.0.0;

circuit;

Otype field 2;

Q@begin
$0 <- @private(0);
$1 <~ @mul(0: $0, $0);
$2 <- @add(0: $1, $1);
Qassert_zero($2);

Q@end

Figure 1: Example SIEVE-IR circuit.

gates, conversion gates between fields, and plugins for additional functionality like RAM operations
and permutation checks. Figure 1 presents a simple example SIEVE-IR boolean circuit that takes
a private input and performs a multiplication, addition, and assertion. In the future, we plan
to also support arithmetic circuits over large fields, and provide a Rust APl so that users can

programmatically define circuits in source code. This APl will mirror the functionality provided by
SIEVE-IR.

Code progress and availability The source code is under active development. It will be made
publicly available in the Swanky Git repository? once we receive approval to release the code.

Implementation of the networking model: Schmivitz provides a non-interactive Zero-
Knowledge proof gadget so it does not require a specific networking model.

Testing: We plan to include suitable test vectors of the proposed gadgets. For example, we will
provide example SIEVE-IR circuits, witness values, and instance values as inputs for VOLEitH,
as well as seeds for pseudo random number generation and output proofs. We will also include
negative test cases that are expected to fail to due incorrect witness, instance values, or proofs.

4. Experimental Performance Evaluation

We report preliminary performance results by running our reference implementation on two standard
circuits: AES-256 and SHA-256. The circuits are publicly available3 in the Bristol Fashion format,
which we converted to SIEVE-IR. Note that these off-the-shelf boolean circuits are not optimal
and performance could be improved with more efficient circuits.

Table 1 reports the number of AND and ADD gates in the circuits, the number of VOLEs required,
the prover time and verifier time in milliseconds, and the proof size in bytes for the AES-256 and
SHA-256 circuits.

2https://github.com /GaloisInc/swanky
3https://nigelsmart.github.io/MPC-Circuits
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Table 1: Benchmarks on AES-256 and SHA-256.
#AND #ADD #VOLEs Prover time Verifier time Proof size (B)

AES-256 8832 39008 9216 10.9ms 8.7ms 21680
SHA-256 22573 110644 23341 17.7ms 15.7ms 49920

The platform used to measure the performance is a Macbook Pro laptop equipped with an Apple
M2 Max chip containing 12 cores and 32GB of RAM. The implementation is leveraging the AES-NI
instruction set to accelerate the AES based PRG. Overall the implementation is architectured to
be running single-threaded on a single core, though specific parts of the algorithm are trivially
multi-threaded to increase performance. Disabling multithreading increases the running time by a
factor 4.

5. Licensing, Patent Claims, and Funding

1. The core reference implementation is available under the open-source MIT license. Depen-
dencies are available under their respective open-source licenses which include MIT, Apache
2.0, BSD2, BSD3, and Zlib.

2. There are not any known patents that cover the contents of this submission.

3. This material is based upon work supported by the Defense Advanced Research Projects
Agency (DARPA) under Contract No. HR001120C0085. Any opinions, findings, conclu-
sions, or recommendations expressed in this material are those of the author(s) and do not
necessarily reflect the views of the Defense Advanced Research Projects Agency (DARPA).
Distribution Statement "A” (Approved for Public Release, Distribution Unlimited). It is
also supported by the research grant VIL53029 from VILLUM FONDEN.
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