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1. Introduction

We present a number of threshold cryptosystems targeted specifically towards two (main) parties.
One of these parties — “Client” — is assumed to be weak in terms of the security measures it is
able to use to protect its secrets either during their storage or their use in the protocols. Also,
Client is the one who initiates the execution of the main functionality (signing or decrypting) of
the cryptosystem, providing the message to sign or the ciphertext to decrypt. The second party —
“Server" — participates in the execution with its own private key share, while trying to ascertain
that it was indeed Client that initiated that run. We call such protocols “server-assisted”.

Split-RSA. We present Split-RSA: the original two-party RSA signing scheme [BKLO17] that
is the basis of Cybernetica’s SplitKey® technology, which is used to provide the Smart-ID
(https://www.smart-id.com) authentication and signing service in Baltic States. The service,
which has been available since 2016, currently has 3.7M active users (out of 6.1M total population).

Split-RSA works with two parties, providing security against one malicious party, and creates
signatures interoperable with RSA [NIST-FIPS-186-5] (PKCS#1 v1.5 or PSS [MKJR16]).

SplitKey-like properties.. Split-RSA offers more security properties. It considers that Client's
keyshare is stored encrypted with a key that is provided by the (human) user before each signing.
As the key (which is typically a PIN) must be remembered by the user, it can only have low
entropy. At the same time, Client's security measures are weak, hence the encrypted private key
may leak to an adversary. Split-RSA is designed so that, when an adversary with the encryption
of the private key starts brute-forcing for PIN, he can check his guesses only by contacting Server.
In this way, Server is made aware of all the guesses of the PIN by some party initiating the signing.
There is also a separate clone detection mechanism that allows Server to (eventually) detect
whether the initiations of signing sessions come from a single device or multiple devices. Both
mechanisms are necessary for the Server to adequately keep track of PIN guesses.

Split-ECDSA. ECDSA [NIST-FIPS-186-5], with its increasing popularity compared to RSA
signatures, is poised to be the default signature scheme in electronic wallet applications, at least
before the transition to post-quantum cryptography. Thus we also present Split-ECDSA, which
gives the same SplitKey-like properties to a two-party ECDSA signing protocol. Actually, we have
found that these properties can be added to existing protocols in a quite generic manner. The
reference material gathered through the Threshold Call may focus on this generic method.

Split-decryption. Can threshold decryption have SplitKey-like properties? We provide a “Split-
decryption” protocol that achieves it for an encryption system built upon ElGamal. Unfortunately,
the ciphertexts of this protocol do not follow any standard format. This is perhaps less of an issue
than for signatures, because the interoperability needs are smaller for encryption. We consider
Split-decryption a possible alternative for secure elements in phones, decrypting the credentials
that a user wants to present to a relying party. In this setting, we have identified another desirable
security property — privacy (unlinkability) against Server. Split-decryption achieves this property
by blinding the to-be-decrypted ciphertext before Client sends it to Server. Again, the reference
material gathered through the Threshold Call may focus on these security properties.


https://www.smart-id.com
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Trilithium. Finally, we propose Trilithium, a protocol for ML-DSA key generation and signing. It
is again meant for two “main” parties — Client and Server. But, being built on top of secure
multiparty computation techniques, it requires a third party, the Correlated Randomness Provider
(CRP). The protocol is secure against a malicious Client or a malicious Server. It can also be
made secure against malicious CRP, thus being an instance of a three-party protocol with security
against one malicious party. Currently, Trilithium is without SplitKey-like properties. We believe
that the same methods used for all other schemes are broadly applicable here as well, even though
algebraic structures are different.

2. Specification

2.1. Split-RSA

During the key generation protocol (similar to [DMS14]), each party generates an RSA key
(d;,n;,e), fori € {1,2} (where n, is a product of two secret primes and d; = ¢! (mod ¢(n;)))
and the composed public key is defined by setting n = n - ny. The Client’s private key share is
further split into additive shares using user-provided input PIN as d; < d} + d{ (mod ¢(n,)),
where d] < genShare(u, PIN,n) and w is a random bitstring. Further, di is sent to the Server for
storage and wu is stored by the Client, deleting d,, d]. In this way, the scheme ensures protection
against offline guessing attacks as an adversary does not have any value to verify the correctness
of their guess on the user's PIN without contacting the Server. Additionally, Server generates
clone-detection string w that is sent to the Client for storage. For the key generation, but not for
signing, we assume authenticated channel between the Client and the Server.

The signing of message m starts with Client reconstructing the share d; of d; using user-supplied
PIN. Message consisting of the signature share y < m® and the clone-detection string w is sent
to the Server. Server verifies w and computes Client’s signature as o, < - m% . If o, verifies,
then Server considers Client as authentic (and user as having entered the correct PIN). Server
computes its signature o, <~ m? and combines o, 0, to o using Chinese Remainder Theorem.
Server sends combined signature o to Client.

The only other building blocks of the scheme are a padding function P to process the message
before signing, and genShare function built from a pseudorandom function.

The security of Split-RSA is shown in the Universal Composability (UC) model, assuming the
existential unforgeability (EF-CMA) of RSA signatures with padding function P under chosen-
message attacks [SVL24]. The ideal functionality captures the SplitKey-like properties, including
the adversary choosing corruptions at run-time.

2.2. Split-ECDSA

Split-ECDSA is a protocol with properties similar to Split-RSA. During the key generation each
party generates its keyshare (xi,pki < z; - G) and the composed public key is defined as
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pk <= pk, + pk,. The Client's private key share is further split into additive shares x} and zf
similarly to Split-RSA using PIN as input, where genShare works by encrypting share z using
user's PIN. After the key generation, Client safely deletes pk; .

During signing, the Client recomputes share of the key 2] using PIN received from the user; if the
PIN was correct then fn’l = z. Client proceeds with computing public key share Q] < z7-G. The
client proves to the server that it knows the discrete logarithm of ] (assuming that client initiates
the communication, this could be an additional NIZK proof together with the first message from
the client). The server tries to verify this proof with regard to pk,. Such mechanism of avoiding
the brute-forcing of PIN is compatible with a number of two-party ECDSA protocols [DKLS18;
CCLST19; Lin21; XAXYC21; KT24].

The security of the protocol is proven in UC-model in presence of adaptive adversary under the
assumption that ECDSA signatures are EF-CMA secure. Corresponding ideal functionality [SVL24]
captures unforgeability, clone detection and security against offline guessing attacks.

2.3. Split-Decryption

This functionality [LPV25] allows server-assisted decryption of an ElGamal ciphertext, where
during the decryption, the ciphertext is blinded from the Server. The protocol design builds upon
the threshold EIGamal encryption scheme with a non-interactive zero-knowledge (NIZK) proof
that the ciphertext was correctly constructed [SG02]. Additionally, the client proves to the server
that it knows the discrete logarithm of the public key share pk , similarly to Split-ECDSA.

Additionally, we want privacy/unlinkability for the Client, hence it has to blind the ciphertext when
sending it to the Server for decryption. This, in turn, means that the NIZK proof has to be blinded,
too. To achieve this functionality, we have chosen to let the ciphertext include a designated verifier
(DV) NIZK proof of correct construction, with Server as the designated verifier. We instantiate
the DVNIZK proofs with the Damgard-Fazio-Niccolosi construction [DFN06], because there is
a way for the client to blind them. Finally, to reduce the possible confusion that a misformed
ciphertext may cause, we have chosen to include in the ciphertext a NIZK proof that the previously
mentioned DVNIZK proof is going to convince a honest Server. Therefore, the ciphertext in
Split-decryption is contains the regular ElGamal ciphertext (u < g", ¢, < pk”), accompanied by:

o 7 — the NIZK proof of knowledge of the exponent r (needed for security against chosen-
ciphertext attacks),

e (ay,I'1,T'y) — the DVNIZK proof of knowing r (designated to the Server),

o m, (v € {1,2})- the NIZK proofs that (u,a;,T",) will be accepted by the verifier (for the
Client to be sure that the ciphertext is correct before decryption).

During decryption of (u, c,), Client verifies the proofs 7, m,. Next, Client blinds u by raising it
to a random power. It also blinds the DVNIZK proofs and sends them all to the Server. Server
verifies proofs and applies its share of the key to the blinded ciphertext and sends the result to
the client. Client unblinds the result, and applies its own keyshare to it.
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The security of the scheme is proven in UC-model under static corruption under one-more
Computational Diffie-Hellman (CDH) assumption [LPV25]. The ideal functionality captures both
the SplitKey-like properties and the privacy property.

2.4. Trilithium

Trilithium protocol [DKLS25] allows Client and Server with the support of a Correlated Randomness
Provider (CRP) to jointly generate keys and produce a standard ML-DSA signature [NIST-FIPS-
204]. As a three-party protocol, Trilithium is secure against one malicious party, even though
a malicious CRP can perform selective disclosure attacks [KS06]. We consider these attacks
harmless for the intended use-cases. On the other hand, Trilithium has simpler communication
pattern than a generic three-party protocol: the CRP and one of the parties (e.g. Client) only
have to share a random seed, while the CRP sends only a single, input-independent message to
the other party.

Trilithium builds on secure multiparty computation (MPC) techniques, based on additive secret
sharing [CCD88] with homomorphic authenticators (MACs) [BDOZ11]. It implements both the
key generation and the signing protocols on top of these MPC techniques. It handles the non-linear
parts of these operations as follows:

Generating random values from a small(er) set is done by getting secret-shared random
bits (or small values) from the CRP, randomly flipping them, and linearly combining them
(i.e. in standard manner).

Computing the high bits is done by a technique similar to bit extraction, but instead of splitting
the value to bits, it is split into digits according to bigger radixes. The radixes are chosen
so, that the result is more-or-less the most significant digit.

Rejection checks, i.e. inequality checks adapt the passively secure two-party protocol for binary
rings [AMOST?22] to fields, active security against one party, and active privacy [BLLP14]
against the other party. We show that the security model described above is recoverable
from such restricted setting.

Trilithium signing protocol makes the commitment value public, and evaluates the hash function
in the open. Using a variant of the Module Learning With Rounding assumption, the revealing of
commitment values is proven secure [DKLS25], even in rejected runs of the protocol.

3. Open-Source Implementations

Code progress and availability. All Split-RSA, Split-ECDSA, and Split-decryption protocols are
in the proof-of-concept stage, which we intend to transform into the reference implementations.
The Rust implementation of Trilithium is somewhat more mature, but needs to be improved in
terms of readability and code comments.
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Code structure. The reference implementations will be written in Go programming language
(for Trilithium, the decision to either rewrite it in Go or to keep improving Rust code still needs
to be taken, but we are inclined more towards the latter option). We believe that Go is the
perfect language for prototyping and sharing proof-of-concept implementation. Indeed, Go has
a purposefully simple and minimal syntax, a strict and enforced formatting style, and a build
toolchain that enables a very fast single-binary-output compilation. Lastly, Go's out-of-the-box
performance is decent enough for showcasing the capabilities of the protocol. We will create the
reference implementation’s code structure according to our other existing Go prototypes, which
we believe to be easy to understand, build and run.

Preliminarily, there are no bundled or external dependencies. If some would become necessary
during the implementation, they would be noted in the README.md, and defined in the go.mod
file. Building will be handled by Go's toolchain and benchmarking script will be included in the
examples folder.

Implementation of the networking model. In our Trilithium prototype, the networking model
is implemented by utilizing Transmission Control Protocol (TCP) connection functionalities from
the Rust's standard net library. In the upcoming Go implementations, the networking model will
be implemented via custom comms package in the reference implementation. The base interface
looks like the following code example, and it is used in the protocol-related code.

type Comms interface {
Send (message any)
Get() any

}

Following is the minimal example implementation of such interface, which utilizes Go's channels
(i.e. tunnels used for inter-thread communication). Therefore, these ChanComms would be used
when running the protocol locally in parallel.

type ChanComms struct { func (c ChanComms) Send(message any) {
ToOtherParty  chan any c.ToOtherParty <- message }
FromOtherParty chan any func (¢ ChanComms) Get() any {

} return <-c.FromOtherParty }

Networking is greatly simplified by our protocols only having two (main) parties.

Testing. The protocols can be tested and benchmarked by downloading Go, and by building and
running one of the examples in the reference implementation. The code will also contain unit
tests, which can be validated by Go's toolchain. The current Trilithium implementation includes
a test that validates the key and signature generation against NIST FIPS 204 [NIST-FIPS-204]
ML-DSA test vectors.

For convenience, we may include necessary Dockerfiles and Docker-compose configurations in order
to increase availability of the testing via containers. Arbitrary networking conditions, including a
party's deviation from the prescribed protocol, may be simulated by custom implementation of
Comms interface.
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Protocols | Client’s Server’s Signature | KeyGen Signing
Key Size Key Size Size Time Time
Split-RSA | 3328 bits 9344 bits 6144 bits 17 sec 30 ms*
Split-ECDSA | 512 bits 1666 bits 512 bits 9.36 ms* 18.44 ms*

Table 1: Comparison of Split-RSA (3072 modulus) and Split-ECDSA (P-256 curve). Notice: *
without network delay

Ciphertext | Client Server Encryp- Decryp- Decryp-

Size decryption | decryption | tion time | tion time | tion time
message message (Client) (Server)

3758 bytes | 1408 bytes | 256 bytes 225 ms 117 ms* 39 ms*

Table 2: Split-decryption performance for 32-byte message. Notice: * without network delay
4. Experimental Performance Evaluation

The Split-RSA, Split-ECDSA, and Split-decryption protocols have a simple structure, with a
single request sent from Client to Server, followed by the response from Server to Client. The
computations of the parties are comparable to the evaluation of algorithms of asymmetric
cryptography. Table 1 presents performance of Split-RSA and Split-ECDSA. Table 2 presents
performance of Split-decryption.

Trilithium is a more complex protocol. It requires 3 round-trips (between Client and Server) for
key generation, and 14 round-trips for signing. It has been optimized for the number of rounds,
and the amount of traffic exchanged between Client and Server. One signing attempt requires
between 180 KiB and 350 KiB (depending on ML-DSA security level) communication between
them (both directions added up). When executing multiple signing attempts in parallel, the mean
time to signature is between 1.5 and 3.5 seconds in a network with low latency, and between 4.8
and 7.5 seconds in a network with 100ms latency between Client and Server.

There is no communication between the Client and the CRP; they have a shared random seed.
The communication from the CRP to the Server can go up to 100 MiB per signing attempt.

5. Licensing, Patent Claims, and Funding

1. We expect to use BSD or MIT licenses for the code we make public under our public
GitHub organization: https://github.com/ISRI-PQC. A dependency for the Split-decryption
implementation is Paillier encryption, which can be obtained under the same license(s).

2. Split-RSA is covered by US11251970B2, Split-decryption partially by US20250323791A1,
Split-ECDSA by W02025248081A1, Trilithium partially by GB202500923D0.

3. The work leading to the submission has received funding from Estonian Research Council,
grants no. PRG1780 and PRG2177.
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