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1. Introduction

In this submission, we propose Tanuki, a post-quantum threshold signature scheme based on 
lattices. Tanuki builds upon the interactive signing process of the EKT scheme [EKT24] and 
leverages the codebase of Ringtail [BKLMTT25]. Both of these prior works provide scalable 
distributed signing protocols that produce Raccoon signatures [DKMMPS24; PKPR24]—a class 
of lattice-based Fiat-Shamir signatures specifically designed to be masking- and threshold-friendly. 
In summary, Tanuki offers the following key features:

• Two-round signing protocol with preprocessing: Tanuki features a two-round signing 
protocol that enhances efficiency and reduces latency in wide-area network (WAN) settings. 
This round complexity is nearly optimal for Fiat-Shamir-based threshold signatures, as 
thresholdization of the Fiat-Shamir paradigm requires at least one round of interaction 
to collect and aggregate commitments before producing a challenge. Moreover, the first 
round of communication can be securely preprocessed offline, allowing signers to exchange 
their first-round protocol messages before knowing the message to be signed or the signing 
set, which further reduces online signing latency. This design is particularly beneficial in 
scenarios where rapid signature generation is critical.

• Compact verification keys and signatures: Thanks to the underlying Raccoon scheme, 
Tanuki produces compact signatures that remain verifiable by the Raccoon-like verification 
process, making it suitable for resource-constrained environments.

• Scalability to large number of signers: Similar to TRaccoon [DKMMPS24], Tanuki
is designed to support up to 1024 signers, addressing the needs of large-scale distributed 
systems and applications.

• Unforgeability based on well-studied lattice assumptions: Thanks to the rigorous 
security analysis of Raccoon as well as recent progress in the literature [EKT24; BKLMTT25; 
ZT25], Tanuki inherits unforgeability guarantees in the random oracle model based on the 
hardness of commonly used variants of the Module Short Integer Solution (MSIS) and 
Module Learning with Errors (MLWE) problems, which are well-studied lattice assumptions 
believed to be resistant against quantum attacks.

The two-round structure of Tanuki (including a single online round) is the main aspect that 
differentiates it from TRaccoon, which is a three-round protocol. This is achieved at the cost 
of somewhat higher communication (especially offline), and more involved security arguments. 
The performance profile of Tanuki, the underlying security assumptions, etc., are otherwise fairly 
similar to TRaccoon.

2. Specification

2.1. Organization

In the upcoming submission, we plan to modularize the specification document as follows.
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Table 1: Parameters for our threshold signature.
𝜆 Security parameter
𝑛 Number of signing parties
𝑡 Threshold number of signing parties
ℛ 2𝜑-th cyclotomic ring ℛ = ℤ[𝜁] ≅ ℤ[𝑋]/⟨𝑋𝜑 + 1⟩
𝒞 Challenge space {𝑐 ∈ ℛ ∣ ‖𝑐‖∞ = 1 ∧ ‖𝑐‖ = 𝜔} for Fiat-Shamir transformation
𝜑 Degree of ℛ (a power of 2)
𝑞 Ring modulus defining ℛ𝑞 = ℛ/𝑞ℛ
(𝑘, ℓ) Dimension of the public matrix A ∈ ℛ𝑘×ℓ

𝑞
rep Width of the first-round message W𝑖 ∈ ℛ𝑘×rep

𝑞
𝜈t Number of low bits discarded from t
𝜈w Number of low bits discarded from w
𝑞𝜈t

𝑞𝜈t
= 𝑞/2𝜈t , used in verification key rounding

𝑞𝜈w
𝑞𝜈w

= 𝑞/2𝜈w , used in commitment rounding
𝐵 ℓ2-norm bound for a valid signature (z, 2𝜈w ⋅ h)

Core Modules: Following the usual syntax of interactive threshold signatures proven secure 
in the game based model, we specify the core modules of Tanuki as a collection of functions, 
denoted as Σ = (KeyGen, Sign1, Sign2, Combine, Verify). In Table 1, we list the parameters used 
in Tanuki.

KeyGen takes as input the number of signers 𝑛 and the threshold 𝑡, and outputs a verification key 
vk and a set of signing keys (sk𝑖)𝑖∈[𝑛] for the 𝑛 signing parties. In Tanuki, it internally samples 
a public matrix A ∈ ℛ𝑘×ℓ

𝑞 , a secret vector s ∈ ℛℓ
𝑞, and an error vector e ∈ ℛ𝑘

𝑞  to form the 
verification key vk = (A, t) where t = ⌊2 ⋅ (As + e)⌉𝜈t

 is a rounded verification key mapped to 
ℛ𝑞𝜈t

, and uses Shamir secret sharing to split s into shares (s𝑖)𝑖∈[𝑛]. Each signer’s signing key sk𝑖
consists of its share s𝑖 along with vk and pairwise seeds (sd𝑖,𝑗, sd𝑗,𝑖)𝑗∈[𝑛] for generating one-time 
random masks during signing.

Sign1 is executed by any party 𝑖 ∈ [𝑛]. It takes a signing key sk𝑖 as input and outputs a first-round 
protocol message pm1,𝑖 along with an internal signing state st𝑖. In Tanuki, Sign1 samples random 
matrices R𝑖 and E𝑖 via SampleR and SampleE (which will be specified as part of supporting 
functions), computes the commitment message W𝑖 = AR𝑖 + E𝑖, and stores R𝑖 as the internal 
signing state st𝑖. We also note that st𝑖 is a temporary value that can and should be deleted after 
use in Sign2, allowing the caller to instantiate a protocol with short-lived states. While W𝑖 is sent 
in the clear in the base schemes [EKT24; BKLMTT25], we are considering discarding low order 
bits of it in the final submission to reduce communication.

Sign2 is executed by any signing party 𝑖 ∈ 𝑇 ⊆ [𝑛]. It takes as input a signer’s signing key sk𝑖, 
internal signing state st𝑖, the set of signers 𝑇 ⊆ [𝑛] such that |𝑇 | ≥ 𝑡, the collection of first-round 
protocol messages pm1, and the message msg to be signed; it outputs a second-round protocol 
message pm2,𝑖. In Tanuki, Sign2 first obtains an aggregation vector b ∈ ℛrep

𝑞  by hashing vk
and the signing session ID ssid, comprised of 𝑇, pm1 = (W𝑗)𝑗∈𝑇, and msg. It then derives the 
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KeyGen(𝑛, 𝑡)
1: A ← SampleA(𝑘, ℓ)
2: s ← SampleD(ℓ)
3: e ← SampleD(𝑘)
4: (s1, … , s𝑛) ← Share(𝑛, 𝑡, s)
5: t ← ⌊2 ⋅ (As + e)⌉𝜈t
6: vk ← (A, t)
7: for 𝑖 ∈ [𝑛], 𝑗 ∈ [𝑛] do
8:  sd𝑖,𝑗 ← {0, 1}𝜆

9: for 𝑖 = 1 to 𝑛 do
10:  sk𝑖 ← (s𝑖, vk, (sd𝑖,𝑗, sd𝑗,𝑖)𝑗∈[𝑛])

return (vk, (sk𝑖)𝑖∈[𝑛])

Combine(vk, 𝑇 , msg, pm1, pm2)
1: (W𝑗)𝑗∈𝑇 ← pm1
2: (z𝑗)𝑗∈𝑇 ← pm2
3: ssid ← (𝑇 , pm1, msg)
4: b ← G(vk, ssid)
5: W ← ∑𝑗∈𝑇 W𝑗
6: w ← ⌊Wb⌉𝜈w
7: 𝑐 ← H(vk, w, msg)
8: z ← ∑𝑗∈𝑇 z𝑗
9: h ← w − ⌊Az − 2𝜈t ⋅ 𝑐 ⋅ t⌉𝜈w

mod 𝑞𝜈w
10: 𝜎 ← (𝑐, z, h)
11: return 𝜎

Sign1(sk𝑖)
1: R𝑖 ← SampleR(ℓ, rep)
2: E𝑖 ← SampleE(𝑘, rep)
3: W𝑖 ← AR𝑖 + E𝑖 ∈ ℛ𝑘×rep

𝑞
4: pm1,𝑖 ← W𝑖
5: st𝑖 ← R𝑖
6: return (pm1,𝑖, st𝑖)

Sign2(sk𝑖, st𝑖, 𝑇 , pm1, msg) // assuming |𝑇 | ≥ 𝑡

1: (W𝑗)𝑗∈𝑇 ← pm1
2: R𝑖 ← st𝑖
3: ssid ← (𝑇 , pm1, msg)
4: b ← G(vk, ssid)
5: W ← ∑𝑗∈𝑇 W𝑗
6: w ← ⌊Wb⌉𝜈w
7: 𝑐 ← H(vk, w, msg)
8: m𝑖 ← ∑𝑗∈𝑇 PRF(sd𝑖,𝑗, ssid)
9: m′

𝑖 ← ∑𝑗∈𝑇 PRF(sd𝑖,𝑗, ssid)
10: z𝑖 ← 𝑐 ⋅ 𝜆𝑇 ,𝑖 ⋅ s𝑖 + R𝑖b + m′

𝑖 − m𝑖 mod 𝑞
11: pm2,𝑖 ← z𝑖
12: return pm2,𝑖

Verify(vk, msg, 𝑐, z)
1: w′ ← ⌊Az − 2𝜈t ⋅ 𝑐 ⋅ t⌉𝜈w

+ h mod 𝑞𝜈w
2: assert 𝑐 = H(vk, w′, msg)
3: assert ‖(z, 2𝜈w ⋅ h)‖2 ≤ 𝐵

Figure 1: Draft of the core modules for our two-round threshold signature scheme.

Fiat-Shamir challenge 𝑐 ∈ 𝒞 by hashing vk, the aggregated commitment w = ⌊∑𝑗∈𝑇 W𝑗b⌉𝜈w
, 

and msg. Finally, it computes the signature share z𝑖 = 𝑐 ⋅ 𝜆𝑇 ,𝑖 ⋅ s𝑖 + R𝑖b + m′
𝑖 − m𝑖 and outputs 

pm2,𝑖 = z𝑖, where 𝜆𝑇 ,𝑖 = ∏𝑗∈𝑇 ∖{𝑖}
−𝑖
𝑗−𝑖  is the Lagrange coefficient for party 𝑖 with respect to 

the signing set 𝑇, and m𝑖 and m′
𝑖 are one-time random masks generated by applying PRF to the 

pairwise seeds in sk𝑖 and ssid.

Combine is executed by any party 𝑖 ∈ [𝑛] or the designated coordinator node. It takes as input 
a verification key vk, a set of signers 𝑇, a message msg, the collection of first-round protocol 
messages pm1, and the collection of second-round protocol messages pm2; it outputs a signature 
𝜎. In Tanuki, it computes Fiat-Shamir challenge 𝑐 as in Sign2, and then aggregates the signature 
shares z = ∑𝑗∈𝑇 z𝑗. It finally computes the hint vector h = w − ⌊Az − 2𝜈t ⋅ 𝑐 ⋅ t⌉𝜈w

mod 𝑞𝜈w

and outputs the signature 𝜎 = (𝑐, z, h).

Verify takes as input a verification key vk, a message msg, and a signature 𝜎. In Tanuki, 
it first derives Fiat-Shamir challenge 𝑐′ by hashing vk, the reconstructed commitment w =
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⌊Az − 2𝜈t ⋅ 𝑐 ⋅ t⌉𝜈w
+ h, and msg. It then checks whether ‖(z, 2𝜈w ⋅ h)‖2 ≤ 𝐵 and returns true if 

the check passes and the derived challenge 𝑐′ matches the challenge 𝑐 in 𝜎; otherwise, it returns 
false. Note that this verification procedure is the same as that of the underlying (non-threshold) 
Raccoon scheme.

Supporting functions originated from TRaccoon [DKMMPS24]: Since Tanuki shares some 
design principles with TRaccoon, we will reuse several supporting functions defined as part of 
TRaccoon as follows.

PRF(sd, ssid) is a pseudorandom function that takes as input a seed sd and ssid, and outputs a 
uniformly random vector in ℛℓ

𝑞.

H is a hash function that maps its inputs to a challenge in 𝒞.

⌊⋅⌉𝜈t
 is a rounding function that takes as input a vector in ℛ𝑘

𝑞  and outputs a vector in ℛ𝑘
𝑞𝜈t

.

⌊⋅⌉𝜈w
 is a rounding function that takes as input a vector in ℛ𝑘

𝑞  and outputs a vector in ℛ𝑘
𝑞𝜈w

.

Share(𝑛, 𝑡, s) is a Shamir secret sharing function that takes as input the number of signers 𝑛, the 
threshold 𝑡, and a secret vector s ∈ ℛℓ

𝑞, and outputs 𝑛 shares (s𝑖)𝑖∈[𝑛]. Note that it is defined 
over the non-field ℛ𝑞, and thus we set the modulus 𝑞 such that 𝑖 − 𝑗 is invertible modulo 𝑞 for 
any distinct 𝑖, 𝑗 ∈ [𝑛] to ensure that the Lagrange coefficients are well-defined.

Supporting functions unique to Tanuki: In addition to the core modules and supporting 
functions from TRaccoon, Tanuki also defines several supporting functions enabling its two-round 
signing protocol as follows.

SampleA(𝑘, ℓ) samples a uniformly random matrix A ∈ ℛ𝑘×ℓ
𝑞 .

SampleD(𝑑) samples a vector in ℛ𝑑 with small coefficients.

SampleR(ℓ, rep) samples a random matrix R ∈ ℛℓ×rep
𝑞  with small coefficients.

SampleE(𝑘, rep) samples a random matrix E ∈ ℛ𝑘×rep
𝑞  with small coefficients.

G is a hash function that maps its inputs to an aggregation vector b ∈ ℛrep
𝑞  with small coefficients.

Distributions of signing keys, errors, randomness and aggregation vectors: By the time 
of the final submission, we will specify in detail the distributions used for sampling the signing 
key s, error e, randomness (R𝑖, E𝑖) in signing, and aggregation vector b. These choices will be 
informed by future developments in the academic literature as well as our own further analysis 
and experimentation. A plausible choice for s, e, R𝑖, and E𝑖 is the discrete Gaussian distribution 
over ℛ as in [EKT24; BKLMTT25], which enables us to leverage the Hint-MLWE-to-MLWE 
reduction [KLSS23]. However, we are also exploring alternative distributions, such as the sum of 
uniform distribution over sets of small-norm polynomials, to improve efficiency and side-channel 
resilience. For the coefficients of b, we plan to fix its first coefficient to 1 and sample each of 
the remaining coefficients uniformly from the set of signed monomials {±1, ±𝑋, … , ±𝑋𝜑−1}, as 
in [EKT24].
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Serialization and deserialization: To convert the various data structures used in Tanuki into 
byte strings for network transmission and storage, we plan to define serialization and deserialization 
functions for keys, protocol messages, and signatures.

2.2. System model

Threshold profiles: We plan to support flexible (𝑡, 𝑛)-threshold signing for any 1 < 𝑛 ≤ 1024
and 1 ≤ 𝑡 ≤ 𝑛, allowing users to choose parameters that best suit their security and performance 
requirements. The signature size is expected to only increase modestly regardless of the supported 
threshold size and party number. We use Shamir’s secret sharing over ℛ𝑞 to distribute the signing 
key. The unforgeability of Tanuki holds under a dishonest majority.

Trusted setup: We assume a trusted setup phase where a trusted party generates the public 
parameters and executes KeyGen to produce the signing keys and public verification key. Although 
the design of a DKG protocol is outside the scope of the current submission, we plan to include a 
list of candidate DKG protocols that can serve as drop-in replacements for KeyGen in the final 
submission.

Network model: The unforgeability of Tanuki only requires asynchronous, unauthenticated, 
and peer-to-peer communication channels between parties. To retain liveness under adversarially 
controlled network conditions, we assume a synchronous network model with authenticated channels 
where messages sent between honest parties are eventually delivered without modification.

2.3. Security

Formulation of security: We plan to prove that Tanuki is unforgeable against adaptive chosen-
message attacks in the random oracle model, assuming that the adversary can corrupt up to 
𝑡 − 1 signing parties. Formally, we guarantee that it satisfies the TS-UF-0 security notion defined 
in [BTZ22], and we will discuss the achievability of the stronger notion TS-UF-4. While the 
scheme is currently proven secure under static corruption, we are actively working on extending 
the proof to handle adaptive corruption.

Assumptions and security strength estimation: The unforgeability of Tanuki will be based 
on the security of the PRF and the hardness of MLWE and commonly used variants of MSIS 
problems. We will provide a detailed security analysis in the final submission, including parameter 
choices that achieve various security levels (e.g., 128-bit, 192-bit, and 256-bit security) against 
known attacks on MLWE and MSIS problems.

Other security properties: In addition to unforgeability, we will discuss further security properties 
relevant to Tanuki, including unforgeability under adaptive corruptions, identifiable aborts, strong 
unforgeability, and resistance to side-channel attacks, together with potential mitigation strategies. 
Achieving these additional properties may require supplementary protocol modules, stronger 
network assumptions, or impose restrictions on the supported threshold profiles.
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3. Implementation, Performance Evaluation, Licensing, and 
Patent Claims

Code structure: We plan to implement the core modules and supporting functions mentioned in 
Section 2 in Rust. Our implmentation will depend on the sha3 crate for hash functions.2 Since 
the Sign1 algorithm is randomized, we plan to modularize it by separating sign1_internal that 
takes as input the random bytes used for sampling (R𝑖, E𝑖), and a wrapper function sign1 that 
generates the random bytes before calling sign1_internal.

Code progress and availability: A proof-of-concept Go implementation is publicly available 
at https://github.com/daryakaviani/ringtail, which implements Ringtail [BKLMTT25], a 
close variant of Tanuki. By the time of the final submission, we plan to release a complete 
and optimized implementation of Tanuki in Rust with a faster polynomial arithmetic backend, 
more efficient samplers for both ephemeral randomness (R𝑖, E𝑖) and aggregation vector b, and 
optimized wrapper modules for concurrency management and network communication.

Implementation of the networking model: As Tanuki is an interactive protocol executed 
by multiple parties over a network, we plan to provide wrapper modules that manage multiple 
concurrent signing sessions and communication over standard networking channels.

Testing: We provide Known Answer Tests (KATs) for each core module and supporting function 
to verify the correctness of our implementation, by fixing msg, 𝑇, and the random bytes for 
sampling all randomness used in the protocol.

Performance evaluation: The aforementioned Go implementation of Ringtail demonstrates 
practical signing latency and communication for up to (𝑛, 𝑡) = (8, 8) in a WAN setting. In 
[BKLMTT25], they report the end-to-end signing latency is about 2.5 seconds, including network 
delays, when the signing protocol is executed among 8 AWS c5.4xlarge instances across 5
continents, with 16 vCPUs and 32 GB of memory.

Licensing and Patent Claims: The code of our submission will be licensed under the Apache 
License, Version 2.0. Known patents that may potentially cover the contents of the submission 
includes [MKPPME].

Disclaimer
This paper was prepared in part for information purposes by the Artificial Intelligence Research 
group of JPMorgan Chase & Co and its affiliates (“JP Morgan”), and is not a product of 
the Research Department of JP Morgan. JP Morgan makes no representation and warranty 
whatsoever and disclaims all liability, for the completeness, accuracy or reliability of the information 
contained herein. This document is not intended as investment research or investment advice, or a 
recommendation, offer or solicitation for the purchase or sale of any security, financial instrument, 
financial product or service, or to be used in any way for evaluating the merits of participating in 
any transaction, and shall not constitute a solicitation under any jurisdiction or to any person, if 
such solicitation under such jurisdiction or to such person would be unlawful. 

2https://docs.rs/sha3/latest/sha3/
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