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   COMET: a quick overview 

Initialization: 
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   COMET: a quick overview 

Associated Data Processing: 
�� �"#$ �"#' 

�0 ⊕ ⊕ IC ⊕ �� 

�0 ⊕ ⊗ ⊗ ⊕ ⊗ �� 

00001||0123 264 264 000�0||0123 264 

0 ≤ � ≤ � − 3 

264 is primitive element of GF(2!") 

IC IC 



   

 

COMET: a quick overview 

IC IC 

Plaintext Processing: 
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COMET: a quick overview 

Tag Generation: 
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COMETv2: two updates 

Change in control bits absorption: 

COMETv1: �� COMETv2: �� 

�� Φ �� + 1 �� IC Φ �� + 1 

∗ ∗ 

�� ⊕ ⊗ �� + 1 �� ⊗ ⊕ �� + 1 

����_����! 264 264 ����_����! 

• ����_����) depends on the next input block �) • Shift the control bits absorption. 

• Requires �-bit additional memory in hardware. • Saves the �-bit additional memory. 
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COMETv2: two updates 

Change in primitive multiplication: 

COMETv1: �� COMETv2: �� 

�� IC Φ �� + 1 �� IC Φ �� + 1 

∗ ∗ 

�� ⊕ ⊗ �� + 1 �� ⊗ ⊕ �� + 1 

����_����� 264 2120 ����_����� 

�"#$ + �% + �& + �# + 1�(�) = 

• Only 64-LSBs of key is updated. • 120-LSBs of key is updated. 

• Leads to key collisions if the 64-LSBs are fixed to 0*+ . • Avoids earlier key-recovery attack strategies. 



    

  

 

  
 

  

Δ �, � ∶= ����0, … , ����;<=<> , 

gCOMET: a generalization of COMET 

• Control bit generator (Δ) 

where ����� = �. 

• Feedback matrix (�) 
(similar to Beetle feedback) 
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• Key-update matrix (�) 

�?<@ ≔ 
�� 0A × (D EA) 

0(DEA) × A � . �? 



  

  

AEAD Security of gCOMET 

AEAD Security Notion: 
Ideal world (0): Real world (1): 

$ ⊥ gCOMET. Enc gCOMET. Dec 

IC 

D	 queries D	 queries 

T	 queries 
� IC � 

T	 queries 

���aead ≔ Pr � = 1 in the ideal world − Pr(� = 1 in the real world) 



  AEAD Security of gCOMET 



  

 

AEAD Security of gCOMET 

Some details: 



  

                                         

AEAD Security of COMETv1 

COMETv1-128: 

Secure while bytes and . 



  

                                         

AEAD Security of COMETv1 

COMETv1-64: 

Secure while bytes and . 



  

                                      

AEAD Security of COMETv2 

COMETv2-128: 

Secure while bytes and . 



  

                                    

AEAD Security of COMETv2 

COMETv2-64: 

.Secure while bytes and 



 

      

       

      
        

 

Some Future Directions 

1. Better bounds for COMETv2-64 

2. Is perfectly random permutation necessary for Sponge-like AEAD? 

COMET is a Sponge-like AEAD with a non-idealized permutation! 

3. Key-recovery security can be proved O(2@>X). 
• We have identified bad events corresponding to key-recovery. 
• Need to show it more formally. 
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Thank you! Questions? 




