Public Comments on 800-56 Series Decision Proposals

Public Comments on Decision Proposals for the NIST SP 800-56 Series
Comment period: July 29, 2025 — September 15, 2025

On July 29, 2025, NIST's Crypto Publication Review Board announced a proposal to
e update SP 800-56Ar3
o reaffirm SP 800-56Br2
e revise SP 800-56Cr2.

The comments that NIST received during the comment period are collected below.

More information about this review is available from NIST’s Crypto Publication Review Project
site.
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1. Comments from Kaleb Himes (wolfSSL), August 5, 2025

Towhom it may concern,

NIST's decision to exclude X25519 and X448 from the updated standard is a mis-step in the
trust placed in the FIPS program. While the focus on post-quantum cryptography (PQC) is
crucial and important, the exclusion of X25519 and X448 will unnecessarily hinder
security.

These curves are already the de facto standard in modern protocols like TLS 1.3, SSH, and
Signal. Rejecting them creates a gap between NIST's standards and real-world
cryptographic uses and industry, it will absolutely lead to interoperability issues and
ultimately a decision of “use FIPS” or “abandon FIPS”. | can venture a guess as to what the
industry will decide given this ultimatum and the government systems abiding by FIPS
compliance will lose out in the end until the industry learns to trust the PQC algorithms
enough to no longer have the desired and secure fallback on classic and trusted
algorithms. (Industry leans to the skeptic side of the line heavily).

X25519 and X448 offer superior security and performance compared to older curves. They
were specifically designed for efficiency and side-channel-resistance and are well proven
at this time. Excluding them means discarding a proven, robust solution in the interim
transition to full post quantum. They are mandatory for the transition as users learn to trust
PQC and have a safety net if PQC fails.

A hybrid approach using both classic ECC (like X25519) and a new PQC scheme is the
BEST path forward. It provides a secure fallback in case of vulnerabilities in the new PQC
algorithms which are too young to be proven (yet). By not standardizing X25519 and X448,
NIST makes this critical transitional strategy impossible to achieve and it will result in
voluntary op-out from the FIPS program by industry.

In short, approving X25519 and X448 isn't a distraction from PQC. Itis a necessary step to

ensure the security and stability of the cryptographic ecosystem during this multi-year
transition period.

All the best,

Kaleb Himes
Senior Software Engineer
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2. Comments from John PreuB Mattsson (Ericsson), September 15, 2025

Dear NIST,

Thanks for your continuous efforts to produce well-written open-access security documents.
Please find attached our comments on the SP 800-56 series decision proposal.

Best Regards,
John PreuB Mattsson,
Expert Cryptographic Algorithms and Security Protocols



ERICSSON Date: September 15, 2025

Ericsson AB

Group Function Technology
SE-164 80 Stockholm
SWEDEN

Comments on NIST SP 800-56 Series Decision Proposal

Dear NIST,

Thanks for your continuous efforts to produce well-written, user-friendly, and open-access security
documents. We support the proposed changes in the NIST SP 800-56 series decision proposal [1]. The
excellent requirements in SP 800-56A remain highly relevant also in the post-quantum setting. For
example, NSA's CNSA 2.0 profiles specifies that “an ephemeral private key shall be used in exactly one
key-establishment transaction” for ML-KEM as well, which is a critical security practice [2—3].

Please find below some additional comments from Ericsson:

- We support the proposal to clarify that x-coordinate-only implementations of certain ECC key-
agreement schemes are permitted. Given that NIST generally permits that “a@ conforming
implementation may replace the given set of steps with any mathematically equivalent set of
steps’, our understanding was that this is already allowed. We also recommend that NIST
explicitly state that a protocol may transfer and store only the x-coordinate, provided that the
corresponding y-coordinates are temporarily computed to perform the mandatory point
validation. An example of a standardized protocol that mandates transmitting only the
x-coordinate is EDHOC, specified in RFC 9528 [4].

- We agree that it makes sense not to add X25519 and X448 as approved key-exchange schemes,
since standalone use of ECC will be disallowed after 2035. While we consider X25519 and X448
to be the only suitable elliptic-curve options for hybridizing ML-KEM and HQC-KEM, the key point
is that SP 800-227, not SP 800-56, defines mechanisms for hybridizing PQC KEMs in a way that
preserves IND-CCA2 security. If hybridization is employed, we recommend that NIST explicitly
encourage the use of X25519 and X448. Notably, hybridization with X25519 is already the de
facto standard in TLS 1.3, DTLS 1.3, QUIC, and SSH.
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- We welcome allowing KMAC as an option for randomness extraction. In the future we think both
industrial systems and national security systems should use SHAKE aligning with ML-KEM and
ML-DSA. SHAKE offers superior theoretical and practical properties compared to SHA-2 and can
often significantly reduce implementation complexity [5], as illustrated, for example, in Section 11
of FIPS 205 [6].

John Preul Mattsson,
Expert Cryptographic Algorithms and Security Protocols
On behalf of the Ericsson Cryptography Team
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