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* State Government Initiatives Through Digital Signature Legislation.





HISTORY





Utah adopted its Digital Signature Act (AUtah Act@), on February 27, 1995.  It was sponsored by Senator Craig A. Peterson, signed by Governor Mike Leavitt on March 9, 1995, and became effective on May 1, 1995.  In 1996, the Utah Digital Signature Act was amended to include a number of minor modifications and became effective on April 29, 1996. The 1995 Utah Act and the 1996 amendments were developed in collaboration with the Information Security Committee of the Science and Technology Section of the American Bar Association.  After the initial draft of the Utah Act was formulated, the Committee drafted the ABA Digital Signature Guidelines. These ABA guidelines were to serve as a unifying foundation for digital signature laws across varying legal settings and a common framework of principles that serve as a uniform basis for more precise rules in various legal systems. Utah was the first legal system in the world to adopt a comprehensive statute enabling electronic commerce through the use of digital signatures.


The need for digital signature legislation became obvious to Utah when they began exploring digital signature technology in the context of developing a system of electronically filing court documents.  It was clear to Utah that digital signature technology was an important means of facilitating electronic commerce.  Electronic commerce flows easily across state, national and international boundaries, and is the method most organizations will be using to conduct business in the future.  Although the business world was and is on the verge of effectively utilizing digital signature technology, there was no legal infrastructure that would comprehensively address the legality of digital signatures.  Consequently, Utah enacted such a comprehensive statute with the intent of encouraging electronic commerce and the concept that the Utah Act would be permissive rather than mandatory.





CURRENT STATUS OF THE UTAH ACT





The Division of Corporations & Commercial Code of the Utah Department of Commerce, have been tasked with the responsibility of implementing the Utah Act.  Although the Utah Act has been effective since May 1, 1995, implementing rules have not yet been promulgated, no certification authority has been licensed, and no recognized repository is available.  Currently, no further amendments are anticipated in the near future for the Utah Act. Most recently, the Utah Digital Signature Program has embarked on the tasks of developing administrative rules to implement the Utah Act, and has entered into a contract with a vendor to develop a state recognized on-line repository and a certification authority system for the state of Utah. The Utah Digital Signature Program is actively participating with other state governments and private industry to help develop uniform national and international certification authority standards.  A planning meeting was held in January and March of 1997, for state and private industry to address the need for an international accreditation association.  In those meetings, state and private industry agreed that such an international accreditation association was needed and are currently discussing how to move forward.  As a result of that meeting and other meetings, the National Association State Information Resource Executives (NASIRE), the National Association of State Purchasing Officials (NASPO) and the National Association of State Comptrollers (NASC) have disseminated  a Request for Proposals for the Development of Public Key Infrastructure Standards on May 9, 1997.  The main objective of the Request for Proposal was to provide a common method of accreditation of certification authorities to avoid each state developing its own accreditation process, thus slowing down the process of cross certification and accreditation that is necessary for national and international electronic commerce.


The Utah Digital Signature Program anticipates that implementation of the digital signature infrastructure should be close to completion by the end of September 1997.  At that time, state licensing of certification authorities should be underway and a state recognized on-line repository should be on-line and functional.  On a state-wide level, numerous EDI and electronic commerce initiatives should be implemented by the end of 1997.  Most notably, the Utah Administrative Offices of Courts will be the first to use digital signatures as an enabler of electronic commerce through their Utah Courts Electronic Filing Project.  The Utah Courts Electronic Filing Project will allow individuals and the legal community to file court pleadings electronically with the use of a digital signature to authenticate the sender, assure message integrity, and non-repudiation.  The initial phase of the project will allow only criminal pleadings to be filed electronically.  The reason for this is that criminal pleadings don=t have the filing fee component that civil pleadings do.  The Utah Courts are grappling over how to handle the filing fee issue in civil pleadings, which will constitute the second phase of the project.  We anticipate the initial phase of the project will be complete by October of 1997.  A key component in the success of the Utah Courts Electronic Filing Project is educating the public and the legal community of the benefits of electronically filing court pleadings with digital signature technology.  In Utah, a consortium of private and public industry has formed the Utah Electronic Law Project whose purpose is to educate the public and the legal community about electronic commerce and digital signature technology.  This public-private industry partnership has been proven to be a key component in the anticipated success of the Utah Courts Electronic Filing Project and electronic commerce initiatives generally in the state of Utah.


Other EDI and electronic commerce initiative include electronic filing of UCC filings, business registrations, voter registration, motor vehicle titling, state personnel time-sheets and numerous other applications that require sender authentication, message integrity and non-repudiation.  As the citizens of the state of Utah becomes familiar and confident in using digital signature technology numerous applications will develop and will enable electronic commerce on a wide-scale basis.  Currently, the state of Utah vendor, Digital Signature Trust Company, is defining what they call the Utah Public Key Infrastructure (AUPKI@).  The purpose of the UPKI is to support secure Utah State Government use of information resources and the National Information Infrastructure (ANII@).  The UPKI will establish and define the facilities, specifications, and policies needed by state agencies to utilize digital signatures and public key based certificates for information system security, electronic commerce, secure communications, and E-mail with each other as well as with entities of other branches of Federal and local governments , business and the public.  The UPKI will facilitate secure communications and information processing for unclassified but sensitive applications.  The UPKI will not only focus inward to secure communications and information systems within a closed government community, but also with the global economy.  The UPKI will utilize three basic data structures as defined by X.509 standards: (1) certificates; (2) cross-certificates; and (3) certificate revocation lists (ACRL@).  The UPKI certification path architecture will utilize chains of certificates to transfer trust.  A digital signature will be verified by verifying the signatures on a chain of certificates until the certificate of a trusted CA is reached by the verifier, and whose public key is known to the verifier.  There are basically two main certification path infrastructures, hierarchical and network infrastructures.  In a hierarchical infrastructure, CA=s are arranged hierarchically under a Aroot@ CA that issues certificates to subordinate CA=s.  The public key of the root CA is known to every user, and any user=s certificate may be verified by verifying the certification path of certificates that leads back to the root CA.  In the network infrastructure, independent CA=s cross certify each other (issue certificates to each other), resulting in a general network of trust relationships between CA=s.  A user knows the public key of a CA near himself, generally the one that issued his certificate, and verifies the certificates of other users by verifying a certification path of certificates that leads back to that trusted CA.  The state certification path architecture will be established by the certificates and cross-certificates that State CA=s issue to each other.  It is a hybrid of the hierarchical and the network infrastructures.


Utah will provide a publicly accessible on-line repository that stores what is referred to as a certification authority disclosure record (ACADR@).  Basically, the CADR will contain important information about the CA (name, address, telephone number, amount of suitable guaranty, audit rating, location of CPS,  etc..) that would be of interest to potential subscribers.  The state Division of Corporations is required to digitally sign the CADR and make it publicly accessible on-line in a recognized repository.  Repositories also provide a way to find certificates and certification paths. The repository for CA=s in the UPKI is anticipated to be a relational database that uses X.500 distinguished names and is accessed through a secure protocol. Directories may be maintained for broader purposes than the public key infrastructure, and such general directories may be used by the PKI. While some CA=s may choose to establish their own repository/directories., each CA, including the root, will either maintain, or be associated with, a repository.  Each CA will post its certificates and cross certificate pairs in that repository as well as its Certification Practice Statement. CA=s will use the same repository to periodically post CRL=s. User certificates should normally be posted in a repository associated with their issuing CA, but may also be posted in some other directory otherwise associated with the user.





* The Evolving Legal Framework of Certificate Authorities and Digital Signatures.





The Utah Digital Signature Act (AAct@) elected to take the comprehensive approach to digital signature legislation.  The Act mandates that the Utah Division of Corporations & Commercial Code make rules governing licensed CA=s, their practice, and the termination of a CA=s practice.  Currently, the division is promulgating administrative rules that create procedures to license CA=s and regulate their practice.  This has been a difficult task at best due to the fact there are no established standards or methods of regulating this new industry.  The Utah Digital Signature Program is in the precarious position of regulating a new and developing agency and trying to walk the fine line of creating regulations that assure the public a certain level of trust in CA=s, but not overwhelm the industry with burdensome regulations that may inhibit its growth.


Recognizing that digital signature technology is merely an enabler of electronic commerce, the state of Utah has made a concerted effort to help promote electronic commerce initiatives.  A state agency known as Access Utah has been created for that very purpose in mind, to promote electronic commerce throughout the state of Utah.  Their objective is to educate the public about the benefits of electronic commerce from a state agency prospective and to initiate pilot projects within state agencies to provide more efficient services to the public.  The Utah Digital Signature Program plays a key role in this concerted effort.


It has become apparent within the last year that the CA business will become a viable new industry that requires some form of regulation.  Whether it be the comprehensive legislative approach initiated by the state of Utah=s Digital Signature Act or a less regulatory scheme such as the one in the state of California only time will tell.  One thing is clear though, private industry must take an active leadership role in the shaping of this all too important new industry.  Utah will continue on its path, but will make the necessary adjustments that are needed to allow the industry to develop appropriately.  We=re in uncharted territory right now, but soon the roads will become more defined and state, Federal and local governments, as well as private industry will have a clearer vision.  These are exciting times and Utah is trying to do its part in developing and enabling the global use of electronic commerce.  Public forums such as this one will give us all an opportunity to learn from each other and help chart the road ahead.





NATIONAL RECOGNITION OF THE UTAH ACT





The Utah Digital Signature Program received national recognition from the Intergovernmental Enterprise Panel and the National Association of State Information Resource Executives.  The Utah Digital Signature Program was awarded the A1996 Federal Technology Leadership Award@ in Washington D.C., on November 6, 1996, and the ABest of the Best Federal Technology Leadership Award@in McLean, Virginia, on February 11, 1997. The awards recognized organizations that have demonstrated extraordinary leadership in using information technology to improve services to the public.








MORE INFORMATION ABOUT THE UTAH ACT





To learn more about the Utah Digital Signature Act and how Utah and other states are progressing, contact the Utah Digital Signature Coordinator, Kenneth Allen, at (801) 530-6026 or at his email address: Abrsec.kallen@email.state.ut.us@. Or simply browse the Utah Department of Commerce Web Page.  The URL is: Ahttp.//www.commerce.state.ut.us@.
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