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This presentation  outlines the background, objectives, progress and some of the open issues of the ongoing ETSI standardisation activities in the area of Trusted Third Party (TTP) services. Specific attention is given to the management and use of public key certificates, being the target issue of the Public Forum.





Background


The initiative to develop a framework, requirements and technical standards within ETSI for TTP services in general and for Certification Authorities (CA) and signature-based services in particular  is for the most part the result of  European collaborative R&D and pilot projects and ongoing commercial activities. A series of EU-projects have been carried out between 1992-95 with the objectives to study, implement and validate technology and commercial use for services based on public key certificates in different business environments. 





BOLERO was a TTP project for the shipping industry. An important component of  international trade is the Bill of Lading, a paper-based document representing the cargo of a ship. BOLERO has demonstrated the feasibility of electronic Bill of Ladings using TTP services and smart cards. Many different actors of this complex trade environment cooperated: shipping industry, banks, land-based transport, network operators and IT providers.  Another project, TRUSTHEALTH dealt with the use of TTP-based services for health care on a European scale. Further projects were launched within the financial and the transport sectors. 





By defining the projects sector-wise and independent of national borders, the European dimension was introduced at an early stage. The progress of these and other projects provided the incentive for the fast development of smart cards able to generate and process digital signatures based on asymmetric cryptosystems. Some European manufacturers emerged among the leading vendors of such cards. 





In addition to validation of technological and operational aspects of certificate and smart-card based services the program also concluded the need for interoperability of basic systems and services as a necessary condition for large-scale deployment of  TTP infrastructures. 





A number of operational, commercial and public TTP-based systems have been, or are being established throughout Europe. In Sweden, most of the public procurement of common goods will be performed using electronic means and digital signatures by the year 2000. The development of such an open electronic marketplace is only possible if systems and services can interoperate.





In conclusion, evolving standards for TTP services play a central role in the present technology-push/market-pull scenario.





As for TTP services supporting confidentiality of information (i.e. encryption) also law enforcement requirements need to be considered and the proper balance be established whenever there is a conflict between the protection of private/business information and public/national security interests.





Objectives


The action was initiated in April 1996 with the following overall objectives:


-specify general TTP model and services,


-capture high-level functional and security requirements  and produce TTP requirements specification and


-produce TTP technical specifications as a basis for  interoperability.





The requirements and standards shall:


-make use of international and widely adopted de-facto standards  and of publicly available techniques as far as possible,


-comply with laws and regulations and


-recognize the need for global interoperability.





Progress of deliverables


The first document, an ETSI Guide, entitled ”Requirements for TTP Services” 


(EG 201 057), defines model, services and high-level functional and security requirements for TTPs. TTP services and the related functions and interfaces considered in the document are:





Key management for symmetric cryptosystems


Key management for asymmetric cryptosystems


Key escrow/recovery


Identification and authentication (support of)


Access control (support of)


Non-repudiation


Auxiliary: time-stamping, audit, delivery.





Annex A of the document is a summary of directions and specific requirements intended as a basis for specifying technical standards for TTP services. Annex B presents examples of the use of TTP services.





The document has been approved by ETSI  member organizations in July 1997.





The next stage, development of TTP technical specifications, can be divided into two groups, the first being targeted for September 1997 and the second still waiting for detail planning.

















Part one, which is targeted to produce final draft document(s) for approval during the fall of 1997, includes specifications of services, functions and messages for:





-Key management (symmetric) and service support for confidentiality, including key escrow/recovery.


-Key management (asymmetric) and service support for integrity and related services,  relying on CAs and digital signature functions.





Specifications are based, whenever possible, on available techniques and standards. For key escrow/recovery the intention is to cover different classes of existing schemes, one instantiated by e.g. the Royal-Holloway scheme and another class by the TIS-solution. For the management of asymmetric keys and certificates use was made of  relevant PKIX specifications, although these are not expected to become stable before early 1998.





Description of service scenarios and management guidelines complete the specifications (Annex). The document structure for this phase is still to be decided.





Depending on interest and available resources from ETSI member organizations  forthcoming parts may produce specifications for:





Identification and authentication (support of)


Access control (support of)


Non-repudiation


Auxiliary: time-stamping, audit, delivery.





Priorities and delivery plans for these items are left for decision by ETSI TC SEC.





Open issues


Only three of several issues are mentioned here. It is necessary to resolve the open issues before the standards can be completed,  implemented and international operation of the related services can start.





-There is a need for specified and widely agreed minimum requirements for interoperability, security and mutual trust. 


-International consensus is needed concerning the conditions for recovery-free support of digital signatures by TTP services.


-A further issue is how to provide flexibility with regard to different national policies and still maintain interoperability. A particularly difficult area here is policies and technologies for key recovery, related to confidentiality services, being still in the state of change and evolution and, consequently, difficult  to handle in the  standardisation process.
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