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Abstract

This paper studies the search for the impossible differentials of E2. We apply the
Shrinking technique, the miss-in-the-middle technique, and a new search algorithm to
E2. As a result, no impossible differential is found for E2 with more than 5 rounds. We
conclude that E2 is secure against cryptanalysis using impossible differentials derived by
the currently known techniques.
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1 Introduction

Cryptanalysis with impossible differentials was introduced by Biham et al. [BBS98| and is
powerful. This attack uses differentials with probability 0, which are called impossible dif-
ferentials. If attackers can find no impossible differentials for a cipher, the cipher cannot be
attacked by cryptanalysis with impossible differentials.

Generally speaking, the search for impossible differentials is difficult because much com-
plexity is required to guarantee completeness. Only two techniques are known: the Shrinking
technique [BBS99a]', and miss-in-the-middle technique [BBS99c|. The former is a search algo-
rithm for impossible differentials that offers reduced complexity; the latter generates impossible
differentials by connecting two (truncated) differentials with probability 1.

We apply the Shrinking technique, the miss-in-the-middle technique, and our new search
algorithm that includes the miss-in-the-middle technique, to E2. As a result, no impossible
differential is found for E2 with more than 5 rounds. We conclude that E2 is secure against
cryptanalysis with impossible differentials using currently known techniques.

2 Shrinking Technique

2.1 Technique

The Shrinking technique, which is used with the miss-in-the-middle technique, is a simple
search algorithm for impossible differentials.
The basic strategy of the miss-in-the-middle technique is as follows.
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'We did not see the paper, but we discussed this with Biryukov at FSE’99, and we think the contents of
the reference are the same as [BBS99b).



Step 1: Choose input difference X of the cipher.

Step 2: Obtain all possible differences at the r-th round Z, from the input difference.

Step 3: Search the set of bit position(s) of the differences Z, whose values are always zero
(nonzero). If no such set can be found, go back to Step 1. If no such position can be
found for all input differences, no impossible differential exists for the cipher.

Step 4: Choose output difference Y of the cipher.

Step 5: Obtain all possible differences Z/ at the same r-th round from the output difference.

Step 6: Check whether the value(s) at the same bit position(s) as Step 3 of the differences
Z! is always nonzero (zero). If the check is satisfied, it means that we have found an
impossible differential with respect to the input difference X and output difference
Y. Otherwise, go back to Step 4 until all output differences have been checked. If
the check has not examined all input differences, go back to Step 1.

Because the above steps involve excessive computational complexity, however, it is too
difficult to directly apply the miss-in-the-middle technique to cipher. Against this problem,
[BBS99a| introduced the idea of using a shrunken model of the original cipher; they called this
the Shrinking technique. Roughly speaking, the shrunken model is a variant of the original
cipher, that has a similar global structure to the cipher. That is, if the block length of the
cipher is ds bits long and the primitive operation is s bits long, the block length of the model
is ds’ bits long and the primitive operation is s’ bits long where s’ is smaller than s.

Since the shrunken model has a similar global structure to the cipher, i.e., both use the same
d, finding impossible differentials in the shrunken model indicates that there are also similar
impossible differentials in the original cipher. Hence, if ds’ can be set to a suitable value,
one can apply the miss-in-the-middle technique to the shrunken model and find impossible
differentials.

2.2 Result

We applied the Shrinking technique and the miss-in-the-middle technique to E2. E2 with-
out IT- and FT-Function is a byte-oriented cipher, where s = 8, d = 16. Because of the
computational complexity, we considered the shrunken model with s’ = 1, d = 16. We let
X = (x1,x9,...,716) denote an input difference, where z; denotes “state” such as zero or
nonzero. Similarly, we define Z; as a difference at intermediate round j; Y is an output
difference.

Fortunately, without the IT- and F'T-Function E2 has only a bijective s-box and bitwise
XOR. Thus, obviously, the properties of the shrunken model are the same as those of E2.
That is,

e Zero difference is always derived from the zero difference created in the s-box. Also,
nonzero difference is always derived from nonzero difference.
e Zero difference is derived from both zero differences through bitwise XOR.

e Nonzero difference is derived from zero difference and nonzero difference within the bit-
wise XOR.

e We cannot know whether zero or nonzero is derived from both nonzero differences within
the bitwise XOR. We call this state otherwise, which gives us no useful information in
locating impossible differentials.

Because of the above properties, it is sufficient to consider the following in applying the
algorithm.

e The state of x; and y; is either zero or nonzero.
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e X is nonzero, i.e., Ji[x; = nonzero]. Sois Y.
e The state of z;, is zero, nonzero, or otherwise.

e Once the state of z;, becomes otherwise, the states of subsequent z,, never become zero
or nonzero.

e 7., all of whose states are otherwise, i.e., Yi[z,, = otherwise], is of no further use.

We executed the above algorithm for all input differences of the shrunken model. As a
result, we found that all states of Z, are otherwise for r > 4, and that 5-round E2 without
IT- and FT-Function has the longest impossible differentials.

3 New Search Algorithm

3.1 Algorithm

In general, locating an impossible differential is very difficult because the theory of impossible
differentials remains under construction. However, we can use the following algorithm if the
cipher is byte-oriented. The strategy of the algorithm is as follows.

Step 1: Choose input differences of the cipher heuristically. According to our experience,
the input difference of differentials with high probability generates a long impossible
differential.

Step 2: Search all possible differentials whose input difference is chosen by Step 1.

Step 3: Check all output differences of the possible differentials derived in Step 2. If there
exists an output difference that is not contained in the set of all possible values of
differences, it means that we have found an impossible differential.

Let the block length of the cipher be ds bits long, where the primitive operation of the
cipher is s bits long and let S = GF(2)5. We define the difference operation as addition in
GF(2)%. To realize Step 2, we define the difference set and the operations for the difference
sets.

Definition 1 (Difference Set) We call a set of differences a difference set. A difference set
is a subset of S%.

Definition 2 (Operations on Difference Sets) Let

Ij = f(.IZ'l,Iiz, .. .,I’Z't) (.’L‘j,.’L‘il,IL'iQ, .. .,l’it - S)

be an s bit operation of the cipher. We define the operation f on the difference sets D;,, D

.., and D;, as
f(Dsy, Dy, ..., Dy,)
= {f(xil7xi27 A '7xit) @ f('rll EB di17xi2 @ dig? A 7'1:1'15 EB dzt)
|.’L‘i1 es, T, € S, ..., T; € S, di1 S Diu d¢2 S DiQ, ceey dit S D“}
Algorithm 1

Step 1: Initialize the difference sets D; C S (i = 1,2,...,d) using proper values.
Step 2: Following the specification of the cipher, calculate

D; = f(Di,, Diy, ..., D;,)
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step by step, where f is one of the primitive operations of the cipher.

Step 3: Confirm whether D; # S holds or not for j = 1,2,...,r, when finishing all set
operations corresponding to the cipher operations. We have found an impossible
differential if 35[D; # S].



3.2 Results

Since E2 without IT- and FT-Function has 8 bit primitive operations let S = GF(2)%. We
follow the transitions of Dy, Ds, ..., and Dyg. However, even if we use Algorithm 1, we cannot
computationally search all cases. We only consider the initial values of Dy, Ds, ..., and Ds4
that satisfy D; = {z}, D; = {0} (Vj #1) forall 1 <i<16, z € S.

As a result, the longest impossible differentials we found using the miss-in-the-middle tech-
nique are 5 rounds. We note that 5-round impossible differentials exist for a DES-like cipher
with bijective F-Functions [K98]. The impossible differentials discussed in this paper are a
subset of theirs.

4 Conclusion

We applied the Shrinking technique, the miss-in-the-middle technique, and a new search algo-
rithm to identify the impossible differentials of E2. We confirmed that E2 has at most 5-round
impossible differentials. Thus, it seems that E2 is secure against cryptanalysis with impossible
differentials using the current all search algorithms for identifying impossible differentials.
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