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Dear Jim,

here is a formal report on the randomness which is related to Shiho's
presentation during the rump session. Please let me know if you have
any problem to read it.

Best regards

Serge
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Abstract. Using the decorrelation techniques we compare the
randomness of three schemes used in the AES candidates. The tar-
get schemes are the original Feistel scheme and two modi�ed Feistel
schemes: the MARS-like structure and the CAST256-like structure.
As a result, the required numbers of rounds for Luby-Racko�'s ran-
domness (which is related to resistance against chosen plaintext at-
tacks) are 3, 5, and 7, respectively. Moreover, the required numbers
of rounds for achieving the decorrelation bias of order two of 2�128

are 9, 25, and 35, respectively. This holds for truly random round
functions. Imperfect random round functions can achieve similar
decorrelation by using decorrelation modules like in DFC, but need
a number of rounds of at least 9, 30 and 42 respectively.

1 Introduction

So far, none of the comments on the AES candidates address the problem of ran-
domness provided by the design proposals. Randomness means that no oracle
circuit with polynomially many oracle gates can distinguish between the encryp-
tion function and a truly random permutation. Originally, Luby and Racko�
proved that a random 3-round Feistel scheme on m-bit blocks was indistin-
guishable from a truly random permutation by an attack limited to 2

m

4 . Our
motivation is to see how Luby-Racko� Theorem extends to the Feistel scheme
variants which are used in MARS and CAST-256. We compare the randomness
of three schemes used in the AES candidates using the decorrelation techniques
which were introduced by Vaudenay [5].

The target schemes in this paper are the Feistel scheme (Figure 1), which
is used in DEAL, DFC, E2, LOKI97, MAGENTA, RC6 and Two�sh, and two

�This work was done during the stay at NTT Laboratories
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Figure 1: The Feistel Scheme
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Figure 2: The MARS-like Scheme
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Figure 3: The CAST256-like Scheme

modi�ed Feistel schemes: the MARS-like scheme (Figure 2) which is used in
MARS, and the CAST256-like scheme (Figure 3) which is used in CAST-256.1

2 Comparison in Luby-Racko�'s randomness

This section studies how many rounds are required for Luby-Racko�'s random-
ness when considering round functions as random ones. This is related to the
\lack of randomness" provided by the upper level design. The required numbers
of rounds for the Feistel scheme and the CAST256-like scheme are shown in [8,
Section 3.2]. In their paper both of the Feistel scheme and the CAST256-like
scheme are generalized as the Type-1 Transformation, and the required number
of rounds is proven to be 2k � 1, where k is the number of branches. That is,
the required numbers of rounds for the Feistel scheme and CAST256-like scheme
are 3 and 7, respectively.

The required number of rounds for the MARS-like scheme can easily be
proven to be k + 1, which is 5 here. (This will be detailed in the full paper.)

1The � on �gures can be replaced by any other group operation without a�ecting the

present results.
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3 Comparison of Decorrelation Bias

We use the decorrelation bias of order d of a permutation in the sense of a given
norm jj:jja de�ned by

DecPdjj:jja(C) = jj[C]d � [C�]d]jja

where C� is a random permutation uniformly distributed. (For details, see [5,
7].) Intuitively, DecPdjj:jj(C) is a measure of e�ciency of attacks limited to d

chosen plaintexts.
Luby-Racko� Theorem states that

DecPdjj:jja(C) � 2d2:2�
m

2

for a random 3-round regular Feistel cipher with m = 128 (the block length).
Similarly we obtain that

DecPdjj:jja(C) � kd2:2�
m

k

for a random 7-round CAST256-like cipher with k = 4 (the number of branches)
and

DecPdjj:jja(C) � 2d2:2�
m

k

for a random 5-round MARS-like cipher with k = 4. In particular, this means
we cannot guaranty security (in this way) when the number of plaintext d is
larger than 216 for both CAST-256 and MARS although regular Feistel schemes
reach the d = 232 bound.

Decorrelation of order d = 2 plays a crucial role for the resistance against
di�erential and linear cryptanalysis. Namely, we need a pairwise decorrelation
bias smaller than 2�128 in order to ensure that both attacks are ine�cient. The
multiplicativity of decorrelation biases enables to get the smallest number of
rounds in order to achieve it. We obtain that we need at least 9, 35 and 25
rounds for regular Feistel, CAST256-like and MARS-like schemes respectively.

4 Imperfect Decorrelation

The previous results are meaningful when the round function is perfectly ran-
dom. We can still obtain provable decorrelation bias upper bound with real
functions, as in the Peanut construction (on which DFC is based). For this we
apply a theorem which is stated in [6]. This construction basically says that we
use

�(ax+ b mod p mod 2m)

for a permutation �, keyed numbers a and b, where p is the smallest prime
number greater than 2m. With m = 128, regular Feistel schemes can use p =
264 + 13, but CAST-256 and MARS need p = 232 + 15. By applying the same
construction we obtain that the number of rounds for regular Feistel, CAST256-
like and MARS-like schemes are 9, 42 and 30 respectively.

3



5 Conclusion

CAST-256 has 48 rounds, which is fairly enough. MARS has 32 rounds, which
is right on the edge of our randomness bounds. DEAL and MAGENTA are
6-round Feistel scheme, which is not enough at all. DFC purposely stands on
the edge with 8 rounds. E2 (12 rounds), LOKI97 (16 rounds), RC6 (20 rounds)
and Two�sh (16 rounds) have far beyond the smallest number of safe rounds.

Other designs like CRYPTON, Rijndael, SAFER+ and Serpent can be in-
vestigated as well. A preliminary study suggested that these designs required
too many rounds for randomness, because the size of the elementary round
functions is too small. No clue is suggested for investigating FROG or HPC.

We believe that the ability to prove almost randomness is an important
feature for the next encryption standard. For this we would recommend to
select the �nalists from

CAST-256, DFC, E2, MARS, RC6, and Two�sh.

(We removed LOKI97 from this list because of the attacks which were announced
against it.)
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