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Abstract

Serpent is the AES candidate with the largest safety margins. In this paper we try to
analyze how these security margins a�ect the strength of the cipher. We adopt a simpli�ed
Linear Transformation (proposed by the designers of Serpent as their preliminary candidate),
and show that even this weakened variant requires at least 2121 known plaintext to be attacked.
We conclude that Serpent is secure, even with much smaller number of rounds.

1 Introduction

Serpent [1, 2] is one of the more promising AES candidate, due to large safety margins. It was
introduced by Eli Biham, Ross J. Anderson and Lars R. Knudsen. The Serpent family has two
variants: original published variant Serpent-0 [1], and the AES submission variant Serpent-1 [2].
By convention when we say just Serpent we mean Serpent-1. In the history remarks in [1, 2]
a preliminary linear transformation is mentioned, which rotates three of the words in the bitslice
implementation, rather than performing a more complex mixing. In this paper we study two variants
of Serpent:

1. Serpent with the rotation linear transformation and the S-boxes of Serpent-0 (derived from
the S-boxes of DES). We call this variant Serpent-p.

2. Serepnt with this rotation linear transformation and the new S-boxes of Serpent-1. We call
this variant Serpent-p-ns.

We study these variants in the hope that their analysis shed light on the design and strength of
Serpent.

In this paper we analyze these variants using several cryptanalytic techniques, including di�eren-
tial cryptanalysis, cryptanalysis using impossible di�erentials, and linear cryptanalysis. It appears
that both variants are secure against di�erential cryptanalysis, and cryptanalysis using impossible
di�erentials. However, we could attack 32 rounds of both variants using linear cryptanalysis, given
almost all possible plaintext/ciphertext pairs. We expect that, the relation between Serpent-0 and
Serpent-1 is similar the relation between Serpent-p and Serpent-p-ns.

We call a s-box whose input di�erence is non-zero an active s-box. We call a bit which has
non-zero di�erence, an active bit. Active entry is an entry in the di�erence distribution table, which
has non-zero value. We denote hexadecimal numbers with subscript x and binary with subscript b
(e.g., 61 = 3Dx = 111101b). In this work `?' denotes unknown values of bits or nibbles, depending
on the base of the number.

This paper is organized as follows: In Section 2 we describe Serpent-p and Serpent-p-ns. In
Section 3 we describe our di�erential attacks on the variants. In Section 4 we gathered several
observations on the S-boxes of Serpent-p-ns and Serpent. In Section 5 we describe cryptanalysis
using impossible di�erentials. In Section 6 we describe linear attacks on this variants, and �nally in
Section 7 we summarize this work.
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2 A Description of Serpent-p

We adopt the standard non-bitsliced notations from [1, 2], and take the names of the s-boxes from
there.

Serpent-p encrypts 128-bit blocks under keys of 128, 192 and 256 bits. Given a plaintext - P :

B̂0 = IP (P )

B̂i+1 = Ri(B̂i)

C = IP�1(B̂64)

Ri(X) = Roti(Ŝi(X � K̂i)) i = 0; : : : ; 62

Ri(X) = Ŝi(X � K̂i)� K̂64 i = 63

After each of the 64 rounds, we use Roti, which is a set of rotations de�ned as (0,1,3,7) for even
i's and (0,5,13,22) for odd i's. This means that for even i's the �rst bit in each nibble is rotated to
the left by 0 nibbles, the second by 1 (e.g., from nibble 3 to nibble 4) , etc. The s-boxes are 4-bit to
4-bit permutations. In each round the same s-box is used 32 times, while di�erent s-boxes are used
in the various rounds. The s-boxes are derived from the S-boxes of DES [10], giving 32 s-boxes in
total.

Serpent-p uses the key schedule of Serpent:

1. Expand the key length to 256 bits by appending one bit '1' and as many '0' as required.

2. De�ne w
�8; : : : ; w�1 to be the eight 32-bit words composed from those 256 bits.

3. For i = 0; : : : ; 64 de�ne wi := (wi�8 � wi�5 � wi�3 �wi�1 � �� i) <<< 11,
where � is the golden ratio - 9E3779B9x.

4. For i = 0; : : : ; 64 de�ne Ki = (k4i; k4i+1; k4i+2; k4i+3) = Sn(i)(w4i; w4i+1; w4i+2; w4i+3), where
n(i) = (3� i) mod 32.

We de�ne Serpent-p-ns as a variant of Serpent-p with the following modi�cations:

1. Serpent-p-ns uses the same s-boxes as Serpent-1.

2. Serpent-p-ns has 32 rounds. Therefore in the encryption process i is between 0 to 31, and in
the key schedule algorithm i is between 0 to 32. Also for Serpent-p-ns n(i) = (3� i) mod 8.

Therefore, Serpent-p-ns di�ers from Serpent-1 only in the linear transformation. We expect that the
relation between Serpent-p and Serpent-p-ns is very similar to the relation between Serpent-0 and
Serpent, as the di�erences between Serpent-0 and Serpent are composed from these two di�erences
together with another di�erence in the key scheduling.

3 Di�erential Attacks

Looking at the rotations set, we observe that in both variants Serpent-p and Serpent-p-ns;

1. Each characteristic has 31 counterparts. This observation is derived from the fact that the 32
parallel s-boxes in each round are the same. Therefore, if we rotate both the input di�erence
and the output di�erence of a characteristic by the same multiple of a nibble, the resulting
di�erences form another characteristic with the same probability.

2. Due to the previous observation, we can rede�ne the notation of iterative characteristics to be
di�erential characteristics which have the same input and output di�erences or whose output
di�erence value is the input di�erence rotated by a multiple of a nibble.
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We searched for iterative characteristics of Serpent-p and of Serpent-p-ns. In the following
we represent characteristics as lists of the active s-boxes in each round, denoting the path of the
development of the di�erences during encryption. For example, the di�erential characteristic 1x !
Cx in the �rst round, is represented as (0)! (3; 7), where 0 denotes that S-box 0 is active in the �rst
round, and (3,7) denotes that the output of those S-box cause di�erences in the inputs of S-boxes 3
and 7 in the next round. In the search phase we ignored the actual probability of the characteristic.
We assume that almost all the entries in the di�erence distribution tables are active, i.e., all entries
have non-zero value except of those entries with one bit di�erence in the input and one bit di�erence
in the output, which are always impossible. We later verify if the resultant characteristics hold in
the variants we study.

We distinguish between three kinds of paths, based on whether they exploit the various rotations
in the two sets. We �rst describe three paths which exploit some properties of the �rst rotation set
(0,1,3,7), to which we call O1, O2 and O3.

Paths O1 and O2 yield the following iterative characteristics:

First Round Second Round
Path Active Characte- Active Characte- The Path

s-boxes ristics s-boxes ristics
O1: 0 I ! 6x 1 3x ! J

1 I ! 3x 2 3x ! J (0; 1; 2)! (1; 2; 3)! (1 + x; 2 + x; 3 + x)
2 I ! 3x 3 6x ! J for any x 2 f0; 5; 13; 22g

O2: 0 I ! Cx 3 6x ! J
2 I ! 6x 5 6x ! J (0; 2; 4)! (3; 5; 7)! (3 + x; 5 + x; 7 + x)
4 I ! 6x 7 Cx ! J for any x 2 f0; 5; 13; 22g

When path O3 is

(0; 1; 4)! (1; 4; 7)! (1 + x; 4 + x; 7 + x)! (4 + x; 7 + x; 8 + x)!

(4 + x+ y; 7 + x+ y; 8 + x+ y)! (7 + x+ y; 8 + x+ y; 11 + x+ y)!

(7 + x+ y + z; 8 + x+ y + z; 11 + x+ y + z) (Where x; y; z 2 f0; 5; 13; 22g)

Path O3 yields the iterative characteristics:

Round First Characte- Second Characte- Third Characte-
active risticss active risticss active risticss
s-box s-box s-box

1 0 I ! Ax 1 I ! 5x 4 I ! 5x
2 1 3x ! J 4 5x ! J 7 Cx ! J
3 1 + x J ! Cx 4 + x J ! 5x 7 + x J ! 3x
4 4 + x 5x ! K 7 + x 5x ! K 8 + x Ax ! K
5 4 + x+ y K ! Cx 7 + x+ y K ! 3x 8 + x+ y K ! 5x
6 7 + x+ y 5x ! L 8 + x+ y 3x ! L 11 + x+ y Cx ! L

Where I, J , K and L represent one bit di�erence (1x; 2x; 4x or 8x), and J determine the factor
x in the rotation (K determine y, and L determine z). J determaine x in the following manner:
when J = 1x x = 0, and when J = 2x x = 5, etc. Therefore, we might have 288 iterative
characteristics.

We now check whether the required entries in the S-boxes' di�erence distribution tables, are
active, and what their probabilities are. Table 10 summarizes the probabilities.

Consulting Table 10, we can see that O1 and O2 are not practical on Serpent-p, due to the fact
that they have only one round at most. In O3, in S15, for J= 2x, we can connect between the �rst
two rounds and the next two, but in S17 the fourth round characteristic exist for K=1x, while in
S18 we need K=4x. As a result we have a 4-round characteristic with probability of 2�30:2. We also
�nd the path which starts at S15 (fourth-round characteristic) and continues till S21. This 7-round
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characteristic has the probability of 2�57:4. Of course, the same characteristics appear 32 rounds
afterward (under the same S-boxes).

We found one path which exploits some properties of the second rotation set (0,5,13,22), to which
we call T. Path T yields the following iterative characteristics:

First Round Second Round
Path Active Characte- Active Characte- The Path

s-boxes ristics s-boxes ristics
T: 0 9x ! J 0 I ! 3x

5 3x ! J 5 I ! 3x (0; 5; 10)! (0; 5; 10)! (0 + x; 5 + x; 10 + x)
10 3x ! J 10 I ! 9x for any x 2 f0; 1; 3; 7g

where I and J represent one bit di�erence (1x; 2x; 4x; 8x), and J determine the factor x in the rotation.
We now check whether the required entries in the s-boxes' di�erence distribution table, are active,

and what their probabilities are. In appendix B, in Table 10 we put the summary of the probabilities.
Looking at the required input di�erences for continuing the iterative characteristic, we �nd that

for path T, we can not create a characteristic with more than 2 rounds. It may look like we can,
but due to the need of di�erent active bits, a two-round characteristic is the longest we reached.
However, we can �nd a 4-round characteristic using O3. It starts in s-box 16 (I = 8x), and using
the di�erences 8x; 2x; 2x; 1x; 1x (e.g., the input in the �rst round is 8x which become 2x later, etc.).

The mixed paths, i.e., those that exploit both sets of rotations, described after even rounds (�rst
rotation set is (0,1,3,7)): and yield the following iterative characteristics:

Due to the fact that 6x di�erence in the input cannot become one-bit di�erence in the output
paths A,D,F,I and J, can have no more than one-round characteristic.

As shown in appendix B in Table 11, it is easy to see that paths C,E,G,H and K have no more
than one-round characteristic. Path B, has 2-round characteristic with the probability of 2�16:4.

We now take the longest characteristic (4-round) and try to add rounds. At the beginning we
can add 4 rounds with probability of 2�43:8. While in the end, we are able to add 3 rounds in the
end with the probability of 2�30:4, giving us a 11-round characteristic (described in Table 2) with a
probability of 2�104:6. This can be used to attack di�erentially 13 rounds of Serpent-p from round
11 to round 23, using the following algorithm:

1. Given the input di�erence, choose the actual value in the beginning of the one before last
round of the attack (last round of characteristic) (in 11 s-boxes).

2. For each of the 16 bits, try all the possibly values in the �rst round output (in 11 s-boxes -
S3,S6,S11,S13,S15,S17,S19,S20,S21,S23,S27).

3. Obtaining a structure in the size of 244 plaintexts, which give us 287 pairs which become into
the input di�erence of the di�erential.

4. Take 220 such structures (totally giving 264 plaintext) structure and decrypt them.

5. Discard all pairs which di�er in the 6 s-boxes (S5,S9,S15,S20,S24,S29)in the beginning which
suppose to have zero di�erence. Doing so, out of 2107 pairs, only 283 pairs remain. Due to
the fact that only 0:4 of the entries has non-zero value, given the output di�erence of the �rst
round (the beginning of the characteristic), in the other 27 s-boxes, only 0:427 of them might
become the needed di�erence. This means that only one out of 235:7 suggestions survives.
Therefore, we are left with 248:7 pairs.

6. About 238:7 of those pairs have the same last round subkey. Of which about 22:4 are right
pairs.

7. If we take the subkey having about 4 pairs suggesting it, we found the �rst round subkey (44
bits) and 44 bits of the one before last round subkey.

8. Applying this attack with the o�set of 1 nibbles (to the left) shall require 2 times the data,
and will give the last two rounds subkeys (besides 44-bits).
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First Round Second Round
Path Active Characte- Active Characte- Path

s-boxes ristics s-boxes ristics
A: 0 1x ! 6x 1 3x ! 2x

1 1x ! 5x 3 5x ! 1x (0; 1; 3)! (1; 3; 4)! (3; 4; 6)
3 2x ! 3x 4 6x ! 1x

B: 0 1x ! Ax 1 3x ! 4x
1 1x ! 9x 7 9x ! 1x (0; 1; 7)! (1; 7; 8)! (7; 8; 14)
7 4x ! 3x 8 Ax ! 1x

C: 0 8x ! Cx 3 5x ! 1x
3 1x ! 9x 7 9x ! 1x (0; 3; 7)! (3; 7; 10)! (0; 3; 7)
7 1x ! 5x 10 Cx ! 8x

D: 0 8x ! Cx 3 6x ! 1x
2 8x ! Ax 7 Ax ! 8x (0; 2; 6)! (3; 7; 9)! (3; 29; 31)
6 1x ! 6x 9 Cx ! 8x

E: 0 1x ! Cx 3 Ax ! 2x
3 1x ! 3x 4 3x ! 1x (0; 3; 4)! (3; 4; 7)! (4; 7; 8)
4 2x ! Ax 7 Cx ! 1x

F: 0 3x ! 4x 3 4x ! 6x
8 5x ! 1x 8 1x ! 5x (0; 8; 13)! (3; 8; 16)! (8; 16; 21)
13 6x ! 4x 16 4x ! 3x

G: 0 Ax ! 1x 0 1x ! Ax

5 9x ! 1x 5 1x ! 9x (0; 5; 15)! (0; 5; 22)! (5; 22; 27)
15 3x ! 8x 22 8x ! 3x

H: 0 Cx ! 1x 0 1x ! Cx

10 5x ! 4x 13 4x ! 9x (0; 10; 19)! (0; 13; 22)! (3; 13; 22)
19 9x ! 4x 22 4x ! 5x

I: 0 Cx ! 8x 7 8x ! Cx

15 6x ! 1x 15 1x ! Ax (0; 15; 24)! (7; 15; 24)! (5; 20; 29)
24 Ax ! 1x 24 1x ! 6x

J: 0 6x ! 2x 1 2x ! Cx

9 Ax ! 1x 9 1x ! Ax (0; 9; 17)! (1; 9; 18)! (14; 23; 31)
17 Cx ! 2x 18 2x ! 6x

K: 0 9x ! 4x 3 4x ! 5x
13 Cx ! 1x 13 1x ! Cx (0; 13; 23)! (3; 13; 26)! (3; 16; 26)
23 5x ! 4x 26 4x ! 9x

Table 1: Paths in Serpent-p and Serpent-p-ns
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Round S-box/Di�erence
12 0=3x ; 3=8x ; 6=1x ; 7=Cx ; 11=3x ; 12=Bx

12 13=Cx ; 17=Bx ; 18=Cx ; 27=3x
13 3=1x ; 6=Cx ; 7=Bx ; 13=3x ; 18=Bx ; 30=4x
14 3=Bx ; 7=1x ; 8=Ax ; 11=6x
15 10=Cx ; 11=5x ; 14=Cx

16 0=8x ; 1=8x ; 4=8x
17 1=3x ; 4=5x ; 7=Cx

18 6=2x ; 9=2x ; 12=2x
19 9=5x ; 12=5x ; 13=Ax

20 9=1x ; 12=1x ; 13=1x
21 9=1x ; 12=5x ; 13=3x ; 15=4x ; 16=Cx

22 3=8x ; 10=1x ; 12=1x ; 15=3x ; 16=1x ; 20=2x
End 3=1x ; 6=4x ; 11=2x ; 13=2x ; 15=1x ; 17=Ax

End 19=8x ; 20=1x ; 21=2x ; 23=8x ; 27=8x

Table 2: 11-round di�erential characteristic of Serpent-p (the input for the round is given)

9. For each of the possibilities for those bits - we can calculate the real key.

We take structures, which di�er at the 11 s-boxes. Therefore, each structure should give us 287

pairs. The needed work load is 264 decryptions. This will recover 128-, 192- and 256-bit keys.
It worth to note that Serpent-p might have the following possible weaknesses:

1. In the di�erence distribution table of Serpent-p, there is one entry with the value 10 (out of
16) in S29, and all but S19 have entries with 6's and 8's.

2. There are many structures in the di�erence distribution tables. For example, in S0, the input
di�erence 8x always becomes into the form of 1???b. In S5, the input di�erence 7x always

becomes as output di�erence of the form ???0b. The same is in S6, when Ax ! 0???x with
probability of 1.

3. Due to the high value entries, there are lots of zero entries. This might help when cryptana-
lyzing using the impossible di�erential method.

4. We found that one-bit di�erence a�ects at most 4 bits in the next round, 16 in the second
round and 64 in the third round. However the 64 bits enter only 30 out of the 32 s-boxes.

5. The above property gives us 4-round impossible di�erential, when the input di�erence is in
the �rst nibble, the 72nd bit and the 124th bit can not be active after 4 rounds.

As for Serpent-p-ns, we gathered the results about Serpent-p-ns are given in appendix C, in
Table 12.

We took T's longest characteristic (7-round) and add as much rounds as we could. We can add
2-round characteristic in the beginning, with the probability of 2�18. We also can add 3-round in
the end with the probability of 2�25, totally giving 2�104 probability for the 12-round characteristic
described in Table 2. Using this characteristic, we can analyze 12 rounds of Serpent-p-ns, using the
above algorithm, with minor modi�cations which are:

� 10 s-boxes have non-zero di�erence instead of 11, therefore we use structures of 240 ciphertexts.
Each structure gives 279 pairs, and we need 227 such in order to get 2106 pairs.

� We check if 12 s-boxes in the �rst round have zero di�erence, and in the other 20 we have the
chance of 1=0:420 to be candidate for right pair. Totally leaving one pair out of 274.

� For each subkey, we can identify in the last round 11 s-boxes which are active, meaning that
out of the 2106 pairs, only 232 suppose to remain, from which only one subkey value is about
to be suggested by 4 pairs. We �nd therefore also 20 subkey bits of the one before last round.
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Round S-box/Di�erence
1 3=9x ; 8=Ex ; 13=Ex ; 25=Ax ; 30=Ax

2 3=Bx ; 25=9x ; 30=Bx

3 0=8x ; 5=8x ; 10=8x
4 0=9x ; 5=3x ; 10=3x
5 0=1x ; 5=1x ; 10=1x
6 0=9x ; 5=3x ; 10=3x
7 0=1x ; 5=1x ; 10=1x
8 0=9x ; 5=3x ; 10=3x
9 0=1x ; 5=1x ; 10=1x
10 0=3x ; 5=3x ; 10=9x
11 0=1x ; 5=1x ; 17=8x
12 0=1x ; 5=3x ; 18=4x ; 22=Ax ; 30=4x

END 0=1x ; 1=2x ; 3=4x ; 5=1x ; 18=1x ; 19=2x
END 22=1x ; 23=4x ; 30=1x ; 31=2x

Table 3: 12-round di�erential characteristic of Serpent-p-ns

� Doing so another 3 times, for the shift of 1,4,10 nibbles to the left will give all the last round
subkey and all but 56 key-bits of the round before last.

The required number of chosen plaintexts is 240 � 226 � 4 = 268.
We also tried to use only one s-box (in order to reduce hardware/software complexity) and found

out that there are s-box in whose di�erence distribution table, we can �nd iterative characteristic.
For example, Serpent-p-ns S3 has for path O1, the probability of 2�6 and 2�9 per round (depend on
its number). This will allow us to create a 17-round di�erential characteristic with the probability
of 2�126.

4 Observations on Serpent's S-boxes

Serpent uses the same s-boxes as Serpent-p-ns. The only di�erence between the two is the linear
transformation (LT) of Serpent that replaces the rotations. Therefore, any problem in Serpent's
s-boxes might be also used to analyze Serpent-p-ns, and vice versa.

There are several observations that could be used while attacking Serpent (and Serpent-p-ns):

1. In three out of 8 of Serpent's s-boxes, the input di�erence 4x, can become the output di�erence
with the probability of 1/4.

2. There are many places where given an active bit, and arbitrary bit, the output is the same
under the same probability, such in S2 where 4x and Cx, has probability of 1/4 to become Dx.
This can be handy while trying to use truncated di�erential attack [8].

3. Another case where arbitrary bit lead to the same output is in S3 where both 2x and 3x can
become Fx with probability 1/4.

4. In S0 the di�erence 6x has probability 1(!) to become 0???b. This property means means that
the �rst bit is always zero. Such thing can allow an attacker to �nd a di�erential and keep
some bit at zero di�erence (reducing the number of unknown bits in the next rounds).

5. It is easy to �nd other input di�erences which have an output di�erence of the form 1???b, or
any other bit set.

6. There are many cases where a connection between the output di�erences is known. For example
in S0 : 4x ! 1?abb, where a� b = 1.

We now bring the di�erence distribution table statistics of Serpent's s-boxes in Table 4.
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Number of
S-box 0's 2's 4's 16's
0 159 72 24 1
1 157 76 22 1
2 160 70 25 1
3 153 84 18 1
4 153 84 18 1
5 153 84 18 1
6 159 72 24 1
7 153 84 18 1

Table 4: Di�erence Distribution Table Statistics of Serpent's (and Serpent-p-ns') S-boxes

5 Attacks using Impossible Di�erential

The impossible di�erential method [5, 7] discards wrong subkey values, using di�erentials with
probability 0. If a key suggests such di�erential, the subkey is wrong and can be discarded. Serpent-
p and Serpent-p-ns, have 4-round impossible di�erentials.

If the �rst rotation used is (0,1,3,7) we �nd a 4-round impossible di�erential. The input di�erence
00:::00kx (where k 2 f1x; : : : ; Fxg) can never cause after 4 rounds a di�erence in which bits 72 and
124 are active. Using the (0,5,13,22) rotation �rst, we �nd an impossible di�erential in which the
input di�erence 00::00kx and after 4 rounds the output di�erence has bits 36,96 and 124 active.

An 8-round Serpent-p (or Serpent-p-ns) can be attacked using this method, as follows:
We use the impossible di�erential in rounds 2-5. In the �rst 2 rounds we check 5 s-boxes (the

one which a�ects the �rst bit from round 1, and four in round 0 that activate the s-box from round
1). We also check the s-box which bit 124 enters in round 6, and the 4 s-boxes that the 124th bit
a�ects later in round 7. We, therefore, check 10 s-boxes, which has 40 subkey bits.

If we take su�ciently many pairs, we can recover the key using the following algorithm:

1. For each subkey of the second round, we check all the pairs which end with the output di�erence
8x. We have 8 such pairs, and using 16 table-lookups we can �nd all of them.

2. For each possible pair, we can �nd the 8 possible inputs in each of the 4 s-boxes we check.

3. After obtaining a pairs ciphertexts, we try all possible key values in the 5 s-box in rounds 6,7.
Decrypting a pair under those subkeys, will help us discard all the subkeys that suggest that
the 124th bit is di�erent.

Each of the pairs which was found in the above algorithm, has the probability of 2�21 to discard
a subkey. Meaning that in average 221 pairs will discard a fraction of 1� 1=e out of the subkeys.

The complexity to the above algorithm is given by the expression 24 �24 �213 �220 �k when the �rst
24 is for 16 possible subkeys, times 16 table look-ups, which result with 213 possible pairs for the
�rst round, times 220 trying all the last two rounds subkeys, times k, the times we do so. Afterward
we perform exhaustive search on all the remaining possibilities, which requires 2128=ek steps. For 8
rounds, the best time complexity is given for k � 56, which is 247:21. It requires about 226:81 chosen
plaintexts. We obtain 40 subkey bits. Now we can extend the attack for other subkeys. We can
now get subkeys of another 8 s-boxes with time complexity of 239:21, with additional 218:81 chosen
plaintexts. An unoptimized attack which performs this 32 times requires 244:21 steps and 226:81

texts.
With the same algorithm (extended one round in the end), we can attack both Serpent-p and

Serpent-p-ns, with 224:74 texts and 2109:67 steps.
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Round S-box Known Round S-box Known Round S-box Known
bits bits bits

6 0 Fx 16 14 1x 26 5 1x
7 1 2x 17 15 2x 27 8 4x
8 1 1x 18 15 1x 28 21 4x
9 8 8x 19 15 1x 29 24 4x
10 30 8x 20 5 8x 30 14 4x
11 31 2x 21 8 4x 31 21 8x
12 31 1x 22 13 2x 32 21 1x
13 0 2x 23 14 2x 33 22 2x
14 13 4x 24 4 8x 34 22 1x
15 14 2x 25 5 8x 35 22 1x
End 3 4x 12 8x 22 1x

Table 5: Linear approximation of Serpent-p

6 Linear Attack

We found a 30-round linear approximation of Serpent-p, with the probability of 1=2 � 2�56:41.
The characteristics is from the round number 6 (using S6) till round 35 (using S3). It is based
on one-bit to one-bit relations over 28 rounds. We describe it using Matsui's [9] notation as :
f0; 1; 2; 3g! f2; 39; 76g.

The approximation (given in the format of S-boxes/known input bits) is in Table 5
We attack using the following algorithm:

1. Initialize 32 � 240 counters for 40 key bits (s-box 0 in round 6, the four which enter in round
5, s-box 19 in round 35, and the four it outputs to 0,9,19,20 in round 36). We do so 32 times
in order to �nd all the �rst and second round subkeys at once due to property 1 mentioned
before.

2. We calculate for each input and output the corresponding subkey values (meaning given the
input we can �nd the subkey which it suggest).

3. For any plaintext/ciphertext which is arriving - update the 32 counters which correspond to
its value.

4. Do so until there is a high chance that one counter is appears to be outnumbering the rest
(after about 2116 known plaintexts). This is probably the right subkey (40 subkey-bits). Now
discard counters which not correspond for the right value and continue, till you got the whole
�rst and second round subkeys.

Incrementing 32 counters is about the same work as one round of Serpent-p and thus the counting
procedure does not a�ect the time complexity of 2116 using 2116 known plaintexts.

For Serpent-p-ns, we used the same technique, and found the next two characteristics with
the probability of 1=2 + 2�59. Both are from round 1 to round 30. The �rst characteristic is:
f0; 1; 3g ! f2; 116; 121g. and the second characteristic is: f0; 2; 3g ! f2; 116; 121g. Running
almost the same algorithm as above (now using 2 counters for each 40 sub-keys which improve the
identi�cation), we can �nd the whole key using 2121 known plaintext-ciphertext. The approximations
(given in the format of S-boxes/known input bits) is in Table 6

7 Summary

In Table 7 we gathered the best cryptanalitic results. It Appears that Serpent-p and Serpent-p-ns
are secure against the attacks involving di�erentials, such di�erential attack and cryptanalysis using

9



Round S-box Known Round S-box Known Round S-box Known
bits bits bits

1 0 Bx/Dx 11 7 2x 21 14 2x
2 5 2x 12 12 2x 22 27 4x
3 6 2x 13 13 2x 23 30 4x
4 11 2x 14 26 4x 24 3 2x
5 12 2x 15 29 4x 25 3 1x
6 25 4x 16 2 2x 26 8 2x
7 28 4x 17 2 1x 27 9 2x
8 1 2x 18 7 2x 28 14 2x
9 1 1x 19 8 2x 29 15 2x
10 6 2x 20 13 2x 30 28 4x
End 28 1x 29 2x 31 4x

Table 6: Linear approximation of Serpent-p-ns

Type of Serpent-p Serpent-p-ns
Attack Rounds Number Time Rounds Number Time

of Texts Complexity of Texts Complexity
Di�erential 11-23 264 264 0-13 268 268

Imp. Di�. 0-7 226:81 247:21 0-7 226:81 247:21

Imp. Di�. 0-8 224:74 2109:67 0-8 224:74 2109:67

Linear 5-36 2116 2116 0-31 2121 2121

Table 7: Attacks on Serpent-p's family

impossible di�erentials. However, we found that linear attack do work, though the requirement for
almost all the possible plaintext/ciphertext pairs.

In conclusion, it appears that Serpent is secure, and 16 rounds of Serpent might be secure more
than Triple-DES, as required from AES.
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A The S-boxes of Serpent-p and of Serpent-p-ns

The S-boxes of Serpent-p-ns (and of Serpent-1), are given in Table 8, and the S-boxes of Serpent-p
are given in Table 9.

B Probabilities Tables of Serpent-p

We now describe how to read the following tables: If one wants to know what is the possibility
of a round in any of the characteristic, in the table you have the bound. One has to check in the
di�erence distribution tables, whether the characteristics holds for the wanted input/output (i.e.,
what is the value of the unknown bit). Also one should keep in mind that paths O1 and O2 come
in pairs of even round - odd round and thus need no connection, while trying to connect between
odd rounds to the one after them , one should check whether there is a bit which is the output of
the odd round and the input of the even round. In O3, one should keep in mind that odd rounds
are connected to the even rounds in the line under (like the bolded values). In T, the rules of odd
and even are replaced, and the rest of the paths has no connection whatsoever to arbitrary bits.

C Probabilities Tables of Serpent-p-ns

We gathered the results from Serpent-p-ns in Table 12.
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S0: 14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, 0, 7
S1: 0, 15, 7, 4, 14, 2, 13, 1, 10, 6, 12, 11, 9, 5, 3, 8
S2: 4, 1, 14, 8, 13, 6, 2, 11, 15, 12, 9, 7, 3, 10, 5, 0
S3: 15, 12, 8, 2, 4, 9, 1, 7, 5, 11, 3, 14, 10, 0, 6, 13
S4: 15, 1, 8, 14, 6, 11, 3, 4, 9, 7, 2, 13, 12, 0, 5, 10
S5: 3, 13, 4, 7, 15, 2, 8, 14, 12, 0, 1, 10, 6, 9, 11, 5
S6: 0, 14, 7, 11, 10, 4, 13, 1, 5, 8, 12, 6, 9, 3, 2, 15
S7: 13, 8, 10, 1, 3, 15, 4, 2, 11, 6, 7, 12, 0, 5, 14, 9
S8: 10, 0, 9, 14, 6, 3, 15, 5, 1, 13, 12, 7, 11, 4, 2, 8
S9: 13, 7, 0, 9, 3, 4, 6, 10, 2, 8, 5, 14, 12, 11, 15, 1
S10: 13, 6, 4, 9, 8, 15, 3, 0, 11, 1, 2, 12, 5, 10, 14, 7
S11: 1, 10, 13, 0, 6, 9, 8, 7, 4, 15, 14, 3, 11, 5, 2, 12
S12: 7, 13, 14, 3, 0, 6, 9, 10, 1, 2, 8, 5, 11, 12, 4, 15
S13 :13, 8, 11, 5, 6, 15, 0, 3, 4, 7, 2, 12, 1, 10, 14, 9
S14: 10, 6, 9, 0, 12, 11, 7, 13, 15, 1, 3, 14, 5, 2, 8, 4
S15: 3, 15, 0, 6, 10, 1, 13, 8, 9, 4, 5, 11, 12, 7, 2, 14
S16: 2, 12, 4, 1, 7, 10, 11, 6, 8, 5, 3, 15, 13, 0, 14, 9
S17: 14, 11, 2, 12, 4, 7, 13, 1, 5, 0, 15, 10, 3, 9, 8, 6
S18: 4, 2, 1, 11, 10, 13, 7, 8, 15, 9, 12, 5, 6, 3, 0, 14
S19: 11, 8, 12, 7, 1, 14, 2, 13, 6, 15, 0, 9, 10, 4, 5, 3
S20: 12, 1, 10, 15, 9, 2, 6, 8, 0, 13, 3, 4, 14, 7, 5, 11
S21: 10, 15, 4, 2, 7, 12, 9, 5, 6, 1, 13, 14, 0, 11, 3, 8
S22: 9, 14, 15, 5, 2, 8, 12, 3, 7, 0, 4, 10, 1, 13, 11, 6
S23: 4, 3, 2, 12, 9, 5, 15, 10, 11, 14, 1, 7, 6, 0, 8, 13
S24: 4, 11, 2, 14, 15, 0, 8, 13, 3, 12, 9, 7, 5, 10, 6, 1
S25: 13, 0, 11, 7, 4, 9, 1, 10, 14, 3, 5, 12, 2, 15, 8, 6
S26: 1, 4, 11, 13, 12, 3, 7, 14, 10, 15, 6, 8, 0, 5, 9, 2
S27: 6, 11, 13, 8, 1, 4, 10, 7, 9, 5, 0, 15, 14, 2, 3, 12
S28: 13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3, 14, 5, 0, 12, 7
S29: 1, 15, 13, 8, 10, 3, 7, 4, 12, 5, 6, 11, 0, 14, 9, 2
S30: 7, 11, 4, 1, 9, 12, 14, 2, 0, 6, 10 ,13, 15, 3, 5, 8
S31: 2, 1, 14, 7, 4, 10, 8, 13, 15, 12, 9, 0, 3, 5, 6, 11

Table 9: Serpent-p S-boxes
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S-box number
Path 0 1 2 3 4 5 6 7 8 9 10
O1 -5.8 - -9 - -5.8 - -9 - -9 - -
O2 -7.4 - -5.8 - -9 - - - -9 - -

O3 rounds
1-2 - -8 - - -8 -8 - - -7.4 -6.8 -
3-4 - -7.4 - - - -9 - - - -8 -
5-6 - -8 - - - -8 - - - -6.8 -
T -9 - -9 -9 -8 -9 -9 -7 -9 - -7

S-box number
Path 11 12 13 14 15 16 17 18 19 20 21
O1 - -8 - -5.8 - -9 - -9 - -9 -
O2 - - -7.4 - -9 - -9 - -9 -

O3 rounds
1-2 - -9 -7.4 -9 -7.4 �7:4 �8 -9 -8 -9 -
3-4 -9 - -7 - -7 - -7.4 �8 �9 -7 -7
5-6 - - -7.4 - -7.4 - -8 -8 -8 -7 -
T - - -7 - -7.4 -9 - -9 -8 -8 -7

S-box number
Path 22 23 24 25 26 27 28 29 30 31
O1 -5.8 - -5.8 - - - -9 - - -
O2 -7.4 - - - -7 - - - -5.8 -

O3 rounds
1-2 - -9 -9 -7.4 - - -9 -9 -7 -9
3-4 - -7 - -5.8 - -7 -9 -9 - -9
5-6 - -9 - -7.4 - - -9 -9 - -9
T -7 - -8 -7 - -7 -7 -8 - -6

Table 10: Paths Probabilities in Serpent-p given in log2
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S-box number
Path 0 1 2 3 4 5 6 7 8 9 10
B -8 - - - - - - - - - -
C - - -7 - - - - - - - -
E - -8 - - - - - - - - -
G - - -7.4 - -8 - - - - - -
H - - - - - - - -9 - - -8
K - - - - - - - -9 - - -8

S-box number
Path 11 12 13 14 15 16 17 18 19 20 21
B - - -7.4 -9 - - - -9 -9 - -
C - - - - - - - -9 - -8 -
E - - - - - - - - - - -
G - - - - - - - - - - -
H - - - - -7 - - - - - -
K - - - - -7 - - - - - -

S-box number
Path 22 23 24 25 26 27 28 29 30 31
B - - - - - - -9 - - -
C - - - - -6.4 - - - - -
E - -9 - - - -9 - - - -
G - - - - - - - - - -
H - - - - - - - - - -
K - - - - - - - - - -

Table 11: Paths Probabilities in Serpent-p given in log2

S-box number Longest Prob-
Path - 1 2 3 4 5 6 7 Path ability
O1 -9 -9 - -7 -7 -9 -9 -7 S6 ! S2 -34
O2 -9 -9 - 6 -8 -9 - -9 S7 ! S1 -27

O3 rounds
1-2 - -9 -9 -8 -9 - -9 - S2 ! S5 -34
3-4 -9 - - - -8 -9 - -7
5-6 -9 -9 - -8 -8 - - -
T �9 �9 - �9 �8 �9 �9 �7 S3 ! S1 -61
A - - - -9 - - - - -9
B - - - - - - -9 - -9
C - - - -8 - - -9 - -8
D - - - - - - - -8 -8
E -9 - - - - - - - -9
F - - - - -8 - - - -8
G - - - - - -9 - -9 -9
H - - - - - - -9 -9 -18
I -9 -9 - - - -7 - - -18
J - - - - - - - - -
K - - - - - - -9 -9 -18

Table 12: Paths Probabilities in Serpent-p-ns given in log2
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