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Abstract

Internet of Things (10T) devices are typically connected to a network. The steps performed to
provision a device with its network credentials are referred to as network-layer onboarding (or
simply, onboarding). This paper proposes a taxonomy for I0T device onboarding that can clearly
express the capabilities of any particular onboarding solution. By providing a common language
that describes and clarifies various onboarding characteristics, this taxonomy assists with
discussion, characterization, and development of trusted onboarding solutions that can be
adopted broadly. To provide context for the proposed onboarding taxonomy and to try to ensure
its comprehensiveness, this paper also describes a generic trusted onboarding process, defines
onboarding functional roles, discusses onboarding-related aspects of 10T lifecycle management,
presents onboarding use cases, and proposes recommended security capabilities for onboarding.
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1 Introduction

Internet of Things (10T) devices are typically single-purpose, smart objects that are connected to
each other, to other components on a local network, or to a cloud via a network to provide
functional capabilities. As with any device, to connect to a network securely, an 10T device
needs appropriate credentials. A typical commercially available, mass-produced loT device
cannot be pre-provisioned with local network credentials by the manufacturer at manufacturing
time. Instead, these local network credentials have to be provisioned to the device at deployment.
We refer to the steps that are performed to provision a device with its local network credentials
as network-layer onboarding (or simply onboarding).

The wide variety of 10T devices differ regarding power, memory, computation, and other
resource characteristics. Another key difference among these devices is in how they are
onboarded. Ideally, the onboarding process should be trusted, efficient, and flexible enough to
meet the needs of various use cases. Because 10T devices typically lack screens and keyboards,
trying to provision their credentials can be cumbersome. For consumers, trusted onboarding
should be easy; for enterprises, it should enable large numbers of devices to be quickly
provisioned with unique credentials. Security attributes of the onboarding process assure that the
network is not put at risk as new 10T devices are added to it.

This paper proposes a taxonomy for 10T device onboarding that can be used to clearly express
the capabilities of any particular onboarding solution. By providing a common language that
describes and clarifies various onboarding characteristics, this taxonomy assists with discussion,
characterization, and development of onboarding solutions that can be adopted broadly. To
provide context for the proposed onboarding taxonomy and to try to ensure its
comprehensiveness, this paper also describes a generic onboarding process, defines onboarding
functional roles, discusses onboarding-related aspects of 10T lifecycle management, presents
onboarding use cases, and proposes recommended security capabilities for onboarding.

1.1 Challenges with current onboarding mechanisms

Some of the mechanisms that are currently used to perform loT device onboarding are
fragmented or insecure. For example, typical devices that are onboarded to most consumer home
wireless Wi-Fi networks currently all use the same pre-shared key to connect to that network. If
multiple networks are available, an 10T device selects the network to connect with and provides
the network password (i.e., the pre-shared key). Without a screen or keyboard, the processes of
selecting the correct network to which to connect and providing the device with the network
password can be difficult. To make these steps easier, some devices have been equipped with
Wi-Fi Protected Setup (WPS), an onboarding mechanism that enables a consumer to onboard
0T devices by simply pressing a button that causes the network router to provide the devices
with the password that they need to connect to the network. While this onboarding mechanism
does an excellent job of making device onboarding easy and efficient for the consumer, it has
unfortunately been shown to suffer from several security vulnerabilities [1]. In addition, it also
requires a physical button, which can be cumbersome if the device is not physically accessible.
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Given the threats faced in today’s internet, there is a desire for more security than can currently
be provided by the same shared password for all devices on a network. Under a shared-password
model, if a device presents the correct password, it will be permitted to connect to the network.
The network’s decision regarding whether to grant a device access to the network has nothing to
do with the individual identity of the device or the device’s type. Furthermore, although
networks can falsely identify themselves, the device is not typically provided with any way to
verify that the network to which it is connecting is the intended network. To address these
problems, the typical consumer network onboarding process needs to be improved [2].

In contrast to the home environment, onboarding in an enterprise environment is typically based
on a more robust security model that requires each device to have its own distinct credential to
connect to the network. However, this often means that the onboarding process is complex and
resource intensive. Currently, the onboarding process typically takes more than 20 minutes per
device and requires coordination and sometimes entails conflict and tension among installation
technicians, information technology (IT) network/security operations, and operational
technology teams [3]. When onboarding is performed manually, it is time consuming. If it
requires individuals to have access to device credentials, it is vulnerable to the risk of those
credentials being disclosed to unauthorized parties. Some enterprises require the ability to
perform bulk onboarding—i.e., to provide many loT devices with their network credentials
quickly—which necessitates that the onboarding process be automated and zero-touch. However,
most zero-touch solutions on the market today require that the onboarding credentials of the
network to which the 10T device will connect be built into the device at the point of manufacture
[3]. This effectively requires a manufacturer to uniquely configure individual devices to enable
onboarding for each customer and use case, on a build-to-order basis, which is inefficient and
expensive. It requires the device manufacturers to collect each customer’s unique requirements, a
process that can take weeks to complete and requires the engagement of multiple parties [4].
Then, the manufacturer configures the devices to specific customer needs (e.g., credentials/keys
specific to the device’s target network are loaded by the manufacturer), which, once completed,
requires multiple rounds of testing with various parties within the customer organization that
may take as long as three weeks to complete [4]. Next, training is required, involving preparation
of unique instructions. When the customer receives the device, activation of the device on its
target network often requires the customer to complete a long list of manual steps. The
complexity of the process, combined with the fact that it is susceptible to human error, make it
vulnerable to security risks.

Customizing each device’s onboarding credentials at the point of manufacture in this manner is
clearly inefficient, complex, and potentially insecure. To take full advantage of economies of
scale, a manufacturer should be able to build identical devices for all its customers. Making such
a uniform manufacturing process possible requires an onboarding solution that can securely
provision each device with unique onboarding credentials at the time of deployment on the local
network (rather than at the time of manufacture). Ensuring that such an onboarding solution is
trusted requires the credentials to be provisioned to the device over an encrypted channel by
using a process that does not provide anyone with access to the credentials, thereby protecting
the credentials from disclosure to unauthorized parties. Defining the characteristics of such a

2
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trusted onboarding solution is the objective of this paper.
1.2 Genesis of This Paper

A case can be made for standardization of one or a small number of onboarding solutions that are
trusted, efficient, scalable, and flexible enough to meet the needs of various use cases. Ideally,
these solutions can be developed with broad community input, solving the onboarding problem
for the benefit of all, with open, readily available standards. With that objective in mind, this
paper was developed based on discussions with representatives from a wide variety of loT
stakeholder communities: device manufacturers, integrators, and vendors; enterprise network
administrators; industry consortia; and members of standards development organizations.
Requirements, objectives, and use cases representing varying viewpoints were discussed to help
capture a broad community perspective regarding onboarding challenges and solutions.

This paper proposes a taxonomy for 10T device onboarding that can be used to clearly express
the capabilities of any particular onboarding solution. By providing a common language that
describes and clarifies various onboarding characteristics, this taxonomy helps develop
onboarding solutions that can be adopted broadly.

1.3 Objectives
The objectives of this paper are to:

e propose a taxonomy for I0T device onboarding that clearly expresses the capabilities of
any particular onboarding solution

e promote this taxonomy as a common vocabulary to be referenced in future work as a
means for describing and classifying characteristics, roles, use cases, steps, challenges,
and other information related to 10T device onboarding

e elicit feedback from 10T device manufacturers, 10T device users, service providers,
industry consortia, standards development organizations, and other stakeholders to ensure
that the taxonomy fully captures the elements required to define and compare onboarding
solutions in product-agnostic terms

e encourage stakeholders to use the taxonomy to express their onboarding requirements,
clarify what characteristics are required, and specify the optional capabilities to clearly
bound the onboarding challenge

e propose recommended security capabilities for onboarding and solicit feedback for the
recommendations

1.4 Scope

This document does not consider network access methods that do not use the internet protocol
(IP). It assumes that 10T devices that use non-IP access methods such as Bluetooth low energy,
ZigBee, Zwave, or 802.15 radio will connect to the IP network through a gateway. Only
network-layer onboarding using Wi-Fi, wired Ethernet access technologies is in scope at this
time. Most of the discussion and illustrations focus on Wi-Fi use case scenarios.

3
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1.5 Assumptions

This white paper makes the following assumptions:

The first operation of an 10T device is to onboard itself [5]. This process should be
automated and trusted.
When initially procured, an 10T device will not have already been customized to target it
to the specific local network on which it will be deployed. Manufacturers will not be
required or expected to bind an 10T device to a specific network at manufacturing time;
two devices of the same make and model that will be used on distinct networks will be
built identically. The only difference between these devices will be their bootstrapping
credentials, including their device identifier (see Section 2.5), which distinguish the
devices from each other but have nothing to do with the networks on which the devices
will be installed.
0T devices may lack screens and keyboards, making it necessary to interact with them
via some sort of network communication protocol.
Trusted onboarding solutions should:
0 be based on open standards
o0 minimize the amount and difficulty of user interaction required, thereby making
them resistant to human error
o0 provision network credentials to the device at the time of the device’s deployment
on a network (rather than at its time of manufacture)
o provide the device and the network the opportunity to authenticate each other
0 be able to provision each device with unique network credentials
o0 provision the device’s network credentials over an encrypted channel to protect
the confidentiality of the credentials
0 not provide any individuals with access to the credentials, thereby eliminating the
risk of having those credentials disclosed to unauthorized parties
O support both wired and wireless network access
O address various versions of both consumer and enterprise network use cases but
not necessarily with the same protocol/technologies
It is preferable to define as few onboarding solutions as possible to adequately cover all
use cases because:
o this will promote interoperability
o there is limited real estate available on a typical chip, and the device using that
chip will be required to support the onboarding mechanism that the network
requires, so the fewer solutions, the better
o this will reduce the number of code paths that need to be maintained, thus
reducing manufacturing complexity and cost
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2 Definitions \

The term onboarding does not have a well-established meaning and is not used consistently in
the literature. Onboarding is sometimes used as a synonym for bootstrapping and at other times
is defined as a subprocess of bootstrapping [6]. In this section, we propose definitions for
onboarding, bootstrapping, and other related terms. These definitions are adapted from
definitions that were proposed during stakeholder onboarding discussions [7], in which
bootstrapping was defined as a subprocess of onboarding.

All the terms defined in this section are illustrated in the four-step diagram depicted in Figure
2-1. The first step of Figure 2-1 depicts bootstrapping (Section 2.4) an IoT device to a network
onboarding component (Section 2.3) as well as bootstrapping a network onboarding component
to an 10T device. It is assumed that the device has already been provisioned with device
bootstrapping credentials (Section 2.5) and that the network onboarding component has already
been provisioned with network bootstrapping credentials (Section 2.6) before bootstrapping
began. If the device has a device information declaration (Section 2.7), it will also already have
been created before bootstrapping began, and it will be consulted as part of the bootstrapping
process.

The first and second steps of Figure 2-1 together depict the network-layer onboarding (Section
2.1) of that 10T device, during which it is bootstrapped (Step 1) and then provisioned (Step 2)
with its onboarding credentials (Section 2.2). The third step of Figure 2-1 depicts the device
using its newly provisioned onboarding credentials to establish a secure connection with the
network. The fourth step of Figure 2-1 depicts the device performing application-layer
onboarding (Section 2.8), i.e., connecting to controllers, application servers, and cloud services,
as directed by the device’s onboarding credentials, and permitting those controllers and servers
to securely install applications on the device that are needed to enable the device to fulfill its
intended function and to manage the device throughout its life cycle.

Each of the terms depicted in Figure 2-1 is defined more fully in the subsections that follow the
figure.
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Onboarding (as shown in the first two steps of Figure 2-1) consists of any and all steps required
to provide a device with the network credentials (and possibly other information) it needs to
connect securely to the network to be operational. It includes the subprocess of bootstrapping
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and then, after the device and the network onboarding component have established a secure
channel as a result of bootstrapping, the remainder of the onboarding process consists of using
this secure channel to provision the device with its onboarding credentials. Onboarding, as
defined here, is also synonymous with the term network-layer onboarding.

2.2 Onboarding Credentials

Onboarding credentials (as shown in the second step of Figure 2-1) are credentials that are
provisioned to the device during the onboarding process by the network onboarding component.
Provisioning these credentials to the device is the goal of the onboarding process. At a minimum,
they should include the credentials that the device requires to connect to the local network. They
may include information such as:

e credentials needed for the device to connect to the local network (e.g., network identifier,
network password, pre-shared key [PSK], X.509 certificate, and associated private key)

e additional configuration information (e.g., uniform resource locators [URLSs] for reaching
controllers or servers) to enable the device to become operational at the application layer
once it has securely connected to the network at the network layer

2.3 Network Onboarding Component

A network onboarding component (as shown in the first two steps of Figure 2-1) is connected to
a specific network. It represents the network to 10T devices that are not yet connected to the
network, interacts with them on behalf of the network, and is authorized to determine whether
they can join the network. (Note that the 10T device is permitted limited communications
capabilities to perform the onboarding process. For example, a device may communicate with
the onboarding component at Layer 2 or 3 during onboarding, but it will not be provisioned with
a routable IP address until onboarding completes.)

As its name makes clear, the network onboarding component performs onboarding for devices
that will be allowed to connect to the network securely. The network onboarding component
interacts with devices by using the network onboarding protocol. It is the entity that securely
provisions each 10T device with its onboarding credentials, i.e., the credentials that each device
needs to establish secure network associations. Once these credentials are provisioned, the
network onboarding component’s work is done, and the 10T device thereafter interacts with the
network directly rather than via the onboarding component unless and until the device needs to
be provisioned with new onboarding credentials. Section 4 describes examples of when a device
might need to be re-onboarded, which may include the device being reset to factory status, the
device’s certificate being renewed, or the device’s key requiring rotation.

The network onboarding component may not be implemented in a single piece of equipment or
as a stand-alone piece of equipment. Depending on the onboarding solution and how it is
implemented, the service provided by the network onboarding component may be provided by a
combination of elements. The important concept to understand is that before a device has the
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credentials it needs to connect securely to a particular network, some sort of intermediary is
required to interact with the device on behalf of that network, to facilitate the onboarding
process. The network onboarding component is the term we use to refer to this intermediary.

2.4 Bootstrapping

Bootstrapping (as shown in the first step of Figure 2-1) is a subprocess of onboarding. It
provides just enough introduction and information exchange between a device and the network
onboarding component to establish a secure channel over which provisioning of the device’s
onboarding credentials can occur. Bootstrapping consists of:

1. Initial establishment of trust/introduction between the device and the network onboarding
component:

e This introduction may be performed as an out-of-band (OOB) process.

e This introduction may require human interaction (e.g., the device onboarder may
provide the network onboarding component with information regarding the device,
may provide the device with information regarding the network onboarding
component, or both).

e The trust established may be either mutual or one-way.

2. Subsequent provisioning of keys or other credentials and configuration information to the
device:

e These keys and configuration information, along with the trust that has been
established in #1, result in establishing a secure channel between the device and the
network onboarding component. For the utmost security, it is preferable for this
protected channel to be unique, with a one-to-one binding between the device and the
onboarding component, because it will be used by the onboarding component to
provision the device with its onboarding credentials.

2.5 Device Bootstrapping Credentials

Device bootstrapping credentials (as shown in the first step of Figure 2-1) are credentials that a
device requires to establish communications with and be authenticated by the network
onboarding component. Device bootstrapping credentials may be provisioned to the device
during manufacturing. They have to be provisioned to the device before it initiates the
onboarding process. They pertain only to the device and not to any network to which the device
may be onboarded, so, once installed, they should not change over the lifetime of the device.
Device bootstrapping credentials may include information such as:

e device identifier (e.g., X.509 certificate—DevID, Device Identifier Composition Engine
[DICE] Compound Device ldentifier [CDI])

e secret (e.g., private key, public/private key pair, pre-shared key)

e Wi-Fi channel that the device will use

e URL of Manufacturer Usage Description (MUD) [8] file associated with device

8
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The device bootstrapping credentials always include some sort of secret (e.g., a key or keys),
which the device will use to:

e authenticate itself to the network onboarding component

e establish a secure communications channel with the network onboarding component

To protect the secret from being disclosed, it should be safeguarded in a secure storage element
that prevents it from being easily extracted, modified, or tampered with without detection. Note
that because the device bootstrapping credentials should not change over the lifetime of the
device, if the credential is a certificate, it should not expire.

2.6 Network Bootstrapping Credentials

Network bootstrapping credentials (as shown in the first step of Figure 2-1) are credentials that
the network onboarding component requires so the network can be authenticated by the device.
Network bootstrapping credentials have to be provided to the network onboarding component
before the onboarding process is initiated (assuming that the onboarding process requires the
network to be authenticated by the device). As part of the onboarding process, the device will
authenticate the network based on these network credentials. These network bootstrapping
credentials may include information such as:

e network identifier (e.g., X.509 certificate, service set identifier [SSID])
e secret (e.g., private key)

To protect the secret from being disclosed, it should be safeguarded in a secure storage
component to which the network onboarding component has access. If an onboarding solution
does not require that the network be authenticated by the device, the network onboarding
component does not need network bootstrapping credentials.

2.7 Device Information Declaration

In support of some onboarding solutions, an artifact may be needed that asserts information
about the 10T device, which we call a device information declaration. Among the information
asserted in the device information declaration could be the:

o certificate of the device owner
o certificates of all entities (if any) that the device owner has authorized to onboard the
device (in addition to the device owner)

Creation and maintenance of the device information declaration is the responsibility of the
device manufacturer (which is the first owner of the device) but could be delegated to another
party, providing that party is trusted by both the network onboarding component and the device.
As ownership of the device is transferred from one entity to another during the device life cycle,
any ownership information that is present in the device information declaration has to be kept
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up-to-date, with each change of ownership clearly recorded. If the device owner wants to
authorize entities other than itself to onboard the device, the owner would list these entities in the
device information declaration. The owner could add or remove entities from this authorized
onboarders list as needed during the device life cycle.

Support for a device information declaration (or similar mechanism) is optional. Not all
manufacturers will create device information declarations for their devices, and not all devices
will have associated device information declarations. To support security capabilities such as
proof of ownership (Section 6.4.17) and to onboard only to authorized networks (Section 6.4.19),
however, a device information declaration or similar mechanism will be needed.

The proof of ownership and onboarding only to authorized networks security characteristics
enable an onboarding solution to assure an 10T device that the network that is trying to onboard
it (and thereby take control of it) is authorized to do so. These mechanisms can help protect a
device from being intercepted and taken over by a rogue network that attempts to onboard the
device at some point before the device reaches its intended point of installation. If an onboarding
solution includes a device information declaration or similar mechanism, the 10T device can
consult the device ownership information (if present) in the device information declaration to
determine whether the network that is trying to onboard it is owned by the device’s owner. If so,
this provides assurance that the device was acquired to be used on this network and indicates that
such onboarding should be permitted. In other cases, if the network that is trying to onboard the
device is not owned by the device’s owner, the 10T device can consult the list of authorized
onboarders of the device (if present) in the device information declaration to verify that the
network that is trying to onboard it is owned by one of the entities that the device’s owner has
explicitly authorized to onboard it.

To be useful, the device information declaration has to be trusted by the entities that are
consulting it, i.e., the 10T device and the onboarding component. Such trust could be established,
for example, by having the device manufacturer sign the device information declaration or by
ensuring that the device information declaration is available from a widely trusted, well-known
server. As ownership or other information within the device information declaration changes, it
needs to be updated and re-signed as appropriate.

In the first step of Figure 2-1, the device information declaration is depicted as being part of the
bootstrapping process. One way that it could be used during bootstrapping would be for the
device information declaration to have been signed by the device manufacturer and sent to the
network owner upon purchase of the I0T device. Then, during bootstrapping, the network
onboarding component could provide the device information declaration to the 10T device for the
device to consult to determine whether the network is authorized to onboard it.

2.8 Network-Layer Versus Application-Layer Onboarding

The type of onboarding that we have discussed so far in this paper is network-layer onboarding
(as shown in the first two steps of Figure 2-1). Onboarding can occur not only at the network
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layer but also at the application layer. To be functionally useful, most 10T devices undergo two
different levels of onboarding: one at the network layer, which enables them to connect securely
to the network; and one at the application layer, which enables them to become operational at the
application layer. The subject of this paper is network-layer onboarding, but it is helpful to be
explicit about the existence of application-layer onboarding (as shown in the fourth step of
Figure 2-1) and distinguish it from network-layer onboarding, to avoid confusion. The term
onboarding, when used alone in this paper, as defined in Section 2.1, refers to network-layer
onboarding.

Network-layer onboarding is necessary to enable a device to connect to the network so it can
communicate securely with the other entities on the network with which it needs to communicate
to be part of the operational network. If a device needs credentials to be granted access to the
cloud at the network layer, this provision will occur as part of network onboarding. That is, it is
part of the process required to provide the device what it needs to enable it to communicate with
other entities with which it needs to interact at the network layer.

Application-layer onboarding is necessary to enable the device to execute its primary function
(i.e., to execute some sort of application-layer functionality). Application-layer onboarding (as
shown in the fourth step of Figure 2-1) occurs subsequent to both network-layer onboarding and
establishment of a secure network connection, because network-layer onboarding and secure
network connection are the mechanisms that facilitate application-layer onboarding. Network-
layer onboarding can support bootstrapping the application-layer onboarding process if
application-layer bootstrapping information is included in the device’s network-layer onboarding
credentials. Recall from Section 2.2 that, in addition to the credentials that the device needs to
securely connect to the network, the device’s onboarding credentials may also include additional
configuration information needed to enable the device to become operational at the application
layer. If included, this additional information can bootstrap any application-layer onboarding
process that may need to occur after the device has connected to the network. For example, this
information could direct the device to a particular controller, server, or cloud service that, when
contacted by the device, will securely install a necessary application on the device.

Once network-layer onboarding has occurred, the device may need to identify its owner or
determine what entity it should trust to provision an application on it. This information could
have been provided to the device as part of its onboarding credentials. The device can use the
secure network-layer connectivity that it enjoys because of connecting to the network to establish
trust and to secure channels with those other entities on the network as required. Those other
entities (e.g., controllers or application servers) will provision the desired application-layer
functionality to the device, thereby enabling the device to become operational at the application
layer once it begins executing those applications. This application-layer functionality can include
authentication/authorization with a cloud service, application provisioning, subscription to
firmware updates, device ownership assignment, and device lifecycle management. For example,
Amazon Web Service’s 10T Device Management provides a number of application-layer
services that allow 10T devices to be registered to an owner, track device attributes (such as
device ID, status, and location), and deploy firmware updates to different devices. Other services
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like Microsoft’s Azure 10T hub support a collection of device telemetry and allow custom
message routing, 10T device simulation, and additional types of secure device communication
using a variety of cipher suites.
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3 High-Level Description of Onboarding

Earlier, we provided definitions of onboarding and related concepts. In this section, we provide a
high-level description of the onboarding process in a solution-neutral manner. We describe the
basic elements of the onboarding process that may occur when an 10T device is introduced to a
media interface. This high-level description is intentionally general and includes generic phases
in the device onboarding process. It may have aspects that are pertinent to some onboarding
solutions but absent from others. For example, some onboarding solutions may support device
authentication but not network authentication; some may support verification of device
ownership, and some may not. Nevertheless, we include network authentication and device
ownership verification steps in our description because these may be aspects of some onboarding
solutions.

The steps that a device goes through to become operational can be viewed in terms of four
general phases: pre-onboarding, network-layer onboarding, network connectivity, and
application-layer onboarding. Because this paper focuses on network-layer onboarding, we detail
only the pre-onboarding and network-layer onboarding phases in the subsections below. We
summarize the pre-onboarding phase in Table 3-1 and Table 3-2, and we summarize the
network-layer onboarding phase in Table 3-3.

The pre-onboarding phase occurs before the device is associated with any given network. The
goal of the pre-onboarding phase is to equip the device and the network with their bootstrapping
credentials (i.e., the information that each needs to be identified, authenticated and, in the case of
some devices, associated with a MUD file) and to generate a device information declaration that
will associate the device with a specific owner. The bootstrapping credentials and device
information declaration will be used in the onboarding phase to enable the device and the
network onboarding component to establish sufficient trust in each other to enable onboarding to
take place.

The goal of the network-layer onboarding phase is to provision new credentials to the device—
onboarding credentials, which will enable the device to securely connect to the network in
question. Once the device has a secure network connection, the device can use the connection to
perform application-layer onboarding, if needed. During application-layer onboarding, the
application that the device needs to execute to perform its intended function is securely
downloaded to the device. Once this application is downloaded and executed, the device
becomes operational.

3.1 Pre-onboarding

The pre-onboarding phase consists of some activities that are relevant to the 10T device and other
activities that are relevant to the local network.

3.1.1 Pre-onboarding at the IoT device

The activities of the pre-onboarding phase that are relevant to the 10T device typically occur as
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part of the manufacturing process before the device is acquired by its first post-production
owner/user. It consists of four general steps, as summarized in the four rows of Table 3-1:

e A manufacturer or integrator provides the device with a chipset and related hardware and
software needed to support onboarding, and the device’s bootstrapping credentials are
installed on the device.

e If the onboarding solution supports a device ownership verification capability (or similar
mechanism), the manufacturer (or other trusted party) will create and sign a device
information declaration that asserts:

0 the device’s current owner (e.g., the manufacturer)

o alist of entities (if any) that have been authorized to onboard the device (in
addition to the owner) (e.g., integrators that will need to onboard the device to
their networks as part of the production process)

e If the device has a MUD file, the MUD file will be created and posted to the appropriate
URL that is provided in the device bootstrapping credentials.

e Once the identity of the device’s next owner is known (typically upon device purchase),
the manufacturer (or other trusted party) will update and sign the device information
declaration identifying the device’s next owner and any other authorized onboarders that
that owner has designated.

Table 3-1 Summary of lIoT Device-Related Pre-Onboarding Activities

Subphase Activities Example Security Benefit
device ¢ Install onboarding- credentials such as a DevID, enables device to be
bootstrapping related chipset, DICE CDlI, private key or other authenticated to the
credential hardware, and secret, public/private key pair, network onboarding
provisioning software on device. MUD file URL, Wi-Fi channel that | component (identifier and

« Install bootstrapping the deviqe will use to secret),. to express its intent
credentials on device. communicate with the network (MUD file URL), and to
onboarding component inform the network
onboarding component how
to establish initial
communications with it (Wi-
Fi channel)
generate e Create the device The device information This is trusted information
device information declaration is a signed digital that can be used by the
information declaration. assertion that is trusted due to its | device to ensure that the
declaration e Insertin it the owner's | Signature (or other mechanism) network that is trying to
(i.e., the and that links the device with its onboard it is authorized to
manufacturer's) owner. It may also specify other do so (either because the
certificate. entities besides the owner (if any) | network and the device
e Insertinitthe that the owner hgs authorized to have the same owner or
certificates of all the onboard the device. becguse the owner of the
device’s other dewce_ has explicitly
authorized onboarders authorized the n_etwork 0
. onboard the device).
(if any).
e Signit.
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Subphase Activities Example Security Benefit
MUD file e Create and install the Post the device’s MUD file to the enables the network to
posting device's MUD file. URL listed in the device learn the device’s intent so
bootstrapping credentials. it can enforce appropriate
device communications
update and ¢ Update the device The device information Keeps the device’'s owner
transmit information declaration | declaration is a trusted digital and authorized onboarder
device to add the certificate of | assertion that links the device with | information accurate and
information its next owner and its next owner, thereby up-to-date and makes this
declaration certificates of newly authorizing networks owned or information available to the
designated authorized | authorized by that entity to device so that the device
onboarders (if any). onboard the device. can refer to it to ensure that
« Sign the device the network that is trying to
information onboard the device is
declaration. authorized to do so

e Send the device
information declaration
to the next owner
and/or to all
designated authorized
onboarders.

o717

578  Figure 3-1 is a general four-step flow diagram of the 10T device-related pre-onboarding activities
579 that take place at the manufacturer’s site. Step one is installation of all onboarding-related

580 chipsets, hardware, and software and of the device’s bootstrapping credentials. This is the only
581  pre-onboarding activity that is mandatory. If the onboarding solution will also support a proof-
582  of-ownership verification capability, step two will be performed (i.e., the manufacturer will
583  create the device information declaration to assert device ownership and perhaps designate

584  authorized onboarders). If the device is MUD-capable (i.e., the URL of the device’s MUD file
585  was included in the bootstrapping credentials that were installed on the device during step one)
586 and the onboarding solution supports conveyance of the MUD URL, step three will be

587  performed. That is, the manufacturer will create and install the device’s MUD file on the MUD
588 file server.

589  Whether an onboarding solution supports MUD (Section 6.4.21) is independent of whether it
590  supports proof of ownership (Section 6.4.17) and whether it can onboard only to authorized
591  networks (Section 6.4.19). Therefore, it is possible that the pre-onboarding activities would
592 include generation of the device information declaration but not creation of a MUD file, or vice
593  versa, both, or neither. If the onboarding solution supports proof of ownership and/or MUD,
594  however, ensuring that the device information declaration and/or the device MUD file remain
595  up-to-date and available are ongoing responsibilities of the manufacturer (or trusted third party)
596 that continue well beyond the manufacturing process until device end-of-life, and perhaps later.

597  The first three steps shown in Figure 3-1 can be performed when the device is manufactured. The
598 fourth and last step, updating the device information declaration, cannot be performed until the
599 identity of the device’s next owner is known. Once this new owner is identified, the

600  manufacturer can perform the fourth step to update and sign the device information declaration
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to ensure that it names the next owner and any authorized onboarders that that owner has
designated. The manufacturer then transmits the device information declaration to the next
owner of the device and possibly also to the authorized onboarders, if some have been
designated.

Manufacturer’s Network Internet Device Owner
Q Device Information
Declaration G
Manufacturer loT Device /A;j{/ MUD File
e S
‘ / er‘ver

; 1

Install onboarding-related | i
hardware and software and i
- !

the device’s bootstrapping |

credentials
Generate and sign initial device I
information declaration (optional)

Create and install device’s MUD file (optional) %I

Update and sign device information declaration with /5 \
next owner’s information and transmit to next owner (optional) =

Figure 3-1 Pre-onboarding activities performed by the 10T device manufacturer

3.1.2 Pre-onboarding at the local network

In addition to the pre-onboarding activities that are performed by the manufacturer, the network
owner may also be required to perform some pre-onboarding activities. If the onboarding process
requires the network to authenticate to the device, the network owner performs the activity listed
in the first row of Table 3-2: the network owner installs the network’s bootstrapping credentials
(e.g., the network’s certificate and private key) on the network onboarding component. If
network authentication is not required, this step is not necessary.

If the onboarding process supports a proof-of-ownership mechanism, the network owner
performs both of the pre-onboarding activities shown in Table 3-2: both the network’s
bootstrapping credentials and the device information declaration are installed on the network
onboarding component.
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618 Table 3-2 Summary of Network-Related Pre-Onboarding Activities
Subphase Activities Example Security Benefit

network ¢ Install the network’s credentials such as an X.509 enables the network
bootstrapping bootstrapping credentials | certificate and private key. onboarding component to be
credential on the network These will enable the loT authenticated to the device
provisioning onboarding component. device to authenticate the

network during the onboarding

process.
device e Install the device assertion signed by provides the network
information information declaration on | manufacturer or other trusted onboarding component with
declaration the network onboarding party that identifies the trusted information it can
provisioning component. device’s owner and any give to the device to enable

designated authorized the device to verify the

onboarders. It will be provided | network is authorized to

to the 10T device so the lIoT onboard the device

device can be assured the

network is authorized to

onboard (i.e., take control of)

the device.

619
620  These two pre-onboarding steps (installation of the network’s bootstrapping credentials on the

621  network onboarding component, followed by installation of the device information declaration
622  on the network onboarding component) are illustrated in Figure 3-2.

Local Network to which the |oT Device will be Onboarded

MUD . Authorization
* Service
(m— O S
Network Network Access §
Network Onboarding Point, Local &
Owner Component
: Router Fax

|
1 Protocol exchange to I
install the network’s

<«——— bootstrapping credentials
on the network onboarding™

component

The network onboarding component is connected to
| the network, represents the network to loT devices

| that are not yet connected to the network, and is

I authorized to determine whether an IoT device is

I allowed to join the network.

Protocol exchange to
install the device information
declaration on the network
onboarding component

623

624 Figure 3-2 Pre-onboarding activities performed by the owner of the onboarding network
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3.2 Network-Layer Onboarding

Because the device is not yet securely connected to the network at the time of onboarding, the
device interacts with the network onboarding component. The device and the network
onboarding component interact using an onboarding protocol. The onboarding protocol will be
well defined, including specific messages for NIST-approved session establishment and cypher
suites. The details of the onboarding protocol exchanges will be specific to the particular
onboarding protocol used; in this section we describe those exchanges in a generic manner.

As discussed in Section 2, network-layer onboarding begins with the subprocess of
bootstrapping. During bootstrapping, trust is established between the device and the network
onboarding component of the network, and based on this trust, a secure channel is established.
Once this secure channel between the device and the network onboarding component is
established, the bootstrapping process is over. Onboarding then proceeds with this secure
channel being used by the device to provide any information to the network that it wants to
convey securely (e.g., its MUD URL) and by the network onboarding component to send the
device its onboarding credentials, which include the credentials that the device needs to securely
connect to the network.

In Table 3-3, all the rows except the last two describe elements of the bootstrapping process. The
last two rows summarize the remainder of the onboarding process (i.e., using the secure channel
to send the MUD URL to the network and to provision onboarding credentials to the device).

Bootstrapping can be understood in terms of the following steps, which correspond to the first
eight rows of Table 3-3:

e For the device to be onboarded, it is placed in onboarding mode i.e., it enters a state of
actively listening for onboarding protocol messages and being able to send onboarding
protocol messages to the network onboarding component.

e The network onboarding component is provided with the device’s bootstrapping
credentials. These may be provided OOB. They may be provided manually by a trusted
individual, or they may be provided by an automated process if the process is trusted.

e The device’s bootstrapping credentials are propagated to the network so that it can be
configured to expect the device. For example, if the network has an Authentication,
Authorization, and Accounting (AAA) server or an authorization service, it will need to
be configured to define what resources the device is authorized to access.

e If adevice information declaration has been created for the device, the network
onboarding component provides the device with the device information declaration. The
device then uses the device information declaration to ensure that the network has been
authorized to onboard it. If there is no device information declaration for the device, the
device cannot verify whether the network has been authorized to onboard it.

e The network onboarding component authenticates the device.

e The device authenticates the network onboarding component.
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e A secure channel is established between the device and the network onboarding
component.

e If the device has a MUD file, its URL, which is specified in the device’s bootstrapping
credentials, is conveyed to the network. The network MUD manager retrieves the
device’s MUD file and uses it to configure the network router to enforce the device’s
communications profile as defined in the device’s MUD file.

The first three steps (when the device is put in onboarding mode, its bootstrapping credentials are
provided to the network onboarding component, and the device is registered with the network)
may be performed out of band via manual interaction. However, the remaining steps (retrieval
and use of the MUD file, transmission of the device information declaration to the device,
authentication of both the device and the network, and establishment of a secure channel

between the device and the network onboarding component) are automated processes supported
by the onboarding protocol.

Also, as was mentioned earlier, not all steps listed above necessarily occur in all onboarding
solutions. Some onboarding processes may require only one-way rather than mutual
authentication between the device and the onboarding component; some loT devices may not
have an associated MUD file, and some devices may not have a device information declaration.
In these cases, the corresponding steps would be omitted from the bootstrapping process. Also,
the steps may not necessarily occur in the exact order stated above. For example, some
onboarding solutions may not send the device’s MUD file URL and retrieve the device’s MUD
file until after the device has been authenticated.

Note also that a given onboarding solution can be designed to work with a variety of different
bootstrapping mechanisms, some of which may be considered more trustworthy than others. The
bootstrapping mechanism that is chosen for use in any given application of the onboarding
solution will play a significant role in determining the overall level of security assurance that the
onboarding solution can provide.

The bootstrapping process is complete once a secure channel is established between the device
and the network onboarding component. The network-layer onboarding process is complete once
the network onboarding component has used this secure channel to receive the device’s MUD
file URL (if supported) and any other necessary information that it has not already received and
to send the device its onboarding credentials (i.e., at a minimum, the information that the device
needs to securely connect to the network).
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Table 3-3 Summary of IoT Device Network-Layer Onboarding

Activities

The device is powered on so that

Example
The device is using

Security Benefit
enables device to begin

bootstrapping
information to the
network
onboarding
component

authenticate the device. The
information may be provided
OOB. It may be provided
manually by a trusted individual
or directly from the device if the
device has a hardware root of
trust.

onboarding it can communicate with the the appropriate Wi- | communicating with the
mode. network onboarding component, Fi channel (if using | network onboarding
and it begins either transmitting or | wireless access), it | component
listening for onboarding protocol is connected to the
messages. onboarding
component (if
using wired
access), and itis
generating/listening
for onboarding
protocol messages.
trusted ¢ Provide the network onboarding Information will provides the network
introduction of component with the information it | typically include onboarding component with
device needs to communicate with and most of the device | trusted information that it

bootstrapping
credentials (e.g.,
X.509 certificate or
device ID and
public key, Wi-Fi
channel,
communications
protocols, and
related
parameters). It will
not include the
device’s secret.

can use, .e.g., to
authenticate the device and
know how to establish initial
communications with the
device

Register the
device with the
network.

Provide the device information to
the local network (e.g., provide
the device identity to the
authorization service so the
network will be expecting the
device and the device’s
authorizations can be configured).

enables authorization
information to be associated
with the device

transmission of
device
information
declaration to the
device

The network onboarding
component provides the device
with the device information
declaration.

The device uses the device
information declaration to ensure
that the network is authorized to
take control of (i.e., onboard) it.

If the onboarding solution does
not support proof-of-ownership
verification, this step would not be
performed.

The network
onboarding
component will
provide the device
with the network
information
declaration (a
signed assertion of
device ownership)
or with the
network’s
certificate or other
credential if the
onboarding
solution does not
support proof-of-
ownership
verification.

provides the device with
trusted information that it
can use to ensure that the
network that is trying to
onboard it is authorized to
do so (either because the
network and the device have
the same owner or because
the owner of the device has
explicitly authorized the
network to onboard the
device)
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Subphase
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Activities

The device is powered on so that
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Example
The device is using

Management

Security Benefit
enables device to begin

onboarding it can communicate with the the appropriate Wi- | communicating with the
mode. network onboarding component, Fi channel (if using | network onboarding
and it begins either transmitting or | wireless access), it | component
listening for onboarding protocol is connected to the
messages. onboarding
component (if
using wired
access), and itis
generating/listening
for onboarding
protocol messages.
device e device presents its bootstrapping | The network uses | enables the network

authentication

credential to the network
onboarding component, which
authenticates the device

the device’s public
key to authenticate
the device.

onboarding component to
ensure that the device has
the identity that it claims to
have

network
authentication

The network onboarding
component presents its
credentials to the |oT device,
which authenticates the network.

The device uses
the network'’s
public key and the
device information
declaration to
authenticate the
network and
ensure that it is
authorized to take
control of the
device.

enables the device to ensure
that the network onboarding
component has the identity
that it claims to have; and if
the device has a device
information declaration,
consulting it enables the
device to ensure that the
network is authorized to
onboard the device

secure channel
establishment

The device and the network
onboarding component establish
a shared secret key to encrypt
subsequent exchanges.

The device and the
network perform a
Diffie-Hellman (or
similar) exchange
of cryptographic
keys, based on the
secrets in their
bootstrapping

This secure channel, which,
preferably, has a unique,
one-to-one binding between
the device and the
onboarding component,
ensures confidentiality of the
device’s onboarding
credentials while they are in

credentials. transit between the network
onboarding component and
the device.
device sends e The device sends the network enables device intent
network its MUD onboarding component its MUD information to be strongly
file URL URL over the encrypted channel. associated with the device
Retrieve device’s ¢ Retrieve the device’s MUD file enables the network to
MUD file and based on the MUD URL in the understand and enforce the
configure its device bootstrapping credentials. device’s communications
access rules on e Configure the network router to intent, as expressed in its
the network enforce the MUD file access rules MUD file
router. for the device.
e If the device does not have an
associated MUD file, this step
would not be performed.
device e The network onboarding The device’s provides the device with the
onboarding component provisions the device network credential unique credentials it needs
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Example
The device is using

Security Benefit
enables device to begin

(e.g., SSID and a PSK).

The network onboarding
component may also provision
the device with information it will
need to bootstrap application-
layer onboarding once it has
connected to the network.

authentication of
equals password,
connector, or other
secret that is,
preferably, unique
to the device.

The application-
layer bootstrapping
information
provisioned to the
device may
indicate what
controllers,
application servers,
cloud services, and
other components
the device should
contact to perform
application-layer
onboarding and
become
operational at the
application layer.

onboarding it can communicate with the the appropriate Wi- | communicating with the
mode. network onboarding component, Fi channel (if using | network onboarding
and it begins either transmitting or | wireless access), it | component
listening for onboarding protocol is connected to the
messages. onboarding
component (if
using wired
access), and itis
generating/listening
for onboarding
protocol messages.
credential with the onboarding credentials it | can be a PSK, to establish a secure
provisioning needs to connect to the network simultaneous connection with the network

and, optionally, with
additional information that
will enable the device to
eventually be securely
provisioned with application-
layer functionality

Figure 3-3 is a general flow diagram of the onboarding process. It begins with the device being
put in onboarding mode and the trusted introduction of device bootstrapping credentials to the
network onboarding component. This introduction may be performed out of band and may

require human interaction. Regardless of the mechanism, introduction of this information occurs
via a mechanism that is trusted. Also, in onboarding solutions that include support for proof-of-
ownership verification, the network onboarding component will have already been provided with
the device information declaration, and it will transmit this declaration to the 10T device for the
device to use to verify that the network is authorized to onboard it.

After the network onboarding component receives the device bootstrapping credentials,
information about the device is provided to the rest of the network as a way of enabling the
device to be registered on the network. Depending on the situation, operations based on the
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device information may be performed on the network. For example, the authorization service can
be configured with information regarding what network resources the device is authorized to
access.

As shown in Figure 3-3, once the network has been configured to expect the device, the device
authenticates itself to the network and, if required, the network authenticates itself to the device.
Each of these authentications requires a series of protocol exchanges that involve the entity that
is being authenticated using its bootstrapping secret to demonstrate that it is whom it claims to
be, by virtue of being in possession of this secret. When the network authenticates itself to the
device, the device will also use information in the device information declaration to ensure that
the network is authorized to onboard the device, and it will use the network’s certificate and
public key to ensure that the network has the identity that it claims to have. The details of the
protocol exchanges that need to occur to perform this authentication are specific to the
onboarding protocol used. After both the device and the network onboarding component have
been authenticated, the device and the network onboarding component establish a secure
channel. Assuming the device is MUD-capable and the onboarding solution supports
transmission of the MUD file URL, the device will use this secure channel to provide its MUD
file URL to the network onboarding component. The network onboarding component can then
forward the MUD file URL to the MUD Manager, which retrieves the device’s MUD file and
uses it to configure the network router to enforce the device’s communications profile. The
network onboarding component then uses the secure channel to provision the device’s
onboarding credentials to the device.

Because this flow diagram is meant to be general, it may contain components or steps that are
not in all onboarding situations. For example, not all devices will have a device information
declaration, and not all devices will have an associated MUD file. Without having a specific
onboarding solution in mind, it is not possible to depict the exact protocol exchanges that would
take place. Nor is it possible to know in what order the device and network authentication would
be performed. This flow diagram attempts to be as general as possible in providing an overview
of the process, while also trying to keep the steps simple. For example, it assumes that the device
being onboarded is MUD-capable, so it depicts the steps of retrieving the device’s MUD file and
installing its MUD rules on the router. Not all devices being onboarded will be MUD-capable, in
which case the MUD-related steps depicted would not be performed.
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s Service
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Remote Services MUD File

Server
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onboairding mode

2\ Transmit indevice formation Register device with network

«—— Protocol exchange to
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«<——— and ensure it is authorized

[l
Trusted jintroduction of device
bootstrapping information to
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declaration to loT device
|
|

Protocol exchange to I

authenticate the network

by the device owner to take™ ~

control of the device

Secure channel establishment———

Request and retrieve MUD

Send MUD URL———— Forward MUD URL , file and configure parsed
«-MUD rules as access control

Protocol exchange to N lists (ACLs) on router

provision the device with
its onboarding credentials Onboarding is complete, i.e., the device has been provided with the
information it needs to connect to the local network (e.g., network SSID and
PSK). The network router has also been provisioned with ACLs to enforce
the device’s MUD file rules (assuming the device is MUD-capable and the
onboarding solution supports transmission of the MUD URL).

Figure 3-3 Flow diagram illustrating the general network-layer onboarding process

Once network-layer onboarding is complete, the device is no longer in onboarding mode. It is no
longer listening for or generating onboarding protocol messages. It can connect directly to the
network (rather than to the network onboarding component) by presenting its newly provisioned
network-specific credentials to establish secure network associations. Once the device is
connected to the network, it may perform application-layer onboarding by using application-
layer bootstrapping information that may have been provided within its network-layer
onboarding credentials. While the device is commissioned (see Section 4 for a description of the
device’s lifecycle phases), the network onboarding component and the onboarding protocol are
no longer active or used. However, if the device needs to be provisioned with different
onboarding credentials, due to events that affect its current credentials (e.g., credential
expiration, security updates, key rotation, or certificate renewals) or due to the device being
repurposed or resold, then the device’s current onboarding credentials would be deleted and the
device would be placed in onboarding mode so it could be re-onboarded with the new credentials

it requires.

In some onboarding situations, immediately after the device successfully connects to the network
it may be desirable for the device to report this fact back to the network onboarding component

24



757
758
759

760

761
762

763
764
765
766
767
768
769
770

771
772
773
774
775
776
77
778
779
780
781
782

783
784
785
786
787
788
789
790
791
792
793
794
795

NIST CYBERSECURITY WHITE PAPER (DRAFT) Trusted Internet of Things (1oT) Device
SEPTEMBER 8, 2020 Network-Layer Onboarding and Lifecycle
Management

as a diagnostic feature so the network onboarding component can be aware of the status of the
device. In this case, there would be a brief period during which the device would communicate
with the network onboarding component after the device has connected to the network.

3.3 Critical Information

Regardless of the onboarding solution, there is a collection of information on which the
onboarding process relies. This information includes:

e device bootstrapping credentials concerning the device that are conveyed to the network
onboarding component via a trusted introduction (assuming the device is to be
authenticated to the network)

e network bootstrapping credentials concerning the network that are provided to the device
that is being onboarded (assuming the network is to be authenticated to the device)

e ownership and authorized onboarder information (if any) in the device information
declaration (assuming the device is to verify that the network that is trying to onboard it
is authorized to do so)

This is the information conveyed in the first row of Table 3-1 and in the first two rows of Table
3-2. For any given onboarding solution, the type and amount of the information that is conveyed
to the device and to the network onboarding component will depend on the characteristics of that
onboarding solution (see Section 6). To ensure that they will be able to accommodate all
onboarding solutions, the data structures that are defined to convey this critical information
should be designed to include fields that accommodate all information needed to support the
onboarding characteristic enumerated in Section 6. In addition, the data structures should be
defined to be extensible so they can accommodate information for which the need may not yet be
envisioned. Ideally, all stakeholders should try to define and standardize the data structures and a
list of fields and ensure that they are comprehensive enough to convey all information that is
necessary to support any given onboarding solution. The information conveyed should either be
provided or signed by an entity that the recipient trusts.

The voucher artifact defined in Request for Comments (RFC) 8366 [9] provides an example
structure that instantiates information needed to support trusted bootstrapping mechanisms. It
most closely resembles the information conveyed in a device information declaration. A device’s
manufacturer would generate and sign the voucher defined in RFC 8366, enabling the voucher to
securely associate the device with its owner. The device can use this voucher to determine if the
network that is trying to onboard it also belongs to its owner, under the assumption that the
device should allow only its owner’s network to take control of it. The network onboarding
component would receive this voucher from the device manufacturer and pass the voucher to the
0T device so the 10T device could authenticate the network onboarding component and
determine if it should allow itself to be onboarded to the network. The voucher includes an
X.509 root certificate that enables the device to authenticate the network onboarding
component’s identity. The voucher artifact defined in RFC 8366 is used by several bootstrapping
protocols currently in development, such as Zero Touch Provisioning for Networking Devices,
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6TiSCH Secure Join protocol, and Bootstrapping Remote Secure Key Infrastructure. It is defined
as a JavaScript Object Notation (JSON) object and expressed as a Yet Another Next Generation
model, which provides standard properties to describe the object.
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4 Onboarding Lifecycle Management

Lifecycle management refers to the operations that are performed to manufacture, configure,
secure, use, update, and otherwise manage 10T devices and their credentials through all phases of
the devices’ existence. Ideally, all aspects of lifecycle management should be performed
securely. Figure 4-1 depicts a high-level overview of the life cycle of a generic loT device with a
focus on the various aspects of the life cycle related to onboarding. This diagram and the
definitions of the lifecycle phases it depicts are informed by [10], [11], [12], and [13].

Not all devices will experience all the phases and events in this generic life cycle or in the more
detailed depictions of it that are provided later in this section. The specific phases and operations
that pertain to a given device depend on the purpose of the device, the context of its deployment
use case, and any specific circumstances that may arise.

Note that in our discussion of the IoT device life cycle, we use the term supply chain different
from how it is defined in National Institute of Standards and Technology (NIST) Special
Publication 800-161 [14]. That document defines the supply chain as encompassing the entire
scope of the software development life cycle, from research and development through
transportation, acquisition, deployment, use, operations, and maintenance to retirement. In this
paper, the scope of the term supply chain is more constrained. As used in this paper, the supply
chain also begins at research and development, but it extends only to the point at which the
device is acquired by its first post-manufacturing owner. For purposes of the lifecycle
management discussion in this paper, the supply chain is not understood to include the period in
which the device is installed, onboarded, commissioned, used, maintained, decommissioned, or
retired.

At the highest level, the device life cycle as we define it consists of two general phases: a supply-
chain phase and a use phase. While in its supply-chain phase, the device is, among other things,
manufactured and shipped. While in its use phase, the device is, among other things, installed,
onboarded, and commissioned,; it cycles through periods of maintenance and operation and is
ultimately decommissioned, at which point it may be either reinstalled elsewhere for further use
or considered to have reached end-of-life. Both phases and subphases within them are described
more fully in the following subsections.

Although onboarding is only one (possibly recurring) phase in the device life cycle, the
onboarding mechanism may impact and be impacted by numerous other phases in the device life
cycle. It is important to understand how onboarding affects and is affected by the various phases
of the device life cycle to ensure that any onboarding solution being considered for use
adequately integrates with and addresses all aspects of the device life cycle.
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Figure 4-1 High-level overview of the 10T device life cycle from an onboarding perspective
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4.1 Supply chain

Figure 4-2 provides a more detailed depiction of the first part of the 10T device life cycle: supply
chain, with a focus on those aspects that are significant to the device’s interaction with the
network and, in particular, onboarding.

\

¢ |nstall bootstrapping credentials,
including identity imprint and keys

® Establish manufacturer as owner or control
e Pass control to various integrators

{ Research, Design, and Development ] Supply Chain
( ¥ ) Manufacturing ( )
Production Integration
e Install onboarding-related chipset | transfer ownership or ® Installation
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e Connect to network
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® Perform integration

y, ® Disconnect

production
complete

. J

A4

[ Homologation ]— Rebranding Transport Storage H Shelf Life

transfer ownership v
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Figure 4-2 Supply chain phase of the 10T device life cycle from an onboarding perspective

As shown in Figure 4-2, the following phases and events may be part of the supply chain:

Research, Design, and Development—This phase includes activities such as defining
device requirements (including security and onboarding requirements), design, testing,
trial and error, refinement, embedded security, and trial production runs for review and
improvement. It is during this phase that decisions that affect the security and operation
of onboarding may be finalized.

Manufacturing—This is the phase during which the device is produced and assembled. It
could involve not just in-house device production but also integration with components
supplied by various part manufacturers, including installation of open-source or other
software on the device. During the manufacturing phase, all onboarding-related
hardware, firmware, and chipsets are installed, including a security hardware module or
hardware root of trust, random number generator, or other components that may be
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required. The device’s identity is imprinted; its other bootstrapping credentials, such as
private keys, are installed; and the manufacturer is established as the device owner. In
onboarding solutions that support proof-of-ownership verification, the device information
declaration will be created to list the manufacturer as the device owner and, if supported,
it will also list all entities that the owner has authorized to onboard the device (e.g.,
integrators that will need to onboard the device to their networks as part of the
manufacturing process, if any). Once production of the device is complete, just before
leaving the manufacturing phase, the device is certified as being compliant with relevant
homologation requirements.

o

Integration—Integration is a subphase of the manufacturing phase. As part of the
manufacturing process, the device may have to pass through a succession of
system integrators, and some or all of those system integrators may need to
connect the 10T device to their own networks for the short time necessary to
install and integrate the desired component. When the device is passed to an
integrator, it enters the integration phase. Once installed, onboarded, and
connected to an integrator network, the device becomes operational only for
undergoing the specific integration process required by that integrator. It is then
disconnected from the integrator’s network, and control (and possibly ownership)
of the device is passed back to the manufacturer. The manufacturer may onboard
it to its network for further production or pass it to another integrator, which
onboards the device to its network, and so on, until all system integration is
complete and the device is ultimately transferred back to the manufacturer.

For the integrator to onboard the device to its network, the integrator needs to be
either the owner or an authorized onboarder of the device. Ideally, the
mechanisms used to transfer the device from the manufacturer to a succession of
system integrators for onboarding on their networks will not need to be different
from those used to repurpose an older device that is sold to a new user after a
period of use by its original owner. Assuming the onboarding solution supports a
proof-of-ownership verification mechanism (Section 6.4.17), the manufacturer
could support the system integration process by using the device information
declaration to formally transfer ownership of the device back and forth between
the manufacturer and a succession of system integrators (see the next point,
Transfer Ownership). If the onboarding solution also supports an “onboard only to
authorized networks” mechanism (Section 6.4.19), then instead of the
manufacturer having to transfer ownership back and forth between itself and
various integrators, the manufacturer could use the device information declaration
to formally designate each system integrator to be an authorized onboarder of the
device (see two points down, Grant Authorization to Onboard). The device may
continue to loop through a succession of integration subphases, depending on how
many integrators are involved in its manufacture, until production is complete.
Once production is complete, the device is certified as compliant with relevant
homologation requirements, and it leaves the manufacturing phase to continue
through its life cycle.
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o Transfer Ownership—This is an event rather than a phase in the device life cycle.
A device’s owner may initiate an ownership transfer event for the device either
before the device has been onboarded or after the device has been
decommissioned but not during the period in between. Just prior to the ownership
transfer event, the current owner should delete all information on the device
except the device’s bootstrapping credentials. In addition, if the onboarding
solution supports proof-of-ownership verification or similar capabilities, the new
ownership information (and perhaps authorized onboarder information, if
supported) needs to be inserted in the device information declaration, which
would then be re-signed. A device may have only one owner at a time.

o0 Grant Authorization to Onboard — This is also an event rather than a phase in the
device life cycle. A device’s owner may initiate this event at any point in the
device life cycle, assuming the onboarding solution supports it. As part of this
event, the device information declaration will be updated with the list of entities
that the owner has authorized to onboard the device, and then it will be re-signed.

e Rebranding-This phase may occur if a device is rebranded by a vendor other than the
original manufacturer. If the device supports mechanisms such as a device information
declaration that tracks device attributes such as ownership and authority to onboard the
device, or a MUD file that describes the device’s communications profile, the
responsibility for maintaining the MUD file or the device information declaration may be
securely passed from the manufacturer to the vendor that has rebranded the device.

e Transport-This is the phase in which the device moves from the manufacturer to and
among other locations (e.g., integrator facilities, warehouses, retail locations) for
integration, storage, branding, or other purposes until the device reaches its first post-
production owner. A device may enter this phase several times as it moves between other
phases and subphases, depending on the geographic location of the device’s
manufacturer, integrators, rebrander, warehouses, and retail locations.

e Storage-This is the phase during which the device is kept in a warehouse or other storage
facility before it reaches a retail location or its first owner.

e Shelf Life-This phase occurs after the device has been manufactured but before it is
purchased and installed by its first post-production owner. The device sits on the shelf in
a retail location, waiting to be acquired. All phases of the device life cycle through this
phase are considered part of the device’s supply chain, according to the limited definition
of that term that we are using in this document. Note that if the device bootstrapping
credentials were to expire during this phase, the storage phase, or at any other time,
trusted onboarding as we envision it would not be possible. This demonstrates why, as
stated in Section 2.5, if the device bootstrapping credentials include a certificate, that
certificate should not expire.

4.2 Device Use

Once the device is acquired by its first post-production owner, it leaves the supply chain and
enters its use phase. Figure 4-3 shows a detailed depiction of this portion of the device life cycle,
once again with a focus only on the device’s interactions with the network and those aspects that
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Figure 4-3 Use phase of the device life cycle from an onboarding perspective

As shown in Figure 4-3, the following phases and events occur after the device has left the
supply chain portion of its life cycle, during its period of use:
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Installation—This is the phase during which the device is physically placed into position,
turned on, and, if it will have wired network access, physically connected to the network.
If any buttons need to be pushed, antennae need adjustment, or the device needs to
otherwise be prepared for onboarding, those operations are performed as part of the
installation. (In some deployments, the installation phase may be performed after
network-layer onboarding rather than prior to it. For example, in some deployments, an
I0T device is required to be sealed underground or elsewhere and not accessed for many
years. In these deployments, it would make sense to perform onboarding before
installation, if possible, to ensure that onboarding was successful before sealing the
device away.)

Network-Layer Onboarding—Network-layer onboarding is defined in Section 2.1. During
this phase, device bootstrapping (defined in Section 2.4) occurs, after which the device is
provided with its onboarding credentials—i.e., the information it needs to connect to the
network (e.g., the identity of the network and the device’s network password) in a
manner that is trusted. As part of the onboarding process, the device may be personalized
with an identifier by the network owner (i.e., a device name that is meaningful to the
network owner). The onboarding credentials provided to the device may also include
application-layer bootstrapping information about any servers or controllers to which the
device should securely connect for the eventual application-layer onboarding that is
needed to enable it to perform its intended function.

Connect to Network—Network connection is performed to transition the device from the
network-layer onboarding phase to the commissioned phase.

Commissioned-In this phase, the device enters secure connection to the network. Once
commissioned, the device is operational at the network layer, meaning that it can
communicate securely with other devices on the network.

Application-Layer Onboarding—Application-layer onboarding is defined in Section 2.8.
The device enters this phase immediately after being connected to the network. Once the
device is commissioned, its goal is to begin executing the application-layer functionality
that is necessary for it to perform its intended purpose. In some cases, the device’s
application may already be installed on it, in which case the device may begin fulfilling
its intended purpose merely by executing its application. In other cases, the device’s
application may still need to be installed. In these cases, the onboarding credentials that
were provisioned to the device may have included application-layer bootstrapping
information (e.g., the URLSs of servers or controllers that the device should trust to
provision application-layer functionality to it) that the device needs to perform
application-layer onboarding. In the application-layer onboarding phase, the device
establishes a secure communications channel with the identified trusted application
servers and controllers and permits those controllers and servers to use that channel to
install the required applications on the device. Once those applications are installed, the
device is assumed to have all applications it needs to function as intended and fulfill its
purpose.

Execute Application—This action may be invoked automatically after application-layer
onboarding or by an application manager. It causes the device to begin executing its
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088 intended application-layer functionality. Initiation of the device’s application transitions
989 the device from the application-layer onboarding phase to the operational phase.
990 e Operational-In this phase, the device’s application is executing as intended; the device is
991 performing its intended purpose.
992 e Maintenance—Maintenance phases may occur periodically and interrupt a device while it
993 is in operational mode. Many different types of maintenance may be required—from
994 routine updates to unexpected repairs due to device malfunction, compromise, age, or
995 other factors. During a maintenance phase, the device is not operational. In describing the
996 device’s life cycle, Figure 4-3 depicts two general types of maintenance:
997 0 Some types of maintenance require the device to be disconnected from the
998 network and possibly even uninstalled (e.g., replacement of security keys,
999 certificate renewals, encryption library updates, some security patches or
1000 upgrades, and some physical repairs). After this type of maintenance is complete,
1001 the device may need to be reinstalled, and it will have to go through network-
1002 layer onboarding again, be reconnected to the network, and go through
1003 application-layer onboarding before returning to the operational phase.
1004 o Other types of maintenance can be performed while the device, though not
1005 operational, is still commissioned on the network (e.g., some software or
1006 firmware updates or security patches). After this type of maintenance is complete,
1007 the device may be able to transition directly back to the operational phase, or, if
1008 the maintenance involved patches, upgrades, or reconfiguring the device’s
1009 application, the device may need to go through application onboarding again
1010 before returning to the operational phase.
1011 Once operational again, the device may continue to loop through the operational and
1012 various maintenance phases for some time until it is decommissioned.
1013 e Unsupported—In some cases, the device may enter the unsupported phase. That is, it may
1014 be functional but is no longer supported by its manufacturer or one or more of the
1015 manufacturer’s integrators (either because the manufacturer or integrator has gone out of
1016 business or because either the manufacturer or integrator has decided to stop supporting a
1017 device that has been deprecated), so the device stops looping through maintenance phases
1018 and moves to the unsupported phase. In this phase, the device is still operating on the
1019 network and executing its application despite that it may have unpatched, known
1020 vulnerabilities and is no longer covered under the manufacturer support contract. An
1021 unsupported device stays in the unsupported phase either until it is explicitly
1022 disconnected from the network, at which time it should be decommissioned, or until it
1023 breaks, at which time it needs to be decommissioned and will reach end-of-life by virtue
1024 of no longer being functional.
1025 e Disconnect—The device manager does this to remove the device from the network so the
1026 device can be either maintained or decommissioned.
1027 e Break-This results in the device no longer being functional. A device that becomes
1028 nonfunctional and is beyond repair needs to be decommissioned and will reach end-of-
1029 life.
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Decommissioning—During this phase, the device and application managers perform the
operations needed to ensure that the device permanently stops performing its intended
function on the local network. A device manager may decide to decommission a device if
it stops functioning (e.g., breaks) and cannot be repaired or when it is determined that the
device should no longer be used to perform its intended function on the network (perhaps
due to becoming out-of-date or obsolete or losing software support). A device that has
been decommissioned may be replaced on the network by a newer-model device. The
decommissioning phase includes disconnecting and isolating the device so that it can no
longer affect the network. It also involves erasing all sensitive data from the device,
including application-related data (e.g., all onboarding information, logs, and user data
that has been collected) so that the only information that is left on the device is its
original bootstrapping credentials. A factory reset may be required to ensure removal of
the desired information. After a device has been decommissioned, it may either reach
end-of-life or be repurposed.

It should be noted that there is a distinction between a device being decommissioned and
reaching end-of-life in terms of its network connectivity and a device being
decommissioned and reaching end-of-life in terms of its real-world functionality. Figure
4-3 depicts only the device’s life cycle in terms of its network connectivity. A device that
is decommissioned from the network may continue to be used while disconnected. For
example, a connected washing machine may reach the end of its software support,
leading its owners to disconnect it from the network and decommission it (in terms of
network connectivity) so that it will not be vulnerable to a network-based attack due to
unpatched software. This decommissioned device may still function well as a washing
machine and may continue to be used to wash clothes. In terms of the decommissioned
device’s interaction with the network, however, it has reached end-of-life because it will
not be used to connect to a network again.
End-of-Life-This is the phase that a decommissioned device enters if:

0 The device is nonfunctional and cannot be repaired.

0 The device is functional but is no longer deemed useful for any purpose, not even

on a secondary market.
0 The device will not be connected to a network again; it no longer needs those
components it uses to interact with the network.

Upon reaching end-of-life, a device should have all its sensitive data removed (to the
extent possible), and it (or at least the components it uses to interact with the network)
should be destroyed. Some of its parts (precious metals, batteries) may be recycled for
use elsewhere.
Repurpose—A device manager does this on a decommissioned device that is still usable in
terms of interacting with a network. Repurposing means putting a device to a different
use. It may be put to a different use by its current owner, or it may be sold on a secondary
market and used by a new owner. When the device is repurposed, it essentially loops
back to an earlier phase and begins proceeding through a new path in its life cycle.
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1072 o If the device is remaining with its current owner but needs to be onboarded to a
1073 new network, it will loop back to the installation phase and then proceed through
1074 its life cycle.
1075 o If the device is remaining with its current owner and will be used on the same
1076 network but in a different role, the device will loop back directly to the network-
1077 layer onboarding phase and then proceed through its life cycle.
1078 If the device will be sold to a new owner, the current owner will execute an ownership
1079 transfer event before repurposing the device, assuming the technology supports this
1080 feature. After its ownership has been transferred to its new owner, the device will loop
1081 back to the installation phase and then proceed through its life cycle on a different
1082 network—one that belongs to or is authorized by its new owner. After being repurposed,
1083 the device will proceed through various lifecycle phases as it did before—perhaps
1084 looping through the operational and maintenance phases for some time, perhaps being
1085 repurposed one or more times—before ultimately reaching end-of-life.
1086
1087 Figure 4-4 summarizes the information provided in this section. It provides a comprehensive
1088 depiction of the complete 10T device life cycle, both the supply chain phase and the use
1089 phase. It provides a detailed depiction of all lifecycle subphases and events discussed in this
1090 section, with a focus on their significance to onboarding.
1091
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Figure 4-4 Complete IoT device life cycle from an onboarding perspective
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Functional Roles

To accomplish onboarding, various proposed personnel roles are described. These roles may be
filled by the same or different people or entities depending on the use case. (In a home setting,
for example, many of these roles would fall to the device owner.) Also, the persons or entities
filling these roles may change as a device moves through its life cycle (e.g., its owner and its
authorized onboarders may change). The various identified onboarding-related functional roles
and responsibilities are as follows:

The device manufacturer creates the device, installs the device’s bootstrapping
credentials, and is the first owner of the device. The device manufacturer knows the
intent of the device but is not able to imprint anything on the device that is unique to the
device’s specific network deployment. This is because, at the time the device is being
manufactured, the details of its local network deployment are not known. The device
manufacturer is responsible for creating and signing the device information declaration
that contains the certificates of the device’s owner and its other authorized onboarders (if
any). The manufacturer is also responsible for keeping this declaration updated as the
device ownership changes, though in theory it could delegate this responsibility to a
trusted third party.
The device system integrator is responsible for integrating a subcomponent of the
device onto the device during the manufacturing process. To perform this integration,
control of the device passes temporarily from the manufacturer to the system integrator
and back. While the device is in possession of the system integrator, it may be required to
onboard to the system integrator’s network. In onboarding solutions that support proof of
ownership and that restrict devices to onboarding only to networks that are owned or
authorized by the device owner, the manufacturer either transfers ownership of the device
to the integrator or authorizes the integrator to onboard the device so that the system
integrator can onboard the device to its network.
The device owner is the only individual or entity authorized to:

o onboard and use the 10T device

0 grant another individual or entity the authority to onboard and use the 10T device

o transfer ownership of the 10T device to another individual or entity
An 10T device may have only one owner at any given time. If an onboarding solution
supports a proof-of-ownership mechanism (Section 6.4.17), the device owner will be
recorded in the device information declaration. The device’s owner may change at
various stages in the device’s life. Ownership may change starting as early as being
passed among different integrator-owners in the device manufacturing phase. Later,
ownership will change when the device is acquired by its first post-production owner, and
then again if the device is resold on the secondary market after a period of operational
use. If an onboarding solution supports a proof-of-ownership mechanism, it also requires
a mechanism to securely transfer device ownership from one entity to another, which will
involve the device’s current owner updating the device information declaration with
information regarding the device’s new owner. The device owner is also the entity that
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1135 has the authority to determine the device’s installer, onboarder, manager, and users as
1136 well as the application’s owner, installer, manager, and users.
1137 e The device authorized onboarder is the individual or entity authorized to onboard a
1138 given device to its network. This authorization comes from the device’s owner and may
1139 be revoked by the device’s owner. The device authorized onboarder would not typically
1140 have the authority to designate any other entity as a device authorized onboarder; only the
1141 device owner would be able to do this. A device may have multiple authorized
1142 onboarders at any given time. If an authorized onboarder needs to delegate onboarding
1143 ability to another party, it could request that the device owner add that party to the
1144 device’s list of authorized onboarders.
1145 e The device purchaser is the individual or entity that pays for or, in some cases, leases
1146 the 10T device. The device purchaser designates what individual or entity will be granted
1147 ownership of the device by the manufacturer when the device is acquired. The device
1148 purchaser is not necessarily the same as the device owner, onboarder, manager, or user.
1149 e The device installer is the individual or entity (e.g., the IT team) that places the device at
1150 its deployment location and may turn it on.
1151 e The device onboarder is the individual or entity that performs device onboarding.
1152 e The device manager is the individual or entity responsible for managing the device. The
1153 device manager connects the device to the network, performs device software and
1154 firmware updates, and oversees all other device repairs and maintenance. When it is time
1155 for the device to be decommissioned, the device manager is the individual or entity that
1156 disconnects and isolates the device and erases all sensitive data, possibly performing a
1157 factory reset. When the device reaches end-of-life, the device manager removes all data
1158 from and destroys the device, possibly selecting certain parts for recycling. When the
1159 device is to be repurposed, the device manager transfers control of the device to its new
1160 authorized onboarder or new owner (as directed by the device’s current owner).
1161 e The device user is the individual or entity that uses the 10T device. From the viewpoint
1162 of the device and the network, the user is represented by his or her credentials.
1163 e The network owner is the individual or entity that owns the network on which the loT
1164 device is deployed. In the consumer use case, the network owner may be the same as the
1165 device user (i.e., the consumer), but in the enterprise use case, the network owner is
1166 typically a company. In some deployments, the device owner may be different from the
1167 network owner. For example, in a connected grid deployment, the connected grid of 0T
1168 sensors and other devices may be owned by one company, but the actual network on
1169 which the connected grid is running may be owned by a different organization. In
1170 onboarding solutions that support proof-of-ownership verification and mechanisms to
1171 grant authorization to onboard, where the device owner is not the same as the network
1172 owner, the network owner needs to be an authorized onboarder of the device.
1173 e The network administrator is the individual or entity that manages the network and
1174 updates, maintains, and monitors networking-specific components (but not necessarily
1175 those of the network’s 10T devices). The network administrator expresses its wishes
1176 through policy and enforces them via mechanisms such as the authorization service.
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e The application owner is the individual or entity authorized to install, manage, and use a
specific application on the 10T device. The application owner can grant others the
authority to install, manage, and use the application. The application owner may be
different from the network owner and from the device owner. For example, a consumer
might have a solar panel set up on his or her home’s roof. The solar panel is an 10T
device that may be owned by either the consumer or the solar energy company. The solar
panel is running a solar-energy-related application. The solar energy company owns the
application, but the consumer owns the Wi-Fi network over which the solar energy
application will send data back and forth to the cloud.

e The application installer is the individual or entity (e.g., the operational technology
team) that onboards and installs the application to the I0T device. In some 0T devices,
application installation may occur automatically during the application-layer onboarding
process, based on the application-layer bootstrapping credentials that were included as
part of the device’s onboarding credentials.

e The application manager is the individual or entity responsible for managing the
application. The application manager oversees application onboarding, initiates execution
of the device’s application, and helps manage the application by overseeing periodic
application software updates. In addition, when the device is decommissioned, the
application manager ensures that all application-specific sensitive data such as
passwords, keys, logs, and user data that has been collected is erased.

e The application user is the individual or entity that uses the application on the 10T
device to cause the device to perform its intended function. From the viewpoint of the
application, the user is represented by his or her credentials.

e The service provider is the entity that operates the network that traffic transits to be sent
to and from the internet from the 10T device’s local network.

Throughout the device lifecycle, trust needs to be established and maintained between the device
and the entities playing these various roles. For example, a medical device might need to trust a
network owned by one entity but also connect to and trust cloud servers owned by another entity.
Also, as the device moves through its life cycle, some of the above human roles move in and out
of relevance to the device.
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6 Onboarding Solution Characteristics

Numerous characteristics pertain to any potential onboarding solution. Onboarding solutions
may vary from each other with respect to many attributes, including the level of security they
provide, cost, and expertise required to operate the solution. As shown in Figure 6-1, for
purposes of analysis, we have broken down these characteristics into four groups of
characteristics that are predominantly:

e of interest to the individuals and enterprises that will deploy and use these onboarding
solutions on their networks

e of interest to the companies that will manufacture and sell equipment that implements the
onboarding solution—either network infrastructure components required to support the
onboarding solution or IoT devices that implement the onboarding solution

e of interest to service providers (internet service providers [ISPs]/cable operators or
application platform providers) that, depending on their business model, may take on a
role to support trusted onboarding for 10T devices that their customers want to connect to
their local networks

e security-specific (not depicted in Figure 6-1), which, when taken together, determine the
overall level of security assurance that the solution will provide. Security characteristics
are assumed to be of primary importance to all three groups listed above (users,
manufacturers, and service providers). For discussion purposes, instead of duplicating the
list of security characteristics in each of the above three groups, security characteristics
are placed in a group by themselves and discussed separately.

Characteristics of
interest to users

(both consumer and
enterprise)

Characteristics of
interest to
manufacturers and
vendors

Characteristics of
interest to service
providers

Figure 6-1 Types of onboarding solution characteristics
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These four types of characteristics are listed and defined in tables in the next four subsections.
Each of the security characteristics is also discussed in subsections of their own. These four types
of characteristics are intended to serve as a taxonomy for describing and comparing onboarding

solutions.

6.1 Characteristics of interest to users

device users.

Table 6-1 enumerates and defines onboarding solution characteristics that mainly interest 10T

Table 6-1 Onboarding Solution Characteristics that Mainly Interest Users

ease of use

Characteristic Definition

how easy the onboarding solution is to use (e.g., whether it works easily out of the box
with little or no configuration or other effort; whether it requires the operator to have
specific technical or security training or experience). For the consumer network
environment, the ease-of-use characteristic is crucial. Solutions that require more
technical or security knowledge than could reasonably be expected of a typical home
network owner should not be considered for the consumer network environment.

network access
technology

the potential network access technologies that the onboarding solution supports (e.g.,
whether it works on Wi-Fi, wired, or 5G networks only, or on some combination of these)

infrastructure
dependencies

the infrastructure components required, either on the local network or in the cloud, to
support the onboarding solution (e.g., AAA server, authorization service network
onboarding component)

ease of integration into
existing environment

the extent to which the current network infrastructure components, technologies, and
mechanisms must change for the onboarding solution to be integrated into the network.
For the consumer environment, it is crucial that the onboarding solution be able to be
introduced to the current network with a very low level of friction.

number of new
components
introduced

the number of new systems, services, devices, or other elements that will be introduced
to the current networking environment to support the onboarding solution

cost of required
network infrastructure

the cost of the infrastructure that will be required to support the solution on the current
network

cost of 10T devices

the additional cost that the onboarding solution will add to the cost of 10T devices that
are manufactured to use it

discovery-initiated
onboarding

the capability of the onboarding solution to automatically onboard a device after it has
been discovered by the network infrastructure

hands-free (zero-
touch)

the ability to onboard a device without manual intervention

bulk onboarding

the ability of the onboarding solution to support onboarding many devices in a very short
period. Support for bulk onboarding requires that the solution be able to onboard devices
hands-free (zero-touch) and that any virtual resources (e.g., local device identities and
credentials) that may be needed to support onboarding be able to be secured and
managed automatically and quickly.

onboard without
internet access

the ability to onboard devices if the internet is not currently accessible. (An onboarding
solution that requires access to a device information declaration that is not available on
the local network would not, for example, have the characteristic of being able to
onboard without internet access.)
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Characteristic Definition

provision of application
data

the ability of the onboarding solution to automatically execute application-layer
onboarding after network-layer onboarding has completed and the device has connected
to the network. Such support could be provided, for example, by an onboarding solution
that is designed to convey application-layer configuration information to the device as
part of its onboarding credentials. Such information could, in theory, configure the device
to consult a specific controller or application server, provide it with the credentials to
authenticate to that controller or server, and initiate loading an application on the device.

device accessibility
requirements

whether the onboarding solution requires the device to be accessible at certain periods
of time and, if so, when. For example, the onboarding solution may require access to the
device for operations such as security upgrades, key rotations, or certificate renewals.
However, some use cases may require devices to be installed deep below the earth orin
other difficult-to-access locations, which could limit their accessibility. It is important to
ensure that the onboarding solution will not require access to the device when the device
is inaccessible. Also, there may be regulatory requirements that prohibit the device from
being accessed during certain periods; it is important to be aware of the onboarding
solution’s accessibility requirements to ensure that they are compatible with any
regulatory requirements that may be imposed on the device by the onboarding solution.

deployment challenges

any drawbacks, deficiencies, or other characteristics (if any) that have not been listed
already and that detract from the appeal of this solution or otherwise make it challenging
to deploy

standards-based or
proprietary

whether the onboarding solution is based on a standard or specification developed by
consensus in an open forum and openly available or if it is proprietary. If it is proprietary,
is the owner willing to bring the solution into an open forum where it would be open to
modification and turned into an open standard? Are there any plans to do so? Users
may be wary of adopting a proprietary onboarding solution for fear of getting locked into
a proprietary ecosystem that could potentially limit their choices and increase their costs.

regulatory compliance

whether the onboarding solution meets regulatory requirements for any industry sectors,
and which ones. Many industry sectors have their own specific regulatory requirements.
Users are interested in whether the onboarding solution is compliant with regulations
imposed on their own industry sector. For users in industry sectors subject to regulation,
compliance of the onboarding solution with mandatory regulatory requirements is crucial;
compliance with optional regulatory requirements may be desirable.

certification program

whether there is a certification program for validating if products (network equipment and
0T devices) correctly implement the onboarding solution. Such a certification program
should be administered by an independent third party. Products can be certified as part
of a larger system.

sustainability

the extent to which typical manufacturing, support, maintenance, and operation of the
onboarding solution can be performed in a way that minimizes depletion of natural
resources required to support these processes

security characteristics

the onboarding solution’s security characteristics. A large collection of characteristics
pertains to onboarding security. How trusted any given onboarding solution is depends
on which of these security characteristics it has. These characteristics are enumerated in
Table 6-4, and each is discussed more fully in the subsections of Section 6.4.

6.2 Characteristics of Interest to Manufacturers and Vendors

Table 6-2 enumerates and defines onboarding solution characteristics that mainly interest the
companies that will manufacture and sell equipment that implements the onboarding solution—
either network infrastructure components required to support the solution or 10T devices that
implement the solution.
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Table 6-2 Onboarding Solution Characteristics that Mainly Interest Manufacturers and Vendors

Characteristic

specification
status/maturity

Description and discussion of characteristic

how complete and well-vetted the written specification that documents the onboarding
solution is. For example, are any aspects of the solution still waiting to be defined?

standards-based or
proprietary

whether the onboarding solution is based on a standard or specification developed by
consensus in an open forum and openly available or if it is proprietary. If it is proprietary,
is the owner willing to bring the solution into an open forum where it would be open to
modification and turned into an open standard? Are there any plans to do so?
Manufacturers may be wary of adopting a proprietary onboarding solution, the
specification of which is not under their control.

standardizing/owning
body

the standardization body that controls the onboarding solution’s specification, assuming
the solution is standards-based. If the solution is proprietary, it refers to the vendor that
owns it. For proprietary solutions, manufacturers are interested in whether the solution
requires a license and, if so, how much it will cost.

implementation
status/maturity

whether the onboarding solution has been implemented and, if so, how mature those
implementations are. For example, are the implementations proof-of-concept prototypes
or commercially available, production-grade products? Also, are any implementations
open-source? How many different implementations of the solution are there? Have they
been shown to be interoperable? Are network infrastructure components or chipsets
available that support the solution? Are there 10T devices that support the solution?

solution implementers

what vendors, if any, make products that use or support the onboarding solution

regulatory compliance

whether the onboarding solution meets regulatory requirements for any industry sectors
and, which ones. Many industry sectors have their own specific regulatory requirements.
Manufacturers (in their role as users) are interested in whether the onboarding solution is
compliant with regulations imposed on their own industry sector. In their role as vendors,
they are also interested in whether the onboarding solution is compliant with regulations
imposed on the industry sectors of their customers. They are also interested in
understanding the extent to which compliance is mandatory or may just be desirable in
terms of improving the onboarding solution’s value. For industry sectors subject to
regulation, compliance of the onboarding solution with mandatory regulatory requirements
is crucial.

certification program

whether there is a certification program for validating if products (network equipment and
0T devices) correctly implement the onboarding solution. Such a certification program
should be administered by an independent third party. Products can be certified as part of
a larger system.

cost

the cost of goods and services required to produce and support products that implement
the onboarding solution

manufacturing
complexity

the degree of effort required of the loT device manufacturer to support the onboarding
solution. For example, how much effort is required for the manufacturer to create the
device and provision it with its bootstrapping credentials? Does the manufacturer
integrate the device with supply-chain security tools? How much effort is required of the
manufacturer to support the device’s onboarding, if any, after the device is sold (e.g., by
maintaining a device information declaration that tracks device characteristics such as
ownership)?

sustainability

the extent to which typical manufacturing, support, maintenance, and operation of the
onboarding solution can be performed in a way that minimizes depletion of natural
resources required to support these processes
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Characteristic Description and discussion of characteristic
IoT device the capabilities that the onboarding solution requires of 10T devices. A range of
requirements capabilities can be required of 10T devices, depending on the onboarding solution. These

capabilities often correlate with device cost. Manufacturers need to understand the
minimum capabilities that an 10T device requires to work with the onboarding solution.
The following are some examples of potential device requirements:

e equipped with a Trusted Platform Module (TPM) and the ability to perform certificate-
based operations (i.e., random number generator, asymmetric cryptography)

e equipped with a secure element to store device bootstrapping credentials

e enough battery power to support encryption and other processing required for
onboarding and still have sufficient power remaining to enable the device to last its
expected lifetime

e support for hardware-based encryption

e support for digital signatures

e support for eFUSESs to lock down firmware features and create immutable IDs
e minimum memory requirements

e support for Wi-Fi, wired, or 5G access technologies

e amount of space required on chip for onboarding-related hardware and firmware and
storage

device bootstrapping | the device-specific information that the manufacturer is required to install on the device
credentials (e.g., identifier, keys, secrets, read-only field, X.509 certificate) for bootstrapping
purposes. Is this information that a manufacturer can generate on its own in isolation, or
is coordination with an external certificate authority required?

key type installed the type of bootstrapping keys that the manufacturer installs on the device. Is a
public/private key pair, a symmetric key, or both required?

security the onboarding solution’s security characteristics. A large collection of characteristics

characteristics pertains to onboarding security. How trusted any given onboarding solution is depends on

which of these security characteristics it has. These characteristics are enumerated in
Table 6-4, and each is discussed more fully in the subsections of Section 6.4.

1245
1246 6.3 Characteristics of Interest to Service Providers

1247  Depending on the business model, service providers (e.g., ISPs/cable operators or application
1248  platform providers) may choose to play a role in supporting device onboarding. However,
1249  onboarding support by service providers is not required.

1250  If the steps performed to support trusted onboarding are difficult, it is likely that some consumers
1251  will not bother to perform them. Even those consumers who are diligent about trying to perform
1252  the steps may not be able to do so correctly, with the result that onboarding may not be

1253  performed securely. To address this problem, depending on the business model, the consumer’s
1254 ISP or cable operator may choose to assist with onboarding and, in doing so, increase the

1255  security of the consumer’s network while also providing the consumer with a better overall
1256  experience. For example, most consumer networks can benefit greatly from an environment in
1257  which each device has its own identity and its own credentials, characteristics that are typically
1258  associated with enterprise-level security. However, the consumer does not necessarily have the
1259  technical skills or the desire to set up and maintain an AAA server, an authorization service, or
1260 any similar infrastructure that would be required to support access control enforcement based on
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device identities and credentials. Consumers would love to have enterprise-level security
capabilities in the consumer space without any of the headache or overhead of supporting these
capabilities. If service providers take a role in supporting secure onboarding for their customers,
such enterprise-level security may be possible without requiring much extra work, if any, on the
part of the consumer. Depending on the business model, service providers could operate and
manage authorization and other services and infrastructure in the cloud on behalf of consumers.
Table 6-3 enumerates and defines onboarding solution characteristics that mainly interest service
providers (e.g., ISPs/cable operators and application platform providers).

Table 6-3 Onboarding Solution Characteristics that Mainly Interest Service Providers and Operators

Characteristic

specification
status/maturity

Description and discussion of characteristic

how comprehensive and well-vetted the written specification that documents the
onboarding solution is. For example, are any aspects of the solution still waiting to be
defined?

standards-based or
proprietary

whether the onboarding solution is based on a standard or specification developed by
consensus in an open forum and openly available or if it is proprietary. If it is proprietary,
is the owner willing to bring the solution into an open forum where it would be open to
modification and turned into an open standard? Are there any plans to do so?
Manufacturers may be wary of adopting a proprietary onboarding solution, the
specification of which is not under their control.

standardizing/owning
body

the standardization body that controls the onboarding solution’s specification, assuming
the solution is standards-based. If the solution is proprietary, it refers to the vendor that
owns it. For proprietary solutions, manufacturers are interested in whether the solution
requires a license and, if so, how much it will cost.

implementation
status/maturity

whether the onboarding solution has been implemented and, if so, how mature those
implementations are. For example, are the implementations proof-of-concept prototypes
or commercially available, production-grade products? Also, are any implementations
open-source? How many different implementations of the solution are there? Have they
been shown to be interoperable? Are network infrastructure components or chipsets
available that support the solution? Are there 10T devices that support the solution?

solution implementers

which vendors, if any, make products that use or support the onboarding solution

regulatory compliance

whether the onboarding solution meets regulatory requirements for any industry sectors
and, which ones. Many industry sectors have their own specific regulatory requirements.
Service providers (in their role as users) are interested in whether the onboarding
solution is compliant with regulations imposed on their own industry sector. In their role
as service providers, they are also interested in whether the onboarding solution is
compliant with regulations imposed on the industry sectors of their customers. They are
also interested in understanding the extent to which compliance is mandatory or may
just be desirable in terms of improving the onboarding solution’s value. For industry
sectors subject to regulation, compliance of the onboarding solution with mandatory
regulatory requirements is crucial.

certification program

whether there is a certification program for validating if products (network equipment and
0T devices) correctly implement the onboarding solution. Such a certification program
should be administered by an independent third party. Products can be certified as part
of a larger system.

cost

the cost of components and resources required to deploy and provide operational
support for the onboarding solution

operational complexity

the degree of effort that is required of the service provider to provide operational support
for the onboarding solution. How much effort is required to perform the initial deployment
as well as ongoing day-to-day operation of the onboarding solution.
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Characteristic Description and discussion of characteristic

sustainability the extent to which typical manufacturing, support, maintenance, and operation of the
onboarding solution can be performed in a way that minimizes depletion of natural
resources required to support these processes

additional features to whether there are additional features, beyond secure onboarding, that the service
improve benefits provider might be able to provide to the consumer, by virtue of the service provider's
support for onboarding, that might further improve the consumer’s experience

security characteristics | the onboarding solution’s security characteristics. A large collection of characteristics
pertains to onboarding security. How trusted any given onboarding solution is depends
on which of these security characteristics it has. These characteristics are enumerated in
Table 6-4, and each is discussed more fully in the subsections of Section 6.4.

If an onboarding solution requires service provider support, the service provider's
reputation may be impacted by the level of security that the onboarding solution
provides.

6.4 Security-Specific Characteristics

A key characteristic of any onboarding solution is the overall level of security assurance that it
provides. This level of assurance is determined by the solution’s security-related attributes and
capabilities. These security-related attributes and capabilities are enumerated and defined briefly
in Table 6-4. They are also discussed further in the subsections that follow Table 6-4. It should
be noted that some of these attributes are more objective than others. For example, attributes
such as device identification are concrete; either the onboarding solution leverages device
identification, or it does not. Other attributes, such as supply-chain security, are more subjective.
They are contextual and vary on an organization-by-organization basis: an onboarding solution
may be able to integrate with the supply-chain management tool of one organization but not with
that of another. We include both objective and contextual characteristics, under the reasoning
that both types would be included in an organization’s checklist when determining whether a
given onboarding solution meets the organization’s requirements.

Table 6-4 Security-Specific Attributes and Capabilities of an Onboarding Solution

Attribute/Capability Description

security model whether the mechanism that parties use to gain each other’s trust is based on signed
vouchers or proof of knowledge

device identity information used to identify the device and distinguish it from other devices

device authentication verification that the asserted identity of a device is the device’s actual identity

device authorization determination of whether a device should be permitted to connect to the network
secure local The onboarding solution (as distinct from the device manufacturer) can provision locally

credentialing capability significant credentials to the device in a manner that protects them from disclosure, and
it is capable of provisioning unique network credentials to each device.

maintainable credentials that expire, can be revoked, and can be renewed relatively easily
credentials

device type verification verification that the device is of the asserted type or from the asserted manufacturer (as
opposed to verifying that it has a specific identity)

device attestation proof that some elements of the device (e.g., firmware) have not been tampered with
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Attribute/Capability Description

trust anchors/root of
trust

elements that security depends on; if they are compromised, security is undermined

trusted onboarder
required

Does the onboarding solution require the device onboarder to be trusted, or is this
unnecessary because, for example, authorization for the device to access the network
can be based on credentials that are bound to the device?

key type

type of keys used (e.g., symmetric, pre-shared, public/private)

encryption details

the encryption standard used for establishing the secure channel between the device
and the network onboarding component, along with those of its attributes and
characteristics that impact security, for example, whether it provides forward secrecy

network selection

determination by the device regarding what network it should join

network authentication

verification that the asserted identity of a network is the network’s actual identity

network authorization

determination of whether a network should be permitted to onboard (i.e., take control
of) a device

connected device and
onboarded device
cross-check

verification that the devices operating on the network do not include any devices that
were not subjected to the onboarding process

proof of ownership

the ability to determine what individual or entity owns each device. (Device ownership is
relevant because only device owners have the authority to determine onto what
networks a device is authorized to be onboarded. Hence the proof of ownership, secure
ownership transfer, and “onboard only to authorized networks” characteristics are all
related to one another.) An onboarding solution that supports these three
characteristics will impose responsibility on some party (e.g., the device manufacturer)
to keep the device information declaration updated with accurate ownership and
authorized onboarder information.

secure ownership
transfer

the ability to convey ownership of a device securely from one individual or entity to
another only with the express permission of the device’s current owner. Secure
ownership transfer enables proof-of-ownership information to remain accurate even as
ownership of a device changes. The secure ownership transfer characteristic goes
hand in hand with the proof-of-ownership characteristic and, like the proof-of-ownership
characteristic, imposes responsibility on some party to keep the device information
declaration up-to-date.

onboard only to
authorized networks

the ability to determine to what individuals or entities to which the device owner has
granted the authority to onboard the device. If the onboarding solution supports the
capability to onboard only to authorized networks, this means that authorized
onboarder information is available that the onboarding solution can consult to ensure
that a device will permit itself to be onboarded only to a network that has been
authorized by the device owner. The “onboard only to authorized networks”
characteristic goes hand in hand with the proof-of-ownership and secure ownership
transfer characteristics and, like them, it imposes responsibility on some party to keep
the device information declaration up-to-date.

privacy

ability of the onboarding solution to prevent unauthorized disclosure of personal
information during and related to the onboarding process

MUD support

The onboarding solution supports conveyance of a device-specific MUD URL to the
network. Ideally, this URL should be conveyed in a secure fashion to make it difficult for
an attacker to modify it and thereby associate the device with a MUD file that is
different from the one intended by the manufacturer. The MUD file URL should also be
kept confidential to avoid disclosing information about the device that may inform an
attacker regarding its vulnerabilities.
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Attribute/Capability Description

evolving The onboarding solution supports a mechanism to enforce an evolving communications
communications profile | profile for the device. A device’s purpose changes as it moves through its life cycle, and
enforcement its communications profile changes accordingly. Enforcement of this evolving

communications profile ensures that the device communicates only in the ways that it is
expected to communicate during the phase of the onboarding process that it is in at any
given time.

supply-chain security protection of a device as it moves through all initial phases of its life cycle, e.g.,
research and development (R&D), manufacturing, integration, rebranding, transport,
storage, and shelf life, up to the point at which it is physically obtained by its first post-
production owner. With respect to onboarding, supply-chain security refers to whether
the onboarding solution can integrate with supply-chain management tools. A
manufacturer that can monitor a device throughout its supply chain and integrate its
supply-chain management tools with a device’s onboarding solution should be able to
provide strong trust anchors for device onboarding.

1285

1286  Each of the security characteristics in Table 6-4 is discussed more fully in the following
1287  subsections.

1288 6.4.1 Security model

1289  The onboarding solution’s security model refers to the type of mechanism that parties use to gain
1290 each other’s trust at the start of the onboarding process. This mechanism may be based on

1291  vouchers (i.e., information signed by a trusted third party) or proof of knowledge. Proof of

1292  knowledge is a mechanism whereby one party proves to another that it possesses a certain secret
1293  (e.g., a pre-shared key).

1294  Parties that may have to gain each other’s trust as part of the onboarding process could include:

1295 e |oT devices attempting to gain the trust of the network onboarding component
1296 e network attempting to gain the trust of an 10T device that it wants to onboard
1297 0 may involve the network owner attempting to gain the trust of the I0oT device

1298 6.4.2 Device identity

1299 A device’s identity is any information that is used to identify the device and distinguish it from
1300 other devices. Device identities that are irrevocable and immutable—those that are not easily
1301  spoofed, modified, or copied from memory—are most secure, and identities that can be

1302  cryptographically verified are strongest. Some examples of strong identities are:

1303 e DevID [15], which is:

1304 o0 stored and manipulated in the device TPM or secure element, so it is not easily
1305 modified or copied from memory

1306 o an X.509 certificate, so it can be used to cryptographically verify device identity,
1307 making it difficult to spoof a device or modify an identity
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o installed during manufacturing (as opposed to LDevIDs, which are installed
locally and can serve as locally significant device IDs)

o reliant on the public key infrastructure and the certificate authority that issued the
X.509 cert to provide a chain of trust

e DICE CDI (Trusted Computing Group) [16], which:

O serves as a device identity and as an attestation of device firmware, thereby
providing some proof that the 0T device firmware has not been tampered with

0 is derived from a unique device secret and the identity of the device’s first
mutable code, so it is not easily modified or spoofed

O does not require a TPM, so it does not increase silicon requirements as much as a
DevID

o0 isimplemented in hardware during manufacturing

¢ International Organization for Standardization (ISO)/International Electrotechnical
Commission 20008 standardized direct anonymous attestation (DAA), which

0 provides an irrevocable identity that is immutably written into processors that
implement DAA

O preserves privacy because it does not use X.509 certificates, which are public and
visible in clear text

0 Intel Enhanced Privacy ID is an implementation of ISO 20008 that provides direct
anonymous attestation, which provides the ability to authenticate a device for a
given level of access while allowing the device to remain anonymous and to have
that device’s individual authority revoked if its private key has been compromised
[17].

e 5G certificate-based embedded subscriber identity module (eSIM )

o0 eSIM (an embedded Universal Integrated Circuit Card) that may be soldered
inside a mobile device that can accommodate multiple SIM profiles for use with
different operators so the device can be connected with whatever operator’s
network the end user selects [18]

e Devices designed to onboard using the Device Provisioning Protocol (DPP)

o DPP-capable devices are not necessarily imprinted with an explicit identity.
Initially, they can be identified uniquely by the value of the private bootstrapping
key they have stored securely on them. This value is not revealed or explicitly
used as an identity, but it is cryptographically bound to the device through public
key cryptography. This private key is not necessarily signed, but it is intended to
be unique to the device. Later, as part of the DPP onboarding process, a device is
provisioned with unique credential information in the form of a connector, which
includes a network access key that is unique to the device. This connector may be
considered an implicit identity for the device while it is on the network. The DPP
configurator signs the connector before provisioning it to the device, and the
device uses the connector to establish security associations with other onboarded
devices.
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While DevIDs are the most secure, that security comes at a cost because it relies on the existence
of a robust and secure X.509 certification infrastructure as well as on devices themselves being
equipped with TPMs or secure elements.

Read-only fields such as device serial numbers and International Mobile Equipment Identities
that are used to identify mobile phones can also be used as device identities and are much less
costly to implement and support. However, they are less secure than other mechanisms because
they are not cryptographically bound to the device. This makes them susceptible to being
spoofed or modified. These weak identifiers may not be considered secure enough to support
some use cases.

As a device moves through the various roles of its life cycle, the users that are interacting with it
may find it useful to assign the device additional identities. For example, a device will have a
network-layer identity based on its IP address once it has been connected to the network, but its
manager or someone else interacting with it may also assign the device a human-readable
identity that makes it easier for him or her to keep track of the device. The device’s application
manager might also assign the device an application-layer identity. For purposes of onboarding,
however, the identities that are relevant are:

e the device’s original identity, which is included in the device’s bootstrapping credentials
and which the network onboarding component uses to authenticate the device (assuming
the onboarding solution supports device authentication)

e asecond identity that may be assigned to the device as part of its onboarding credentials,
which is significant only on the local network (e.g., a LDevID or other X.509 certificate
may be issued to the device as an onboarding credential that the device needs to
authenticate itself to the local network)

6.4.3 Device authentication

Device authentication (i.e., verification that the asserted identity of a device is the device’s actual
identity) is closely tied to device identity. To be strongly authenticated, the device asserts a
specific identity, and that identity is cryptographically bound to the device. In some onboarding
situations, a device may not be asserting a specific identity; instead, it may simply be asserting to
be a particular type of device or to be from a particular manufacturer. In such cases, it is not
possible to authenticate the device, though it may be possible to verify device type (see Section
6.4.7).

For the device to be authenticated cryptographically, it needs to have credentials installed on it.
For example, in the case of a device that uses a DICE CDI as its identifier, the DICE CDI has to
be implemented in hardware during manufacturing, and it requires the manufacturer to provide a
unique device secret. A device that uses a DevID as its identifier requires an X.509 certificate
and the private key that corresponds with the public key in that certificate installed during
manufacturing. When either type of device is onboarded, the device’s identity can be
cryptographically authenticated. Once a device that uses a DevID has been authenticated in the
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initial part of the onboarding process, the network onboarding component will install a locally
significant device identifier (an LDevID) on the device as part of the device’s onboarding
credentials. Provisioning an LDevID to the device involves installing a new X.509 certificate and
corresponding private key on the device. There are several advantages to installing such a local
certificate-based identifier on the device, including:

e The manufacturer will not be privy to the device’s new private key, thereby eliminating
one avenue of exposure to potential attack.

e Having local certificates for its devices provides the local network with better control
over those devices because it can revoke the devices’ certificates at any time, and it is
more efficient and reliable to check a certificate revocation list (CRL) locally than to
depend on the manufacturer’s CRL for every transaction.

Cryptographic-based authentication usually relies on one or more trust anchors. These trust
anchors may be preset within the device. In some cases, this trust may be established out of band.
Authentication that is performed based on certificates requires the certificate’s root certificate
authority to be trusted. It also requires trust that the manufacturer or other entity that installed the
private key on the device has not disclosed and will not disclose that information. It is important
to understand the trust anchors and the chain of trust that flows from them, because security of
the authentication process relies on them.

In some onboarding solutions, a device may assert a read-only field, such as a serial number or
Media Access Control (MAC) address, as its identity. Even though this identity may be read
from the device and verified to be as asserted, if this identity is not cryptographically bound to
the device, the device authentication is considered weak because there is not strong assurance
that the identity actually belongs to the device. In these cases, trust is placed in the person who is
onboarding the device, because that person is being relied upon to ensure that the device he or
she is onboarding is the device that he or she intends to onboard.

6.4.4 Device authorization

Device authorization refers to the process of determining whether a device should be granted
access to the network. Device authorization typically occurs only after a device has been
authenticated (i.e., after the device has been verified to have the identity that it claims to have). If
a device fails authentication, it would not be authorized to use the network at all. If a device is
successfully authenticated, determination regarding whether it is authorized to connect to the
network (and, if so, what network resources it has permission to access) depends on network

policy.

In an enterprise network, this policy is typically expressed in an AAA server or equivalent
authentication, authorization, and accounting services that receive requests for access to the
network and other resources and consult a database to determine what entities should be granted
access to what resources. The authorization service has to be configured with the identity and
access permissions of each device that will connect to the network before those devices will be
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permitted to connect to the network.

Consumer networks do not typically have local AAA servers or authorization services that can
perform device authorization determinations. However, in theory, depending on its business
model, a service provider could operate an authorization service on behalf of its customers to
provide those customers with a device authorization service. Therefore, onboarding solutions
designed to be supported by service providers could include device authorization among the
onboarding solution characteristics supported.

Onboarding solutions used on consumer networks that do not have access to an authorization
service do not typically support device authorization. For example, in many cases, if a device
presents its network password to a consumer network access point, the device is by default
granted access to all resources on the local network (unless the consumer network supports MUD
and the device has an associated MUD file that prevents such access).

6.4.5 Secure local credentialing capability

Secure local credentialing capability refers to the ability of an onboarding solution (as distinct
from a device manufacturer) to provision credentials to a device in a manner that protects them
from disclosure both while in transit to the device and while stored on the device. The ability to
perform secure local credentialing should be considered a mandatory capability of every
onboarding solution. Securely provisioning local credentials to the device is, in fact, the goal of
the onboarding process. Such local credentials are defined as onboarding credentials in Section
2.2, and they are significant with respect to the local network. They are provisioned to the device
during onboarding and remain on the device in addition to the bootstrapping credentials that
were provisioned on the device before the device was onboarded. These credentials include all
the information that the device needs to connect to the local network. They can include locally
significant device identifiers, certificates, keys, an identifier for the network to which the device
should connect, and other credentials that enable the device to gain access to local resources and
applications. Because they are installed by the network onboarding component of the local
network, these credentials are not known to the manufacturer, and the owner is in complete
control of their expiration and revocation.

Ideally, the onboarding process does not require those credentials to be disclosed to any humans,
and it can provision unique network credentials to each device. They are provisioned during
onboarding, but they can later be updated, replaced, and, ultimately, deprovisioned, thereby
restoring the device to its pre-onboarding state in which only its original bootstrapping
credentials are installed.

6.4.6 Maintainable credentials

The onboarding credentials that are provisioned to the device during onboarding are needed for
the device to connect to the network. Some credentials, such as shared secrets, may be relatively
simple insofar as they are unable to expire. Other credentials, such as X.509 certificates and
JSON web tokens, are more sophisticated. They may have attributes that can be manipulated to
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provide control over their validity. For example, these credentials may be able to expire, be
revoked, or be renewed. We refer to these latter types of credentials as maintainable credentials.
If an onboarding solution uses maintainable credentials and the solution includes mechanisms
that can be performed relatively easily to ensure that the credentials provisioned to devices can
be renewed or revoked, the onboarding solution is considered to support maintainable
credentials. To ensure that a device’s credentials are maintainable, the onboarding solution could
be designed so that it is possible for an authorized entity to delete the device’s onboarding
credentials. Deleting a device’s onboarding credentials and then re-onboarding the device is one
way of replacing the device’s existing credentials with new ones, if necessary.

6.4.7 Device type verification

Device type verification refers to the ability to verify that a device is of the asserted type or from
the asserted manufacturer. It should not be confused with device authentication, which is the
ability to verify that the asserted identity of a device is the device’s actual identity. A device’s
identity is specific to that device, but a device’s type is an attribute that the device shares with
other devices of the same manufacturer and model. If a device’s identity has been authenticated,
then, by definition, the device’s type has also been verified. On the other hand, a device may
have its type verified without having its identity authenticated.

In some onboarding situations, a device may not claim to have a specific identity; it may simply
assert to be of a particular make and model. For example, a network may need to ensure that the
device it is onboarding is a certain type of light bulb, but it may not matter what specific light
bulb it is. In this latter case, the onboarding solution would, at a minimum, need to support
device type verification.

6.4.8 Device attestation

In some use cases, a network may be so critical that authenticating a device may not be sufficient
for determining whether the device should be allowed to onboard to the network. The network
may also require some form of device attestation, i.e., proof that the device has not been
tampered with. Device attestation refers to the ability to provide proof that elements of the device
(e.g., firmware) have not been tampered with. DICE integrated development environments
(IDEs), which were discussed in Section 6.4.2, are examples of mechanisms that can be used in
an onboarding solution to support device attestation. DICE IDEs serve not only as device
identities but also as attestations of device firmware. Onboarding solutions that use DICE IDEs
thereby provide some proof that the device firmware has not been tampered with.

Some loT devices, when booted, will verify the onboard chip certificate and then, in stages,
verify the authenticity and integrity of all the firmware images that will be executed. This secure
boot process can also verify device application integrity by calculating the application hash and
comparing it to a known value to ensure that the application has not been unexpectedly modified,;
it can also verify authenticity of the software on the device by using a digital signature (or a hash
of the digital signature in resource-constrained applications).
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Devices that support attestation can generate signed attestation tokens that make claims about the
device (e.g., ID, manufacturer, model, installed software, versions, boot state, measurements, and
integrity checks of running firmware and software). This attestation token is sent to the network
and evaluated to verify the authenticity and integrity of the device and to decide whether it is
sufficiently trustworthy that the network should permit the device to be onboarded. Various
degrees of platform trust may be achieved through a secure boot process, which starts with a
hardware root of trust that provides secure storage for a private key known only to the device.
The secure boot process can build on that root of trust by using cryptographic measurement to
generate verifiable evidence attesting to the integrity of each successive running piece of the
device’s hardware, firmware, operating system, and other software before passing control to it
[19].

6.4.9 Trust anchors/root of trust

The security of any onboarding solution is ultimately based on trust. It is important to understand
what elements of the solution are trusting what other elements of the solution and how the trust is
established. An onboarding solution’s root of trust (i.e., its trust anchors) is those elements on
which security depends. These are the elements that are assumed to be trusted so that, if they are
compromised, security is undermined. The root of trust is arguably the most crucial element with
respect to determining how trusted the onboarding solution is.

In some onboarding solutions, the root of trust may lie with a person, such as the individual who
performs the onboarding. This person is trusted to ensure that the device being onboarded is the
correct device, that the network to which it is being onboarded is the intended network, and that
the device is authorized to be onboarded to that network. The trust anchor lies with the person
because he or she is assumed to have the authority and/or physical control over the device to
onboard that device to the network in question. Authorizing an untrustworthy person to perform
onboarding for a network, therefore, would undermine that network’s operational security.

In some use cases, a requirement to trust the individual who is performing the onboarding may
not be sufficiently secure. In these use cases, a root of trust may be required to reside within the
device itself. The most secure onboarding solutions are rooted in a hardware root of trust. A
hardware root of trust refers to hardware security features that isolate, protect, and securely store
identities, security keys, and other essential data that the onboarding solution relies upon for
secure operation. A device whose identity and credentials are based in the device hardware (e.g.,
DevID, DICE CDI) so that they cannot be modified easily has a hardware root of trust. As
mentioned in Section 6.4.8, an 10T device can be designed to perform a secure boot process to
establish a root of trust. The boot process could include steps to, for example, verify the device’s
chip certificate, the authenticity and integrity of its firmware, the integrity of its application, and
the authenticity of its software.

Hardware roots of trust require trust that the hardware itself was built correctly and that the
appropriate certificate was installed on it. The hardware-based root of trust is only as reliable as
its manufacturer. In some cases, 10T devices may be built in environments that have lax security.
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In other cases, 10T devices may be built in well-controlled security environments but, with some
manufacturing processes being performed outside the United States, may be more vulnerable to
supply-chain attack. In these situations, a certificate that has been installed in the hardware may
not be an appropriate mechanism on which to rely when performing device authentication. In
fact, it may be worse for security by providing a false sense of assurance. The reality is that when
certificates are being installed during the manufacturing process and the supply chain is
vulnerable or compromised, this invalidates the onboarding solution’s root of trust and
undermines operational security.

There are additional trust anchors on which an onboarding solution may rest. For example, in an
onboarding solution that supports proof-of-ownership verification, the entity that signs the device
information declaration is one of the trust anchors. Similarly, if a device has a MUD file, the
mechanism that associates that MUD file with the device may need to be trusted, the
manufacturer of the device needs to be trusted to have accurately described the device’s
communications requirements in the MUD file, and the signer of the MUD file needs to be
trusted.

Regardless of an onboarding solution’s trust anchors, it is important that they be explicit and well
understood, because the solution’s security depends on them not being compromised.

6.4.10 Trusted onboarder required

The trusted onboarder required characteristic refers to whether the onboarding solution requires
the person who initiates or performs the device onboarding process to be trusted. The trusted
onboarder required characteristic is closely related to the trust anchors/root of trust characteristic.
An onboarding solution requires a trusted onboarder if the person onboarding the device must be
trusted to ensure that the device being onboarded is the correct device, that the network to which
it is being onboarded is the intended network, that the device is authorized to be onboarded to
that network, or that the network is authorized to have the device connect to it. If these
authentication and authorization operations can be performed regardless of who is performing
the onboarding, perhaps by automatic network and device authentication based on presented
credentials and information in the device information declaration, then a trusted onboarder is not
required.

It should be noted that even if a trusted onboarder is required, under no circumstances should the
onboarding solution require or even permit the trusted onboarder (or any other individual) to
have access to the credentials that are being onboarded to the device. Onboarding, as we have
defined it in Section 2.1, is the process of provisioning a device’s onboarding credentials over a
secure channel that has been established between the device and the network onboarding
component. By definition, onboarding does not provide an opportunity for the device’s network
credentials to be revealed to the trusted onboarder (or any other individual), thereby eliminating
the insider threat that would arise from revealing these credentials to the onboarder.
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6.4.11 Key type

Onboarding solutions may require and make possible the use of various types of keys at various
points in the onboarding process. The device to be onboarded is already provisioned with a
bootstrapping key prior to the onboarding process, as a mechanism to establish trust between the
device and the network onboarding component at the start of the onboarding process. This key
could be a private key that is part of a public/private key pair, or it could be a pre-shared key.
Using a pre-shared key (i.e., a key that is known prior to the bootstrapping process to both the
device being onboarded and the network onboarding component) is subject to the risk of that key
having been disclosed at some point during the out-of-band process by which it was conveyed to
both entities. Using private keys that are part of public/private key pairs avoids this risk. Once
trust is established between the device and the network onboarding component and they establish
a secure channel between them, this secure channel provisions onboarding credentials to the
device, including a credential that the device can use to connect to the network securely once
onboarding is complete. The credential that will typically be provisioned to the device is a
symmetric key that the device and the network will use as a session key to encrypt operational
traffic that they exchange.

6.4.12 Encryption details

In addition to the type of keys used, other encryption-related details are also crucial in
determining the level of security supported by the onboarding solution. These details include
both attributes and characteristics that affect security in theory, such as the encryption standard
used, key length, mode, and whether forward secrecy is supported; they also include attributes
and characteristics that affect security in practice, such as cryptographic library version (i.e., has
it been found to have any bugs).

6.4.13 Network selection

Network selection refers to the determination made by the device regarding what network it
should join. There may be numerous different networks within range of the device when it is
powered on, so the question arises as to how the device determines what network it should
onboard. If an onboarding solution is to be truly automated, it has to support some mechanism
for the device to determine what network it should join. For example, a network SSID could be
provisioned to the device as part of its onboarding credentials. Alternatively, device ownership
information derived from the device information declaration could be used to determine what
nearby networks are operated by the device’s owner or by an operator that has been designated
as an authorized onboarder for the device (see Section 6.4.17 and Section 6.4.19). If such a
network can be identified, the device will onboard to it. The ability for a device to select the
correct network to which to onboard is a key capability for an onboarding solution.

6.4.14 Network authentication

Network authentication is verification that the asserted identity of a network is the network’s
actual identity. Not only is a device required to know which of multiple networks that are in
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range it should connect to, but, for the utmost security, the device should verify that the network
to which it has determined to onboard (and which will therefore take control of it) is the network
that it claims to be. This enables the owner of the 10T device being onboarded to have some
assurance that the device is not connecting to a rogue access point that is masquerading as a
legitimate network (e.g., by advertising the SSID of the legitimate network and using a stronger
signal than that output by the legitimate network). Network authentication provides assurance to
the device that it is connecting to a legitimate network.

To support network authentication, the network onboarding component would have to present
the 10T device with credentials (e.g., an X.509 certificate) that are cryptographically bound to the
network so that these credentials could not easily be used by rogue access points to masquerade
as the legitimate network. In some onboarding solutions, network authentication may not be
supported; the device makes no attempt to verify the legitimacy of the network’s asserted
identity. Instead, a trusted individual who is performing the onboarding is relied upon to
determine that the network to which the device is being onboarded is the intended network. In all
cases, whether the identity of the network is cryptographically authenticated or a trusted third
party is relied upon to attest to the network’s identity, it is important to understand upon what
trust anchors the solution is relying.

6.4.15 Network authorization

Network authorization refers to the process of determining whether a network should be allowed
to onboard (i.e., take control of) a device. Network authorization would typically be performed
after network authentication has verified that the network has the identity it purports to have.
Network authorization decisions could be based on information derived from the device
information declaration that, for example, lists what networks are authorized to onboard a device,
as discussed in Section 6.4.19.

6.4.16 Connected device and onboarded device cross-check

To ensure the security of any network, it is important to ensure that all devices connected to the
network are authorized to be on the network. An onboarding solution that integrates with a
network monitoring application may, together with that network monitoring application, provide
an automated mechanism to continuously monitor the network to identify connected 10T devices
and ensure that each of these devices was onboarded via the network’s onboarding process, is
authorized to be connected to the network, and is expected to be up and running. The ability to
cross-reference the list of connected devices with the list of onboarded devices is a valuable tool
in helping identify rogue devices that may have been provisioned with network credentials in an
irregular or unauthorized process that is designed to circumvent established security policy and
procedures.

6.4.17 Proof of ownership

Proof of ownership, in general, refers to the ability to determine what individual or entity owns
each 10T device. Some loT manufacturers may create and sign device information declarations
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(discussed in Section 2.7) or similar mechanism that securely tracks ownership of their 10T
devices. With respect to onboarding, proof of ownership refers to whether the onboarding
solution can integrate with the manufacturer’s proof-of-ownership mechanism to support a
secure, automated process for determining what individual or entity owns a device. In some
current enterprise 10T deployments, the organization that has purchased an 10T device is required
to claim the device before the organization is permitted to install the device. Making such claims
is often a manual process, requiring information to be entered in a web-based application or a
phone call to the device manufacturer. As such, it can be time-consuming, error prone, and
frustrating.

As defined in Section 5, a device’s owner is the individual or entity that is authorized to onboard,
install, manage, and use an 10T device; the owner is also the individual or entity that is
authorized to authorize others to onboard the device. A device’s owner typically changes as the
device moves through its life cycle. The owner may be an integrator who is currently authorized
to operate and control the device as the device progresses through the manufacturing process,
before it leaves its final factory floor; the party that initially acquired the device after it
completed manufacturing (likely as a result of purchasing the device); or a party that acquired
the used device from a previous owner when it was sold on a secondary market.

If a device manufacturer supports a proof-of-ownership mechanism, it is ideal if the onboarding
solution can integrate with that mechanism so it can make ownership assurances regarding
devices that are attempting to onboard. A proof-of-ownership mechanism could be used to
determine whether the network to which a device is attempting to onboard (i.e., the network that
is attempting to take control of the device) is owned by the same entity as the device owner. If
so, this could provide assurance that the device was acquired to use it on this network and
thereby indicate that such onboarding should be permitted. In addition, a proof-of-ownership
mechanism could help protect a device from being intercepted and taken over by a rogue
network that attempts to onboard the device at some point in the supply chain, before the device
reaches its intended installation point.

Note that support for a proof-of-ownership mechanism would require the device manufacturer
(or other entity supporting the mechanism) to create the device information declaration and keep
it updated to securely track ownership information. This responsibility would continue well
beyond the date that the device is initially sold and extend at least until the device reaches end-
of-life.

6.4.18 Secure ownership transfer

Support for proof of ownership goes hand in hand with support for secure ownership transfer. As
has been described, the owner of a given device may change multiple times during the device’s
life cycle. If a device manufacturer supports a proof-of-ownership mechanism, the manufacturer
also needs to provide a secure ownership transfer mechanism along with it. These mechanisms
are required to be used in tandem to ensure that proof-of-ownership assurances are accurate no
matter how many different owners a device has passed through.
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Specifically, mechanisms are needed that enable:

o the device’s initial owner to be securely documented
e the device’s current owner to securely transfer ownership to another individual or entity

It cannot be possible for a third party to acquire ownership of a device without the express
permission of the device’s current owner.

In the consumer space, a practical example of when secure ownership transfer is relevant is when
a house is sold to a new owner, and 10T devices (e.g., sensors, light bulbs, cameras) convey with
the house. A mechanism is required to ensure that only the new homeowner has the authority to
install, manage, and use these devices (or to authorize others to do so). If the onboarding solution
that the owner is using is integrated with the proof-of-ownership and secure ownership transfer
mechanisms, then the onboarding solution could ensure that none of the 10T devices that
conveyed with the house could connect to the homeowner’s network unless and until their
ownership is transferred to the current homeowner. While it is desirable for onboarding solutions
to support secure ownership transfer, it should be recognized that the secure ownership transfer
mechanism may introduce an attack vector.

6.4.19 Onboard only to authorized networks

An 10T device’s owner is the individual or entity that is authorized to determine to what
networks the device should be able to connect. In some cases, the device’s owner may want to
restrict that device to onboard only to networks belonging to the device owner. In other cases, the
device owner may want to grant additional network owners the authority to onboard the device.
If information is available regarding the networks that are authorized to onboard a device, this
information can be consulted to ensure that the device is not being onboarded to an unauthorized
network. This sort of information can be stored in the device information declaration described

in Section 2.7. Such authorized onboarder information could be provided to the device prior to
onboarding, so that the device can determine if the network is authorized to take control of it. For
this mechanism to work, the information in the device information declaration regarding the
device owner and the networks to which the device is permitted to onboard needs to be relied
upon as accurate and up-to-date.

To ensure that device owners can grant networks other than their own the authority to onboard
the device, mechanisms are needed that enable:

e the device’s current owner to securely authorize additional entities to onboard the device

e the device’s current owner to securely revoke authorization for other entities to onboard
the device

e the current list of entities authorized to onboard the device to be securely documented

6.4.20 Privacy

Privacy in the context of onboarding refers to the ability of the onboarding solution to prevent
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unauthorized disclosure of personal information during and related to the onboarding process.
Because onboarding occurs before the device connects to the network and is used operationally,
the information that is conveyed between the device and the network onboarding component
during the onboarding process would not be expected to explicitly include personal information.
The information conveyed during onboarding typically includes device-specific information such
as device identifier, device credentials, and MUD URL rather than any individual’s personal
information. However, information conveyed in the device information declaration could
potentially include information identifying the device owner and entities that are authorized to
onboard the device. If so, the confidentiality of this information has to be protected, both while it
is in transit and after it is at rest, to minimize the possibility that it will be disclosed to
unauthorized individuals; the integrity of this information should also be protected from
unauthorized modification. It is also possible that even though the information conveyed during
the onboarding process does not explicitly contain personal information, it may nevertheless
implicitly reveal personal information. Just knowing that a device is of a specific type (e.g., a
medical infusion pump) and knowing the network to which it is being onboarded may imply
sufficient personal information about the device’s user to be considered a breach of privacy.

During its operation, a device may have personal information stored on it. If the device is to be
resold or repurposed, it is imperative that authorized users can delete this personal information
before the device changes ownership. Depending on the onboarding use case, there may be
specific privacy requirements that the onboarding solution is required to support. Whether a
given onboarding solution can support those requirements will be a distinguishing factor in
determining its suitability. At this point, the privacy-related characteristics of onboarding
solutions are not completely understood. This is one area in which we hope to receive input from
the broader community, including industries for which privacy is a primary concern.

6.4.21 MUD support

MUD support refers to whether the onboarding solution supports conveyance of a device-
specific MUD URL to the network. If an onboarding solution provides MUD support, MUD can
enforce the device’s communications profile once the device is connected to the network.
Ideally, the onboarding solution should provide a mechanism for strongly binding the MUD
URL to the device, such as providing the MUD URL in the device’s X.509 certificate. If the
MUD URL is not strongly bound to the device and conveyed securely, it may be possible for the
device to be associated with a fraudulent MUD file and thereby gain additional network access
beyond that intended by its actual MUD file.

6.4.22 Evolving communications profile enforcement

As explained in Section 6.4.21, an onboarding solution that supports MUD enables the device’s

communications profile, as defined in the device’s MUD file, to be enforced after the device has
connected to the network. Evolving communications profile enforcement refers to the ability of

the onboarding solution to enforce an evolving communications profile for the device—a profile
that changes as the device moves through its lifecycle.
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We typically define an 10T device as being single purpose, but when we do so, we have its
ultimate application-level purpose in mind (i.e., the functionality that the device performs when
it is connected to the network and its application is executing). However, before and after a
device gets to this phase of its life, it may have a succession of other, smaller purposes that serve
to achieve its single application-level purpose. As an 10T device moves through its life cycle, it
takes on various roles that change according to the life phase. When it is initially acquired, its
purpose is to be onboarded at the network layer. Once it has completed network-layer
onboarding, its purpose is to be securely connected to the network. Once it has been connected, it
is operational at the network layer, and its purpose is to perform application-layer onboarding (if
needed). Once it has completed application-layer onboarding, its purpose is to execute its
intended application. A device that is executing its application is operational at the application
layer and is thereby achieving its ultimate purpose. When a device that has been operational at
the application layer enters a maintenance phase, its purpose is to be updated and maintained as
needed and then re-onboarded (if necessary) and made operational again.

This changing purpose of a device as it moves through its life cycle is relevant in terms of
understanding what communications behavior should be expected and permitted of the device at
various stages. A device’s purpose changes as it moves through its life cycle, and its
communications profile changes accordingly. The ability to enforce an evolving communications
profile for a device ensures that the device communicates only in the ways that it is expected to
communicate based on the phase of the onboarding process it is in at any given time. For
example, a device that is not in its maintenance phase should not be expected or permitted to
communicate with an update server. A device that is in its operational phase should not be
expected or permitted to be provisioned with network-layer onboarding credentials. These should
only be allowed to be received by the device during its initial network-layer onboarding or at the
end of a maintenance phase that requires the device to be re-onboarded to the network layer.

Ideally, the onboarding solution’s communications profile enforcement should be nuanced
enough to enable the enforcement criteria to change depending on what phase of its life the
device is in. An onboarding solution that could, for example, securely associate a device with a
succession of MUD files would enable the network to enforce the communications requirements
of the device that are particular to the device’s purpose at any given phase in its life. For
example, separate MUD files could be associated with the device for each of these phases in the
device life:

e the period before the device has completed network-layer onboarding and connected to
the network

e after the device has connected to the network but before it has completed application-
layer onboarding

e after the device has completed application-layer onboarding but before it has begun
executing its intended application and has thereby become operational at the application
layer

e while the device is receiving software maintenance/updates

e while the device is receiving security maintenance/updates
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e after the device has been decommissioned

For example, before the device performs network-layer onboarding, the device needs to perform
bootstrapping and other steps to onboard and connect to the network, so it could be associated
with a MUD file that permits only communications required to support this objective. At this
point, the ultimate intent of the device beyond its mission to gain authorization to access the
network is not relevant. The only operations the device should be performing during this phase
are those required for it to onboard and connect.

Once the device has completed network-layer onboarding and has connected to the network, it
could be associated with a different MUD file that expects it to perform only application-layer
onboarding for the application indicated in the device’s bootstrapping credentials. Once the
device has completed application-layer onboarding, it could be associated with a new MUD file
that expects it to perform its primary function. When a device enters a maintenance mode, it
could be associated with yet another MUD file that no longer expects it to perform its primary
function and instead expects the device to contact an update server, a security server, or some
other entities, depending on the type of maintenance being performed (e.g., operating system
patching, application upgrade, firmware upgrade, key rotation, certificate renewal). After a
device is decommissioned, it would be associated with the same or a MUD file similar to the one
with which it was associated before it performed its network-layer onboarding, with the
expectation that it could be repurposed and so might have to undergo a new onboarding process.

6.4.23 Supply-chain security

Onboarding security, as with all device security, relies on supply-chain security. Supply-chain
security, in general, refers to protection of a device as it moves through all initial phases of its
life (e.g., R&D, manufacturing, integration, rebranding, transport, storage, and shelf life) up to
the point at which it is physically obtained by its first post-production owner. With respect to
onboarding, supply-chain security refers to whether the onboarding solution can integrate with
supply-chain management tools. If a device manufacturer has supply-chain management tools
and the onboarding solution can integrate with those tools, the manufacturer would be able to
make supply-chain assurances regarding the trustworthiness of the devices used. If there were an
issue with the supply chain (e.g., an integrator or other supplier no longer releases patches for a
particular 10T device component) and the supply-chain management tool is integrated with the
onboarding solution, such a supply-chain issue could, in theory, automatically be provided as
information to a potential onboarding network, thereby preventing the device from being
onboarded.

As mentioned in Section 6.4.9, a supply-chain compromise that can modify the X.509 certificate-
based hardware credential that is installed in an 10T device will destroy the device’s root of trust
and thereby undermine operational security. For utmost security, it is crucial to ensure that IoT
devices and network equipment that support onboarding be protected throughout the supply
chain. If possible, assurances attesting to the integrity of firmware or other packages installed on
a device should be supported, including software that has been installed by one or more system
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integrators, if possible. If system integrators are involved in the manufacturing process, they
have to be trusted, and there should be a secure way of passing ownership and control of the
device among system integrators and the manufacturer during the manufacturing process.
Integration may involve the device being onboarded to several different integrator or
manufacturer networks before it finishes the manufacturing process. After a device has been
manufactured and sold, it is important that all suppliers and integrators continue to keep their
components up-to-date and patched.

Integration of the 10T device onboarding solution with supply-chain management tools can
provide assurances that devices are authentic, and their hardware, firmware, and software have
not been tampered with or altered while in transit to the consumer. Device platform integrity can
be ensured through mechanisms such as the abilities to trace and validate where and when every
component of the loT device platform was manufactured, to compare a snapshot of platform data
and hashes computed during manufacturing with platform data and hashes computed at first
boot, and to lock a device’s boot process by having the manufacturer remove a password from
the platform before the device is shipped. Therefore, the device will not be able to power up
again until the password (which only the manufacturer and the consumer know) is replaced.
Integration of 10T device onboarding solutions with supply-chain management tools can help
ensure that only devices judged sufficiently trustworthy will be permitted to be onboarded.
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7  Onboarding Use Cases \

Below in Table 7-1 we enumerate onboarding characteristics appropriate for two general classes
of use case for 10T device onboarding: consumer network and enterprise network. We want to be
clear, however, that we are by no means asserting that these two use cases are always distinct
from each other, that there are only two use cases, or that all consumer or all enterprise use cases
are similar to one another. In some cases, a consumer network may require enterprise-class
features. In many cases, consumers may desire to have enterprise-class security protections but
face challenges in doing so. In other instances, a device may be built for consumers but be
adopted by enterprises; a small business may be using consumer technology when it really needs
enterprise-class capabilities. There is a continuum of requirements and solutions.

The enterprise use case type, especially, is by no means monolithic. Within the enterprise use
case type are numerous different industry sector-specific use cases that differ from one another in
nuanced ways. It will be important to define onboarding solution requirements and
characteristics at a level of granularity that enables us to capture the unique facets that
distinguish industry-sector use cases from one another. Some of the enterprise use case industry-
sector verticals that have been identified so far are:

industrial/manufacturing floor

energy/oil and gas

mining

connected cities

connected grids

connected transportation

carpeted space (e.g., office enterprise)

nuclear (and other deployments in which devices may be sealed away for many years)
education

healthcare/medical

These industries may have different regulations, different risk factors, different sustainability or
equipment availability requirements, and different certification processes. They may have
different constraints regarding when and whether their 10T devices can be taken out of
commission for upgrades, or their privacy issues may vary, among other things. This paper does
not attempt to define the additional characteristics or granularity needed to distinguish among
industry-specific verticals. However, we recognize the value in identifying ways to capture any
differences, and we welcome input from stakeholders in these communities regarding their
unique onboarding and security requirements.

Although the consumer/enterprise bifurcation of the use case space is overly simplistic, there still
seems to be some value in understanding how the consumer and enterprise spaces compare in
general, because there are certain clear distinctions. Table 7-1 lists our best understanding of how
the consumer and general enterprise network use cases differ with respect to the relevant
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characteristics that were identified in Section 6.

Management

Table 7-1 Consumer Versus General Enterprise Use Case Characteristics

Attribute/Capability
ease of use

Consumer Network

required. Solution works easily out of
the box without needing a trained
operator.

Enterprise Network

desirable but not required. Can assume
availability of a trained operator with
security and technical experience

network access
technology

Wi-Fi, perhaps some wired

wired, Wi-Fi, LTE, 5G

infrastructure
dependencies

minimize need for additional network
components required to be installed or
available to support the solution

Solution may require additional
components and more robust infrastructure
(e.g., an authorization service and a
security information and event
management component will be available
to support more elaborate solutions).

ease of integration into
existing environment

minimize changes required to existing
home network

can tolerate a little more change to existing
enterprise environment if needed

number of new
components introduced

the fewer the better

can tolerate additional infrastructure
components if needed

cost of required network
infrastructure

very low cost desired

can tolerate higher cost if needed

cost of IoT devices

very low cost desired

low cost desired

discovery-initiated
onboarding

desirable

desirable

hands-free (zero-touch)

Desirable, but some manual
intervention is okay if it is very easy for
the user.

required for purposes of bulk onboarding

bulk onboarding

not required. The home network has
fewer devices overall, and these are not
typically onboarded at the same time.

required. Many devices will potentially
need to be set up at once, without user
intervention.

proof of ownership

not required

desirable for strong security

onboard without internet
access

may be required in some cases

may be required in some cases

provision of application
data

may need to provision application-level
data to the device after network-layer
onboarding

more likely to be able to provision
application-level data to the device after
network-layer onboarding

device accessibility
requirements

It will not typically be a challenge to
have devices accessible.

Accessibility may sometimes be a
challenge.

deployment challenges

There should be none. Onboarding
should be seamless.

Some may be tolerated if the typical IT
professional can address them.

standards-based or
proprietary

Standards-based solution is preferred to
avoid reduced choice and increased
costs that could result from being
locked into a proprietary ecosystem.

Standards-based solution is required.

regulatory compliance

not typically of concern

Regulatory compliance is mandatory for
certain industry sectors.

certification program

desirable to provide consumer guidance
and peace of mind

desirable; may be required in some cases
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Attribute/Capability ‘ Consumer Network Enterprise Network
sustainability desirable but not mandatory desirable; may be required in some cases
threats phishing attacks, exploitation of well- phishing, exploitation of well-known
known vulnerabilities vulnerabilities, industrial espionage, insider
threat

Security Characteristics Security-related distinctions between the two use cases have not been considered.
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8 A Set of Recommended Security Capabilities for Onboarding

The level of security that is provided during onboarding depends on the characteristics of the
onboarding solution used. Is it possible to agree on the minimum-security characteristics for an
onboarding solution? In regulated industries, the law may mandate security baselines. In some
cases, the requirements will depend on the criticality of the data that the 10T device will handle.
NIST is developing some 10T security baselines that will apply minimum security
recommendations to devices installed in U.S. government environments. NIST has also
published NIST Interagency or Internal Report (NISTIR) 8259, Foundational Cybersecurity
Activities for 10T Device Manufacturers [20] ; and NISTIR 8259A, 10T Device Cybersecurity
Capability Core Baseline [21], which defines a baseline of core cybersecurity capabilities that
manufacturers can voluntarily adopt for 10T devices that they produce. This baseline is intended
to address general cybersecurity risks faced by a generic customer by serving as a default
voluntary guideline for minimally securable 10T devices. It identifies six core baseline
cybersecurity capabilities that should be supported, along with associated common elements that
an organization seeking to implement the core baseline often (but not always) would use to
achieve the capability. Each feature and key element in the core baseline stems directly from the
contents of Section 4 of NISTIR 8228 [22], Considerations for Managing Internet of Things
(1oT) Cybersecurity and Privacy Risks. The European Telecommunications Standards Institute
(ETSI) has also published ETSI EN 303 645, Cyber Security for Consumer Internet of Things:
Baseline Requirements [23], a standard for cybersecurity in 10T that establishes a security
baseline for internet-connected consumer products and provides a basis for future 10T
certification schemes.

Using these NIST and ETSI IoT security documents as background, Table 8-1 defines a
proposed set of recommended security capabilities for onboarding solutions. Each onboarding
security characteristic that was enumerated in Table 6-4 is listed in the first column of Table 8-1.
For each onboarding security characteristic listed in the first column, a related recommended
security capability is proposed in the second column. The third column specifies
recommendations for the characteristic to guide implementation. The rationale for each security
capability is provided in the fourth column. The rationale may be derived from material found in
NISTIR 8259A or ETSI EN 303 645, in which case this is made clear, and the cybersecurity
feature or provision to which the value can be traced is listed. When the fourth column value
does not cite either NISTIR 8259A or ETSI EN 303 645 for a given security characteristic, it
indicates that the rationale for the proposed value in column two cannot be directly traced to any
cybersecurity feature in NISTIR 8259A or any provision in ETSI EN 303 645. In these cases, the
values we have proposed in column two represent our initial best effort at defining a set of
security capabilities that makes sense.

The intention of this section is to present a proposed set of recommended security capabilities for
a generic onboarding solution. It introduces the recommendations to elicit feedback from
community stakeholders to better understand the factors that should be considered. The set of
security capabilities presented in Table 8-1 is meant to be general and as such does not include
any industry-sector-specific nuances or regulations.
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1948 Table 8-1 Proposed Set of Recommended Security Capabilities of an Onboarding Solution
Characteristic Proposed Set of Recommendations NISTIR Document
Recommended Security Derivation or Other
Capabilities Rationale
security model Security Model is clearly The onboarding solution should use Clarification of the
stated. voucher mechanisms as a basis of onboarding
trust, when possible. If the solution’s security
onboarding solution requires that the | model aids in
device or network onboarding understanding the
component receive information assumptions on
regarding device ownership or a which its assurance
device MUD file, this information depends and helps
should be signed by a trusted third with managing the
party. vulnerabilities that

failure of these
assumptions might
pose.

Reliance on
signatures provided
by a trusted third
party clarifies the

onboarding
solution’s trust
anchors.
device identity The onboarding solution Preferably, the device identity should | NISTIR 8259A: core
requires that each device have | be immutable. If it is mutable, then baseline device
a distinguishing logical security protections that rely on this identification
identifier and a distinguishing identity are weak. As a specific capability, with our
physical identifier. example, using a device interface additional

MAC address as the device’s identity | recommendation
is not advised, because even though | that the identity be
the MAC address is hard-coded on mutable. ETSI EN
the network interface card and 303 645: Provision
cannot be changed, this MAC 5.4-2

address is mutable in the sense that
it is possible to spoof the MAC
address and make other devices on
the network believe that it is different
than it actually is. In addition, device
use of MAC randomization to avoid
tracking is becoming a common
practice, so MAC addresses should
never be depended on as identities.

device The onboarding solution The bootstrapping key (e.g., a private | NISTIR 8259A: core
authentication supports the ability to verify key or other secret known only to the | baseline data
that the asserted identity of device) should use standardized, protection capability.
each device is the device’'s vetted, and current cryptographic ETSI EN 303 645:
actual identity. algorithms. The bootstrapping key Provisions 5.5-4 and
should be stored on the device in 5.5-5

such a way that it is protected from
unauthorized access and
modification, such as in a
cryptographic module.
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Characteristic

Proposed Set of

Recommended Security

Recommendations

NISTIR Document
Derivation or Other

device
authorization

Capabilities

no capability currently
recommended

The onboarding solution should
support device authorization through
integration with an authorization

Rationale

Consumer networks
will not typically have
their own

service (esp. for enterprise solutions) | authorization
and/or by conveying the device’'s service, but they
MUD URL to the network. may receive

authorization service
support from their
service provider.
Requiring a local
authorization service
for consumer
networks may be too
stringent. When
supported, device
authorization
enables more
granulated access
controls to be
enforced for
connected devices.

secure local The onboarding solution The onboarding credentials that the NISTIR 8259A: core
credentialing supports provisioning local device uses to connect to the baseline device
capability credentials to the device network should be unique to the configuration and
during onboarding in a manner | device. These credentials should be data protection
that protects the credentials protected from unauthorized access capabilities. ETSI
from disclosure. and modification both while in transit | EN 303 645:
to and while stored on the device. Provisions 5.1, 5.1-
Authorized entities can delete these 1,5.5-1, and 5.12-1
credentials from the device.
maintainable The onboarding solution Deletion of the device’s current NISTIR 8259A: core
credentials supports updating a device’s onboarding credentials by an baseline device
onboarding credentials in a authorized entity and then re- configuration and
secure manner. onboarding the device, thereby data protection
provisioning it with new replacement capabilities. ETSI
credentials, is an acceptable solution. | EN 303 645:
Provision 5.11-1
device type no capability currently The process of authenticating the
verification recommended device’s identity using the
distinguishing logical and physical
identifiers (per Row 3 of this table)
implicitly provides device type
verification.
device no capability currently Integration of device attestation ETSI EN 303 645:
attestation recommended capabilities with the onboarding Provisions 5.7-1 and

solution ensures that IoT devices that
perform secure boot processes have
verified the authenticity and integrity
of their chip, firmware, application,
and/or software before onboarding.

5.7-2
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Proposed Set of

Recommended Security
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Recommendations

Management

NISTIR Document
Derivation or Other

trust
anchors/root of
trust

Capabilities

The onboarding solution
clearly and explicitly identifies
all its trust anchors.

Rationale

Understanding the
onboarding solutions
trust anchors helps
in the support of

vulnerability
management.
trusted no capability currently It is acceptable if the onboarding
onboarder recommended solution requires a trusted individual
required to initiate the bootstrapping process
(i.e., to initiate the introduction of the
network bootstrapping credentials to
the device or the device
bootstrapping credentials to the
network).
key type The onboarding solution Symmetric-key-based options are Use of public key
supports public/private key also permitted. cryptography
pairs for the device enables the device
bootstrapping and network and the network
bootstrapping keys. onboarding
component to
authenticate to each
other and then set
up a secure channel.
ETSI EN 303 645:
Provision 5.5-1
encryption It must be possible for an The onboarding solution should be NISTIR 8259A: core
details authorized entity to configure designed with the expectation that baseline data

the cryptography used in the
onboarding process, when
applicable, such as choosing a
key length. It must also be
possible for an authorized
entity to render the onboarding
credentials inaccessible by all
entities, whether previously
authorized or not (e.g.,
through a wipe of internal
storage, destruction of
cryptographic keys for
encrypted data).

the 10T device has the ability to use
accepted cryptographic modules for
standardized cryptographic
algorithms (e.g., encryption with
authentication, cryptographic hashes,
digital signature validation) to prevent
the confidentiality and integrity of the
device’s stored and transmitted data
from being compromised.

Although it should be possible to
delete the device’s onboarding
credentials from the device, it should
not be possible to delete the device’s
bootstrapping credentials.

protection capability

The ability to delete
the device’s
onboarding
credentials while
relying on its
bootstrapping
credentials to remain
constant supports
the capabilities to
update and maintain
device credentials
and to re-onboard
the device to
different networks.
ETSI EN 303 645:
Provisions 5.5-1,
5.5-2,5.5-3, and 5.4-
1
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Recommendations

Management

NISTIR Document
Derivation or Other

Capabilities Rationale
network The onboarding solution NISTIR 8259A: core
selection provides the identifier of the baseline device

network to which the device configuration
should connect as part of the capability
onboarding credentials that
are.provisioned. to the device If multiple local
during onboarding. networks are in
range, this capability
informs the device to
what network it
should connect.
network The onboarding solution The onboarding solution may rely NISTIR 8259A: core
authentication supports the ability to verify upon a trusted individual who is baseline data
that the asserted identity of performing the onboarding to protection capability
the network is the network’s determine that the network to which
actual identity. the device is being onboarded is the
intended network. If network
authentication is automated, it should
be performed based on the network’s
bootstrapping credentials (e.g., an
X.5009 certificate), which include a
public key. The corresponding private
key (the bootstrapping key) should be
accessible to the network onboarding
component and stored so that it is
protected from unauthorized access
and modification.
network no capability currently The onboarding solution may include | Given that loT
authorization recommended mechanisms such as proof of devices are
ownership and “onboard only to assumed to be
authorized networks” that enable the | single purpose, it
device to verify that a network thatis | seems safe to
trying to onboard it is authorized to assume that the
take control of the device. By default, | network should have
once a device connects to the access to all the loT
network, the network will have device’s capabilities
access to all the device’s capabilities. | once the device
However, the onboarding solution connects to the
may include specific application-layer | network and enables
bootstrapping information in the its application(s).
device’s onboarding credentials to
specify what controllers, cloud, and
application services the device
should trust, which in turn would
influence what device capabilities get
activated.
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Recommendations

Management

NISTIR Document
Derivation or Other

connected
device and
onboarded
device cross-
check

Capabilities

no capability currently
recommended

It would be desirable for the
onboarding solution to integrate with
centralized asset management
systems to support this cross-check
capability. However, not all devices
will necessarily be able to participate
in the centralized asset management
system, which would mean that they
would not be able to benefit from this
capability even if it were available.

Rationale

NISTIR 8228: Table
1, item 2, “The loT
device may not be
able to participate in
a centralized asset
management
system.”

supply-chain
security

no capability currently
recommended

Integration of supply-chain
management tools with the
onboarding solution can provide
supply-chain assurances regarding
the trustworthiness of devices as an
input to onboarding decisions.

proof of
ownership

no capability currently
recommended

Proof-of-ownership verification
enables 10T devices to compare
device ownership information with
network ownership information before
they allow themselves to be
onboarded (and thereby taken over)
by a network.

secure
ownership
transfer

no capability currently
recommended

Secure ownership transfer is required
to maintain accurate device
ownership information and supply-
chain security.

onboard only to
authorized
networks

no capability currently
recommended

Onboarding solutions that support
“onboard only to authorized
networks” mechanisms enable l0T
devices to ensure that they will be
onboarded only to networks that their
owner has authorized. Such
mechanisms are dependent on both
proof-of-ownership verification and
secure ownership transfer.
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Characteristic

privacy

Proposed Set of

Recommended Security
Capabilities

All information (e.g., the
device’s network credentials)
stored on the device post-
manufacturing can be deleted
by authorized personnel.

If an onboarding mechanism
uses a device information
declaration (or similar
mechanism), this device
information declaration should
be encrypted both while it is in
transit and while it is stored, to
prevent unauthorized
disclosure of personal
information related to the
device owner and the device's
authorized onboarders.

Trusted Internet of Things (1oT) Device
Network-Layer Onboarding and Lifecycle

Recommendations

If the 10T device logs and stores
cybersecurity events locally, these
logs can be deleted by an authorized
entity (e.g., in preparation for the
device being resold).

If the 10T device stores the device’s
cybersecurity state locally, this state
can be deleted by an authorized
entity (e.g., in preparation for the
device being resold).

Management

NISTIR Document
Derivation or Other
Rationale

NISTIR 8259A: core
baseline data
protection capability.
ETSI EN 303 645:
Provisions 5.8 and
5.11

MUD support

The onboarding solution
supports conveyance of a
MUD URL from the device to
the network.

The onboarding solution should
strongly bind the MUD URL to the
device’s identity, and it should
maintain the confidentiality of the
MUD URL while it is in transit to the
network. Support for MUD URL
conveyance enables the onboarding
solution to integrate with the
network’s MUD capabilities, thereby
ensuring that the local network can
enforce the loT device's intended
communications profile. MUD
enables access to each of the
device’s network interfaces to be
restricted according to certain
protocols, ports, other local devices,
and internet destinations. In
particular, MUD enables the entities
that are permitted to update the loT
device’s onboarding and other
software and firmware to be
restricted to authorized entities only.
MUD also enables the other
components to which the 10T device
is permitted to send traffic to be
restricted.

NISTIR 8259A: core
baseline device
identification
capability (device
intent signaling is
mentioned in the
rationale for this
capability but is not
included as part of
the baseline
requirements)

evolving no capability currently The ability to enforce an evolving
communications | recommended communications profile is only a
profile theoretical capability at this time.
enforcement

regulatory N/A The proposed recommended security
compliance capabilities do not imply compliance

with any specific industry-sector
regulations.
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9  Next Steps \

We would like to receive feedback on this document from all stakeholders. The NCCoE plans to
leverage this content to drive development of a potential NCCoE project focused on enhancing
10T device security through trusted network-layer onboarding. Whether you are a user, device
manufacturer, service provider, or other stakeholder, we are interested in understanding more
about your use case and learning what onboarding characteristics must be supported to meet its
requirements. In particular, we seek:

e Users—please provide us with a description of the requirements for onboarding in your
environment or industry vertical by providing the following feedback:
O Wwhat security characteristics in Table 6-4 your onboarding solution must support
what onboarding characteristics in Table 6-1 are relevant to your use case
what values for each characteristic in Table 7-1 best apply to your use case
suggestions for additional characteristics that may not be listed
what onboarding solution characteristics are required to support your industry
vertical’s use case, what characteristics are nice to have but are optional, and what
characteristics you do not need or even want
0 whether the security capabilities for onboarding provided in Table 8-1 meet your
security requirements
o any additional information you wish to provide
e |oT device manufacturers—using the characteristics listed in Table 6-2 and Table 6-4 as a
guide, please provide the following feedback:
0 what characteristics must be common across all onboarding solutions and what
characteristics may be present only optionally
0 suggestions for additional characteristics that may not be listed
0 whether the security capabilities for onboarding provided in Table 8-1 meet your
security requirements
0 what other application-layer onboarding examples should be included
o any additional information you wish to provide
e Service providers—using the characteristics listed in Table 6-3 and Table 6-4 as a guide,
please provide the following feedback:
0 what characteristics are not negotiable and must be present. For example, are you
unwilling to accept the use of pre-shared keys?
o0 regarding the cost characteristic, how we can best quantify this
0 suggestions for additional characteristics that may not be listed
0 whether the security capabilities for onboarding provided in Table 8-1 meet your
security requirements
o any additional information you wish to provide

O o0OOo0o

Please share your viewpoint.
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1990  Selected acronyms and abbreviations used in this paper are defined below.

AAA
ACL
CDiI
CRL
DAA
DICE
DPP
eSIM
ETSI
ID
IDE

loT

IRTF
ISO

ISP

JSON
MAC
MUD

NCCoE

Authentication, Authorization, and Accounting
Access Control List

Compound Device Identifier

Certificate Revocation List

Direct Anonymous Attestation

Device Identifier Composition Engine

Device Provisioning Protocol

embedded subscriber identity module
European Telecommunications Standards Institute
Identifier

Integrated Development Environment

Internet of Things

Internet Protocol

Internet Research Task Force

International Organization for Standardization
internet service providers

Information Technology

JavaScript Object Notation

Media Access Control

Manufacturer Usage Description

National Cybersecurity Center of Excellence
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NIST National Institute of Standards and Technology
NISTIR NIST Interagency or Internal Report
OOB Out of Band
PSK Pre-Shared Key
RFC Request for Comments
R&D Research and Development
SSID Service Set Identifier
TPM Trusted Platform Module
URL Uniform Resource Locator
WPS Wi-Fi Protected Setup

1991
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