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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance the
development and productive use of information technology. ITL’s responsibilities include the
development of management, administrative, technical, and physical standards and guidelines for
the cost-effective security and privacy of other than national security-related information in federal
information systems. The Special Publication 800-series reports on ITL’s research, guidelines, and
outreach efforts in information system security, and its collaborative activities with industry,
government, and academic organizations.

Abstract

This document gives recommendations and guidelines for enhancing trust in email. The primary
audience includes enterprise email administrators, information security specialists and network
managers. This guideline applies to federal IT systems and will also be useful for small or
medium sized organizations. Technologies recommended in support of core Simple Mail
Transfer Protocol (SMTP) and the Domain Name System (DNS) include mechanisms for
authenticating a sending domain: Sender Policy Framework (SPF), Domain Keys Identified Mail
(DKIM) and Domain based Message Authentication, Reporting and Conformance (DMARC).
Recommendations for email transmission security include Transport Layer Security (TLS) and
associated certificate authentication protocols. Recommendations for email content security
include the encryption and authentication of message content using S/MIME
(Secure/Multipurpose Internet Mail Extensions) and associated certificate and key distribution
protocols.

Keywords

Email; Simple Mail Transfer Protocol (SMTP); Transport Layer Security (TLS); Sender Policy
Framework (SPF); Domain Keys Identified Mail (DKIM); Domain based Message
Authentication, Reporting and Conformance (DMARC); Authentication of Named Entities
(DANE); S/MIME; OpenPGP.
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Audience

This document gives recommendations and guidelines for enhancing trust in email. The primary
audience for these recommendations is federal enterprise email administrators, information
security specialists and network managers. While some of the guidelines in this document pertain
to federal IT systems and network policy, most of the document will be more general in nature
and could apply to any organization.

For most of this document, it will be assumed that the organization has some or all responsibility
for email and can configure or manage its own email and Domain Name System (DNS) systems.
Even if this is not the case, the guidelines and recommendations in this document may help in
education about email security and can be used to produce a set of requirements for a contracted
service.

Trademark Information

All registered trademarks belong to their respective organizations.
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Executive Summary

This document gives recommendations and guidelines for enhancing trust in email. The primary
audience includes enterprise email administrators, information security specialists and network
managers. This guideline applies to federal IT systems and will also be useful for small or
medium sized organizations.

Email is a core application of computer networking and has been such since the early days of
Internet development. In those early days, networking was a collegial, research-oriented
enterprise. Security was not a consideration. The past forty years have seen diversity in
applications deployed on the Internet, and worldwide adoption of email by research
organizations, governments, militaries, businesses and individuals. At the same time there has
been an associated increase in (Internet-based) criminal and nuisance threats.

The Internet’s underlying core email protocol, Simple Mail Transport Protocol (SMTP), was first
adopted in 1982 and is still deployed and operated today. However, this protocol is susceptible to
a wide range of attacks including man-in-the-middle content modification and content
surveillance. The basic standards have been modified and augmented over the years with
adaptations that mitigate some of these threats. With spoofing protection, integrity protection,
encryption and authentication, properly implemented email systems can be regarded as
sufficiently secure for government, financial and medical communications.

NIST has been active in the development of email security guidelines for many years. The most
recent NIST guideline on secure email is NIST SP 800-45, Version 2 of February 2007,
Guidelines on Electronic Mail Security. The purpose of that document is:

“To recommend security practices for designing, implementing and operating email
systems on public and private networks,”

Those recommendations include practices for securing the environments around enterprise mail
servers and mail clients, and efforts to eliminate server and workstation compromise. This guide
complements SP 800-45 by providing more up-to-date recommendations and guidance for email
digital signatures and encryption (via S/MIME), recommendations for protecting against
unwanted email (spam), and recommendations concerning other aspects of email system
deployment and configuration.

Following a description of the general email infrastructure and a threat analysis, these guidelines
cluster into techniques for authenticating a sending domain, techniques for assuring email
transmission security and those for assuring email content security. The bulk of the security
enhancements to email rely on records and keys stored in the Domain Name System (DNS) by
one party and extracted from there by the other party. Increased reliance on the DNS is
permissible because of the recent security enhancements there, in particular the development and
widespread deployment of the DNS Security Extensions (DNSSEC) to provide source
authentication and integrity protection of DNS data.

v
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The purpose of authenticating the sending domain is to guard against senders (both random and
malicious actors) from spoofing another’s domain and initiating messages with bogus content,
and against malicious actors from modifying message contents in transit. Sender Policy
Framework (SPF) is the standardized way for a sending domain to identify and assert the
authorized mail senders for a given domain. Domain Keys Identified Mail (DKIM) is the
mechanism for asserting sending servers and eliminating the vulnerability of man-in-the-middle
content modification by using digital signatures generated from the sending mail server.

Domain based Message Authentication, Reporting and Conformance (DMARC) was conceived
to allow email senders to specify policy on how their mail should be handled, the types of
security reports that receivers can send back, and the frequency those reports should be sent.
Standardized handling of SPF and DKIM removes guesswork about whether a given message is
authentic, benefitting receivers by allowing more certainty in quarantining and rejecting
unauthorized mail. In particular, receivers compare the “From” address in the message to the
SPF and DKIM results, if present, and the DMARC policy in the DNS. The results are used to
determine how the mail should be handled. The receiver sends reports to the domain owner about
mail claiming to originate from their domain. These reports should illuminate the extent to which
unauthorized users are using the domain, and the proportion of mail received that is “good.”

Man-in-the-middle attacks can intercept cleartext email messages as they are transmitted hop-by-
hop between mail relays. Any bad actor that can passively monitor network traffic can read such
mail as it travels from submission to delivery systems. Email message confidentiality can be
assured by encrypting traffic along the path. The Transport Layer Security Protocol (TLS) uses
an encrypted channel to protect message transfers from man-in-the-middle attacks. TLS relies on
the Public Key Infrastructure (PKI) system of X.509 certificates to carry exchange material and
provide information about the entity holding the certificate. These are usually generated by a
Certificate Authority (CA). The global CA ecosystem has in recent years become the subject to
attack and has been successfully compromised more than once. One way to protect against CA
compromises is to use the DNS to allow domains to specify their intended certificates or vendor
CAs. Such uses of DNS require that the DNS itself be secured with DNSSEC. Correctly
configured deployment of TLS may not stop a passive eavesdropper from viewing encrypted
traffic but does practically eliminate the chance of deciphering it.

Server to server transport layer encryption also assures the integrity of email in transit, but
senders and receivers who desire end-to-end assurance, (i.e., mailbox to mailbox) may wish to
implement end-to-end, message-based authentication and confidentiality protections. The sender
may wish to digitally sign and/or encrypt the message content, and the receiver can authenticate
and/or decrypt the received message. Secure Multipurpose Internet Mail Extensions (S/MIME) is
the recommended protocol for email end-to-end authentication and confidentiality. This usage of
S/MIME is not common at the present time but is recommended. Certificate distribution remains
a significant challenge when using S/MIME, especially the distribution of certificates between
organizations. Research is underway on protocols that will allow the DNS to be used as a
lightweight publication infrastructure for S/MIME certificates.

S/MIME is useful for authenticating email, since the protocol usually includes PKI certificates in
messages in order to authenticate them, avoiding the necessity of distributing the sender’s public
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key certificate in advance. Encrypted mass mailings are more problematic, as S/MIME senders
need to possess the certificate of each recipient if the sender wishes to send encrypted mail.

Email communications cannot be made trustworthy with a single package or application. It
involves incremental additions to basic subsystems, with each technology adapted to a particular
task. Some of the techniques use other protocols such as DNS to facilitate specific security
functions like domain authentication, content encryption and message originator authentication.
These can be implemented discretely or in aggregate, according to organizational needs.

Vi
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1 Introduction
1.1  What This Guide Covers

This guide provides recommendations for deploying protocols and technologies that improve the
trustworthiness of email. These recommendations reduce the risk of spoofed email being used as
an attack vector and reduce the risk of email contents being disclosed to unauthorized parties.
These recommendations cover both the email sender and receiver.

Several of the protocols discussed in this guide use technologies beyond the core email protocols
and systems. These include the Domain Name System (DNS), Public Key Infrastructure (PKI)
and other core Internet protocols. This guide discusses how these systems can be used to provide
security services for email.

1.2 What This Guide Does Not Cover

This guide views email as a service, and thus it does not discuss topics such as individual server
hardening, configuration and network planning. These topics are covered in NIST Special
Publication 800-45, Version 2 of February 2007, Guidelines on Electronic Mail Security [SP800-
45]. This guide should be viewed as a companion document to SP 800-45 that provides more
updated guidance and recommendations that covers multiple components. This guide attempts to
provide a holistic view of email and will only discuss individual system recommendations as
examples warrant.

Likewise, this guide does not give specific configuration details for email components. There are
a variety of hardware and software components that perform one or multiple email related tasks
and it would be impossible to list them all in one guide. This guide will discuss protocols and
configuration in an implementation neutral manner and administrators will need to consult their
system documentation on how to execute the guidance for their specific implementations.

1.3 Document Structure

The rest of the document is presented in the following manner:

e Section 2: Discusses the core email protocols and the main components such as Mail
Transfer Agents (MTA) and Mail User Agents (MUA), and cryptographic email formats.

e Section 3: Discusses the threats against an organization's email service such as phishing,
spam and denial of service (DoS).

e Section 4: Discusses the protocols and techniques a sending domain can use to
authenticate valid email senders for a given domain. This includes protocols such as
Sender Policy Framework (SPF), DomainKeys Identified Mail (DKIM) and Domain-
based Message and Reporting Conformance (DMARC).
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e Section 5: Discusses server-to-server and end-to-end email authentication and
confidentiality of message contents. This includes email sent over Transport Layer
Security (TLS), Secure Multipurpose Internet Mail Extensions (S/MIME) and OpenPGP.

e Section 6: Discusses technologies to reduce unsolicited and (often) malicious email
messages sent to a domain.

e Section 7: Discusses email security as it relates to end users and the final hop between
local mail delivery servers and email clients. This includes Internet Message Access
Protocol (IMAP), Post Office Protocol (POP3), and techniques for email encryption.

1.4 Conventions Used in this Guide
Throughout this guide, the following format conventions are used to denote special use text:
keyword - The text relates to a protocol keyword or text used as an example.

Security Recommendation: - Denotes a recommendation that administrators should note
and account for when deploying the given protocol or security feature.

URLs are also included in the text and references to guide readers to a given website or online
tool designed to aid administrators. This is not meant to be an endorsement of the website or any
product/service offered by the website publisher. All URLs were considered valid at the time of
writing.
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2 Elements of Email
2.1 Email Components

There are a number of software components used to produce, send and transfer email. These
components can be classified as clients or servers, although some components act as both. Some
components are used interactively, and some are completely automated. In addition to the core
components, some organizations use special purpose components that provide a specific set of
security features. There are also other components used by mail servers when performing
operations. These include the Domain Name System (DNS) and other network infrastructure
pieces.

Fig 2-1 shows the relationship between the email system components on a network, which are
described below in greater detail.

MSA F—# MTA MTA — MDA

MUA MUA

Sender Receiver

Figure 2-1: Main Components Used for Email

2.1.1 Mail User Agents (MUAs)

Most end users interact with their email system via a Mail User Agent (MUA). A MUA is a
software component (or web interface) that allows an end user to compose and send messages
and to one or more recipients. A MUA transmits new messages to a server for further processing
(either final delivery or transfer to another server). The MUA is also the component used by end
users to access a mailbox where in-bound emails have been delivered. MUAs are available for a
variety of systems including mobile hosts. The proper secure configuration for a MUA depends
on the MUA in question and the system it is running on. Some basic recommendations can be
found in Section 7.

MUAs may utilize several protocols to connect to and communicate with email servers, (see
Section 2.3.2 below). There may also be other features as well such as a cryptographic interface
for producing encrypted and/or digitally signed email.
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2.1.2 Mail Transfer Agents (MTAs)

Email is transmitted, in a “store and forward” fashion, across networks via Mail Transfer Agents
(MTAs). MTAs communicate using the Simple Mail Transfer Protocol (SMTP) described below
and act as both client and server, depending on the situation. For example, an MTA can act as a
server when accepting an email message from an end user's MUA, then act as a client in
connecting to and transferring the message to the recipient domain's MTA for final delivery.

MTASs can be described with more specialized language that denotes specific functions:

e Mail Submission Agents (MSA): An MTA that accepts mail from MUAs (usually after
authenticating the sender) and begins the transmission process by sending it to a MTA for
further processing. Often the MSA and first-hop MTA is the same process, just fulfilling
both roles.

e Mail Delivery Agent (MDA): An MTA that receives mail from an organization's
inbound MTA and ultimately places the message in a specific mailbox. Like the MSA,
the MDA could be a combined in-bound MTA and MDA component.

Mail servers may also perform various security functions to prevent malicious email from being
delivered or include authentication credentials such as digital signatures (see Sender Policy
Framework Section 4.3 and DomainKeys Identified Mail (DKIM) Section 4.5). These security
functions may be provided by other components that act as lightweight MTAs or these functions
may be added to MTAs via filters or patches.

An email message may pass through multiple MTAs before reaching the final recipient. Each
MTA in the chain may have its own security policy (which may be uniform within an
organization but may not be uniform) and there is currently no way for a sender to request a
particular level of security for the email message. However, there is work in progress! for
specifying how a client can request the use of TLS for message transmission.

2.1.3 Special Use Components

In addition to MUAs and MTAs, an organization may use one or more special purpose
components for a particular task. These components may provide a security function such as
malware filtering or may provide some business process functionality such as email archiving or
content filtering. These components may exchange messages with other parts of the email
infrastructure using all or part of SMTP (see Section 2.3.1) or use another protocol altogether.

Given the variety of components, there is no one single set of configurations for an administrator
to deploy, and different organizations have deployed very different email architectures. An

1J. Fenton. SMTP Require TLS Option. Work in Progress. https://datatracker.ietf.org/doc/draft-ietf-uta-smtp-require-tls/.
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administrator should consult the documentation for their given component and their existing site-
specific architecture.

2.1.4 Special Considerations for Cloud and Hosted Service Customers

Organizations that outsource their email service (whole or in part) may not have direct access to
MTAs, Authoritative DNS servers, or any possible special use components. In cases of Email as
a Service (EaaS), the service provider is responsible for the email infrastructure. Customers of
Infrastructure as a Service (IaaS) may have sufficient access privileges to configure their email
servers themselves. In either architecture, the enterprise may have complete configuration control
over MUAs in use.

2.1.5 Email Server and Related Component Architecture

How an organization architects its email infrastructure is beyond the scope of this document. It is
up to the organization and administrators to identify key requirements (availability, security, etc.)
and available product or service offerings to meet those requirements. Federal IT administrators
also need to take relevant federal IT policies into account when acquiring and deploying email
systems.

Guidance for deploying and configuring an MTA for federal agency use exists as NIST SP 800-
45 Guidelines on Electronic Mail Security [SP800-45]. In addition, the Dept. of Homeland
Security (DHS) has produced the Email Gateway Reference Architecture [REFARCH] for
agencies to use as a guide when setting up or modifying the email infrastructure for an agency.

2.2 Related Components

In addition to MUAs and MTAs, there are other network components used to support the email
service for an organization. Most obviously is the physical infrastructure: the cables, wireless
access points, routers and switches that make up the network. In addition, there are network
components used by email components in the process of completing their tasks. This includes the
DNS, Public Key Infrastructure (PKI), and network security components that are used by the
organization.

2.21 Domain Name System (DNS)

The DNS is a global, distributed database and associated lookup protocol. DNS is used to map a
piece of information (most commonly a domain name) to an IP address or some other network
information used by a computer system. The DNS is used by MUAs to find MSAs and by MTAs
to find the IP address of the next-hop server for mail delivery. Sending MTAs query DNS for the
Mail Exchange Resource Record (MX RR) of the recipient's domain (the part of an email
address to the right of the “@” symbol) in order to find the receiving MTA to contact.

In addition to the “forward” DNS (translate domain names to IP addresses or other data), there is
also the “reverse” DNS tree that is used to map IP addresses to their corresponding DNS name,
or other data. Traditionally, the reverse tree is used to obtain the domain name for a given client
based on the source IP address of the connection, but it is also used as a crude, highly imperfect
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authentication check. A host compares the forward and reverse DNS trees to check that the
remote connection is likely valid and not a potential attacker abusing a valid IP address block.
This can be more problematic in IPv6, where even small networks can be assigned very large
address blocks. Email anti-abuse consortiums such as the Messaging, Malware Mobile Anti-
Abuse Working Group (M>’AAWG) recommend that enterprises should make sure that DNS
reverse trees identify the authoritative mail servers for a domain [M3AAWG].

The DNS is also used as the publication method for protocols designed to protect email and
combat malicious, spoofed email. Technologies such as SPF, DKIM and other use the DNS to
publish policy artifacts or public keys that can be used by receiving MTAs to validate that a
given message originated from the purported sending domain's mail servers. These protocols are
discussed in Section 4. In addition, there are new proposals to encode end-user certificates or
public keys (for S/MIME or OpenPGP) in the DNS using a mailbox as the hostname. These
protocols are discussed in Section 5.3.

A third use of the DNS with email is with reputation services. These services provide information
about the authenticity of an email based on the purported sending domain or originating IP
address. These services do not rely on the anti-spoofing techniques described above but through
historical monitoring, domain registration history, and other information sources. These services
are often used to combat unsolicited bulk email (i.e., spam) and malicious email that could
contain malware or links to subverted websites.

The Domain Name System Security Extensions (DNSSEC) [RFC4033] provides cryptographic
security for DNS queries. Without security, DNS can be subjected to a variety of spoofing and
man-in-the-middle attacks. Recommendations for deploying DNS in a secure manner are beyond
the scope of this document. Readers are directed to NIST SP 800-81 [SP800-81] for
recommendations on deploying DNSSEC.

2.2.2 Enterprise Perimeter Security Components

Organizations may utilize security components that do not directly handle email but may
perform operations that affect email transactions. These include network components like
firewalls, Intrusion Detection Systems (IDS) and similar malware scanners. These systems may
not play any direct role in the sending and delivering of email but may have a significant impact
if misconfigured. This could result in legitimate SMTP connections being denied and the failure
of valid email to be delivered. Network administrators should take the presence of these systems
into consideration when making changes to an organization's email infrastructure. This document
makes no specific recommendations regarding these peripheral components.

2.2.3 Public Key Infrastructure (PKI)

Organizations that send and receive S/MIME or OpenPGP protected messages, as well as those
that use TLS, will also need to rely on the certificate infrastructure (S/MIME) or key server
ecosystem (OpenPGP) used with these protocols. These infrastructures do not always require the
deployment of a dedicated system, but does require administrator time to obtain, configure and
distribute security credentials to end-users.
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X.509 certificates can be used to authenticate one (or both) ends of a TLS connection when
SMTP runs over TLS (usually MUA to MTA). S/MIME also uses X.509 certificates [RFC5280]
to certify and store public keys used to validate digital signatures and encrypt email. The Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile is
commonly called PKIX and is specified by [RFC5280]. Certificate Authorities (CA) (or the
organization itself) issues X.509 certificates for an individual end-user or enterprise/business role
(performed by a person or not) that sends email (for S/MIME). Recommendations for S/MIME
protected email are given in Section 5. Recommendations for SMTP over TLS are given in
Section 5. Federal agency network administrators should also consult NIST SP 800-57 Part 3
[SP800-57P3] and the Federal PKI Key Recovery Policy [FPKIKRP] for further guidance on
cryptographic parameters and deployment of any PKI components and credentials within an
organization.

2.3 Email protocols

There are two types of protocols used in the transmission of email. The first are the protocols
used to transfer messages between MTAs and their end users (using MUAs). The second is the
protocol used to transfer messages between mail servers.

This guide is not meant to be an in-depth discussion of the protocols used in email. These
protocols are discussed here simply for background information.

2.3.1 Simple Mail Transfer Protocol (SMTP)

Email messages are transferred from one mail server to another (or from an MUA to
MSA/MTA) using SMTP. SMTP was originally specified in 1982 in [RFC821] and has
undergone several revisions, the most current being [RFC5321]. SMTP is a text-based client-
server protocol where the client (email sender) contacts the server (next-hop MTA) and issues a
set of commands to tell the server about the message to be sent, and then transmits the message
itself. The majority of these commands are ASCII text messages sent by the client and a resulting
return code (also ASCII text) returned by the server. The basic SMTP connection procedure is
shown below in Figure 2-2:
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Client connects to port 25

Server: 220 mx.example.com

Client: HELO mta.example.net

S: 250 Hello mta.example.net, | am glad to meet you
C: MAIL FROM:<alice@example.org>

S: 250 Ok

C: RCPT TO:<bob@example.com>

S: 354 End data with <CR><LF>.<CR><LF>
Client sends message headers and body
C:.

S: 250 Ok: queued as 12345

C: QUIT

S: 221 Bye

Server closes the connection

Figure 2-2: Basic SMTP Connection Set-up

In the above, the client initiates the connection using TCP over port 252. After the initial
connection, the client and server perform a series of SMTP transactions to send the message.
These transactions take the form of first stating the return address of the message (known as the
return path) using the MAIL command, then the recipient(s) using the RCPT command and
ending with the DATA command which contains the header and body of the email message.
After each command the server responds with either a positive or negative (i.e., error) code.

SMTP servers can advertise the availability of options during the initial connection. These
extensions are currently defined in [RFC5321]. These options usually deal with the transfer of the
actual message and will not be covered in this guide except for the STARTTLS option. This
option advertised by the server is used to indicate to the client that Transport Layer Security
(TLS) is available. SMTP over TLS allows the email message to be sent over an encrypted
channel to protect against monitoring a message in transit. Recommendations for configuring
SMTP over TLS are given in Section 5.2.

2.3.2 Mail Access Protocols (POP3, IMAP, MAPI/RPC)

MUAS typically do not use SMTP when retrieving mail from an end-user's mailbox, only for
submission. MUASs use another client-server protocol to retrieve the mail from a server for
display on an end-user's host system. These protocols are commonly called Mail Access
Protocols and are either Post Office Protocol (POP) or Internet Message Access Protocol
(IMAP). Most modern MUAS support both protocols but an enterprise service may restrict the
use of one in favor of a single protocol for ease of administration or other reasons.
Recommendations for the secure configuration of these protocols are given in Section 7.

2 Although MUAs often use TCP port 587 when submitting email to be sent.
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POP version 3 (POP3) [STD35] is the simpler of the two protocols and typically downloads all
mail for a user from the server, then deletes the copy on the server, although there is an option to
maintain it on the server. POP3 is similar to SMTP, in that the client connects to a port (normally
port 110 or port 995 when using TLS) and sends ASCII commands, to which the server
responds, only instead of sending messages, it retrieves messages from the MTA. When the
session is complete, the client terminates the connection. POP3 transactions are normally done in
the clear, but an extension is available to do POP3 over TLS using the STLS command, which is
very similar to the STARTTLS option in SMTP. Clients may connect initially over port 110 and
invoke the STLS command, or alternatively, most servers allow TLS by default connections on
port 995.

IMAP [RFC3501] is an alternative to POP3 but includes more built-in features that make it more
appealing for enterprise use. IMAP clients can download email messages, but the messages
remain on the server. This and the fact that multiple clients can access the same mailbox
simultaneously mean that end-users with multiple devices (laptop and smartphone for example),
can keep their email synchronized across multiple devices. Like POP3, IMAP also has the ability
to secure the connection between a client and a server. Traditionally, IMAP uses port 143 with
no encryption. Encrypted IMAP runs over port 993, although modern IMAP servers also support
the STARTTLS option on port 143.

In addition to POP3 and IMAP, there are other proprietary protocols in use with certain
enterprise email implementations. Microsoft Exchange clients® can use the Messaging
Application Programming Interface (MAPI/RPC) to access a mailbox on a Microsoft Exchange
server (and some other compatible implementations). Some cloud providers require clients to
access their cloud-based mailbox using a web portal as the MUA instead of a dedicated email
client. With the exception of Microsoft’s Outlook Web Access, most web portals use IMAP to
access the user’s mailbox.

2.3.3 Internet Email Addresses

Two distinct email addresses are used when sending an email via SMTP: the SMTP MAIL
FROM address and the email header FROM address. The SMTP envelope MAIL FROM (also
sometimes referred to as the RFC5321.From, or the return-path address, or envelope From:) is
from address used in the client SMTP mail from: command as shown in Fig. 2-2 above. This
email address may be altered by a sending MTA and may not always match the email address of
the original sender. In the rest of this document, the term envelope-From: will be used. The
second is the sender email address (sometimes referred to as the RFC5322. From). This is the
address end-users see in the message header. In the rest of this document, the term message-
From: will be used to denote this email address. The full details of the syntax and semantics of
email addresses are defined in [RFC3696], [RFC5321] and [RFC5322].

3 Administrators should consult their implementation's version-specific documentation on the correct security
configuration.
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Both types of contemporary email addresses consist of a local-part separated from a domain-part
(a fully-qualified domain name) by an at-sign ("@") (e.g., local-part@domain-part). Typically,
the local-part identifies a user of the mail system or server identified by the domain-part. The
semantics of the local-part are not standardized, which occasionally causes confusion among
both users and developers.* The domain-part is typically a fully qualified domain name of the
system or service that hosts the user account that is identified by the local-part (e.g.,
user@example.com).

While the user@example.com is by far the most widely used form of email address, other
forms of addresses are sometimes used. For example, the local-part may include “sub-
addressing” that typically specifies a specific mailbox/folder within a user account (e.g.,
user+folder@example.com). Exactly how such local-parts are interpreted can vary across
specific mail system implementations. The domain-part can refer to a specific MTA server, the
domain of a specific enterprise or email service provider (ESP).

The remainder of this document will use the terms email-address, local-part and domain-part to
refer the Internet email addresses and their component parts.

2.4 Email Formats

Email messages may be formatted as plain text or as compound documents containing one or
more components and attachments. Modern email systems layer security mechanisms on top of
these underlying systems.

2.41 Email Message Format: Multi-Purpose Internet Mail Extensions (MIME)

Internet email was originally sent as plain text ASCII messages [RFC2822]. The Multi-purpose
Internet Mail Extensions (MIME) [RFC2045] [RFC2046] [RFC2047] allows email to contain
non-ASCII character sets as well as other non-text message components and attachments.
Essentially MIME allows for an email message to be broken into parts, with each part identified
by a content type. Typical content types include text/plain (for ASCII text), image/jpeg,
text/html, etc. A mail message may contain multiple parts, which themselves may contain
multiple parts, allowing MIME-formatted messages to be included as attachments in other
MIME-formatted messages. The available types are listed in an IANA registry® for developers,
but not all may be understood by all MUAs.

2.4.2 Security in MIME Messages (S/MIME)

The Secure Multi-purpose Internet Mail Extensions (S/MIME) is a set of widely implemented
proposed Internet standards for cryptographically securing email [RFC5750] [RFC5751].
S/MIME provides authentication, integrity and non-repudiation (via digital signatures) and
confidentiality (via encryption). S/MIME utilizes asymmetric keys for cryptography (i.e., public

4 For example, on some systems the local-parts local-part, lo.cal-part, and local-part+special represent the same mailbox or
users, while on other systems they are different.

3 http://www.iana.org/assignments/media-types/media-types.xhtml
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key cryptography) where the public portion is normally encoded and presented as X.509 digital
certificates.

With S/MIME, signing digital signatures and message encryption are two distinct operations:
messages can be digitally signed, encrypted, or both digitally signed and encrypted (Figure 2-5).
Because the process is first to sign and then encrypt, S/MIME is vulnerable to re-encryption
attacks®; a protection is to include the name of the intended recipient in the encrypted message.

Encryption

Signer Encryptor Message
Message (MUA or Message (MUA or
Proxy) proxy) @
w Wrapper

Sgnd_el’s Recipient's
Signing Public Key
Key

Figure 2-3: SIMIME Messages can be signed, encrypted, or both signed and encrypted

2.4.3 Pretty Good Privacy (PGP/OpenPGP)

OpenPGP [RFC3156] [RFC4880] is an alternative proposed Internet standard for digitally
signing and encrypting email. OpenPGP is an adaptation of the message format implemented by
the Pretty Good Privacy (PGP) email encryption system that was first released in 1991. Whereas
the PGP formats were never formally specified, OpenPGP specifies open, royalty-free formats
for encryption keys, signatures, and messages. Today the most widely used implementation of
OpenPGP is Gnu Privacy Guard (gpg)’, an open source command-line program that runs on
many platforms, with APIs in popular languages such as C, Python and Perl. Most desktop and
web-based applications that allow users to send and receive OpenPGP-encrypted mail rely on
gpg as the actual cryptographic engine.

OpenPGP provides similar functionality as S/MIME, with three significant differences:

e Key Certification: Whereas X.509 certificates are issued by Certificate Authorities (or
local agencies that have been delegated authority by a CA to issue certificates), users
generate their own OpenPGP public and private keys and then solicit signatures for their
public keys from individuals or organizations to which they are known. Whereas X.509
certificates can be signed by a single party, OpenPGP public keys can be signed by any

¢ Don Davis. 2001. Defective Sign & Encrypt in S/MIME, PKCS#7, MOSS, PEM, PGP, and XML. In Proceedings of the
General Track: 2001 USENIX Annual Technical Conference, Yoonho Park (Ed.). USENIX Association, Berkeley, CA,
USA, 65-78.

7 https://www.gnupg.org/
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number of parties. Whereas X.509 certificates are trusted if there is a valid PKIX chain to
a trusted root, an OpenPGP public key is trusted if it is signed by another OpenPGP
public key that is trusted by the recipient. This is called the “Web-of-Trust.”

e Key Distribution: OpenPGP does not always include the sender’s public key with each
message, so it may be necessary for recipients of OpenPGP-messages to separately obtain
the sender’s public key in order to verify the message or respond to the sender with an
encrypted message. Many organizations post OpenPGP keys on SSL-protected websites;
people who wish to verify digital signatures or send these organizations encrypted mail
need to manually download these keys and add them to their OpenPGP clients.
Essentially this approach exploits the X.509 certificate infrastructure to certify OpenPGP
keys, albeit with a process that requires manual downloading and verification.

OpenPGP keys may also be registered with the OpenPGP “public key servers” (described
below). OpenPGP “public key servers” are internet connected systems that maintain a
database of PGP public keys organized by email address. Anyone may post a public key
to the OpenPGP key servers, and that public key may contain any email address. Some
OpenPGP clients can search the key servers for all of the keys that belong to a given
email address and download the keys that match. Because there are no access controls on
the servers, attackers are free to submit a fraudulent public key, and it is the responsibility
of the person or program that downloads the public key to validate it.

e Key and Certificate Revocation: S/MIME keys are revoked using the PKIX revocation
infrastructure of Certificate Revocation Lists [RFC5280] and the Online Certificate Status
Protocol (OCSP) [RFC6960]. These protocols allow a certificate to be revoked at any
time by the CA. With OpenPGP, in contrast a key is only allowed to be revoked by the
key holder, and only with a Key Revocation Certificate. Thus, an OpenPGP user who
loses access to a private key has no way to revoke the key if a Key Revocation Certificate
was not prepared in advance. If a Key Revocation Certificate does exist, the certificate
can be uploaded to a PGP Key Server, OpenPGP key servers are generally not checked
by a client that already has a copy of an OpenPGP key. Thus, is it not clear how relying
parties learn that an OpenPGP key has been revoked.

The Web-of-Trust is designed to minimize the problems of the key server. After an OpenPGP
user downloads all of the keys associated with a particular email address, the correct OpenPGP
certificate is selected by the signatures that it carries. Because Web-of-Trust supports arbitrary
validation geometries, it allows both the top-down certification geometry of X.509 as well as
peer-to-peer approaches. However, studies have demonstrated that users find this process
confusing [WHITTEN1999], and the Web-of-Trust has not seen widespread adoption.

An alternative way to publish OpenPGP keys using the DNS is described in Section 5.3.2,
OpenPGP, although the technique has not yet been widely adopted.

Like S/MIME, among the biggest hurdles of deploying OpenPGP are the need for users to create
certificates in advance, the difficulty of obtaining the certificate of another user in order to send

12
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an encrypted message and incorporating this seamlessly into mail clients. However, in OpenPGP
this difficulty impacts both digital signatures and encryption, since OpenPGP messages may not
include the sender’s public key (or generated certificate).

These differences are summarized in Table 2-1.

Table 2-1: Comparison of S/IMIME and OpenPGP operations

Action | S/MIME OpenPGP

Key creation Users obtain X.509 Users make their own
certificates from employer public/private key pairs and
(e.g., a US Government PIV | have them certified by
card [FIPS 201]) or a associates.
Certificate Authority

Certificate Verification PKIX: Certificates are Web-of-Trust: Keys can be
verified using trusted roots signed by any number of
that are installed on the end certifiers. Users base their
user’s computer. trust decisions on whether or

not they “trust” the keys that
were used to sign the key.

Certificate Revocation Certificates can be revoked Keys/Certificates can only be
by the CA or Issuer. Methods | revoked by the public key’s
exist to publish revoked owner. Few options to signal
status of key (e.g., Certificate | key revocation and no
Revocation List, etc.). uniform way for clients to see

that a key has been revoked.

Obtaining public keys Querying an LDAP server or | PGP public key server or out-
exchanging digitally signed of-band mechanisms (e.g.,
email messages. posting a public key on a web

page.)

2.5 Secure Web-Mail Solutions

Whereas S/MIME and OpenPGP provide a security overlay for traditional Internet email, some
organizations have adopted secure web-mail systems as an alternative approach for sending
encrypted e-mail messages between users. Secure web-mail systems can protect email messages
solely with host-based security, or they can implement a cryptographic layer using S/MIME,
OpenPGP, or other algorithms, such as the Boneh-Franklin (BF) and Boneh-Boyen (BB1)
Identity-Based Encryption (IBE) algorithms [RFC5091] [RFC5408] [RFC54009].

Secure webmail systems can perform message decryption at the web server or on the end-user’s
client. In general, these systems are less secure than end-to-end systems because the private key
is under the control of the web server, which also has access to the encrypted message. These
systems cannot ensure non-repudiation since the server has direct access to the signing key.

13
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An exception is webmail-based systems that employ client-side software to make use of a private
key stored at the client—for example, a webmail plug-in that allows the web browser to make
use of a private key stored in a FIPS-201 compliant smartcard. In these cases, the message is
decrypted and displayed at the client, and the server does not access the decrypted text of the
message.

14
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3 Security Threats to an Email Service

The security threats to email service discussed in this section are related to canonical functions of
the service such as: message submission (at the sender end), message transmission (transfer) and
message delivery (at the recipient end).

Threats to the core email infrastructure functions can be classified as follows:

o Integrity-related threats to the email system, which could result in unauthorized access
to an enterprises’ email system, or spoofed email used to initiate an attack.

e Confidentiality-related threats to email, which could result in unauthorized disclosure
of sensitive information.

e Availability-related threats to the email system, which could prevent end users from
being able to send or receive email.

The security threats due to insufficiency of core security functions are not covered. These include
threats to support infrastructure such as network components and firewalls, host OS and system
threats, and potential attacks due to lax security policy at the end user or administrator level (e.g.,
poor password choices). Threats directed to these components and recommendations for
enterprise security policies are found in other documents.

3.1 Integrity-related Threats

Integrity in the context of an email service assumes multiple dimensions. Each dimension can be
the source of one or more integrity-related threats:

e Unauthorized email senders within an organization’s IP address block
e Unauthorized email receivers within an organization’s IP address block
e Unauthorized email messages from a valid DNS domain

e Tampering/Modification of email content from a valid DNS domain

e DNS Cache Poisoning

e Phishing and spear phishing

3.1.1 Unauthorized Email Senders within an Organization’s IP Address Block

An unauthorized email sender is some MSA or MTA that sends email messages that appear to be
from a user in a specific domain (e.g., user@example.com) but is not identified as a legitimate
mail sender by the organization that runs the domain.

The main risk that an unauthorized email sender may pose to an enterprise is that a sender may
be sending malicious email and using the enterprise’s IP address block and reputation to avoid
anti-spam filters. A related risk is that the sender may be sending emails that present themselves
as legitimate communications from the enterprise itself.

There are many scenarios that might result in an unauthorized email sender:
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e Malware present on an employee’s laptop may be sending out email without the
employee’s knowledge.

e An employee (or intruder) may configure and operate a mail server without authorization.

e A device such as a photocopier or an embedded system may contain a mail sender that is
attempting to send mail without anyone’s knowledge.

One way to mitigate the risk of unauthorized senders is for the enterprise to block outbound port
25 (used by SMTP) for all hosts except those authorized to send mail. In addition, domains can
deploy the sender authentication mechanism described in Section 4.3 (Sender Policy Framework
(SPF)), using which senders can assert the IP addresses of the authorized MTAs for their domain
using a DNS Resource Record.

Security Recommendation 3-1: To mitigate the risk of unauthorized sender, an enterprise
administrator should block outbound port 25 (except for authorized mail senders) and look to
deploy firewall or intrusion detection systems (IDS) that can alert the administrator when an
unauthorized host is sending mail via SMTP to the Internet.

The proliferation of virtualization greatly increases the risk that an unauthorized virtual server
running on a virtual machine (VM) within a particular enterprise might send email. This is
because VMs may be configured (by default or otherwise) to run email servers (MTAs), and
many VM hypervisors use network address translation (NAT) to share a single IP address
between multiple VMs. Thus, a VM that is unauthorized to send email may share an IP address
with a legitimate email sender. To prevent such a situation, ensure that VMs that are authorized
mail senders and those VMs that are not authorized, do not share the same set of outbound IP
addresses. An easy way to do this is assigning these VMs to different NAT instances.
Alternatively, internal firewall rules can be used to block outbound port 25 for VMs that are not
authorized to send outbound email.

Security Recommendation 3-2: Systems that are not involved in the organization’s email
infrastructure should be configured to not run Mail Transfer Agents (MTAs). Internal systems
that need to send mail should be configured to use a trusted internal MSA.

3.1.2 Unauthorized Email Receiver within an Organization’s IP Address Block

Unauthorized mail receivers are a risk to the enterprise IT security posture because they may be
an entry point for malicious email. If the enterprise email administrator does not know of the
unauthorized email receiver, they cannot guarantee the server is secure and provide the
appropriate mail handling rules for the enterprise such as scanning for malicious links/code,
filtering spam, etc. This could allow malware to bypass the enterprise perimeter defenses and
enter the local network undetected.

Security Recommendation 3-3: To mitigate the risk of unauthorized receivers, an enterprise
administrator should block inbound port 25 and look to deploy firewall or intrusion detection
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systems (IDS) that can alert the administrator when an unauthorized host is accepting mail via
SMTP from the Internet.

3.1.3 Unauthorized Email Messages from a Valid DNS Domain (Address Spoofing)

Just as organizations face the risk of unauthorized email senders, they also face the risk that they

might receive email from an unauthorized sender. This is sometimes called “spoofing,” especially
when one group or individual sends mail that appears to come from another. In a spoofing attack,
the adversary spoofs messages using another (sometimes even non-existent) user’s email

address.

For example, an attacker sends emails that purport to come from user@example.com, when in
fact the email messages are being sent from a compromised home router. Spoofing the message-
From: address is trivial, as the SMTP protocol [RFC2821] allows clients to set any message-
From: address. Alternatively, the adversary can simply configure a MUA with the name and
email address of the spoofed user and send emails to an open SMTP relay (see [RFC2505] for a
discussion of open relays).

The same malicious configuration activity can be used to configure and use wrong, misleading or
malicious display names. When a display name that creates a degree of trust such as
“Administrator” shows up on the email received at the recipient’s end, it might make the
recipient reveal some sensitive information which the recipient would not normally do. Thus, the
spoofing threat/attack also has a social engineering dimension as well.

Section 4 discusses a variety of countermeasures for this type of threat. The first line of defense is
to deploy domain-based authentication mechanisms (see Section 4). These mechanisms can be
used to alert on or block email that was sent using a spoofed domain. Another end-to-end
authentication technique is to use digital signatures to provide integrity protection for email
headers. The digital signature used should cover the header portion of the email message that
contains the address of the sender.

3.1.4 Tampering/Modification of Email Content

The content of an email message, just like any other message content traveling over the Internet,
is liable to be altered in transit. Hence the content of the received email may not be the same as
what the sender originally composed. The countermeasure for this threat is for the sender to
digitally sign the message, attach the signature to the plaintext message and for the receiver to
verify the signature.

There are several solutions available to mitigate this risk by either encrypting the transmission of
email messages between servers using Transport Layer Security (TLS) for SMTP or using an
end-to-end solution to digitally sign email between initial sender and final receiver.
Recommendations for using TLS with SMTP are discussed in Section 5.2.1 and end-to-end
email encryption protocols are discussed in Section 4.6. The use of digital signatures within the
S/MIME and OpenPGP protocols is described in section 5.3.
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3.1.5 DNS Cache Poisoning
Email systems rely on DNS for many functions. Some of them are:

e The sending MTA uses the DNS to find the IP address of the next-hop email server
(assuming the To: address is not a local mailbox).

e The recipient email server (if domain-based email authentication is supported) uses the
DNS to look for appropriate records in the sending DNS domain either to authenticate the
sending email server (using SPF) or to authenticate an email message for its origin
domain (using DKIM). See Section 5 for domain-based authentication mechanisms.

There are risks to using the DNS as a publication mechanism for authenticating email. First,
those highly motivated to conduct phishing/spam campaigns, may attempt to spoof a given
domain’s DNS-based email authentication mechanisms in order to continue to deliver spoofed
email masquerading as the domain in question. The second risk is that an attacker would spoof a
domain’s DNS-based authentication mechanisms in order to disrupt legitimate email from the
source domain. For example, maliciously spoofing the SPF record of authorized mail relays, to
exclude the domains legitimate MTAs, could result in all legitimate email from the target domain
being dropped by other MTAs. Lastly, a resolver whose cache has been poisoned can potentially
return the IP address desired by an attacker, rather than the legitimate IP address of a queried
domain name. In theory, this allows email messages to be redirected or intercepted.

Another impact of a DNS server with a poisoned cache as well as a compromised web server is
that the users are redirected to a malicious server/address when attempting to visit a legitimate
web site. Although the visit to an illegitimate web site can occur by clicking on a link in a
received email, this use case has no direct relevance to integrity of an email service and hence is
outside the scope of this document.

As far as DNS cache poisoning is concerned, DNSSEC security extension [RFC4033]
[RFC4034] [RFC4035] can provide protection from these kinds of attacks since it ensures the
integrity of DNS resolution through an authentication chain from the root to the target domain of
the original DNS query. However, even the presence of a single non-DNSSEC aware server in
the chain can lead to a risk of compromise of the integrity of the DNS resolution.

3.1.6 Phishing and Spear Phishing

Phishing is the process of using a spoofed email to collect private information, distribute
malware, or commit fraud. This is done with the intention of committing identity theft, gaining
access to credit cards and bank accounts of the victim etc. Adversaries use a variety of tactics to
make the recipient of the email believe that they have received the phishing email from a
legitimate user or a legitimate domain, including:

e Using a message-From: address that looks very close to one of the legitimate addresses
the user is familiar with or from someone claiming to be an authority (IT administrator,
manager, etc.). Or altering the display name (also known as the friendly name).
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e Using the email’s content to present to the recipient an alarm, a financial lure, or
otherwise attractive situation, that either makes the recipient panic or tempts the recipient
into taking an action or providing requested information.

e Sending the email from an email using a legitimate account holder’s software or
credentials, typically using a bot that has taken control of the email client or malware that
has stolen the user’s credentials (described in detail in Section 3.3.1 below)

As part of the email message, the recipient may usually be asked to click on a link to what
appears like a legitimate website, but in fact is a URL that will take the recipient into a spoofed
website set up by the adversary. If the recipient clicks on the embedded URL, the victim often
finds that the sign-in page, logos and graphics are identical to the legitimate website in the
adversary-controlled website, thereby creating the trust necessary to make the recipient submit
the required information such as user ID and the password. Some attackers use web pages to
deliver malware directly to the victim’s web browser.

In many instances, the phishing emails are generated in thousands without focus on profile of the
victims. Hence, they will have a generic greeting such as “Dear Member”, “Dear Customer” etc.
A variant of phishing is spear phishing where the adversary is aware of, and specific about, the
victim’s profile. More than a generic phishing email, a spear phishing email makes use of more
contextual information to make users believe that they are interacting with a legitimate source.
For example, a spear phishing email may appear to relate to some specific item of personal
importance or a relevant matter at the organization—for instance, discussing payroll
discrepancies or a legal matter. As in phishing, the ultimate motive is the same—to lure the
recipient to an adversary-controlled website masquerading as a legitimate website to collect
sensitive information about the victim or attack the victim’s computer.

There are two minor variations of phishing: clone phishing and whaling. Clone phishing is the
process of cloning an email from a legitimate user carrying an attachment or link and then
replacing the link or attachment alone with a malicious version and then sending altered email
from an email address spoofed to appear to come from the original sender (carrying the pretext
of re-sending or sending an updated version). Whaling is a type of phishing specifically targeted
against high profile targets so that the resulting damage carries more publicity and/or financial
rewards for the perpetrator is greater.

The most common countermeasures used against phishing are domain-based checks such as SPF,
DKIM and DMARC (see Section 4). More elaborate is to design anti-phishing filters that can
detect text commonly used in phishing emails, recovering hidden text in images, intelligent word
recognition — detecting cursive, hand-written, rotated or distorted texts as well as the ability to
detect texts on colored backgrounds. While these techniques will not prevent malicious email
sent using compromised legitimate accounts, they can be used to reduce malicious email sent
from spoofed domains or spoofed “From:” addresses.
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3.2 Confidentiality-related Threats

A confidentiality-related threat occurs when the data stream containing email messages with
sensitive information are accessible to an adversary. The type of attack that underlies this threat
can be passive since the adversary only requires read access but not write access to the email
data being transmitted. The two variations of this type of attack include:

e The adversary may have access to the packets that make up the email message as they
move over a network. This access may come in the form of a passive wiretapping or
eavesdropping attack.

e Software may be installed on a MTA that makes copies of email messages and delivers
them to the adversary. For example, the adversary may have modified the target’s email
account so that a copy of every received message is forwarded to an email address
outside the organization.

e The valid receiver’s mail servers may be spoofed (or DNS MX reply spoofed), to get the
sender to connect to a MTA controlled by an attacker.

Encryption is the best defense against eavesdropping attacks. Encrypting the email messages
either between MTAs (using TLS as described in Section 5) can thwart attacks involving packet
interception. End-to-end encryption (described in Section 5.3) can protect against both
eavesdropping attacks as well as MTA software compromise.

A second form of passive attack is a traffic analysis attack. In this scenario, the adversary is not
able to directly interpret the contents of an email message, mostly due to the fact that the
message is encrypted. However, since inference of information is still possible in certain
circumstances (depending upon interaction or transaction context) from the observation of
external traffic characteristics (volume and frequency of traffic between any two entities) and
hence the occurrence of this type of attack constitutes a confidentiality threat.

Although the impact of traffic analysis is limited in scope, it is much easier to perform this attack
in practice—especially if part of the email transmission media uses a wireless network, if packets
are sent over a shared network, or if the adversary has the ability to run network management or
monitoring tools against the victim’s network. TLS encryption provides some protection against
traffic analysis attacks, as the attacker is prevented from seeing any message headers. End-to-end
email encryption protocols do not protect message headers, as the headers are needed for
delivery to the destination mailbox. Thus, organizations may wish to employ both kinds of
encryption to secure email from confidentiality threats.

3.3 Awvailability-related Threats

An availability threat exists in the email infrastructure (or for that matter any IT infrastructure),
when potentia