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Reports on Computer Systems Technology 74 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 75 
Technology (NIST) promotes the U.S. economy and public welfare by providing technical 76 
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 77 
methods, reference data, proof of concept implementations, and technical analyses to advance the 78 
development and productive use of information technology. ITL’s responsibilities include the 79 
development of management, administrative, technical, and physical standards and guidelines for 80 
the cost-effective security and privacy of other than national security-related information in federal 81 
information systems. 82 

Abstract 83 

This document is the second in a series that supplements NIST Interagency/Internal Report 84 
(NISTIR) 8286, Integrating Cybersecurity and Enterprise Risk Management (ERM). This series 85 
provides additional detail regarding the enterprise application of cybersecurity risk information; 86 
the previous document, NISTIR 8286A, provided detail regarding stakeholder risk guidance and 87 
risk identification and analysis. This second publication describes the need for determining the 88 
priorities of each of those risks in light of their potential impact on enterprise objectives, as well 89 
as options for properly treating that risk. This report describes how risk priorities and risk 90 
response information are added to the cybersecurity risk register (CSRR) in support of an overall 91 
enterprise risk register. Information about the selection of and projected cost of risk response will 92 
be used to maintain a composite view of cybersecurity risks throughout the enterprise, which 93 
may be used to confirm and, if necessary, adjust risk strategy to ensure mission success. 94 
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Document Conventions 103 

For the purposes of this document, the terms “cybersecurity” and “information security” are used 104 
interchangeably. While information security is generally considered to be all-encompassing – 105 
including the cybersecurity domain – the term cybersecurity has expanded in conventional usage 106 
to be equivalent to information security. Likewise, the terms Cybersecurity Risk Management 107 
(CSRM) and Information Security Risk Management (ISRM) are used interchangeably based on 108 
the same reasoning.  109 



NISTIR 8286B (DRAFT)  PRIORITIZING CYBERSECURITY RISK 
  FOR ENTERPRISE RISK MANAGEMENT 

iii 

Call for Patent Claims 110 

This public review includes a call for information on essential patent claims (claims whose use 111 
would be required for compliance with the guidance or requirements in this Information 112 
Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be 113 
directly stated in this ITL Publication or by reference to another publication. This call also 114 
includes disclosure, where known, of the existence of pending U.S. or foreign patent applications 115 
relating to this ITL draft publication and of any relevant unexpired U.S. or foreign patents. 116 
 117 
ITL may require from the patent holder, or a party authorized to make assurances on its behalf, 118 
in written or electronic form, either: 119 
 120 

a) assurance in the form of a general disclaimer to the effect that such party does not hold 121 
and does not currently intend holding any essential patent claim(s); or 122 

 123 
b) assurance that a license to such essential patent claim(s) will be made available to 124 

applicants desiring to utilize the license for the purpose of complying with the guidance 125 
or requirements in this ITL draft publication either: 126 

 127 
i. under reasonable terms and conditions that are demonstrably free of any unfair 128 

discrimination; or 129 
ii. without compensation and under reasonable terms and conditions that are 130 

demonstrably free of any unfair discrimination. 131 
 132 
Such assurance shall indicate that the patent holder (or third-party authorized to make assurances 133 
on its behalf) will include in any documents transferring ownership of patents subject to the 134 
assurance, provisions sufficient to ensure that the commitments in the assurance are binding on 135 
the transferee, and that the transferee will similarly include appropriate provisions in the event of 136 
future transfers with the goal of binding each successor-in-interest. 137 
 138 
The assurance shall also indicate that it is intended to be binding on successors-in-interest 139 
regardless of whether such provisions are included in the relevant transfer documents. 140 
 141 
Such statements should be addressed to: nistir8286@nist.gov.142 

mailto:nistir8286@nist.gov


NISTIR 8286B (DRAFT)  PRIORITIZING CYBERSECURITY RISK 
  FOR ENTERPRISE RISK MANAGEMENT 

iv 

Executive Summary 143 

All organizations face a broad array of risks, including cybersecurity risk. For U.S. Federal 144 
Government agencies, the Office of Management and Budget (OMB) Circular A-11 defines risk 145 
as “the effect of uncertainty on objectives” [1]. An organization’s mission and business 146 
objectives can be impacted by such effects and must be managed at various hierarchical levels. 147 

This report highlights CSRM aspects that are 148 
inherent to enterprises, organizations, and 149 
systems. The terms organization and 150 
enterprise are often used interchangeably; for 151 
the purposes of this document, both an 152 
organization and an enterprise are defined as 153 
an entity of any size, complexity, or 154 
positioning within a larger organizational 155 
structure. The term enterprise level refers to 156 
the top level of the hierarchy where senior 157 
leaders have unique risk governance 158 
responsibilities. Each enterprise, such as a 159 
corporation or government agency, is 160 
comprised of organizations supported by 161 
systems.1 The term organizational level refers 162 
to the various middle levels of the hierarchy 163 
between the system level (lowest level) and the 164 
enterprise level (highest level). 165 

Enterprise risk management (ERM) calls for 166 
understanding the key risks an organization 167 
faces. This document provides supplemental 168 
guidance for aligning cybersecurity risks 169 
within an organization’s overall ERM 170 
program. Lessons learned from historical 171 
cybersecurity incidents demonstrate the 172 
importance of collaboration between CSRM 173 
and ERM. This document helps enterprises 174 
apply, improve, and monitor the quality of that 175 
cooperation and communication. 176 

This NIST Interagency/Internal Report 177 
(NISTIR) is the second part of a series of 178 
publications supporting NISTIR 8286, 179 
Integrating Cybersecurity and Enterprise Risk 180 
Management (ERM) [2].  181 

 
1  A system is defined as “a discrete set of information resources organized expressly for the collection, processing, 

maintenance, use, sharing, dissemination, or disposition of information.” 

Figure 1: NISTIR 8286 Series Publications Describe 
Detailed CSRM/ERM Integration 
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Figure 1 illustrates that additional detail and guidance are provided in each report: 182 

• NISTIR 8286A provides detail regarding cybersecurity risk context, scenarios, and 183 
analysis of likelihood and impact. It includes methods to convey risk information, such as 184 
cybersecurity risk registers (CSRRs) and risk detail records (RDRs). 185 

• NISTIR 8286B (this report) describes ways to apply risk analysis to help prioritize 186 
cybersecurity risk, evaluate and select appropriate risk response, and communicate risk 187 
activities as part of an enterprise CSRM strategy. 188 

• The next document in this series, NISTIR 8286C, describes processes for aggregating 189 
information from CSRM activities throughout the enterprise. As that information is 190 
integrated and harmonized, organizational and enterprise leaders monitor achievement of 191 
risk objectives, consider any changes to risk strategy, and use the combined information 192 
to maintain awareness of risk factors and positive risks (or opportunities). 193 

All participants in the enterprise should use consistent methods to prioritize and respond to risk, 194 
including methods for communicating results. This report provides guidance for applying a 195 
consistent risk strategy at all enterprise levels. Based on the risk identification and risk analysis 196 
described in NISTIR 8286A, this NISTIR 8286B document describes the prioritization of 197 
specific risk scenarios and integration touch points with the central level(s) of the organization 198 
(see Section 2.1) based upon business objectives and the enterprise’s mission. Section 2.2 199 
describes methods for evaluating the potential response to those risks in light of enterprise risk 200 
direction, including the consideration of cost factors. Section 2.3 provides guidance regarding the 201 
use of risk categories and other criteria to support the aggregation of cybersecurity risk. 202 
Intentional conditioning (i.e., normalization of metrics, use of categories, consistent use of terms) 203 
enables risk aggregation and supports enterprise communication of risk trends, common issues, 204 
and performance results. That information is then used to monitor, evaluate, and adjust risk 205 
strategy, as described in NISTIR 8286C.  206 
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1 Introduction 267 

This document provides guidance that supplements NISTIR 8286, Integrating Cybersecurity and 268 
Enterprise Risk Management (ERM) [2]. This is the second of a series of companion publications 269 
that provide guidance for implementing, monitoring, and maintaining an enterprise approach 270 
designed to integrate cybersecurity risk management (CSRM) into ERM.2 Readers of this report 271 
will benefit from reviewing the foundation document, NISTIR 8286, since many of the concepts 272 
described in this report are based upon practices and definitions established in that NISTIR. 273 

Each publication in the series, as illustrated in 274 
Figure 2, provides detailed guidance to 275 
supplement topics from NISTIR 8286. Activities 276 
shown in dark blue are described in this report; 277 
those in other documents are shown in a lighter 278 
shade. 279 

• NISTIR 8286A details the context, scenario 280 
identification, and analysis of likelihood and 281 
impact of cybersecurity risk. It also includes 282 
methods to convey risk information, such as 283 
cybersecurity risk registers (CSRRs) and risk 284 
detail records. 285 

• NISTIR 8286B (this report) describes ways to 286 
apply risk analysis to help prioritize cybersecurity 287 
risk, evaluate and select appropriate risk 288 
responses, and communicate risk activities as part 289 
of an enterprise CSRM strategy. 290 

• NISTIR 8286C describes processes for 291 
aggregating information from CSRM activities 292 
throughout the enterprise. As that information is 293 
integrated and harmonized, organizational and 294 
enterprise leaders monitor the achievement of risk 295 
objectives, consider any changes to risk strategy, 296 
and use the combined information to maintain 297 
awareness of risk factors and positive risks (or 298 
opportunities). 299 

A key point established by NISTIR 8286 is that 300 
the terms organization and enterprise are often 301 
used interchangeably. That report defines both an 302 

organization and an enterprise as an entity of any size, complexity, or positioning within a larger 303 
organizational structure (e.g., a federal agency or company). It defines the enterprise level as a 304 
unique type of organization, one in which individual senior leaders govern at the highest point in 305 
the hierarchy and have unique risk management responsibilities, such as fiduciary reporting and 306 

 
2  For the purposes of this document, the terms “cybersecurity” and “information security” are used interchangeably. 

Figure 2: NISTIR 8286B Activities as part of 
CSRM/ERM Integration 



NISTIR 8286B (DRAFT)  PRIORITIZING CYBERSECURITY RISK 
  FOR ENTERPRISE RISK MANAGEMENT 

2 

establishing risk strategy (e.g., risk appetite, methods). Notably, government and private industry 307 
CSRM and ERM programs have different oversight and reporting requirements (e.g., 308 
accountability to Congress versus accountability to shareholders), but the general needs and 309 
processes are similar. 310 

As shown in Figure 2, NISTIR 8286B draws upon the risk identification and analysis described 311 
in NISTIR 8286A, Identifying and Estimating Cybersecurity Risk for Enterprise Risk 312 
Management, and focuses on steps for evaluating, selecting, implementing, and recording risk 313 
response. The sections below describe the need to treat cybersecurity risk in alignment with 314 
enterprise risk strategy and applying and maintaining risk response in ways to achieve risk 315 
direction that have been conveyed through risk appetite and risk tolerance statements. The 316 
publication also follows the convention from NISTIRs 8286 and 8286A of using a CSRR to 317 
record and communicate risk information. NISTIR 8286A offers recommendations for 318 
completing five of the CSRR columns, and Section 3 of this publication will illustrate how to 319 
complete the remaining six columns that relate to risk prioritization and response. The reader 320 
will also benefit from the use of the risk detail record (RDR), described in Appendix B of 321 
NISTIR 8286A, for communicating extended risk description, analysis, and response details. 322 

1.1 Purpose and Scope 323 

This document focuses on improving understanding and communications between and among 324 
CSRM and ERM managers, high-level executives, and corporate officers to help ensure the 325 
effective integration of cybersecurity considerations as a critical subset of the overarching 326 
enterprise risks. The risk management community has observed an opportunity for increased 327 
rigor in the way cybersecurity risk identification, analysis, and reporting are performed at all 328 
levels of the enterprise. This publication is designed to provide guidance and to further 329 
conversations regarding ways to improve CSRM and the coordination of CSRM with ERM. 330 

The goals of this document are to: 331 

• Describe how enterprise risk strategy and other governance processes (e.g., 332 
organizational oversight, risk governance, risk management) help to establish the relative 333 
priority of scenarios in the CSRR, 334 

• Present various enterprise risk factors that influence risk priorities, and 335 

• Aid in preparing risk response details and results in preparation for feedback to refine and 336 
adjust risk direction. 337 

This document continues the discussion to bridge existing private industry risk management 338 
processes with government-mandated federal agency enterprise and cybersecurity risk 339 
requirements derived from OMB Circulars A-123 and A-130 [3][4]. It builds upon concepts 340 
introduced in NISTIR 8286 and complements other documents in this series. It also references 341 
some materials that are specifically intended for use by federal agencies and will be highlighted 342 
as such, but the concepts and approaches are intended to be useful to all enterprises. 343 
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1.2 Supporting the Risk Management Cycle 344 

NISTIR 8286A describes how to coordinate CSRM and ERM through the use of risk registers 345 
and risk detail reports (RDRs) and expands on topics that were introduced in NISTIR 8286, 346 
Integrating Cybersecurity and Enterprise Risk Management. Such lists of risks are critical for 347 
organizing and communicating risk information throughout the enterprise, but unless that 348 
communication is paired with effective risk analysis, evaluation, response, and monitoring, those 349 
lists are of little value. NISTIR 8286A focuses on ways to identify cybersecurity risk scenarios 350 
and to analyze the likelihood that those risks would have a harmful impact on the enterprise 351 
mission. NISTIR 8286B continues that discussion by detailing processes for responding to those 352 
risks and further completing and communicating the risk registers and RDRs as informed by 353 
enterprise drivers. 354 

In support of effective risk decisions, NISTIR 8286B focuses on the risk evaluation process and 355 
on ways to select, report and monitor risk response. This publication helps the reader populate 356 
the priority, risk response, risk owner, and status fields columns of the CSRR (see Figure 10 in 357 
Section 2). 358 

Results of the activities described in NISTIR 8286B support the communication of risk response 359 
and reporting as feedback for senior leaders’ risk direction. Details of that communication are 360 
described in NISTIR 8286C. As organization-level and system-level risk managers respond to 361 
risks in accordance with enterprise strategy and guidance, the results of that response (both 362 
individually and in aggregate) inform senior leaders about the efficacy of their direction. Based 363 
on the results, leaders may then adjust risk responses to ensure ongoing support for enterprise 364 
mission objectives. 365 

1.3 Supporting the Enterprise Cybersecurity Risk Life Cycle 366 

The activities in Section 2 of this publication draw upon those in NISTIR 8286A that focus on 367 
the first half of the CSRM process. The CSRR is used to record and communicate various 368 
cybersecurity risk considerations that support the ERM process. Guidance throughout this series 369 
references stakeholders at various levels, with senior leaders defining ERM scope, context, and 370 
strategy at enterprise levels and others providing management and implementation throughout 371 
that enterprise. Senior leaders also establish a risk appetite that sets the tone and, where possible, 372 
a quantified range for how risk – including cybersecurity risk – will be handled within the 373 
enterprise. The risk appetite is interpreted at enterprise and organizational levels and, in turn, 374 
helps to define the risk tolerance for specific risks, types of risk, or performance benchmarks. 375 
Tolerance defines the specific level of performance risk deemed acceptable according to the 376 
stated risk appetite. 377 

The risk prioritization and response in this report are based upon the risk scenario descriptions 378 
that help to put each type of risk into perspective and enable the analysis of risk likelihood and 379 
consequences. Figure 3 illustrates the inputs to risk scenarios as detailed in NISTIR 8286A. 380 
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 381 

Figure 3: Inputs to Risk Scenario Identification 382 

As described in Section 2, prioritization and response will take place based on an analysis of risk 383 
scenarios to determine the likelihood that a threat source will act, that a vulnerability does or will 384 
exist, and that an asset will experience an undesirable effect that impacts objectives. By 385 
considering this information with other details from throughout the enterprise, stakeholders can 386 
review and monitor risk management to ensure that performance is aligned with enterprise 387 
strategy and direction. Because all risk is dynamic, monitoring also enables ongoing adjustments 388 
to risk appetite, risk identification methods, and risk response. 389 

Practitioners at all levels of the enterprise will also benefit from considering opportunities that 390 
represent beneficial uncertainty (sometimes referred to as positive risks). NISTIR 8286 provides 391 
the example of an organization that is evaluating moving a major financial system from an in-392 
house data center to a commercial hosting provider and the potential financial gain of reducing 393 
space and utility requirements. While many cybersecurity risk managers have traditionally 394 
focused on negative risk, it is important to consider all types of uncertainty and to use that 395 
information to perform cost-benefit analyses to better inform decision-making. 396 

1.4 Document Structure 397 

This publication provides recommendations for determining, responding to, and reporting the 398 
relative priorities of risks, as documented in the CSRR, in light of the enterprise’s risk strategy. 399 
Each of the sections below provide information and recommendations for determining risk 400 
priority based on the impact to enterprise objectives (Section 2.2), selecting one or more risk 401 
response actions (Section 2.3), finalizing the CSRR (Section 2.4), and conditioning results in 402 
preparation for risk report aggregation (Section 2.5). The document is organized into the 403 
following major sections: 404 

• Section 2 details CSRM considerations for evaluating, responding to, communicating, 405 
and monitoring cybersecurity risk as an input to an ERM strategy and program. 406 

• Section 3 provides a conclusion and highlights important elements regarding connections 407 
between this publication and NISTIR 8286C. 408 

• The References section provides links to external sites or publications that offer 409 
additional information. 410 

• Appendix A contains selected acronyms and abbreviations used in this publication. 411 
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2 Cybersecurity Risk Considerations 412 

NISTIR 8286A illustrates methods for creating a CSRR for recording and communicating 413 
information about risks to information and technology. While NISTIR 8286A focuses on the 414 
identification and analysis of various risks representing the middle five fields of the risk register, 415 
this section focuses on completing the rest of the risk register based upon that analysis. This 416 
section will provide information to help complete the columns of the register shown in red boxes 417 
below. 418 

As shown in NISTIRs 8286 and 8286A, a great deal of information can be collected and 419 
maintained in reference to various cybersecurity risks. While the CSRR provides a meaningful 420 
snapshot or summary of a given set of risk scenarios, it would be impractical to attempt to record 421 
all of the relevant information in such an artifact. Therefore, each risk in the CSRR links to a 422 
corresponding RDR. In some cases, the CSRR, the RDR, or both are instantiated in digital 423 
records within a risk management tool, such as a Governance/Risk/Compliance (GRC) product. 424 
A GRC product can be as simple as a set of connected databases or as complex as a global data 425 
infrastructure, but the goal is the same: to aggregate the relevant information that is known about 426 
various risks in light of enterprise governance direction and known compliance requirements to 427 
better inform decision makers. 428 

NISTIR 8286A, Appendix B, contains an example of a risk detail record template. As each 429 
enterprise develops risk strategy and direction, the specific model for a CSRR and an RDR 430 
should be prescribed. Although this NISTIR 8286 series provides templates, they should be 431 
tailored to meet the needs of each enterprise. The use of such templates supports consistent risk 432 
tracking and reporting and enables the aggregation and integration of risk information. At a 433 
minimum, NIST recommends that a single record be recorded for each scenario in each CSRR. 434 
The use of separate registers and detail records enables each to communicate the appropriate 435 
level of detail. Many of the items described in the list above represent point-in-time information 436 
and should be updated at various points within the life cycle. Whether through a GRC tool or by 437 
updating risk records through some other method, information should be kept current based on a 438 
frequency established by senior leaders. 439 

Figure 4: Notional Cybersecurity Risk Register Template 
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2.1 Assessment, Response, and Monitoring Across Enterprise Levels 440 

A key challenge for risk managers is the confusion caused by common risk terms being used for 441 
divergent tasks. When considering the application of risk management processes in different 442 
contexts, communication among stakeholders may require additional information or clarification 443 
about activities. For example, even the meaning of the term control can vary depending on the 444 
context in which that term is used.  445 

OMB A-123 states that internal controls “are tools to help program and financial managers 446 
achieve results and safeguard the integrity of their programs.” It explains that “the three 447 
objectives of internal control are to ensure the effectiveness and efficiency of operations, 448 
reliability of financial reporting, and compliance with applicable laws and regulations. The 449 
safeguarding of assets is a subset of all of these objectives.” In this sense, an internal control 450 
provides an enterprise-level mechanism by which overall effectiveness, efficiency, reliability, 451 
and compliance can be enacted. Internal controls provide executives and senior leaders with 452 
methods and procedures to help ensure that enterprise objectives related to operations, reporting, 453 
and compliance are achieved. As the enterprise’s leadership establishes an environment by which 454 
those internal controls are enacted (the “control environment”) they also perform a risk 455 
assessment to determine conditions that may prevent the effective application of those internal 456 
controls. Business managers and system owners select and implement security and privacy 457 
control activities (e.g., those described in SP 800-53, Security and Privacy Controls for 458 
Information Systems and Organizations) to achieve the desired objectives and monitor their 459 
effectiveness [5]. Figure 5 illustrates that the terms control, assess, and monitor are used at all 460 
three hierarchy levels yet include different activities. 461 

 462 
Figure 5: ERM and CSRM Actions Apply Common Terms in Different Ways 463 

In the same way that controls, risk assessment, and monitoring are applied across these three 464 
hierarchy levels, metrics define performance measurement (including Key Performance 465 
Indicators, or KPIs) and risk tracking (including Key Risk Indicators, or KRIs). Figure 5 shows 466 
that as control, assessment, and monitoring activities occur, they support monitoring, evaluation, 467 
and adjustment at each level of the hierarchy. Risk practitioners should keep in mind that 468 
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because there are distinctions in terms at each organizational level, it is important to be clear 469 
about expectations and activities. 470 

2.2 Prioritizing Cybersecurity Risks 471 

After having calculated the risk exposure resulting from each risk in the CSRR, as detailed in 472 
IR8286A,3 the next step in the process is to determine their relative priority. Because the priority 473 
reflects an order of precedence, the highest priority risks will not always be those with the 474 
greatest exposure value. Since risk response has not yet been determined, priority is not 475 
necessarily a reflection of the chronological order in which risk should be mitigated. Ultimately, 476 
the relative priority of various types of risk must by decided upon by those with appropriate 477 
authority at the executive level, usually through guidance provided through the risk management 478 
strategy. That strategy and the resulting internal guidance are interpreted at each level (such as 479 
by application at the system level in the CSRR) and may then be adjusted as risk management 480 
activities are reported and monitored (as illustrated in Figure 2). In this way, those in the 481 
enterprise who are accountable for cybersecurity oversight (e.g., a Chief Information Security 482 
Officer) establish priorities for cybersecurity risks, while enterprise executives have the final 483 
authority over how risk will be managed in the context of other enterprise risks. 484 

The priority column describes the relative importance of each risk (usually ordered from most 485 
important to least important) based on the enterprise’s risk management guidance. For some 486 
enterprises, this descending priority might influence the risk response (as described in Section 487 
2.3) in that there are limited resources available for treating risk. Capital and operating expenses 488 
will likely be applied to those risks with the highest priority. There may be a point where 489 
resources are not available to treat risks below a particular importance, so it is necessary to be 490 
sure that the prioritization criteria are clearly agreed upon and communicated. Because it is 491 
important to convey both the risk exposure value and the determined priority, both data points 492 
are represented in the risk register template in the NISTIR 8286 series. 493 

The OpenFAIR Risk Analysis standard (O-RA) points out that a mathematical calculation is 494 
limited in its ability to convey risk information [6]. For example, that standard reminds the 495 
reader that thinking about risk exposure as a function of “threat multiplied by vulnerability” does 496 
not necessarily convey sufficient information and that “any risk equation that ignores impact is 497 
going to be meaningless to the very people who need to use risk analyses to make risk 498 
decisions.” This shortcoming of simplistic risk calculation also relates to challenges with 499 
prioritization. 500 

2.2.1 Factors Influencing Prioritization 501 

Numerous factors (e.g., financial loss, enterprise reputation, shareholder sentiment) influence 502 
priority and should be included in the enterprise risk strategy. A cybersecurity risk that directly 503 
impacts mission is likely to be a high priority, but many other considerations – such as agency or 504 

 
3  These values are described in NISTIR 8286A and may be based upon risk analysis methods, various sources of impact 

information (e.g., a traditional business impact analysis [BIA]), and other enterprise information such as from previous 
iterations of the cybersecurity risk management cycle. The formula for calculating risk exposure is described in NISTIR 
8286A, Section 2.4, and represents the total loss if the risk occurs multiplied by the probability that the risk will happen. 
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corporate reputation – might move a particular type of risk to the top of the list. Another 505 
consideration might occur if a corporate entity were preparing for a merger. The community has 506 
seen recent examples that have demonstrated that discovery of a cybersecurity risk can affect the 507 
valuation of an enterprise and subsequent negotiations. There may also be factors that are not 508 
directly related to security but that might support organizational improvement (e.g., quick wins 509 
that will build team confidence and gain momentum, risks related to an objective that leaders 510 
have established as a key priority). Priority values such as low, moderate, and high are often used 511 
as risk prioritization categories. For example, this is the convention used for categorizing federal 512 
systems as described in Federal Information Processing Standards (FIPS) 199 and 200. This 513 
qualitative approach may be more limiting than quantitative analysis in that it is easier to sort a 514 
range of numerical values, even those that are relatively close, than it is to sort a list of risks 515 
marked “Very High.” In most enterprises, risk strategy should provide direction for both 516 
generalization (e.g., low, moderate, high) and for more specific risk prioritization methods. 517 

2.2.2  Cybersecurity Risk Optimization 518 

As shown in various diagrams throughout the NISTIR 8286 series, a key goal of ERM/CSRM 519 
coordination is to help enterprise stakeholders collect various risk data for decision support, 520 
monitoring, and communications. Specific processes for bringing this information together are 521 
described in NISTIR 8286C, but there are several foundational definitions that are relevant to 522 
properly prioritizing risk at each state of the life cycle, including aggregating and prioritizing 523 
CSRR data discussed in this document: 524 

• Risk aggregation – combination of a number of risks into one risk to develop a more 525 
complete understanding of the overall risk [ISO 73 definition] [7] 526 

• Risk criteria – terms of reference against which the significance of a risk is evaluated,  527 
such as organizational objectives, internal/external internal context, and mandatory 528 
requirements (e.g., standards, laws, policies) [ISO 73 definition] 529 

• Risk optimization – a risk-related process to minimize negative and maximize positive 530 
consequences and their respective probabilities; risk optimization depends on risk 531 
criteria, including costs and legal requirements [ENISA definition] [8] 532 

The processes to aggregate, prioritize, and optimize risk will be different at each level of the 533 
enterprise, based on the risk criteria relevant to that level. At hierarchically lower levels in an 534 
enterprise, a certain amount of risk prioritization and treatment authority will have been 535 
delegated by the stated risk strategy guidance to streamline operations, but decisions at each 536 
level are considered to be provisional and subject to oversight (and override) from higher-level 537 
management. 538 

Methods used for optimizing risk are at the discretion of enterprise leaders and are often carried 539 
out by a risk leadership council or other risk governance body. Since capital and operating 540 
expense budgets for risk response are likely to be limited, each method must include a process 541 
for how to respond to those scenarios when funding is not available. Some examples include: 542 
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• Fiscal optimization – a straightforward ranking of risks in descending order from most 543 
impactful to least. Risk managers would simply tally the total of risk response costs until 544 
funding is exhausted. 545 

• Algorithmic optimization – the application of mathematical formulae to calculate the 546 
aggregate cost benefit to the enterprise, given the estimated costs, in a purely mechanical 547 
approach. 548 

• Operational optimization – selection of those risks from the register that are most 549 
valuable based upon leadership preferences, mission objectives, stakeholder sentiment 550 
(e.g., those of customers, citizens, or shareholders), and other subjective criteria. Another 551 
optimization factor is operational and based on an iterative communications cycle of risk 552 
reporting and analytics. 553 

• Forced ranking optimization - prioritizing risks in the way that will best use available 554 
resources to achieve the maximum benefit given specific negative and positive 555 
consequences. Various business drivers and risk consequences have differing weights for 556 
developing a score, helping to move beyond the simplistic “threat multiplied by 557 
vulnerability” approach to build business objectives into that equation. Because these 558 
factors and their weights are based on business drivers, the factors should be defined by 559 
senior stakeholders but can be applied at all levels of the enterprise, subject to adjustment 560 
and refinement. 561 

Ultimately, the optimization performed will likely be some combination of these methods. For 562 
some enterprises, risk optimization may also have a temporal factor. For example, risk owners 563 
might be willing to accept some risk scenarios in order to reduce expenses and boost profitability 564 
near the end of a fiscal quarter. Those same scenarios might be fully treated in more favorable 565 
financial circumstances. The goal of this report is not to advocate for any particular optimization 566 
process but rather to determine how optimization and prioritization will occur, since these 567 
decisions must precede risk response itself. 568 

Keep in mind that these management processes are iterative. Generally speaking, as risk 569 
information is aggregated throughout the enterprise, more information becomes available about 570 
risk commonalities. As risk managers observe similar types of positive and negative risk events, 571 
they can note contributing factors, highlight common opportunities, and gain a broader 572 
understanding of risk conditions. Because leaders and executives often have a broader view of 573 
factors that contribute to and result from various risks, including cybersecurity risks, they can 574 
provide additional criteria to hierarchically lower levels to help sort and prioritize. 575 

2.2.3 Cybersecurity Risk Priorities at Each Enterprise Level 576 

In support of risk prioritization, as with cybersecurity risks themselves, the ranking factors 577 
reflect the various strata of the enterprise. At Level 3, the CSRR reflects risk priorities related to 578 
particular systems and technologies. The organization level has its own priorities based on 579 
unique mission and business unit drivers. The enterprise has overarching cybersecurity priorities 580 
that may not be the same as those at lower technical levels of abstraction, and they can be of 581 
varying priority when considered along with other enterprise risks. This balance is foundational 582 
to the concept of CSRM as an input to ERM. While risks to institutional information and 583 
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technology are critical parts of the enterprise and a primary focus of those charged with leading 584 
CSRM, corporate officers and fiduciaries have a broad perspective and must balance the dozens 585 
of types of uncertainty in the enterprise risk universe. Bi-directional communication is critical, 586 
enabling senior leaders to convey strategy and direction while also enabling system and business 587 
level managers to keep leadership informed. This process does not mean that every system level 588 
risk decision should be elevated to top leadership but rather that many risk decisions at the 589 
system and organization levels should be considered provisional and that leaders may 590 
subsequently recommend a different priority or approach based on their understanding of the 591 
aggregate impact to enterprise factors (e.g., revenue, reputation, regulations, or political). 592 
Additional information regarding risk aggregation and subsequent communication is described in 593 
NISTIR 8286C. 594 

Since prioritization factors vary by enterprise, this report does not prescribe an approach. Many 595 
entities begin by sorting within the risk register from largest to smallest risk exposure rating. 596 
Specific risks can then be moved to tailor prioritization based on guidance provided in the 597 
enterprise strategy (and from leaders and managers at appropriate enterprise, organizational, and 598 
system levels). Figure 6 shows a notional set of risks and example assessments. 599 

 600 
Figure 6: Excerpt from a Notional Cybersecurity Risk Register (from NISTIR 8286) 601 

While this order represents the initial sort, there may be additional information, including 602 
guidance provided through risk appetite and risk tolerance instructions. Risk 3, for example, may 603 
become a higher priority if: 604 

• Senior leaders have designed availability as a key mission objective, 605 

• Service-level agreements with customers or constituents would be jeopardized, or 606 

• A critical event is occurring, during which a communications outage would have serious 607 
reputational effects even if the direct financial impact would be relatively low (in this 608 
case, 30 %). 609 

The example above illustrates that prioritization and tailoring may use the term impact in a non-610 
technical sense to indicate a general or adverse effect, or it could be used in a more technical 611 
sense to indicate a calculable and measurable loss. Recalling the very definition of risk as “the 612 
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effect of uncertainty on objectives,” prioritization considers each uncertainty represented in the 613 
CSRR and the overall effects of that uncertainty on enterprise mission and business objectives. 614 

2.2.4 Considerations of Positive Risks as an Input to ERM 615 

Uncertainty can be positive, negative, or sometimes both, and risks of all types should be 616 
included in communications and prioritization. Figure 6 includes an example of an opportunity 617 
expressed as a positive risk. This integration of positive and negative risks on the same CSRR 618 
helps with the dual-faceted prioritization process described above. Colocation of both types of 619 
risk ensures that senior managers are fully aware of all of the uncertainties that might bring 620 
benefit or harm. If multiple positive risks are listed in the CSRR, then the negative risks can be 621 
ranked in descending order of their negative impact, as tailored by enterprise factors, and the 622 
positive risks (or opportunities) can be listed in descending order of their enterprise benefit in a 623 
similar way. 624 

Prioritization and risk evaluation must also consider the positive risks that might evolve from an 625 
opportunity. Risk calculations are often based on analysis of both the cost of response and the 626 
benefit of proceeding. For example, while there have been many cybersecurity risks inherent to 627 
telework scenarios, organizations are increasingly realizing that a remote workforce brings 628 
positive benefits (e.g., reduced office space costs and utilities, reduced commuting time for 629 
employees, wider access to a skilled workforce). Understanding and calculating the various 630 
factors – such as through a strength, weakness, opportunity, and threat (SWOT) analysis – helps 631 
to prioritize all risks and evaluate available responses. 632 

Such an analysis must also keep in mind the consequences of failure to pursue an opportunity, 633 
even in light of certain negative risks. An organization that is considering creating a new product 634 
offering that works through a mobile device application must weigh the potential negative risks 635 
(e.g., intentional attacks by cyber criminals, software errors that might create customer support 636 
needs) against the positive risks (e.g., additional customer revenue and market share 637 
opportunities) made available through that offering. Basing risk considerations on benefits to and 638 
consequences on enterprise drivers, such as the factors described in Section 2.2.1 (including risk 639 
appetite and risk tolerance directives), supports mission-focused prioritization. 640 

2.2.5 Visualizing Risk Priority 641 

Heat map diagrams are often used to help visualize the relative priority of the risks, though such 642 
a graphic should be used with caution. The background colors and relative positions of the 643 
various uncertainties are a guide for quick reference, not necessarily an indicator of rigid 644 
boundaries. As discussed in Section 2.2, a mathematical calculation – in this case based upon 645 
likelihood and impact – is limited in its ability to convey risk information. A matrix illustration 646 
based on such a calculation is helpful for visualization but is equally limited. 647 

Both the positive and negative uncertainties are reflected in Figure 7. While some readers may 648 
automatically associate red areas of the map with “bad” and green areas with “good,” the red (the 649 
top right in the case below) area may also represent a highly likely and beneficial opportunity. In 650 
fact, it is not unusual to hear someone reference a “red-hot opportunity” in a positive light. It is 651 
also notable that Figure 7 illustrates positive and negative risks together, highlighting those risks 652 
and opportunities that are likely to have the greatest impact (whether harmful or beneficial). 653 
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 654 

Figure 7: Example Risk Map Illustrating Prioritization of the Risks in Figure 6 655 

Alternatively, the positive and negative uncertainties might be reflected on separate risk maps, as 656 
shown in Figure 8. This model shows both risks and opportunities together, calling attention to 657 
both the most valuable opportunities and the most threatening risks. Each of these prioritization 658 
considerations will factor into risk response, as described below, but the reader should keep in 659 
mind that risk management itself is a dynamic process and that conditions can change frequently 660 
and rapidly. Through the methods described, coordination within and among levels and 661 
collaborative communications among risk management participants help to ensure consistent and 662 
appropriate adjustment in a changing environment. 663 

Figure 8: Alternative Risk Map with Separate Risk and Opportunity Mapping 



NISTIR 8286B (DRAFT)  PRIORITIZING CYBERSECURITY RISK 
  FOR ENTERPRISE RISK MANAGEMENT 

13 

Whichever method is used, it is important that a consistent methodology be applied throughout 664 
the enterprise. Using consistent prioritization, optimization, and visualization throughout all 665 
levels and describing risk factors and weighting that have been agreed upon by appropriate 666 
stakeholders help improve consistent and effective risk management. 667 

2.3 Selection of Risk Response Types 668 

Having established the relative priority of the risks in the CSRR, the next step is to determine the 669 
appropriate actions necessary to ensure suitable and cost-effective risk treatment. Risk response 670 
selection is an important element of maintaining appropriate balance among value, risk, and 671 
resources. Risk response should result in residual risk levels at or below the risk appetite and risk 672 
tolerance directives provided in previous activities. 673 

Enterprise risk strategy often describes levels of authority regarding who may approve risk 674 
treatment decisions. For example, the selection and approval of controls for a system that has 675 
been confirmed to be low impact may generally be approved by the system owner. As the 676 
potential impact of risk consequences increases, the level of coordination and oversight usually 677 
increases. Because these levels may vary greatly, it is important that levels of authority are well 678 
defined by role as part of the ERM policy and process. 679 

There may be occasions when unacceptable risk cannot be adequately treated within the 680 
reporting period (such as due to insufficient resources). In such a case, the risk is implicitly 681 
accepted, and the risk manager has – at least temporarily – adjusted the risk tolerance range until 682 
the risk scenario can be sufficiently treated. For Federal Government enterprises, information 683 
security risk responses planned but not yet implemented are often recorded in a Plan of Action 684 
and Milestones (POA&M). While POA&Ms reflect a subset of the types of risk contained within 685 
a CSRR, the enterprise risk register is used for aggregating information with other risk data (e.g., 686 
other enterprise considerations, such as reputational, financial, and market risks) since POA&Ms 687 
do not exist for that non-cybersecurity data. While data can be exchanged among various formats 688 
and protocols, the data will often need to be transliterated as well. For example, using a POA&M 689 
in place of the CSRR would not describe the positive risks (opportunities) that are required by 690 
A-123 for federal agencies’ enterprise risk profiles.  691 

Similarly, while federal agencies may be permitted to use a POA&M describing future 692 
mitigation, such a condition is not permissible in private industry, and all risks must be fully 693 
disclosed, treated, and communicated. Corporate, shareholder, and regulatory stakeholders 694 
require comprehensive disclosure, so any planned future mitigation would need to be 695 
transliterated as “accepted” from the risk register and vice versa from the POA&M, depending 696 
on the date of mitigation. Doing so ensures that all residual risks will be included in the risk 697 
aggregation, correlation, and communication described throughout the NISTIR 8286 series. 698 
Including those risks in the POA&M, the CSRR, and – if applicable – the RDR ensures more 699 
complete communication and awareness of risks that have been identified but not yet treated. 700 

Application of response methods does not need to be mutually exclusive. A risk owner is likely 701 
to apply a hybrid of multiple response methods to achieve the desired effect. Anyone who has 702 
driven an automobile has experienced this by both applying risk mitigation techniques (e.g., seat 703 
belts, airbags) and risk sharing methods (e.g., automobile insurance). The goal of the risk owner 704 
is to evaluate the options that will best achieve the balance among value, risk, and resources. 705 
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Table 1: Response Types for Negative Cybersecurity Risks 706 

Type Description 
Accept Accept cybersecurity risk within risk tolerance levels. No additional risk response action is needed 

except for monitoring. 
Transfer For cybersecurity risks that fall outside of tolerance levels, reduce them to an acceptable level by 

sharing a portion of the consequences with another party (e.g., cybersecurity insurance). While some of 
the financial consequences may be transferrable, there are often consequences that cannot be 
transferred, like the loss of customer trust. (Sometimes referenced as Sharing.) 

Mitigate Apply actions (e.g., security controls discussed in Section 3.5.1) that reduce the threats, vulnerabilities, 
and impacts of a given risk to an acceptable level. Responses could include those that help prevent a 
loss (i.e., reducing the probability of occurrence or the likelihood that a threat event materializes or 
succeeds) or that help limit such a loss by decreasing damage and liability. 

Avoid Apply responses to ensure that the risk does not occur. Avoiding a risk may be the best option if there 
is no cost-effective method for reducing the cybersecurity risk to an acceptable level. The cost of the 
lost opportunity associated with such a decision should be considered as well.  

For each risk in the register, and considering the priority established above, the risk owner steps 707 
through the decision points (in the listed order) illustrated in Figure 9 and considers methods and 708 
options to bring the residual risk exposure to within an acceptable range. Details about each 709 
response option are provided below. 710 

 711 
Figure 9: Risk Response Workflow 712 

When performing the risk decision workflow, remember that constraints (e.g., mandatory 713 
regulatory requirements) may impact the decisions. For example, while a business unit manager 714 
may wrongly decide that placing customer pharmaceutical records on an unencrypted laptop 715 
represents an acceptable low risk, consumer protection and health information protection 716 
regulations make that decision unsuitable. There may also be instances where a given risk 717 
response has been pre-established, perhaps based on previous issues, stakeholder expectations, or 718 
industry best practices. 719 

Whichever method is selected for dealing with risks for which response resources are not 720 
currently available, it is important to remember that “ignore risk” is not among the available 721 
choices since that would represent passive acceptance of the risk. Even if all mitigation and 722 
transfer options are not currently practical, there must be a clear plan for how that situation will 723 
be remedied, and the residual risk must be included in enterprise risk reporting processes, 724 
including the CSRR (and associated POA&M documents, if applicable). 725 



NISTIR 8286B (DRAFT)  PRIORITIZING CYBERSECURITY RISK 
  FOR ENTERPRISE RISK MANAGEMENT 

15 

As risk response decisions occur throughout the enterprise, reporting about performance and 726 
trends also takes place. Many cybersecurity incidents have become notorious because senior 727 
leaders were unaware that serious risks were being accepted by lower levels of management. 728 

As response activities in the risk management life cycle occur, performance and trending metrics 729 
are collected and shared (including KPIs and KRIs) to help risk practitioners monitor the effects 730 
of these uncertainties on mission objectives. This information collection and sharing might be 731 
aided by the use of a GRC product. Monitoring and communication help to convey other 732 
information, such as an understanding of any risks that are outside of the risk tolerance range and 733 
yet are not treated to an acceptable level. By definition, someone has “accepted” such a risk, 734 
indicating either a need to adjust the tolerance or to take some action to offset the potential 735 
impact (e.g., setting aside reserve funding to deal with the implications should the risk scenario 736 
actually occur). Where decisions are being made based on previous iterations, performance 737 
results and ongoing risk trends may influence the next round through the workflow. 738 

A key challenge with risk response is that one can often offset the financial impact of a risk, but 739 
other factors like reputation, regulatory compliance, or volatility might still have a significant 740 
impact on the enterprise. Cybersecurity insurance may reduce some financial costs of a 741 
ransomware attack, but the enterprise’s reputation may still be tainted in customers’ memories, 742 
potentially impacting shareholder sentiment and leading to stock volatility. Since downstream 743 
risk consequences can create combined enterprise impact, the use of risk treatment methods may 744 
also need to be combined to ensure that potential impacts are maintained at acceptable levels. 745 

Figure 10 illustrates a number of risks shown in an excerpt of a CSRR. The sections below 746 
describe some of the considerations that led to the proposed responses and provide RDR excerpts 747 
with additional detail.748 

 749 
Figure 10: Example Risk Responses in the CSRR 750 

2.3.1 Risk Acceptance 751 

The first risk response evaluation is to consider whether the exposure presented by the risk 752 
scenario is already at an acceptable level based on relevant risk tolerance statements. Notably, 753 
such a decision does not indicate that the risk is negligible or unimportant. The risk must be 754 
reported, monitored, and managed to ensure that risk conditions remain in an acceptable range as 755 
defined by risk tolerance. The risk owner might choose to accept the risk while applying a 756 
financial control to address a cybersecurity risk. In such a case, the risk reserves are not intended 757 
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to transfer risk impact or mitigate risk exposure but rather to provide resources that may be used 758 
as a counterbalance if risk factors change. 759 

The figure below draws from NISTIR 8286, Figure 7, a notional CSRR with illustrative 760 
examples. Risk 1 of that example describes the loss of a computing device from the visitor 761 
reception area of a company. In this case, the owner of that endpoint confirms that there is no 762 
confidential or corporate information on the device. While a computer lock cable was added, the 763 
likelihood that the computer would be stolen from this area is still high since the reception area is 764 
often unattended, but the system owner accepts that risk and has updated the CSRR. 765 

Risk Description Personal computer (PC) is stolen from the reception area. 
Risk Category Physical and Environmental Protection (PE). 
Current Risk Analysis 
Likelihood before controls (%):  
75 % 

Impact before controls ($): 
$2,000 

Exposure Rating before controls ($):  
$1,500 

Planned Risk Response Select all that apply: ☑ Accept ☐ Avoid ☐ Transfer ☐ Mitigate 

Planned Risk Response 
Description 

None required. See Decision Memo from Betsy Smith dated 05 May 2021. 

Resource Requirements for 
Planned Risk Response 

None required. 

Planned Response Cost ($) None required. 

Figure 11: RDR Excerpt – Example for an Acceptable Risk 766 

2.3.2 Risk Avoidance 767 

In some cases, if the risk exposure rating exceeds risk tolerance limits, the risk owner may 768 
determine that the best course of action is not to conduct the activity that results in the risk 769 
scenario. While it is rare that no combination of risk transfer and mitigation would bring the 770 
exposure to an acceptable level, there may be times when avoiding the risk is the wisest choice. 771 
This response type is exemplified by a manufacturer that has decided not to connect industrial 772 
control systems to the Internet, as shown in Figure 12. While such connectivity might bring some 773 
benefits, such as remote support and maintenance capabilities, the system owner may decide that 774 
the potential harmful impact may outweigh those benefits or that the cost of reaching an 775 
acceptable level of risk would not be a reasonable investment of resources. 776 

Enterprise risk strategy may wish to declare the conditions under which a risk must be avoided. 777 
In other cases, the decision about whether to avoid a risk may occur after all other options have 778 
been exhausted. As with other risk considerations, this decision process may be cyclic. 779 

Risk Description An unauthorized external party connects to manufacturing control systems 
and alters 3D printing programming, corrupting a significant portion of 
manufactured goods. 

Risk Category Access Control (AC). 
Current Risk Analysis 
Likelihood before controls (%):  
37 % 

Impact before controls ($): 
$1,000,000 

Exposure Rating before controls ($):  
$370,000 
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Planned Risk Response Select all that apply: ☐ Accept ☑ Avoid ☐ Transfer ☐ Mitigate 

Planned Risk Response 
Description 

While there might be corrective controls that could be applied, the CEO, 
guided by the governing body, has expressed zero risk appetite for any 
consequence that could jeopardize customer trust, as might occur with a 
breach of the manufacturing processes. 
 
To ensure that this risk does not occur, the board has determined to avoid 
this risk by prohibiting the interconnection of manufacturing systems to any 
other network, including other enterprise internetworks. 

Resource Requirements for 
Planned Risk Response 

None required. 

Planned Response Cost ($) None required. 

Figure 12: RDR Excerpt – Example of Risk Avoidance 780 

2.3.3 Risk Transfer 781 

If a risk in the register cannot be accepted or fully avoided, another option would be to determine 782 
if some or all of the exposure could be transferred to (or shared with) another entity. The most 783 
frequent example of this activity is the use of an insurance provision that would help to offset the 784 
financial impact of a given risk scenario. Another common example of risk transfer is to 785 
outsource some risky activity, such as handling payment card transactions. 786 

Figure 13 illustrates notional risk 3 from NISTIR 8286, Figure 7, that describes a condition 787 
where communications circuits are disrupted by a natural disaster. Because it would be rare for 788 
this enterprise to experience such a disaster, the risk owner has decided to purchase cybersecurity 789 
insurance that will reimburse the financial losses of such an outage. Note that, based on the 790 
discussion above, if the priority of this risk has been elevated (perhaps to meet a critical service-791 
level agreement), then the potential impact may need to be reevaluated and the CSRR updated 792 
accordingly. In such a case, additional steps (such as mitigation, described below) may need to 793 
be added. 794 

Risk Description A natural disaster disrupts communications circuits impeding customer 
access. 

Risk Category Contingency Planning (CP). 
Current Risk Analysis 
Likelihood before controls (%):  
10 % 

Impact before controls ($): 
$1,500,000 

Exposure Rating before controls ($):  
$150,000 

Planned Risk Response Select all that apply: ☐ Accept ☐ Avoid ☑ Transfer ☐ Mitigate 

Planned Risk Response 
Description 

Add additional coverage to enterprise disaster recovery policy to insure the 
direct losses caused by customer communication disruption from a covered 
event. 

Resource Requirements for 
Planned Risk Response 

Existing disaster recovery/business continuity staff planning will address this 
risk. The cost to manage the restoration of services is already built into the 
incident response planning budget. 
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Public communications resources that are necessary to manage public 
announcements, periodic updates, and recovery communications are 
included in the Public Affairs budget. 

Planned Response Cost ($) Policy: $150,000 per year 
Notes All reviewers should keep in mind that this approach will provide direct 

reimbursement of some losses (TBD based upon policy specifics), but there 
will still be enterprise reputational consequences based on customer 
frustration, and there may be additional financial consequences if the outage 
results in a missed service-level agreement with a major customer. Additional 
research regarding this risk is necessary to ensure adequate treatment. 

Figure 13: RDR Excerpt – Example of Risk Transfer 795 

2.3.4 Risk Mitigation 796 

The most common method of responding to risk is to mitigate risk conditions, generally through 797 
the application of various technical, managerial, and operational controls that reduce the 798 
likelihood and impact of a risk occurrence. For many of the scenarios described in the CSRR, 799 
mitigation occurs through the direct treatment of cybersecurity-related factors. In general, risk 800 
managers apply combinations of internal and external human resources, enterprise processes, and 801 
various types of information and technology to achieve an acceptable level of risk. Types of 802 
controls include: 803 

• Preventative: Reduce or eliminate specific instances of a vulnerability. Example: 804 
network architects ensure physical or logical separation among network enclaves to help 805 
isolate suspicious or malicious activities to the smallest area possible. 806 

• Deterrent: Reduce the likelihood of a threat event by dissuading a threat actor. Example: 807 
a warning banner that notifies a system user before they attempt to authenticate that the 808 
system is closely monitored and that illicit activities may result in criminal prosecution. 809 
The banner’s key purpose is to dissuade unauthorized actions. 810 

• Detective: Provide warning of a successful or attempted threat event. Example: an 811 
intrusion detection system (IDS) alerts an operator in the Security Operations Center 812 
(SOC) upon noticing that a network user has just downloaded an unapproved software 813 
product. 814 

• Corrective: Reduce exposure by offsetting the impact of consequences after a risk event. 815 
Example: an anti-virus product quarantines a suspicious file that matches the signature of 816 
malicious software. 817 

• Compensating: Apply one or more cybersecurity controls to adjust for a weakness in 818 
another control. Example: alarms on a server room door audibly notify nearby personnel 819 
when an emergency exit push bar has been used, thereby compensating for a physical 820 
access control that has been bypassed. 821 

As mitigation techniques help to reduce the frequency or likelihood of a risk scenario (as in the 822 
warning banner and anti-virus illustrations), the impact of a scenario (as in the network 823 
segmentation example), or both, practitioners can iterate through the CSRR to bring the overall 824 
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risk level to within acceptable limits. Many sources of cybersecurity controls are available, such 825 
as those described in SP 800-53, Security and Privacy Controls for Information Systems and 826 
Organizations [5]. Based upon ERM roles, strategy, risk assessment, and prioritization direction, 827 
system owners and risk managers work to select, implement, and monitor various controls to 828 
ensure that risks remain within acceptable limits. 829 

The application of cybersecurity controls should be evaluated by a competent assessor to confirm 830 
that the intended mitigation techniques are effective, optimize the use of resources, and achieve 831 
management direction regarding risk appetite and tolerance. Because this example includes 832 
several third-party supply chain partners, the assessment will likely include multiple parties. SP 833 
800-53A, Guide for Assessing the Security Controls in Federal Information Systems and 834 
Organizations, provides detailed criteria for examining the application of controls and processes, 835 
testing control effectiveness, and conducting interviews to confirm that the mitigation techniques 836 
are likely to achieve their intended results [9]. The results of the application of those controls 837 
provide performance and risk metrics (including KPIs and KRIs) that may then be used to 838 
monitor the achievement of risk appetite and risk tolerance directives. 839 

The cybersecurity control assessment also provides an opportunity to review and discuss the 840 
intended response. Consider the disaster recovery example above in Section 2.3.3. After 841 
calculating the annual cost of insurance combined with potential reputation and financial 842 
consequences, management might choose to seek an alternative risk response or at least consider 843 
other options. In this case, the system owner may have discussed the situation with their 844 
manager, who may have asked what the response might have been if they did not accept the risk. 845 
The manager may have also asked for estimated costs for the response, which could include: 846 

• Moving overhead trunk lines underground to reduce susceptibility to windstorms 847 

• Installing underground fiber-optic cabling between headquarters and the communications 848 
center below the frost line 849 

• Funding the cost of the trench construction, conduit materials, new communications 850 
equipment, and time for the network staff to perform the necessary transitions 851 

The final estimated cost of remediating this loss was calculated at $250,000, which exceeds a 852 
single year exposure but may make sense when considering annualized loss expectancy (ALE) 853 
over time. The manager might have also asked the system owner to review the risk analysis to 854 
confirm its reliability. If the 10 % likelihood were a guess and a subsequent simulation showed 855 
anything over 10 %, that exposure rating could be significantly higher, resulting in an 856 
unacceptable condition and leading the system owner to explore other risk response options. In 857 
this example, the risk analysis was reviewed by several knowledgeable experts and confirmed as 858 
a reasonable estimate, so the manager and system owner document that fact and decide that risk 859 
mitigation will provide a suitable solution. 860 

Risk Description A natural disaster disrupts communications circuits, impeding customer 
access. 

Risk Category Contingency Planning (CP). 
Current Risk Analysis 
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Likelihood before controls (%):  
10 % 

Impact before controls ($): 
$1,500,000 

Exposure Rating before controls ($):  
$150,000 

Planned Risk Response Select all that apply: ☐ Accept ☐ Avoid ☐ Transfer ☑ Mitigate 

Planned Risk Response 
Description 

Having identified that the key vulnerability is to overhead communications 
wiring, these circuits will be buried underground. 

Resource Requirements for 
Planned Risk Response 

Network architecture staff will plan and design the new infrastructure 
(existing labor budget). 
 
A contract is made to install underground fiber-optic cabling between 
headquarters and the communications center, including necessary permits, 
trench construction, conduit materials, and new communications equipment. 

Planned Response Cost ($) Construction, Equipment, and In-house Labor: $250,000  
Notes While this response cost exceeds the impact of a single loss exposure, the 

cost to permanently mitigate this risk is a reasonable use of capital expenses. 

Figure 14: RDR Excerpt – Risk Mitigation 861 

2.3.5 Relationship of Risk Response to Risk Strategy 862 

Stakeholders monitoring risk management activities should be able to recognize the ways in 863 
which risk response will result in achieving risk direction in terms of previously provided risk 864 
appetite and risk tolerance statements. Consider an organization where the Chief Executive 865 
Officer has made the statements that the enterprise “has no appetite for any risk that results from 866 
a vulnerability for which a patch has been released” and that the enterprise “must prioritize any 867 
risk that would jeopardize the fulfillment of customer service-level agreements (SLAs).” Senior 868 
leaders might interpret those statements to define two risk tolerance statements: 869 

1. All vendor-supplied security patches must be applied within 120 days of issue, with 870 
critical patches being tested and applied within 14 days. 871 

2. The application of software patches will be conducted in a manner that minimizes 872 
downtime and does not result in service unavailability (of more than one hour for each 873 
occurrence) to more than 5 % of those customers with SLAs. 874 

Based on risk tolerance, the risk owner must apply the guidance to achieve risk response through 875 
appropriate actions that balance availability and integrity requirements of the system. That 876 
response must consider ways in which software patch activities, which often result in system 877 
restarts and other disruption, might reduce functionality and uptime; it must also consider the 878 
fact that not patching will result in dangerous vulnerabilities remaining on critical systems. 879 

Based on the facts above, the system owner has established a rule that all relevant security 880 
patches must be applied. The timeline for that application is based on the risk represented by the 881 
severity of the vulnerability, as assessed by the Common Vulnerability Scoring System (CVSS) 882 
in accordance with the following schedule: 883 

• Critical severity: 14 days 884 
• High severity: 30 days 885 
• Medium severity: 90 days 886 
• Low severity: 120 days 887 
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Because the rule, established as application of the risk tolerance statement, mandates the 888 
application of any relevant security patch, the choice of not applying the patch is not acceptable. 889 
The system owner eliminated avoidance and risk sharing for this situation. Therefore, the system 890 
owner must mitigate both risks. That system owner must work with the security team to develop 891 
and implement a plan for testing, staging, and applying the security patch in a way that does not 892 
cause disruption to the system. 893 
 894 
To support the connection between risk response and 895 
overall risk strategy, practitioners may apply a 896 
monitor-evaluate-adjust (MEA) process (shown in 897 
Figure 15). Risk tolerance statements are translated 898 
into a triad of interrelated security mechanisms: 899 
security controls, KPIs, and KRIs. Extending the patch 900 
example above, one can decompose the elements into 901 
these parts: 902 

• Risk appetite: no appetite for any risk that 903 
results from a vulnerability for which a patch 904 
has been released; enterprise must prioritize 905 
any risk that would jeopardize the fulfillment 906 
of customer service-level agreements (SLAs) 907 

• Risk tolerance: patches are applied within 120 days 908 
and critical within 14 days, all in a manner that 909 
minimizes downtime and supports customer SLAs 910 

• Cybersecurity controls: flaw remediation; virtual test environment; continuous 911 
monitoring; security planning, policy, and procedures 912 

• KPI: Mean-time-to-patch (MTTP) results (in days); availability metrics (in %); periodic 913 
SLA achievement results (in %); recovery time objective (RTO) achievement (in %) 914 

• Leading KRI: critical patches taking 10 days or more; availability reports with 915 
cumulative downtime approaching unacceptable levels 916 

• Lagging KRI: recoveries with missed RTOs; incident handling reports where an event 917 
occurred through a vulnerability that should have been mitigated 918 

As the MEA cycle occurs as part of normal operations, the achievement of risk directives is 919 
tracked through performance and risk metrics, supporting evaluation of effectiveness and, if 920 
necessary, subsequent adjustment. The adjustment component of that process is important – if 921 
risk managers determine that there are compelling business objectives that necessitate delays in 922 
patching, and if organization leaders are aware of both the operational benefits of exceeding risk 923 
limits and the consequences of doing so, the appropriate parties may decide and document the 924 
conditions under which risk appetite and tolerance may be adjusted. These decisions must be 925 
well-communicated and approved by the appropriate stakeholders, who must accept the potential 926 
consequences of the risks undertaken. 927 

Figure 15: Monitor-Evaluate-Adjust 
Management Cycle 
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Even if an exception were provided for a particular patch circumstance, risk managers might still 928 
continue to monitor KPIs and alert on the KRIs established. For example, given the deadlines 929 
described above, management may set “low-severity patches not applied within 90 days” as a 930 
KRI, whereby a system owner applying those within 30 days might be marked “green” and a 931 
system owner not yet patched after 100 days might be marked “red,” possibly with required 932 
escalation to more senior management for immediate action. 933 

Risk Description An organized cyber-crime attacker exploits a known web server vulnerability 
to deploy a ransomware program, causing unavailability of the corporate 
financial reporting system. 

Risk Category System and Information Integrity (SI). 
Current Risk Analysis 
Likelihood before controls (%):  
90% 

Impact before controls ($): 
90% 

Exposure Rating before controls ($):  
$2,900,000 - $3,700,000 

Planned Risk Response Select all that apply: ☐ Accept ☐ Avoid ☐ Transfer ☑ Mitigate 

Planned Risk Response 
Description 

Better isolate networks containing critical financial systems from other 
networks supporting external facing applications; improve the diversity of 
backup solutions to minimize opportunities for adversaries to corrupt (or 
introduce vulnerabilities) to backup media; apply software patching 
methodologies to all enterprise systems in accordance with Vulnerability 
Management policy POL-VM-001 and as described in the financial systems’ 
security plans. 

Resource Requirements for 
Planned Risk Response 

Labor, network diagram updates, and testing resources will be needed for 
network segmentation activities. Existing staff will update backup process 
improvement, but additional disaster recovery and business continuity 
testing should be approved to ensure sufficient backup diversity and that 
participants understand how to apply various methods. The enterprise’s 
threat intelligence service already provides information regarding new 
vulnerabilities, but external service support will be necessary to create and 
implement a sandbox for testing the impacts and efficacy of patches. 

Planned Response Cost ($) $1,300,000 - $1,900,000 
Notes Variance in response cost is partially based on network segmentation costs 

that are being updated based on results in other divisions. Initial isolation is 
through network virtualization using existing equipment, but tests are being 
performed to determine if physical isolation is recommended for critical 
networks. 

Figure 16: RDR Excerpt – Risk Mitigation (Example 2) 934 

2.3.6 Implicit Acceptance 935 

While a clear definition of risk response is the optimal method of communicating activity and 936 
status, there are likely to be times when a risk has been implicitly accepted. There may even be 937 
times when that acceptance has occurred without the full knowledge or understanding of all of 938 
the risk stakeholders involved. Examples of this implicit acceptance include: 939 

• Postponement due to conflict or resource constraints – There may be cases where a 940 
risk owner has determined the actions that are necessary to reduce risk to an acceptable 941 
level yet does not have available time, funding, or other resources to accomplish that 942 



NISTIR 8286B (DRAFT)  PRIORITIZING CYBERSECURITY RISK 
  FOR ENTERPRISE RISK MANAGEMENT 

23 

mitigation. There may also be disagreement over specific risk tolerance interpretation 943 
since theoretical policy and declarations may be less clear in real-world applications. In 944 
cases like these, there should be collaboration between the risk owner, security team, and 945 
other enterprise personnel, including Level 1 and Level 2 security leaders. The team will 946 
need to realistically evaluate what actions may reasonably be taken and may decide that 947 
additional mitigation or transfer will take place in the future. If that is the case, those 948 
deadlines and activities should be recorded, including in the CSRR and RDR.  949 

• Future mitigation through a POA&M – Federal agencies that apply the processes 950 
described in SP 800-37, Revision 2, Risk Management Framework for Information 951 
Systems and Organizations: A System Life Cycle Approach for Security and Privacy, 952 
record planned actions in a POA&M [11]. This document enables awareness of residual 953 
risk, ensures accountability, and highlights the need for particular risk scenarios to be 954 
closely monitored. A POA&M also enables the documentation of future plans for 955 
additional risk response. However, until that response occurs, the related risks should be 956 
recorded in the CSRR as a condition that is outside of risk tolerance parameters yet has 957 
not been accepted. The POA&M artifact is unique to federal agencies, and most non-958 
federal enterprises use risk register entries (supported by details within the RDR) to 959 
document accepted risks for which future mitigation is planned. 960 

• Disclosure of future steps and forward-looking statements – Enterprise leaders may 961 
document (i.e., for customers, shareholders, directors, or regulators) specific risk 962 
responses that will be performed in the future but have not yet taken place. For example, 963 
a publicly traded enterprise might be required (under Regulation S-K of the U.S. 964 
Securities Act) to provide qualitative disclosures of various risk factors that could 965 
influence investment decisions, including cybersecurity risk. These factors are included 966 
in the enterprise’s annual or quarterly report (i.e., SEC Form 10-K or 10-Q, respectively) 967 
to enhance accountability to regulators and existing or prospective shareholders. The 968 
filing may include specific future steps to be taken that are intended to respond to that 969 
risk but would occur subsequent to the filing deadline. Filers may also include “forward-970 
looking statements” that describe high-level risk considerations that are more general 971 
than the specific risk factors that must be disclosed. 972 

• Lack of transparency – A dangerous example of implicit acceptance is one where future 973 
treatment is not even planned. Many historical cybersecurity incidents occurred because a 974 
risk owner chose to ignore known risks, either because they did not have resources to 975 
address them or because they felt that doing so would be costly or burdensome. It is 976 
important for enterprise risk managers to foster a risk-aware culture that promotes the 977 
need to properly respond to all risk scenarios and to work with risk management partners 978 
to address them. For example, it may be possible to revisit the prioritization and look for 979 
ways to reallocate resources from other risk decisions in the register. It may also be 980 
possible to gain additional resources to properly address the risk, perhaps by using the 981 
risk scenario to build a business case for a supplemental resource request. 982 

These examples highlight the fact that all risks receive a response, even if a flawed one, such as 983 
ignoring the situation or burying it in a folder for future mitigation. Open and transparent 984 
recording and communication support an effective risk management life cycle. 985 
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2.3.7 Responding to Positive Risk Scenarios 986 

As has been illustrated throughout the series (and as shown in Figure 7 and Figure 8), both 987 
negative and positive risks can be documented and should receive an appropriate response. Some 988 
enterprises maintain separate CSRRs and opportunity risk registers using both sets of 989 
information to evaluate potential impact (both harmful and beneficial) on mission and business 990 
objectives. Where positive risks are to be considered and included in risk registers, there are four 991 
response types that are generally applied, as described in Table 2. 992 

Table 2: Response Types for Positive Cybersecurity Risks 993 

Type Description 
Exploit Eliminate uncertainty to make sure that the opportunity is actualized. 

Example: A manager learns that a well-qualified engineer has recently decided to seek new 
employment and arranges a generous signing bonus in order to ensure that she is able to entice 
the prospective employee to her team. 

Share Allocate ownership to another party that is better able to capture the opportunity. 
Example: A business unit leader would like to improve identity security through a privileged access 
management product but does not have a sufficient budget to purchase the tools and services in 
the current fiscal year. The leader works with a leader from a different business unit who will 
purchase and implement the tool as a pilot project with plans to later expand installation to support 
both business units. 

Enhance Increase the probability and positive impact of an opportunity (e.g., invest in or participate with a 
promising cybersecurity technology). 
Example: An employee has identified an opportunity to automate an existing business process, 
but it will require an investment in time and equipment to implement. Seeing the positive benefits of 
such a process, his manager approves overtime labor hours to develop the capability and 
repurposes existing hardware and software resources to enable to project to proceed. 

Accept Take advantage of opportunities that present themselves (e.g., hire key staff, embrace new 
cybersecurity technology). 
Example: A Division Chief learns that an employee in another division has developed a new 
application to automate what has previously been a tedious and manual endeavor and arranges to 
obtain a copy of the recently authorized internal product to gain a similar advantage. 

As with negative risks, positive entries in the CSRRs may be normalized and aggregated into the 994 
enterprise-level risk register. 995 

2.4 Finalizing the Cybersecurity Risk Register 996 

Having prioritized the various positive and negative risks based on enterprise drivers and risk 997 
factors, the remaining columns of the CSRR may be completed. As with other elements of the 998 
register, the enterprise risk strategy and supporting guidance (e.g., policies, procedures, and 999 
specific processes) will provide the specific methodologies to be used at each level of the 1000 
enterprise but will generally follow the methods described below. 1001 
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2.4.1 Risk Response Cost 1002 

 1003 
Figure 17: Notional CSRR Excerpt Showing Risk Response Cost Column 1004 

Figure 17 illustrates the Risk Response Cost column that contains an estimate of the anticipated 1005 
cost of performing the selected response. This estimate, expressed in terms of direct financial 1006 
expense, helps inform consumers of the risk register about the impact (in terms of capital and 1007 
operating expenses) of performing the response. Inclusion of the anticipated cost enables 1008 
comparison with the risk exposure rating value and supports a cost-benefit analysis. An 1009 
estimation of the cost of response against the likely loss exposure had the response not occurred 1010 
helps support risk decisions. 1011 

Since many risk prioritization and optimization activities will be based upon available resources, 1012 
the risk response cost must be carefully and accurately determined. Many of the analysis 1013 
techniques described in NISTIR 8286A may also be used to estimate the likely cost of risk 1014 
treatment. For example: 1015 

• Three-point estimation might be used to determine the potential overall costs. Internal or 1016 
external experts may be consulted to determine the optimistic (or best case) (O), most 1017 
likely (M), and pessimistic (or worst-case) (P) cost estimates. The expected value of the 1018 
response cost (EV) can be determined using a simple average of the three numbers (𝐸𝐸𝐸𝐸 =1019 
P+M+O

3
 ) or by using the beta distribution method (𝐸𝐸𝐸𝐸 = P+4M+O

6
 ), providing some 1020 

confidence in the resulting estimate. 1021 

• An event tree analysis (ETA) might be used to evaluate the full cost of applying risk 1022 
treatment. If an ETA was completed for the conditions that led to the risk described, then 1023 
the subsequent treatment (and full life cycle costs of each) can be estimated more fully. 1024 

• A total cost of operations analysis might help avoid a situation where risk practitioners 1025 
consider only the direct and immediate expense of treating a risk (or pursuing an 1026 
opportunity). For example, a manager might list the direct cost of a network firewall 1027 
appliance to mitigate the risk scenario of an external hacker exfiltrating corporate secrets 1028 
through a web server vulnerability. The response costs should also include hardware and 1029 
software maintenance of the device, installation, operational labor, and – eventually – 1030 
secure disposal of that appliance. 1031 
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The value(s) in the Risk Response column should be comparable to those in the risk assessment 1032 
columns. For example, if the risk exposure is expressed as a financial range, the risk response 1033 
cost should be similarly conveyed. The exposure rating value and risk response cost value should 1034 
use a similar unit of measure. If the estimated impact has been summarized (as in an annualized 1035 
loss expectancy, or ALE) then the cost should be estimated in similar terms. This consistency 1036 
supports improved analysis of the cost to treat a given risk scenario against the benefit of doing 1037 
so. 1038 

2.4.2 Risk Response Description 1039 

 1040 
Figure 18: Notional CSRR Excerpt Showing Risk Response Description Column 1041 

The next column in the CSRR, shown in Figure 18, enables a textual description of the response 1042 
actions that will occur. The format of the text is at the user’s discretion, but the explanation 1043 
should be clear enough to support subsequent aggregation. If the response described explains a 1044 
risk mitigation response, it may be helpful to convey the specific controls (e.g., from SP 800-53) 1045 
or other information (e.g., NIST Cybersecurity Framework subcategory) that will be used to 1046 
achieve that response. Expressing that risk response description in terms of the desired outcome 1047 
may improve understanding and help to later confirm a successful risk response. For example, in 1048 
the row describing a risk scenario where a laptop containing sensitive information is lost or 1049 
stolen, the risk response description cell might state, “Implement full-disk encryption of sensitive 1050 
devices (as approved by Chief Privacy Officer and Legal Department) to ensure that data on such 1051 
devices cannot be viewed if the device is lost or stolen.”4 1052 

 
4  The risk description might also include references to the specific mechanisms to be used for risk response, such as SP 800-

53 control SC-28 or an outcome listed in a profile for NIST Cybersecurity Framework subcategory PR.DS-1. 
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2.4.3 Risk Owner 1053 

 1054 
Figure 19: Notional CSRR Excerpt Showing Risk Owner Column 1055 

The next column in the CSRR, shown in Figure 19, provides for the recording of the personnel 1056 
and/or organizational element responsible for ensuring that the described risk response is 1057 
implemented. The selection of who will constitute the risk owner (e.g., an individual, an 1058 
individual and backup, a personal name and their organization name) is at the discretion of the 1059 
enterprise but should be consistently used. 1060 

The CSRR will usually list the primary point of contact for the cybersecurity risk described, but 1061 
additional stakeholders might be listed in the Notes section of the RDR, or additional fields could 1062 
be added to the form itself. Two considerations that often support oversight and risk monitoring 1063 
include risk escalation and elevation: 1064 

• Risk Escalation occurs when a particular threshold is reached, either based on a time 1065 
frame or some other risk condition, thus requiring a higher level of attention. For 1066 
example, a risk that has remained through more than two fiscal periods without adequate 1067 
treatment might be flagged for additional scrutiny. Another condition for escalation might 1068 
occur if, during risk monitoring, conditions indicate that the risk exposure rating will 1069 
significantly exceed the initial estimates. 1070 

• Risk Elevation is the process of transferring the decisions on risk response to a more 1071 
senior stakeholder when the factors involved (e.g., a regulatory compliance risk) are 1072 
particularly sensitive or critical. For example, enterprise risk strategy might direct that 1073 
any risk with more than $1 million exposure or risks related to a particularly important 1074 
business application must be managed at a more senior level. 1075 

To ensure the consistent application of both types of risk owner transfer, ERM risk strategy 1076 
should provide clear escalation and elevation criteria. Additional types of personnel (e.g., 1077 
internal audit, Chief Risk Officer, legal or human relations staff) may have a stake in monitoring 1078 
and managing each risk but would not be considered to be the risk owner and would likely not 1079 
need to be listed in the CSRR or RDR. 1080 
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2.4.4 Status 1081 

 1082 
Figure 20: Notional CSRR Excerpt Showing Risk Status Column 1083 

Status, the final column of the CSRR illustrated in Figure 20, provides an opportunity to record 1084 
the current state of the risk response. As with other cells, the terms used are at the discretion of 1085 
the organization, but the options available should be specified in the risk management policy 1086 
and/or procedures to enable consistent review. For all cells in the CSRR, additional detail may be 1087 
contained within the detailed risk record, described in NISTIR 8286A. 1088 

2.5 Conditioning Cybersecurity Risk Register for Enterprise Risk Rollup 1089 

Having completed a system level CSRR, whether through an initial review or a subsequent 1090 
iteration, the final stage is to condition the entries to help support integration with other system 1091 
level and organization level CSRRs. Since a key purpose of this artifact is to help organize and 1092 
communicate information about risks that have been identified, assessed, and treated, that 1093 
communication will be helped by maximizing the chances that the information can be effectively 1094 
normalized, aggregated, and understood. 1095 

Conditioning actions enable the alignment of activity and reporting regarding CSRM activities. 1096 
Another key element is the consideration of established enterprise-level criteria for risk 1097 
reporting. For example, the risk ratings or exposure ratings may need to be transliterated as you 1098 
move up the chain to allow comparability to other enterprise risks. Details regarding the 1099 
aggregation and subsequent interpretation of enterprise CSRR information will be provided in 1100 
NISTIR 8286C. 1101 

Conditioning actions also help provide an opportunity for CSRM practitioners to ensure that the 1102 
information to be conveyed through the CSRR is accurate, complete, and thorough. In support of 1103 
subsequent comparison to other CSRRs and integration at various levels, examples of alignment 1104 
considerations for fields in the register include the following: 1105 

• Ensure that readers will be able to understand the risk description by using clear, 1106 
concise terminology. For threat-based risks, use a brief and accurate description of the 1107 
assets affected; threat actors, vectors, and events; vulnerabilities and pre-existing 1108 
conditions exploited; and the resulting business-based adverse impacts. For positive risk 1109 
scenarios, ensure that the reader is able to understand who will benefit from the 1110 
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opportunity and that the CSRR entry describes the conditions necessary to enhance, 1111 
accept, and realize that benefit. 1112 

• Risk category and risk response type entries should conform to guidance described in 1113 
the enterprise risk strategy and be consistent with register entries from similar CSRRs at 1114 
the same level of the enterprise. 1115 

• Likelihood, impact, and exposure rating entries within current assessment and risk 1116 
response columns should use consistent units of measurement and be easily understood 1117 
by the reader. If financial values are used, ensure that the currency used is consistent with 1118 
those of other registers. 1119 

It may also be helpful to periodically review the risk detail record for each of the risks in the 1120 
CSRR and ensure that information there is similarly and fully recorded. Because the RDR 1121 
provides an opportunity to more fully convey the information that is summarized in the register, 1122 
the RDR provides a meaningful and important reference to those who will subsequently be 1123 
informed by it in support of organization and enterprise risk decisions. 1124 
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Conclusion 1125 

As society’s dependence on trustworthy information and technology increases, CSRM activities 1126 
to properly treat security, privacy, supply chain, and other information-related risks remain 1127 
critical considerations at all levels of the enterprise. Since resources are nearly always limited, it 1128 
is vital that CSRM work at all levels is coordinated and prioritized to maximize effectiveness and 1129 
ensure that the most critical needs are adequately addressed. 1130 

The activities described in the previous sections will help build on the risk strategy, 1131 
identification, and analysis described in NISTIR 8286A. Risk prioritization, risk response, and 1132 
risk aggregation will similarly support the normalization, aggregation, and optimization of risk 1133 
information to help guide enterprise risk decision-making and ensure that key stakeholders are 1134 
informed of known or potential risk factors. 1135 

The activities throughout this series are not intended to replace the extensive guidance provided 1136 
by NIST and a large array of other risk management practitioners. Rather, the authors of this 1137 
series hope to better amplify the benefits of CSRM work by supporting the consistent application 1138 
of CSRM activities, enabling management and leadership understanding of the rationale and 1139 
benefit of those activities, and supporting improved communications and measurement of the 1140 
results of those activities. 1141 

For many years, NIST and other entities have encouraged senior leaders (in both public- and 1142 
private-sector enterprises) to become more engaged with information- and technology-related 1143 
risk management and for governing bodies to treat those risks in the same way they do other key 1144 
components of their enterprises’ risk universe. Because many leaders have answered that call to 1145 
action, the cybersecurity community has an opportunity to show how CSRM activities help apply 1146 
internal controls to continually achieve enterprise risk objectives. The integration and 1147 
communication of risk information helps leaders effectively exploit opportunities and adeptly 1148 
respond to unacceptable risks. Through effective prioritization and response based on detailed 1149 
and accurate risk analysis, managers throughout the enterprise will be able to navigate a 1150 
changing risk landscape and take advantage of new and exciting innovation. 1151 
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Appendix A—Acronyms 1154 

Selected acronyms and abbreviations used in this paper are defined below. 1155 

ALE Annualized Loss Expectancy 1156 

CSRM Cybersecurity Risk Management 1157 

CSRR Cybersecurity Risk Register 1158 

CVSS Common Vulnerability Scoring System 1159 

ERM Enterprise Risk Management 1160 

ETA Event Tree Analysis 1161 

GRC Governance, Risk, and Compliance 1162 

I&T Information and Technology 1163 

ISP Internet Service Provider 1164 

ISRM Information Security Risk Management 1165 

ITL Information Technology Laboratory 1166 

KPI Key Performance Indicator 1167 

KRI Key Risk Indicator 1168 

MEA Monitor-Evaluate-Adjust cycle 1169 

NIST National Institute of Standards and Technology 1170 

NISTIR NIST Interagency or Internal Report 1171 

OMB Office of Management and Budget 1172 

OpenFAIR Open Group Risk Analysis and Taxonomy based on the Factor Analysis of 1173 
Information Risk (FAIR) 1174 

POA&M Plan of Action and Milestones 1175 

RDR Risk Detail Record 1176 

RTO Recovery Time Objective 1177 

SLA Service Level Agreement 1178 

SWOT Strength, Weakness, Opportunity, and Threat Analysis 1179 
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