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Abstract

The National Institute of Standards and Technology (NIST) initiated a public standardiza-
tion process to select one or more schemes that provide Authenticated Encryption with As-
sociated Data (AEAD) and optional hashing functionalities and are suitable for constrained
environments. In February 2019, 57 candidates were submitted to NIST for considera-
tion. Among these, 56 were accepted as first-round candidates in April 2019. After four
months, NIST selected 32 of the candidates for the second round. In March 2021, NIST
announced 10 finalists — namely ASCON, Elephant, GIFT-COFB, Grain-128AEAD, ISAP,
PHOTON-Beetle, Romulus, SPARKLE, TinyJAMBU, and Xoodyak — to move forward to
the final round of the selection process. On February 7, 2023, NIST announced the decision
to standardize the ASCON family for lightweight cryptography applications. This report
describes the evaluation criteria and selection process, which is based on public feedback
and internal review of the finalists.

Keywords

authenticated encryption; constrained devices; cryptography; hash functions; lightweight
cryptography; standardization.
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Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests,
test methods, reference data, proof of concept implementations, and technical analyses to
advance the development and productive use of information technology. ITL’s responsi-
bilities include the development of management, administrative, technical, and physical
standards and guidelines for the cost-effective security and privacy of other than national
security-related information in federal information systems.



Acknowledgments

NIST thanks the submission teams, who developed and designed the candidates, and the
cryptographic community, who analyzed the candidates, shared their comments through
the 1wc-forum, and published papers on various technical aspects of the candidates.

NIST also thanks the developers, who provided optimized implementations of the finalists
as well as the hardware and software benchmarking initiatives, for their contribution to
the understanding of the performance characteristics of the algorithms on various target
platforms.

The authors of this report acknowledge and appreciate contributions from their colleagues
at NIST — Lily Chen, Dustin Moody, Andrew Regenscheid, Sara Kerman, Isabel Van Wyk,
and Michael Fagan, who provided technical and administrative support and contributed to
discussions.

il



NIST IR 8454

June 2023
Table of Contents

1. Introduction . . . . . . ..
1.1. Background . . . . .. .. ...
1.2. Organization . . .. ... . . . .. e
2. Evaluation Criteria and Selection Process . . . . . ... ... ... .. .......
2.1. Evaluation Criteria . . . . . . ... .
2.2. Selection Process . . . . . . ...
2.2.1. Selection of ASCON . ... ... ... ... ... ... ... . ...
3. Finalists . . . . .
3.1, ASCON . .o
3.1.1. Overview of the Design. . . . .. ... ... ... ... ... .....
3.1.2. Security Analysis . . . ... ...
3.2. Elephant . . . . .. .
3.2.1. Overview of the Design. . . . .. ... ... ... .. .. .. .....
3.2.2. Security Analysis . . . ...
33. GIFT-COFB . . . . .
3.3.1. Overview of the Design. . . . ... ... .. ... .. .. .....
3.3.2. Security Analysis . . . ...
3.4. Grain-128AEAD . . ..
3.4.1. Overview of the Design. . . . .. ... ... .. ... .. .......
3.4.2. Security Analysis . . .. ...
35. ISAP .
3.5.1. Overview of the Design. . . . ... ... ... ... ... .. .....
3.5.2. Security Analysis . . . ...
3.6. PHOTON-Beetle . ... ... . . . . ... . . .. .. .. . .. ...,
3.6.1. Overview of the Design. . . . .. ... ... .. ... .. .......
3.6.2. Security Analysis . . . . ...
3.7. Romulus . . . . . ..
3.7.1. Overview of the Design. . . . .. ... .. ... ... .. .......
3.7.2. Security Analysis . . . . ...
3.8. SPARKLE . . . . . . .

il

A W W NN =R



3.8.1. Overview of the Design. . . . ... ... ... ... ... .. ..... 32

3.8.2. Security Analysis . . . . ... 33
3.9. TinyJAMBU . . . . . . 35
3.9.1. Overview of the Design. . . ... ... ... ... . .......... 35
3.9.2. Security Analysis . . . ... 35
3.10. Xoodyak . . . . .. 37
3.10.1. Overview of the Design . . . . . . ... ... ... ... ... ..... 37
3.10.2. Security Analysis . . . . ... 37
Benchmarking Results . . . . .. .. ... ... ... .. 40
4.1. Software Benchmarking . . . ... ... ... ... ... .. ... .. ... 40
4.1.1. Microcontroller Benchmarking by NIST . . ... ... ... .. ... 40
4.1.2. Microcontroller Benchmarking by Renneretal. .. ... ... ... 42
4.1.3. Microcontroller Benchmarking by Weatherley . . . . . .. ... ... 44
4.1.4. Benchmarking from eBACS . . . ... ... ... ... ....... 47
4.1.5. Additional Results . . . . . ... ... ... A7
4.2. Hardware Benchmarking . . . . . . ... ... ... ... 51
4.2.1. FPGA Benchmarkingby GMU . . . ... ... .. ... .. ..... 51
4.2.2. Hardware Benchmarking Results from Round 2. . . . . .. ... .. 51
423. Additional Results . . . . . ... ... ... L 53
4.3. Resistance to Side-Channel and Fault Attacks . . . ... ... .. ... ... 56

4.3.1. Protected Implementations and Side-Channel Security Evaluations 56

43.2. Fault Attacks . . ... ... 58

4.3.3. Additional Results . . . . ... ... ... o 60

5. Next Steps . . . . . . . 61
References . . . . . . . . 63
Appendix A. List of Acronyms . . . .. ... ... ... 91
Appendix B. NIST Software Benchmarking Results . . . . ... ... .. ....... 93
B.1. AEAD Size Comparison . . . . . .. ... ... ... 93
B.2. Hash Size Comparison . . . . . ... ... ... ... ... 93
B.3. Combined AEAD and Hashing Size . . . ... ... .. ............ 93
B.4. Time vs. Size Explorations . . . . ... .. ... ... .. .. ... ...... 97

v



B.5. Execution Time Comparison



List of Tables

Table 1. List of second-round candidates . . .. ... ... ... ............
Table 2. List of finalists . . . . ... ... ... ...
Table 3. The submission teams of the finalists . . . .. ... ... ... ........
Table 4. Timeline of the NIST lightweight cryptography standardization process . .
Table 5. Overview of the AEAD variants . . ... ... ... ... .. ... ......
Table 6. Overview of the hash function variants . . . .. ... ... ... .......
Table 7. Selected key recovery, forgery, and distinguishing attacks on the AEAD

variants in the nonce-respecting setting . . ... ... ... .........
Table 8. Specifications of microcontrollers used in benchmarking initiatives . . . . .
Table 9. Number of implementations per finalists . . . . ... ... ..........
Table 10.Software performance summary of AEAD primary variants vs. AES-GCM.
Table 11.Software performance summary of hashing primary variants vs. SHA-

256 on microcontrollers. . . . . . ...
Table 12.Example results from eBACS for encryption thoughput, in cycles per byte,

for two platforms - Hiphop (with AES-NI instructions) and Berry2 (without

AES-Nl instructions). . . . ... .. .. ...
Table 13.T-Tests for hardware implementations . . . ... ... ... .........
Table 14.T-Tests and CPA for software implementations . . . . ... ... .. ....
Table 15.Timers and timing metrics used in NIST benchmarks . ... ... ... ..

Vi



Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

Noakrwh-

®©

10.
11.
12.
13.
14.
15.
16.

17.
18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

List of Figures

Profiles for lightweight cryptography applications . . . ... ... ... ...
Speed and code size measurements by Renneretal. . . ... ... .. ...
Heatmap representations of speedup results from Weatherly . .. ... ..
Throughput/Area of unprotected hardware implementations . . . . . . ..
Minimum flash size used by primary AEAD variants . . ... ... .. ...
Minimum flash size used by primary hashing variants . . . . ... ... ...
Flash size used by smallest combined AEAD and hashing implementations
oneach MCU. . . ... . . . . . . . . .
Execution time vs. size explorations for ASCON . ... ...........
Authenticated encryption time vs. size exploration for Elephant with 16-
byte AD and 16-byte message . . . . .. ... ... ... .
Authenticated encryption time vs. size exploration for GIFT-COFB with
16-byte AD and 16-byte message . . . ... .. ... ... ... ... ...
Authenticated encryption time vs. size exploration for Grain-128AEAD with
16-byte AD and 16-byte message . . . .. ... ... ... ... ...,
Authenticated encryption time vs. size exploration for ISAP with 16-byte
AD and 16-byte message . . . . . ... ...
Execution time vs. size exploration for PHOTON-Beetle. . . . . . ... ..
Execution time vs. size exploration for Romulus . . . . . ... ... ... ..
Execution time vs. size exploration for SPARKLE . . . . ... ... ... ..
Authenticated encryption time vs. size exploration for TinyJAMBU with
16-byte AD and 16-byte message . . . . . ... ... ... ... ... ...
Execution time vs. size exploration for Xoodyak . . . . . ... ... ... ..
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on ATmegad809 . . . . . . . . . . . ..
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on ATmega328P . . . . . . . . . . .
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on SAMD21GI8A . . . . . . . . e
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on ATOISAM3X8E . . . . . . . . . . .
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on nRF52840 . . . . . . . . . ...
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on PIC32MX320F128H . . . . . . ... ... . .. ..
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on PIC32MX340F512H . . . . . . . . ...
Execution time ratio of smallest primary AEAD implementations to AES-
GCM on ESP8266 . . . .. . .. .. . ..
Execution time ratio of fastest primary AEAD implementations to AES-
GCM on ATmegad4809 . . . . . . . . . . ...
Execution time ratio of fastest primary AEAD implementations to AES-
GCM on ATmega328P . . . . . . . . .. . e

vii



. Execution time ratio of fastest primary AEAD implementations to AES-

GCM on SAMD21GI18A . . . . . . . . 119
. Execution time ratio of fastest primary AEAD implementations to AES-
GCM on ATO91ISAMS3X8E . . . . . . . .. .. . .. 120
. Execution time ratio of fastest primary AEAD implementations to AES-
GCM on nRF52840. . . . . . . . . . .. . 121
. Execution time ratio of fastest primary AEAD implementations to AES-
GCM on PIC32MX320F128H . . . . .. ... .. .. .. .. ... ... 122
. Execution time ratio of fastest primary AEAD implementations to AES-
GCM on PIC32MX340F512H . . . . . . . .. ... .. 123
. Execution time ratio of fastest primary AEAD implementations to AES-
GCM on ESP8266 . . . . . . .. . . . . 124

viii



NIST IR 8454
June 2023

1. Introduction

The deployment of small computing devices such as RFID tags, industrial controllers, sen-
sor nodes and smart cards is becoming much more common. The shift from desktop com-
puters to small devices brings a wide range of new security and privacy concerns. In many
conventional cryptographic standards, the tradeoff between security, performance and re-
source requirements was optimized for desktop and server environments. As a result, im-
plementing the current cryptography standards (e.g. AES-GCM [1, 2], and SHA-2 [3]) in
resource-constrained devices becomes challenging due to the inherent limitations of such
devices. When they can be implemented, their performance may not be acceptable.

In 2015, the National Institute of Standards and Technology (NIST) initiated the lightweight
cryptography standardization process to select one or more schemes for Authenticated En-
cryption with Associated Data (AEAD) and optional hashing functionalities that are suit-
able for use in constrained environments. NIST sought a pairing of AEAD and hashing
schemes with shared components in order to reduce implementation size for supporting
both functionalities.

In February 2023, NIST announced the decision to standardize the ASCON family for
lightweight cryptography applications. The aim of this report is to provide a public record
of the third round of the standardization process and explain the evaluation of the finalists
to be selected for standardization.

1.1. Background

After hosting two public workshops (in 2015 and 2016), NIST published the submission
requirements and evaluation criteria [4] in 2018 and received 57 submissions in response to
the call. In April 2019, NIST announced 56 first-round candidates. In August 2019, NIST
announced 32 second-round candidates (see Table 1) and published NIST Internal Report
(NIST IR) 8268 [5] to explain the evaluation criteria and selection of the second-round
candidates.

Table 1. List of second-round candidates

Second-round Candidates
ACE, ASCON, COMET, DryGASCON, Elephant, ESTATE,
ForkAE, GIFT-COFB, Gimli, Grain-128AEAD, HyENA, ISAP,
KNOT, LOTUS-AEAD and LOCUS-AEAD, mixFeed, ORANGE,
Oribatida, PHOTON-Beetle, Pyjamask, Romulus, SAEAES, Sat-
urnin, SKINNY-AEAD, SPARKLE, SPIX, SpoC, Spook, Subter-
ranean 2.0, SUNDAE-GIFT, TinyJAMBU, WAGE, Xoodyak

In August 2020, NIST invited the submitters of the second-round candidates to provide

1
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short updates on their algorithms. During the second round of the process, NIST hosted
the third and fourth lightweight cryptography workshops to discuss various aspects of the
second-round candidates and obtain valuable feedback for the selection of the finalists.
NIST announced the 10 finalists in March 2021 (see Table 2 and 3) and published NIST IR
8369 [6] to explain the selection of the finalists.

Table 2. List of finalists

Finalists
ASCON, Elephant, GIFT-COFB, Grain-128AEAD, ISAP,
PHOTON-Beetle, Romulus, SPARKLE, TinyJAMBU, Xoodyak

NIST hosted the fifth workshop (virtual) in May 2022 and received status updates from the
designers in September 2022. The timeline of the standardization process is summarized
in Table 4.

1.2. Organization

Section 2 provides information about the evaluation criteria and the selection process. Sec-
tion 3 includes overviews of the finalists, including the design principles, security claims,
and summaries of third-party analyses. Section 4 summarizes the software and hardware
benchmarking initiatives, including the protected implementations. Section 5 explains the
plans for next steps. Appendices include a list of acronyms and detailed results on NIST’s
internal software benchmarking.
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Table 3. The submission teams of the finalists
Finalist Team
ASCON [7-11] C. Dobraunig, M. Eichlseder, F. Mendel, M. Schléffer
Elephant [12-16] T. Beyne, Y. Long Chen, C. Dobraunig, B. Mennink
GIFT-COFB [17-21] S. Banik, A. Chakraborti, T. Iwata, K. Minematsu, M.
Nandi, T. Peyrin, Y. Sasaki, S. M. Sim, Y. Todo, A.
Inoue !

Grain-128AEAD [22-25] M. Hell, T. Johansson, A. Maximov 2, W. Meier, J.
Sonnerup, H. Yoshida

ISAP [26-30] C. Dobraunig, M. Eichlseder, S. Mangard, F. Mendel,
B. Mennink, R. Primas, T. Unterluggauer

PHOTON-Beetle [31-34] Z. Bao, A. Chakraborti, N. Datta, J. Guo, M. Nandi, T.
Peyrin, K. Yasuda

Romulus [35-39] C. Guo 3, T. Iwata, M. Khairallah, K. Minematsu, T.
Peyrin
SPARKLE [40-44] C. Beierle, A. Biryukov, L. Cardoso dos Santos, J.

GroBschidl, A. Moradi 4, L. Perrin, A. Rezaei Shah-
mirzadi 4, A. Udovenko, V. Velichkov, Q. Wang
TinyJAMBU [45-49] H. Wu, T. Huang
Xoodyak [50-54] J. Daemen, S. Hoffert, S. Mella 7, M. Peeters, G. Van
Assche, R. Van Keer

I A. Inoue joined the GIFT-COFB team during the third round.> A. Maximov joined the Grain-
128 AEAD team during the third round. *> C. Guo joined the Romulus team during the third round. *
A. Moradi and A. Rezaei Shahmirzadi joined the SPARKLE team during the third round. > S. Mella
joined the Xoodyak team during the second round.

2. Evaluation Criteria and Selection Process

2.1. Evaluation Criteria

In addition to the submission requirements, the call for submissions [4] also listed the
evaluation criteria for the standardization process. These criteria were further discussed and
clarified during the NIST lightweight cryptography workshops. This section summarizes
the evaluation criteria used during the third round of the standardization process.

The cryptographic security of the finalists is the most important criterion. The security
of the finalists was evaluated based on the analysis available in the submission packages,
the security claims of the designers, security proofs, publicly available third-party analysis,
and observations. The security evaluation of each finalists are summarized in Section 3.
Although not explicitly required by the submission call, there are some additional consid-
erations, such as nonce-misuse security, releasing unverified plaintext (RUP) security, the
impact of state recovery, and post-quantum security of the candidates.

3
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Another criterion is the hardware and software performance of the finalists in constrained
environments, which is evaluated and compared in terms of various performance and cost
metrics. The finalists are expected to perform significantly better than the current NIST
standards for authenticated encryption and hashing, in particular AES-GCM [1, 2] and
SHA-2 [3]. Performance comparisons of the finalists are provided in Section 4 and Ap-
pendix B.

Resistance to side-channel and fault attacks is listed as another criterion. While the sub-
mitted implementations were not required to provide side-channel resistance, the ability to
provide it easily and at low cost is highly desired. The results on side-channel resistance
and fault attacks are provided in Section 4.3.

Intellectual property statements are also part of the evaluation criteria. In principle, NIST
does not object to algorithms or implementations that may require the use of a patent claim.
However, when technical reasons justify this approach, NIST considers any factors that
could hinder adoption in the evaluation process (see Section 2.2).

2.2. Selection Process

Fairly evaluating the finalists and selecting algorithms to be standardized and used long-
term was a challenging task. Part of the challenge was due to the variability of the finalists
in their functionalities, security claims, underlying building blocks, supported parameter
sizes, design approaches, the number of variants (see Table 5 and 6), different amount of
third-party security analyses and optimized implementations that were available for con-
sideration.

Since the announcements of the first-round candidates in 2019, the NIST lightweight cryp-
tography team had weekly meetings to discuss the security and the performance of the
submissions. The NIST team primarily evaluated candidates based on the submission pack-
ages, status updates, publicly available third-party security analysis papers, implementation
and benchmarking results, and feedback received during workshops. The 1wc-forum email
forum (with over 750 members) served as an additional venue to receive comments and
share ideas. NIST did not consider any other source that was not publicly available during
the selection process.

The NIST team published NIST IR 8268 [5] and NIST IR 8369 [6] to explain the selection
process for the first and the second rounds of evaluation, respectively. The NIST team also
published security analysis papers on some of the candidates (e.g., [S8—63]) and performed
software benchmarking on microcontrollers (see Appendix B).

Target Applications and Profiles: During the early stages of the standardization process,
NIST asked for public feedback on target applications and identified the following two
profiles [56]:

* Profile I - AEAD and hashing for constrained software and hardware environments,
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[Li ghtweight cryptographic algorithms]

: [Hardware-oriénted designs] [Software—ori'ented designs]

Hashing

Fig. 1. Profiles for lightweight cryptography applications

and
e Profile II - AEAD for constrained hardware environments,

as shown in Figure 1. Although a single call for algorithms that covered both profiles was
published, NIST also considered selecting multiple algorithms for standardization (e.g.,
one for each profile).

Security Evaluation: The finalists received a large number of third-party security analyses
that challenged the correctness of the security claims provided in the submission packages.
A summary of the third-party analyses is provided in Section 3. Table 7 provides a list of
selected results on the classical security of AEAD variants. None of the publicly available
analyses invalidate the claims of the submitters in single-key and nonce-respecting settings,
and most candidates have comfortable security margins. !

Variants: The submissions were allowed to include multiple variants (maximum of 10
for AEAD and hashing) that support different input/output sizes and/or have different un-
derlying building blocks. NIST asked the teams to identify a primary variant for AEAD
and hashing with specific input/output sizes so that a fair comparison of the finalists would
be possible. Although the submission call only asked for AEAD and hashing function-
alities, some of the submissions (e.g., ASCON, SPARKLE, and Xoodyak) also included
eXtendable Output Function (XOF) variants, which were not considered as official vari-
ants. However, the flexibility of providing a XOF functionality was considered to be an
advantage of the design during the selection process.

'Note that determining the security margins of the finalists is not straightforward, as some of the finalists
have a different number of rounds for different parts of the cipher (e.g., initialization, message/AD process-
ing and finalization) or full-round distinguishers for the underlying components (e.g., permutation) do not
necessarily mean that there is no security margin.
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Table 4. Timeline of the NIST lightweight cryptography standardization process

Date Event

July 2015 First Lightweight Cryptography Workshop at NIST

October 2016 Second Lightweight Cryptography Workshop at NIST

March 2017 NIST IR 8114 Report on Lightweight Cryptography [55]

April 2017 (draft) Profiles for Lightweight Cryptography Standardization Pro-
cess [56]

August 2018 Federal Register Notice [57]
Submission Requirements and Evaluation Criteria for the
Lightweight Cryptography Standardization Process [4]

February 2019 Submission deadline

April 2019 Announcement of the first-round candidates

August 2019 Announcement of the second-round candidates

October 2019 NIST IR 8268, Status Report on the First Round of the NIST
Lightweight Cryptography Standardization Process [5]

November 2019 Third Lightweight Cryptography Workshop at NIST

September 2020  Submission deadline for optional status updates

October 2020 Fourth Lightweight Cryptography Workshop (virtual)

March 2021 Announcement of the finalists

July 2021 NIST IR 8369, Status Report on the Second Round of the NIST
Lightweight Cryptography Standardization Process [6]

May 2022 Fifth Lightweight Cryptography Workshop (virtual)

September 2022 Submission deadline for optional status updates

February 2023 Selection announcement

June 2023 Sixth Lightweight Cryptography Workshop (virtual)
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Table 5. Overview of the AEAD variants

Finalists Variant Building Block Mode Key size Nonce Size Tag Size
ASCON-128 128 128 128
ASCON ASCON-128a ASCON Permutation MonkeyDuplex 128 128 128
ASCON-80pq 160 128 128
Dumbo Spongent-7[160] 128 96 64
Elephant Jumbo Spongent-7[176] Encrypt-then-MAC 128 96 64
Delirium KECCAK-f[200] 128 96 128
GIFT-COFB GIFT-COFB GIFT-128 Combined Feedback 128 128 128
Grain-128 AEAD Grain-128AEAD Feedback shift register Encrypt-and-MAC 128 96 64
ISAP-A-128a ASCON Permutation 128 128 128
ISAP-K-128a KECCAK- f[400 128 128 128
ISAP ISAP-A-128 ASCON Pernfu[ltati]on Encrypt-then-MAC 128 128 128
ISAP-K-128 KECCAK-f[400] 128 128 128
PHOTON-Beetle-AEAD[128 . Sponge with 128 128 128
PHOTON-Beetle PHOTON—Beetle—AEAD[[32]] PHOTON,s6 Permutation o Ll ek 128 128 128
Romulus-N . Combined Feedback 128 128 128
Romulus Romulus-M TW;‘E;&Z'giigégaher MAC-then-Encrypt 128 128 128
Romulus-T Encrypt-then-MAC 128 128 128
SCHWAEMM256-128 SPARKLEj3g4 128 256 128
SPARKLE SCHWAEMM128-128 SPARKLE)56 Sponge with 128 128 128
SCHWAEMM192-192 SPARKLE3g4 Combined Feedback 192 192 192
SCHWAEMM?256-256 SPARKLE5;, 256 256 256
TinyJAMBU-128 128 96 64
TinyJAMBU TinyJAMBU-192 Keyed Permutation Sponge 192 96 64
TinyJAMBU-256 256 96 64
Xoodyak Xoodyakvl Xoodoo Permutation Sponge-variant Cyclist 128 128 128
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Table 6. Overview of the hash function variants
Finalists Variant Building Block Mode  Digest size
ASCON ASCON-Hash ASCON Permutation Sponge 256

ASCON-Hasha 256
PHOTON-Beetle PHOTON-Beetle-Hash[32] PHOTON,s5¢ Permutation Sponge 256

Romulus Romulus-H Skinny-128-384+ MDPH' 256

ESCH256 SPARKLE3g4 256
SPARKLE ESCH384 SPARKLEs), sponge  3q4
Xoodyak Xoodyak Xoodoo Permutation Sponge 256

' MDPH stands for Merkle-Damgard with Permutation using Hirose’s DBL compression function [64, 65]

Design Tweaks: In the beginning of the final round, the submitters were allowed to make
design modifications (i.e., tweaks) to improve the security or the performance of their can-
didates. NIST expected these modifications to be relatively minor and not to invalidate
previous security analyses. There were no design tweaks for ASCON, GIFT-COFB, ISAP,
PHOTON-Beetle, and SPARKLE. New variants were added to the families of ASCON and
Romulus, and some of the existing variants of the Romulus family were withdrawn. The
assignments of the primary variants were changed for ISAP and SPARKLE. Romulus and
Xoodyak were modified to improve their performance. The Elephant design was slightly
modified to achieve authenticity under nonce-misuse. The only two finalists that were mod-
ified in response to third-party security analysis were Grain-128 AEAD and TinyJAMBU.

Performance Benchmarking: The finalists are expected to perform significantly better
than current NIST standards, particularly AES-GCM and SHA-2. One of the key elements
of lightweight cryptography is the ability for implementors to make trade-offs that best
tailor the implementation for a specific use. In such a context, it is essential that not only
the fastest (or smallest) implementations are reported, but several metrics are needed to
understand the potential for making implementation trade-offs. Therefore, benchmarking
efforts provided valuable information to compare the performance of the finalists. For
software benchmarking, the finalists ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and
Xoodyak showed performance advantages in various platforms, as presented in Section 4.1
and Appendix B. For hardware benchmarking, the best-performing finalists were ASCON,
Xoodyak, and TinyJAMBU, as summarized in Section 4.2.

For protected implementations, NIST considered the resistance of the finalists to side-
channel and fault attacks, and the implementation overhead needed to mitigate such attacks.
The finalists ASCON, ISAP, Xoodyak, and TinyJAMBU demonstrated strong performance,
as summarized in Section 4.3.1, which provides insight into the cost of side-channel pro-
tection for each of the finalists.

Post-Quantum Security: Although providing security against quantum threats is not one
of the main concerns of the lightweight cryptography standardization process, it was also
considered during evaluation. In general, most symmetric cryptosystems are considered
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Table 7. Selected key recovery, forgery, and distinguishing attacks on the AEAD variants in
the nonce-respecting setting

Finalists Variant Selected Results
ASCON-128 KR (7 out of 12 rounds) [66]
ASCON ASCON-128a KR (7 out of 12 rounds) [66]
ASCON-80pq KR (7 out of 12 rounds) [66]
Dumbo Distinguisher (40 out of 80 rounds) [67]
Elephant Jumbo Distinguisher (46 out of 90 rounds) [68]
Delirium KR (8 out of 18 rounds) [69]
GIFT-COFB GIFT-COFB KR of GIFT-128 (27 out of 40 rounds) [70]
Grain-128 AEAD Grain-128 AEAD KR (192 out of 512 rounds for Initialization) [71]
ISAP-A-128a Forgery (4 out of 12 rounds) [72]
ISAP ISAP-K-128a Forgery (4 out of 16 rounds) [73]
ISAP-A-128 Forgery (4 out of 12 rounds) [72]
ISAP-K-128 Forgery (4 out of 20 rounds) [73]

PHOTON-Beetle-AEAD[128] Distinguisher (10 out of 12 rounds) [74]

PHOTON-Beetle by T ON-Beetle-AEAD[32]  Distinguisher (10 out of 12 rounds) [74]

Romulus-N RKR of Skinny-128-384+ (32 out of 40 rounds) [75, 76]
Romulus Romulus-M RKR of Skinny-128-384+ (32 out of 40 rounds) [75, 76]
Romulus-T RKR of Skinny-128-384+ (32 out of 40 rounds) [75, 76]

SCHWAEMM256-128 KR (4.5 out of 11 steps for Initialization) [42]
SCHWAEMM128-128 KR (4.5 out of 10 steps for Initialization) [42]

SPARKLE SCHWAEMM192-192 KR (4.5 out of 11 steps for Initialization) [42]
SCHWAEMM256-256 KR (3.5 out of 8 steps for Message Processing) [42]
TinyJAMBU-128 WKR (476 out of 1024 rounds) [77]
TinyJAMBU TinyJAMBU-192 RK-Forgery (full rounds) [78]
TinyJAMBU-256 RK-Forgery (full rounds) [78]
Xoodyak Xoodyak KR (6 out of 12 rounds) [79]

KR: Key Recovery, RK: Related Key, RKR: Related Key Recovery, WKR: Weak Key Recovery
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to be relatively secure against quantum threats. The best generic attack against symmetric
ciphers is Grover’s algorithm [80], which provides a quadratic speedup for exhaustive key
search (or finding collisions in hash functions). To avoid the attack, variants with larger
key sizes (or larger digest sizes) are preferred. Among the finalists, three of the candidates
supported keys longer than 128 bits. In particular, the SPARKLE and TinyJAMBU families
included AEAD variants with 192-bit and 256-bit keys and one ASCON variant supported
160-bit keys. Note that, due to the requirement of running Grover’s algorithm with se-
quential queries, the practical implications of the attack may be limited. Additionally, there
are some results that exploit the internal structure of symmetric ciphers, particularly the
Even-Mansour construction [81, 82], which may impact the quantum security of Elephant.

Intellectual Property Statements: The initial call for submissions [4] stated the goal of
worldwide, royalty-free availability for selected algorithms. NIST required that algorithm
submitters identify all known intellectual property that could be infringed by implementing
their candidate algorithm. Among the finalists, applicable patents were only identified
for PHOTON-Beetle [31]. After the review process was completed, intellectual property
considerations did not factor into decisions made during the selection process.

2.2.1. Selection of ASCON

After evaluating the finalists according to the criteria presented above, NIST has selected
the ASCON family for standardization.

The ASCON family includes AEAD and hash functions, as well as additional XOFs. This
allows it to satisfy a wide range of application needs and there is low additional cost to
implement additional functionalities thanks to its permutation-based design.

ASCON is the most mature of the finalists in terms of security. While some of the other
finalists were not published prior to the lightweight standardization process, the AEAD
variants of the ASCON family had already been presented and analyzed as part of the
CAESAR competition.” Three profiles were created during the competition, including one
for lightweight authenticated encryption. Ultimately, the AEAD variants of ASCON were
selected as the primary choice for lightweight applications in the final CAESAR portfolio.
ASCON’s maturity can also be seen in the tweaks for the final round, where there were
additional variants added but none of the second-round variants were modified. This is in
contrast to some other finalists that included design tweaks to address attacks.

With ASCON’s long history comes a wealth of analyses. It was the submission with the
most third-party analysis and implementations. Despite the head-start on cryptanalytical
attacks, ASCON has remained strong. AEAD variants of the ASCON family provide a high

>The Competition for Authenticated Encryption: Security, Applicability, and Robustness (CAESAR) was

organized by an international cryptologic research community to identify a portfolio of authenticated en-
cryption schemes that offer advantages over AES-GCM and are suitable for widespread adoption. The
final portfolio of the competition was announced in February 2019. More information is available at
https://competitions.cr.yp.to/caesar.html.
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security margin in the nonce-respecting setting and also provide high integrity assurances in
the nonce-misuse setting. Additionally, the AEAD mode provides a mode-level protection
mechanism for security against leakage.

Performance in constrained environments, such as dedicated hardware and embedded sys-
tems, was a significant factor in the decision. ASCON performed very well in hardware and
software, demonstrated implementation flexibility supporting various trade-offs between
cost and performance, and showed performance advantages over current NIST AEAD and
hash standards in a variety of hardware and software platforms with limited resources. AS-
CON was also shown to incur a lower additional cost for protected implementations over
unprotected ones.

Another finalist, ISAP, also had two AEAD variants that relied on the ASCON permutation.
It was ultimately deemed less flexible than ASCON, as its mode-level leakage resistance
caused implementations to be larger and slower.

One important limitation of the ASCON variants studied in the lightweight standardization
process is the lack of an option for 256-bit keys. This can be an issue when 128-bit security
against quantum attacks is needed. However, NIST emphasizes that the main purpose of
this selection process was for lightweight AEAD and hashing. When post-quantum security
and 256-bit keys are required, AES-GCM can be used. NIST may also consider additional
variants providing higher post-quantum security at a later date.

NIST believes that the ASCON family will provide sufficient security in target environ-
ments for the foreseeable future. Further, NIST has decided that a secondary algorithm is
not necessary at this time as the performance of ASCON is expected to be acceptable for
target devices and applications.
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3. Finalists

This section provides an overview of each finalist and focuses on their design principles,
security claims, and summaries of third-party analyses (See also [83, 84]).

3.1. ASCON
3.1.1. Overview of the Design

ASCON [9] is a permutation-based AEAD and a hashing scheme. The main component of
the ASCON family is a 320-bit permutation instantiated with different constants and num-
ber of rounds for different variants. ASCON-AEAD uses the monkeyDuplex construction
[85] with additional key additions during initialization and finalization, whereas ASCON-
Hash uses the sponge construction [86]. The ASCON family [87], including ASCON-128
and ASCON-128a, was selected as the primary choice for lightweight authenticated en-
cryption in the final portfolio of the CAESAR competition.

Submission updates. A new hash function — ASCON-Hasha — and an extendable output
function — ASCON-Xofa — were added to the ASCON family in the final round.

Variants. The AEAD variants of ASCON are provided below. The number of rounds for
each AEAD variant is represented as a 3-tuple, which corresponds to the number of rounds
during initialization, Associated Data (AD) and message processing, and finalization, re-
spectively. Ascon team also defined ASCON-80pq to provide stronger resistance against
quantum key recovery attacks.

. Key size  Nonce size Tag size Block size
AEAD variants . "i  (Gnbits)  (inbits) (inbits) T rounds
ASCON-128 128 128 128 64 12/6/12
ASCON-128a 128 128 128 128 12/8/12
ASCON-80pq 160 128 128 64 12/6/12

The hash and XOF variants of ASCON are provided below. The number of rounds for hash-
ing variants is represented as a 4-tuple, which corresponds to the number of rounds during
initialization, absorbing message, squeezing the first block, and squeezing the remaining
blocks, respectively.
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Hash variants Dl(‘fneiti;l)ze (ififs) C(‘ffglzt)y #Rounds
ASCON-Hash 256 64 256 12/12/12/12
ASCON-Hasha 256 64 256 12/8/12/8

| XOF variants |
ASCON-Xof any 64 256 12/12/12/12
ASCON-Xofa any 64 256 12/8/12/8

Security Claims. Submitters made the following security claims:

All three ASCON AEAD variants provide 128-bit security for the confidentiality of plain-
text and the integrity of plaintext, AD, and nonce in the nonce-respecting setting, where
the number of processed plaintext and AD blocks protected by the encryption algorithm
is limited to a total of 264 blocks per key.

ASCON-Hash and ASCON-Hasha provide 128-bit security against collision attacks and
(second) pre-image attacks. ASCON-Xof and ASCON-Xofa with an output size of ¢ bits
provide min(128,¢/2)-bit security against collision attacks and min(128, ¢)-bit security
against (second) pre-image attacks.

3.1.2. Security Analysis

The ASCON family has received a significant amount of third-party security analysis. A
summary of the results is provided below (also, see [11]).

The following papers studied the security of the AEAD variants in the nonce-respecting
setting.

Rohit and Sarkar [88] presented a weak-key recovery cube-like attack and a weak-key
distinguisher on 7-round ASCON initialization in the nonce-respecting setting with a
time complexity of 2°7 and a data complexity of 254 for 21134 keys and with a time
complexity of 233 and a data complexity of 233 for 293 keys, respectively.

Tezcan [89] presented a differential-linear key-recovery attack on 4-round ASCON ini-
tialization with bias 2713

Tezcan [90] provided differential-linear key-recovery attacks on 4-round and 5-round
ASCON initialization with a time complexity of 2! and 23144, respectively.

Li et al. [91] presented a key-recovery attack on 7-round ASCON-128 and a weak-
key-recovery attack on ASCON-128a with time complexity 2'93° and 277, respectively,
where the size of the weak-key class is 2117,

Dobraunig et al. [92] presented a key recovery cube-like attack on 6-round ASCON ini-
tialization with a time complexity of 20, and a forgery attack (using a differential char-
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acteristic) on 4-round ASCON finalization with a time complexity of 2101,

» Tezcan [93] presented truncated and improbable differential distinguishers on 5-round
ASCON-permutation with a data complexity of 2!%° and a 5-round impossible differen-
tial distinguisher on it with a data complexity of 22°.

* Dwivedi et al. [94] presented a state recovery SAT-based attack on ASCON-128a with
2-round permutation during the encryption phase with a time complexity of 232.

* Gérault et al. [95] presented new forgery attacks on four rounds of the finalization of
ASCON-128 with a data complexity of 27661 and three rounds of the finalization of
ASCON-128a with a data complexity of 22°. They also presented a state recovery at-
tack on ASCON-128a with 3-round permutation during the encryption phase with a time
complexity of 2117,

* Hu and Peyrin [96] presented a conditional higher-order differential-linear attack on 6-
round ASCON initialization with time and data complexities of 274.

* Rohit et al. [66] presented a key recovery cube attack on 7-round ASCON in the nonce-
respecting setting with a data complexity of 2% and a time complexity of 2123,

* Liu et al. [97] presented a differential-linear key-recovery attack on 5-round ASCON-
128 initialization with time complexity 2?® and data complexity 2%6. They mentioned
that this attack is also applicable to ASCON-128a.

* Halak et al. [98] described how they could insert a hardware Trojan to reduce the number
of rounds from 12 to five during the initialization phase and perform a cube attack with a
time complexity of 224,

The following papers studied the security of the AEAD variants in the nonce-misuse set-
ting.

* Chang et al. [62] presented a key-recovery conditional-cube attack and a state-recovery
conditional-cube attack on ASCON-128a with 7-round permutation during the encryp-
tion phase with a time complexity of 2!'® and a data complexity of 2!17.

* Lietal. [99] presented a key recovery cube-like attack on 7-round ASCON initialization
with a time complexity of 2°7. Authors also presented a forgery attack (using cube tester)
on 6-round ASCON-128 finalization with a time complexity of 2> and a state recovery
cube-like attack on ASCON-128 with 6-round permutation during the encryption phase
with a time complexity of 2.

* Chang et al. [58] presented a key-recovery conditional-cube attack on ASCON-80pq with
6-round permutation during the encryption phase with a time complexity of 2!3° and a
data complexity of 2443. They also presented a 192-bit partial-state recovery conditional-
cube attack on ASCON-128 with 6-round permutation during the encryption phase with
a time complexity of 2448 and a data complexity of 2448,
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Baudrin et al. [100] presented a state-recovery conditional-cube attack on ASCON-128
with 6-round permutation during the encryption phase in the nonce-misuse setting with
a time complexity of about 2%° and a data complexity of about 24°.

The following papers studied the security of the underlying permutation against some dis-
tinguishing attacks.

Dobraunig et al. [92] presented a zero-sum distinguisher on 12-round ASCON permuta-
tion with a time complexity of 2130,

Todo [101] presented integral distinguishers on r-round ASCON-permutation with 25,
2130 2258 9300 "and 2315 chosen plaintext for r =7, ..., 11, respectively.

Baksi et al. [102] found two all-in-one differential distinguishers of 3-round ASCON-
permutation by using machine learning with 2!° training data.

Dobraunig et al. [103] presented a heuristic tool for finding linear characteristics and
showed that the minimum number of active S-boxes for 5-round ASCON-permutation
without any restriction is 67 with bias 294 and the minimum number of active S-boxes
for 4-round ASCON-permutation with a restriction that active mask bits have to be in the
outer (rate) part of the state is 61 with bias 2783,

Leander et al. [104] provided generic algorithms that search subspace trails for SPN
ciphers and permutation ciphers and were applied to ASCON-permutation with three
rounds covered for encryption with 298 dimension and one round covered for decryption
with dimension 125.

Gérault et al. [95] found non-black-box limited-birthday distinguishers for the 7-round
ASCON-permutation with time complexity 234.

Hu and Peyrin [96] presented a zero-sum distinguisher on 12-round ASCON-permutation
with a time complexity of 2°3 and a higher-order differential on the 8-round permutation
with a time complexity of 246,

Rohit et al. [66] presented a division-property-based distinguisher on 7-round ASCON-
permutation with a data complexity of 2% and a time complexity of 260,

Erlacher et al. [105] proved that any single characteristic on a 4-round ASCON permu-
tation has a differential probability or squared correlation of at most 2772, six rounds at
most 27108 eight rounds at most 2-144 "and 12 rounds at most 2216,

Hirch et al. [106] presented a dedicated tool for trail search in ASCON and proved bounds
beyond 27?3 for six rounds and beyond 27> for 12 rounds of both differential and
linear trails.

Sommervoll [107] proposed the phantom gradient attack, which replaces discrete oper-
ations with differentiable functions and represents a target cipher as a neural network in
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order to recover a secret key. The author applied the technique to individual operations
in ASCON.

Results on ASCON-Hash. The following papers studied the collision resistance of the hash
function variants.

e Gérault et al. [95] provided a collision attack on 2-round ASCON-Hash and ASCON-
Hasha with a time complexity of 2103,

* Dobraunig et al. [108] found a practical semi-free-start collision for four rounds of ASCON-
Hash and ASCON-Xof. They also considered preimage attacks on 2-round and 3-round
ASCON-Xof when the hash value is truncated to 64 bits.

» Zong et al. [109] provided collision attacks on 2-round ASCON-Xof, whose output size
is 64 bits, with a time complexity of 2! and 2-round ASCON-Hash with a time com-
plexity of 2!2°. However, Yu et al. [110] reported that one of the 2-round differential
characteristic used in [109] is invalid.

The following papers studied the preimage resistance of the hash function variants:

* Qin et al. [72] introduced bit-level MILP-based automatic tools and gave a preimage at-

tack on 4-round ASCON-Xof, whose output size is 128 bits, with time 2!?%# and memory
2%,

» Lefevre et al. [111] proved that ASCON-Hash can have 192-bit preimage security with
an assumption that ASCON-permutation is ideal.

Results in the quantum setting. Lee et al. [112] provided estimated quantum resources for
a quantum preimage attack on ASCON-Hash.

Security Margin. None of the existing security analyses violate the security claims of
the submitters. The best key-recovery attacks are on the AEAD variants of ASCON with
7-round (out of 12) initialization [66]. The best attack on hash variants of ASCON is a
preimage attack covering 4 rounds. Considering these results, ASCON family has a high
security margin.
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3.2. Elephant
3.2.1. Overview of the Design

Elephant [14] is a permutation-based AEAD scheme that follows a nonce-based encrypt-
then-MAC construction in which encryption is done using counter mode and authentication
using a variant of the protected counter sum. Elephant is the only finalist that is based on
a parallel mode, which is instantiated using either Spongent [113] or KECCAK [114]
permutations.

Submission updates. In the final round, the mode was modified from the Wegman-Carter-
Shoup MAC to a protected counter sum MAC to achieve authenticity under nonce-misuse.

Variants. The AEAD variants of the Elephant family are listed below.

. Key size Nonce size Tag size Block size .
AEAD variants (in bits) (in bits) (in bits) (in bits) Permutation #Rounds
Dumbo 128 96 64 160 160-bit Spongent 80
Jumbo 128 96 64 176 176-bit Spongent 90
Delirium 128 96 128 200 KECCAK-£[200] 18

Security Claims. Submitters claim that Dumbo, Jumbo, and Delirium provide 112-bit, 127-
bit, and 127-bit security in the nonce-respecting setting with data limits of 24>-68, 24-34 ‘and
24336 blocks per key, respectively.

3.2.2. Security Analysis
The third-party analyses on Elephant are summarized below.

* Zhou et al. [69] presented an interpolation key-recovery attack on 8-round (out of 18)
Delirium in the nonce-respecting setting with 270 data complexity, 28> XOR operations,
and 27° memory complexity.

* Vialar [115] presented an efficient side-channel key recovery attack against Dumbo by
using correlation power analysis on the first round of the Spongent permutation during
the absorption of the first block of associated data.

* Beyne etal. [116] proved the multi-user security of Elephant v2 under the assumption that
the keys of all instances are mutually independent and that the underlying permutation is
random. They also showed that Elephant v2 ensures authenticity under nonce misuse.

Results on Spongent permutations. The following papers studied the security of Spongent
permutations.
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* Bogdanov et al. [67] presented differential distinguishers on the 160-bit Spongent permu-
tation covering 40 rounds (out of 80) with probability 27169, the 176-bit Spongent per-
mutation over 44 rounds (out of 90) with probability 2776, linear distinguishers on the
160-bit Spongent permutation over 80 rounds (out of 80) with correlation 27190, and the
176-bit Spongentpermutation over 90 rounds (out of 90) with correlation 27139,

* Zhang and Liu [68] presented a truncated-differential distinguisher on 176-bit Spongent-
permutation of 46-round (out of 90) with probability 27174415,

* Sun et al. [117] presented a zero-sum distinguishing attack on 176-bit Spongent permu-
tation of 21-round (out of 90) with 2! time complexity.

Results on KECCAK permutations. The underlying permutation of SHA-3 hash functions
[114], namely KECCAK-f[1600], has received a significant amount of third-party analy-
sis (e.g., [118-137]) Some of these results also apply to the KECCAK permutation with
smaller sizes. The best preimage and collision attacks on KECCAK and KECCAK vari-
ants cover up to four rounds [124—131] and six rounds [132-135], respectively. There are
polynomial enumeration method-based (second) preimage attacks on 6-round, 7-round,
8-round, and 9-round KECCAK that require complexity close to brute force [136, 137].
There are zero-sum distinguishers on full 24-round KECCAK-f[1600] with very high com-
plexities [138—141]. When the complexity is bounded by 2°%°, zero-sum distinguishing at-
tacks on KECCAK-f[1600] are known up to 14 rounds with 9-round forward and 5-round
backward directions [125].

The KECCAK crunchy crypto collision and preimage contest [73] lists practical preimage
(up to one round by Boyar and Peralta) and collision results (up to two rounds by Westfeld)
on KECCAK-f[200], where capacity is 160-bit.

Results in the quantum setting. A summary of results in quantum setting is provided below.

* Bonnetain and Jaques [142] presented a quantum circuit for an implementation of the
offline Simon’s algorithm [143] with O(n/3) classical queries and O(n/3) quantum time,
and estimated its cost to recover a key of Elephant, where 7 is the block size.

* Alagic et al. [144] provided a post-quantum security proof for a variant of Elephant mode,
in the public random permutation model, showing that the offline Simon’s algorithm
matches the upper bound of the security proof.

» Shi et al. [145] proposed a quantum key recovery attack on Elephant in a quantum set-
ting, where the adversary is allowed to make superposition queries to the encryption or
decryption.

Security Margin. None of the existing security analyses violate the security claims of the
submitters. The best key-recovery attack on Delirium (based on the 200-bit KECCAK per-
mutation) covers eight rounds (out of 18) [69]. There are no dedicated cryptanalysis results
on Dumbo (based on the 160-bit Spongent permutation) or Jumbo (based on the 176-bit
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Spongent permutation). Instead, there is a differential distinguisher [67] on 40 rounds
(out of 80) of the 160-bit Spongent permutation with probability 27 1% and a truncated-
differential distinguisher [68] on 46 rounds (out of 90) of the 176-bit Spongent permutation
with probability 27174415 Considering these results, Elephant variants have around 50%
of security margin.
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3.3. GIFT-COFB
3.3.1. Overview of the Design

GIFT-COFB is a block-cipher based AEAD scheme, where the underlying block cipher is
GIFT-128 [146, 147] and the mode is a variation of COFB (COmbined FeedBack) mode,
which was introduced in CHES 2017 [148, 149].

Submission updates. The GIFT-COFB team did not propose a design tweak.

Variants. The single variant of the GIFT-COFB family is listed below. The underlying
block cipher GIFT-128 consists of 40 rounds.

. Key size Nonce size Tag size
AEAD variants (in bits) (in bits) (in bits) #Rounds
| GIFT-COFB 128 128 128 40 |

Although the GIFT-COFB submission does not include an official hash function variant,
the designers proposed constructing a 256-bit hash functions using GIFT-128 in the double-
block-length hashing developed by Mennink [150] if hashing functionality is desired.

Security Claims. The submitters claimed that GIFT-COFB has 64-bit IND-CPA security
(privacy) and 58-bit INT-CTXT security (authenticity) in the nonce-misuse setting.

3.3.2. Security Analysis

The underlying block cipher GIFT has received a large number of third-party analyses. An
extended list of third-party analyses on GIFT-128 is provided in [21].

* Cao and Zhang [151] presented two related-key differential characteristics for the 7-
round and 10-round GIFT-128 with probabilities of 271383 and 27720 respectively.

e Cui et al. [152] presented a linear attack on 20-round GIFT-128 with time complexity
2112.28 yising a 16-round linear characteristic with correlation 2762,

» Eskandari et al. [153] used their tool to find an integral distinguisher on 11-round GIFT-
128 with data complexity 2'%7.

e Ji et al. [154] improved Matsui’s branch and bound search algorithm and applied it to
the GIFT family. Their algorithm found the best differential trails for GIFT-128 up to
19 rounds and the best linear trails for GIFT-128 up to 10 rounds and GIFT-64 up to 15
rounds.

* Ji et al. [155] presented three attacks: (1) a related-key boomerang attack on 22-round
GIFT-128 with time 2'12:93 data 2!1263 and memory 2°2; (2) a related-key rectangle
attack on 23-round GIFT-128 with time 212089 data 212131 and memory 2121.63. and 3)
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a differential attack on 26-round GIFT-128 with time 2!23-245_ data 2123245 and memory
2109.

» Khalesi and Ahmadian [156] showed that the minimum data complexity of the integral
distinguisher on 11-round GIFT-128 is 2!?7 and confirmed that 11-round distinguisher
found by Eskandari et al. [153] has the minimum data complexity.

* Liet al. [157] presented a differential attack on 26-round GIFT-128 with time 2124.415

data 2!%°, and memory 2'%° using a 20-round differential characteristic with probability
9—121.415

* Liu et al. [158] proposed general STP-based models searching for differential and linear
trails and found differential trails of 9-round, 10-round, 11-round, 12-round, 13-round,

18-round, and 21-round GIFT-128 with probability 27434, 27494 =344 =604 »—67.38
271034 "and 271264 respectively.

* Liu and Sasaki [159] presented a related-key boomerang attack on 21-round GIFT-128
with time 2!26-6, data 21266 and memory 2126.6 using a 19-round boomerang distin-
guisher with probability 271212,

* Sun et al. [160] presented a linear cryptanlaysis of GIFT-COFB by using a SAT-based
trail search technique that allows a key recovery attack on GIFT-COFB with 16-round
GIFT-128. They also presented a 24-round key recovery attack on GIFT-128 with a 19-
round linear approximation.

* Sun et al. [161] presented a linear attack on 25-round GIFT-128 with time 212475 data
212677 "and memory 2°° by appending one more round after a new 19-round linear ap-
proximation that they discovered.

* Zhu et al. [162] presented a differential attack on 22-round GIFT-128 with time 2114 data
2114 and memory 253,

* Zong et al. [70] presented a two-step strategy to search for advantageous distinguishers.
They used 20-round differentials to give the differential attack on 27 rounds of GIFT-128
and two 17-round linear trails to give the linear hull attack on 22 rounds of GIFT-128.
They also presented the linear cryptanalysis of GIFT-COFB with 15-round GIFT-128
using a 9-round linear trail.

* Hu et al. [163] showed that there is no impossible differential for 8-round GIFT-128 with
patterns that have an active superbox in the plaintext and ciphertext.

* Baksi [164] presented the optimal linear bounds for 11-round and 12-round GIFT-128,
extending from the best-known result of 10 rounds.

* Sun et al. [165] showed that 22 rounds for GIFT-128 are required to prevent efficient
DC/LC trails, which was reconfirmed by Kim et al. [166].
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Bijwe et al. [167] provided the implementation costs of Grover’s key search algorithm
for GIFT-64 and GIFT-128.

The following results study the security of the mode of GIFT-COFB and its related variants:

Inoue et al. [168] presented an attack on GIFT-COFB using g, encryption queries and no
decryption query to break privacy (IND-CPA). The success probability is O(g,/2"/?) for
n-bit block, while the claimed bound contains O(g2/2"). It does not invalidate the 64-bit
IND-CPA claim of GIFT-COFB.

Inoue and Minematsu [169] presented a forgery attack on GIFT-COFB using 21/2 en-
cryption queries and a single decryption query. It shows the tightness of the provable
security bounds of GIFT-COFB.

Khairallah [170] presented the IND-CCA attack with complexity 2/2 and the forgery
attack with complexity 2/2 to operate with a single encryption query.

Khairallah [171] presented a forgery attack on GIFT-COFB mode using a mask collision.
The attack requires O(2"/4) encryption queries and O(2") decryption queries. If the
adversary can guess the colliding pair of masks successfully, it leads to successful forgery
with probability 1. However, the success probability of such a guess is 2712,

Rajan et al. [172] presented distinguishing attacks on GIFT-COFB reduced to two to six
rounds by building a multi-layer perceptron network.

Inoue et al. [173] showed that GIFT-COFB has 32-bit security for both privacy and au-
thenticity of nonce-misuse resilience.

Results in the quantum setting. A summary of results in quantum setting is provided below.

Bijwe et al. [174] presented the quantum circuit for the GIFT family and the precise
cost estimate for quantum key search attacks in both the gate count and depth-times-
width cost metrics. They implemented the full Grover oracles for the GIFT family in Q#
quantum programming language for unit tests and automatic resource estimations.

Jang et al. [175] presented the first implementation of GIFT in quantum circuits and
estimated quantum resources for applying Grover’s search algorithm to it.

Security Margin. None of the existing security analyses violates the security claims. The
best key-recovery attack is on 27-round (out of 40) GIFT-128 [70]. Note that an attack on
GIFT-128 does not immediately apply to GIFT-COFB. We can consider the security margin
of GIFT-COFB to be high (i.e., at least 30%).
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3.4. Grain-128AEAD
3.4.1. Overview of the Design

Grain-128 AEADv2 [24] is a stream cipher based AEAD scheme optimized for hardware
implementations. The main component of the Grain family is two bit-oriented feedback
shift registers. In 2008, the initial version of the algorithm, namely Grain v1, was selected
as a finalist in the hardware profile of the eSTREAM portfolio [176] 3, and Grain-128a is
included in ISO/IEC 29167-13:2015 [177], which was developed for RFID systems. The
design of Grain-128AEADvV?2 is similar to Grain-128a but has been updated to allow for a
larger tag size and to support AEAD.

Submission updates. In response to the analysis of Chang and Turan [61], the initialization
of Grain-128AEADv2 was updated in the final round and resulted in approximately a 33%
increase in initialization time.

Variants. The AEAD variant of the Grain-128AEAD family is listed below.

Key size  Nonce size Tag size
(in bits) (in bits) (in bits)

| Grain-128AEAD 128 96 64 512 |

! The number of rounds is given for the initialization phase.

AEAD variants #Rounds'

Security Claims. Submitters claim that the cryptanalytic attacks on Grain-128AEADv2
require at least 2''? computations on a classical computer in a single key and nonce-
respecting setting and it is computationally difficult to reconstruct the key from the state
that is known to the attacker, where Grain-128AEADV?2 has a keystream limitation of 28
bits for each key/nonce pair.

3.4.2. Security Analysis

Earlier versions of the Grain family — namely Grain v1, Grain-128, and Grain-128AEADv1
— have been investigated by a large number of third-party analyses (e.g., [96, 178—184]).
Although the design of Grain-128 AEADV? is slightly different from earlier versions, some
of the third-party analyses are still applicable.

* Hao et al. [185] presented distinguishing attacks up to 189 rounds with 2°¢ time com-
plexity and a key-recovery attack for 190 rounds with 2?3 time complexity. Note that
the attacker is assumed to have access to pre-output bits after 190 rounds.

3The eSTREAM, the ECRYPT Stream Cipher Project, was a multi-year effort to promote the design of
efficient and compact stream ciphers suitable for widespread adoption. Additional information is available
at https://www.ecrypt.eu.org/stream/.
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* Chang and Turan [61] analyzed the complexity of key recovery of Grain-128AEAD from
the internal state under different scenarios. This study resulted in the final-round tweak.

* Hu et al. [186] proposed a new framework for recovering the exact algebraic normal
forms of massive superpolies and applied it to recover the secret key of 191-round Grain-
128AEAD with 2!16-26 queries and 2'!8® memory bits. Note that the attacker is assumed
to have access to pre-output bits after 191 rounds.

* He et al. [71] proposed a new framework for recovering superpolies and applied it to
recover the secret key of 192-round Grain-128 AEAD with 2?7 queries. Note that the
attacker is assumed to have access to pre-output bits after 192 rounds.

* Bendoukha et al. [187] investigated Grain-128 AEAD-based transciphering using a fully
homomorphic encryption.

Results in the quantum setting. Anand et al. [188] provided the implementation costs of
Grover’s key search algorithm for Grain-128AEAD.

Security Margin. None of the existing security analyses violates the security claims of the
submitters. The best key-recovery attack is on Grain-128AEAD with 192-round (out of
512-round) initialization under the assumption that an attacker has access to the pre-output
bits after 192 rounds without reintroducing key in the intialization phase [71], which results
in a high security margin.
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3.5. ISAP
3.5.1. Overview of the Design

ISAP [28] is a permutation-based AEAD scheme designed to provide algorithm-level se-
curity against a wider range of implementation attacks, such as differential fault attacks,
statistical fault attacks, statistical ineffective fault attacks, and differential power analysis.
The mode of ISAP is a nonce-based encrypt-then-MAC construction, where the encryption
is done by XORing a message and a keystream, and the authentication/verification is based
on a hash-then-MAC paradigm. The ISAP family uses the 320-bit ASCON and 400-bit
KECCAK permutations.

Submission updates. In the final round, the primary variant is changed to ISAP-A-128a.

Variants. The variants of the ISAP family are listed below.

. Key size Nonce size Tag size . Rate
AEAD variants (in bits) (in bits) (in bits) Permutation (in bits) #Rounds
ISAP-A-128a 128 128 128 320-bit ASCON 1,64 12/1/6/12
ISAP-K-128a 128 128 128 400-bit KECCAK 1,144 16/1/8/8
ISAP-A-128 128 128 128 320-bit ASCON 1,64 12/12/12/12
ISAP-K-128 128 128 128 400-bit KECCAK 1,144 20/12/12/12

The Rate column provides two rate values, one for the nonce processing in the rekeying
function IsapRk and the other one for the remaining phases. The #Rounds column pro-
vides the number of rounds for the authentication phase, nonce processing in the rekeying
function, for the encryption and decryption phases, and for generating session keys in the
rekeying function, respectively.

Security Claims. Submitters claim that all ISAP variants provide 128-bit security for the
confidentiality of plaintexts and the integrity of plaintexts, AD, and nonce in nonce-respecting
setting.

3.5.2. Security Analysis

The third-party security analysis of ISAP is summarized below.

e Udvarhelyi et al. [189] showed that the impact of combining masking and re-keying
is limited in mitigating single-trace side-channel attacks and that combining shuffling
and re-keying is theoretically appealing but can be practically challenging on low-cost
embedded devices with low-noise levels.

Results on the ASCON permutation. Security analysis of the ASCON permutation is
summarized in Section 3.1.2.
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Results on KECCAK permutations. According to the KECCAK Crunchy Crypto Collision
and Pre-image Contest [73], some preimage and collision attacks with KECCAK-f[400],
where capacity is 160-bit, were reported up to three rounds (by Sun and Li) and four rounds
(by K&lbl et al. ), respectively. When the complexity is bounded by 24%0, zero-sum distin-
guishing attacks on KECCAK-f[1600] are known up to 15 rounds with 9-round forward
and 6-round backward directions [125]. Additional results are listed in Section 3.2.2.

Results on the ISAP mode. Dobraunig and Mennink [190-193] and Dobraunig et al. [194]
showed that the ISAP mode is leakage-resilient under both nonce-respecting and nonce-
misuse.

Security Margin. None of the existing security analyses violates the security claims. The
security of the ISAP mode requires the multi-target second-preimage resistance (2PI+ se-
curity) of the underlying hash function used in the authentication module [195], where the
output of the hash function is defined by a capacity value. ISAP-A-128a and ISAP-A-128
are based on the 12-round ASCON permutation, and ISAP-K-128a and ISAP-K-128 are
based on 16-round and 20-round KECCAK permutations, respectively. In case of ASCON-
Xof, the best attack covers 4-round by the preimage attack given by Qin et al. [72]. Ac-
cording to the KECCAK Crunchy Crypto Collision and Pre-image Contest [73], Kolbl et
al. described the best collision attack on the 4-round KECCAK permutation. Considering
these attacks, ISAP variants have high security margins.
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3.6.
3.6.1.

PHOTON-Beetle
Overview of the Design

PHOTON:-Beetle is a permutation-based AEAD and hashing scheme. The underlying per-
mutation of the PHOTON-Beetle family is the 256-bit PHOTON,5¢ [196] permutation with
12 rounds. PHOTON-Beetle-AEAD is based on a sponge-like AEAD mode Beetle with a
combined feedback (inspired by the COFB mode [148]), and PHOTON-Beetle-Hash is
based on a sponge structure.

Submission updates. The PHOTON-Beetle team did not propose a design tweak.

Variants. The variants of the PHOTON-Beetle family are listed below. The Rate column
provides the absorbing and the squeezing rates, respectively.

. Key size Nonce size Tag size  Rate
AEAD variants (nbits)  (inbits)  (nbits) (inbits)  XOUNdS
PHOTON-Beetle-AEAD[128] 128 128 128 128/128 12
PHOTON-Beetle-AEAD[32] 128 128 128 32/128 12
Hash variants Dl‘.geSt, size .Ra{e #Rounds
(in bits) (in bits)
| PHOTON-Beetle-Hash[32] 256 32/128* 12 |

* The first message block is 128-bit, and the following blocks are 32 bits.

Security Claims. Submitters made the following security claims:

* PHOTON-Beetle-AEAD[128] provides 121-bit security for both the confidentiality of
plaintexts and the integrity of ciphertexts in nonce-respecting setting.

* PHOTON-Beetle-AEAD[32] provides 128-bit security for both the confidentiality of
plaintexts and the integrity of ciphertexts in nonce-respecting setting.

* PHOTON-Beetle-Hash[32] provides 112-bit security for collision resistance (query com-
plexity: 2!111-3) and 128-bit security for preimage resistance.

3.6.2.
The following papers studied the security of PHOTON-Beetle-AEAD.

Security Analysis

* Dobraunig and Mennink [197] identified an incorrect security bound in the submission
(official comment, March 20, 2020) and described a key recovery attack with an empty
message and AD that takes 2'?* primitive queries. The complexity is too high for it to be

27



NIST IR 8454
June 2023

a threat under the NIST security requirements, but they recommended that the submitters
update their security claims.

* Security proofs of the Beetle mode are available in [198-201].

* Wang et al. [202] presented a zero-sum distinguisher for full 12-round PHOTON,s¢ per-
mutation with a time complexity of 2184,

* Cui et al. [74] presented a statistical integral distinguisher for 10-round PHOTON,5¢
permutation with a time complexity of 2°©3% and memory complexity of 27046,

* Jean et al. [203] presented a rebound-like distingusher for 9-round PHOTON,5¢ with a
time complexity of 2'3* and memory complexity of 232.

* Jean et al. [204] presented a multiple limited-birthday distinguisher for 8-round PHOTONs4
permutation with a time complexity of 2'%% and memory complexity of 28.

* Guo et al. [196] presented a rebound-like distinguisher for 8-round PHOTON,s¢ permu-
tation with a time complexity of 2!6 and memory complexity of 28.

* Inoue et al. [168] presented a forgery attack on PHOTON-Beetle with success probability
0(q?/2"), where g is the number of encryption queries and b is the input size of the per-
mutation. It does not invalidate the 121-bit INT-CTXT claim of PHOTON-Beetle since
b =256 for PHOTON-Beetle.

Results on PHOTON-Beetle-Hash. Regarding the collision resistance of PHOTON-Beetle-
Hash, Mege [205] pointed out that a collision on PHOTON-Beetle-Hash occurs for about
21115 queries with high probability.

Results in the quantum setting. For preimage resistance, Lee et al. [112] provided esti-
mated quantum resources for a quantum preimage attack on PHOTON-Beetle-Hash.

Security Margin. None of the existing security analyses violates the security claims of the
submitters. There is no known cryptanalysis on round-reduced PHOTON-Beetle-AEAD,
apart from the distinguishing attacks on the underlying permutation.
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3.7.
3.7.1.

Romulus

Overview of the Design

Romulus is an AEAD and hashing scheme based on the tweakable block cipher Skinny
[206]. Romulus-N uses a rate-1 TBC-based combined feedback mode, and the mode of
Romulus-M follows a MAC-then-Encrypt approach.

Submission updates. The following changes were proposed in the final round:

The number of AEAD modes from round two were reduced such that only one nonce-
respecting variant Romulus-N and one nonce-misuse variant Romulus-M moved to the
final round. Non-primary variants were removed.

New variants were also added to the Romulus family. Romulus-T is a new leakage-
resilient AEAD mode. The functionality of Romulus expanded with the addition of a
new hash function, Romulus-H.

The underlying tweakable block cipher was changed from Skinny-128-256 (48 rounds)
and Skinny-128-384 (56 rounds) to Skinny-128-384+ (40 rounds) in order to increase
performance. In addition, Skinny-128-384+ was designed to focus on 128-bit security.

Variants. Romulus consists of four variants: nonce-based AE (NAE) Romulus-N, nonce
misuse-resistant AE (MRAE) Romulus-M, leakage-resilient Romulus-T, and hash function
Romulus-H. Each of these variants uses the tweakable block cipher Skinny-128-384+,
a variant of Skinny-128-384 with 40 rounds instead of 56. The variants of the Romu-

lus family are listed below.

. Key size  Nonce size Tag size
AEAD variants (in bits) (in bits) (in bits) #Rounds
Romulus-N 128 128 128 40
Romulus-M 128 128 128 40
Romulus-T 128 128 128 40
Hash variants ng est. Size BZ,OCk,SlZe #Rounds
(in bits) (in bits)
| Romulus-H 256 256 40 |

Security Claims. Submitters made the following security claims:

* Romulus-N provides 128-bit security for both privacy and authenticity in the nonce-

respecting setting.

* Romulus-M provides 128-bit security for both privacy and authenticity in the nonce-

respecting setting and 64-bit security for both privacy and authenticity in the nonce-
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misuse setting. If the number of nonce repetitions is limited, the actual security bounds
of Romulus-M are close to the full 128-bit security.

* Romulus-T provides 121-bit security for both privacy and authenticity in the nonce-
respecting setting, 121-bit security for authenticity in the nonce-misuse setting, and 121-
bit security for privacy as long as the nonces used for encryption queries are never used
(nonce-misuse resilience).

* Romulus-N, Romulus-M, and Romulus-T provide 128-bit security for key recovery at-
tacks in the single-key setting.

* Romulus-H provides 121-bit security for collision, preimage, and second preimage re-
sistances.

3.7.2. Security Analysis
Results on Skinny-128-384. The following papers studied the security of Skinny-128-384.

* Tolba et al. [207] presented the impossible differential attack on 22 rounds of Skinny-
128-384 with 29222 data, 237348 time, and 2!47-22 memory complexities.

* Hadipour et al. [208] presented the related-tweakey rectangle attack on 30 rounds of
Skinny-128-384 with 212529 data, 23198 time, and 2!>>-% memory.

* Hadipour et al. [209] presented the integral attack on 26 rounds of Skinny-128-384 with
2121 data, 23** time, and 2°*0 memory, as well as the related-tweakey integral attack on
27 rounds of Skinny-128-384 with 2124.99 (ata, 236261 tjme and 234 memory.

» Shi et al. [210] presented the meet-in-the-middle attack on 22 rounds of Skinny-128-384
with 290 data, 238246 time and 233099 memory.

* Chen et al. [211] presented the meet-in-the-middle attack on 22 rounds of Skinny-128-
384 with 2°¢ data, 23962 time, and 237%%° memory.

* Zhao et al. [212, 213] presented the related-tweakey rectangle attack on 28 rounds of
Skinny-128-384 with 2122 data, 23133 time, and 2'%23? memory.

* Qin et al. [214] presented related-key rectangle attacks on up to 30 rounds of Skinny-
128-384 with 234! time, and 21?2 data.

* Dong et al. [75] presented related-key rectangle attacks on up to 32 rounds of Skinny-
128-384 with 2333 time and 2!?3 data and presented the meet-in-the-middle attack on 23
rounds of Skinny-128-384 with 2376 time and 2'%* data.

* Song et al. [76] presented related-key rectangle attacks on up to 32 rounds of Skinny-
128-384 with 234 time and 2'* data.

* Bijwe et al. [167] provided the implementation costs of Grover’s key search algorithm
for all the variants of Skinny.
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Results on Romulus modes. The following papers studied the security of modes of Romu-
lus.

* Habu et al. [215] presented privacy and authenticity attacks that show that the provable
securities of Romulus-M are tight in both privacy and authenticity up to constant factors.

* Inoue et al. [173] showed that Romulus-N has 128-bit security for privacy and 64-bit
security for authenticity in the nonce-misuse resilience setting.

* Proofs for privacy and authenticity of the mode of Romulus-N in the nonce-respecting
setting (with beyond-birthday-bound security) and the mode of Romulus-M in the nonce-
misuse setting were provided in [216-218].

» Iwataetal. [219] presented security proofs of INT-RUP security and the plaintext-awareness
PA1 security for Romulus-M, and proposed Romulus-H hashing mode and Romulus-LR,
Romulus-LR-TEDT leakage-resilient AEAD modes based on tweakable block ciphers.

* Guoetal. [220] proposed arate-1 Leakage-Resilient AEAD based on the Romulus family
along with security proofs in terms of CIML2, CCAmL1, and INT-RUP.

* Guo et al. [221] showed that Romulus-H has (n — logn)-bit indifferentiability security
from the random oracle, where n=128.

Results on Romulus-H. The preimage and the collision resistance of Romulus-H are stud-
ied in the following papers:

* Dongetal. [222] provided preimage and free-start collision attacks on 23-round Romulus-
H with time complexity 228 and 2%

* Nageler et al. [223] showed that collisions of 10-round Romulus-H and semi-free-start
collisions of 14-round Romulus-H can be found within practical time.

Security Margin. None of the existing security analyses violates the security claims. There
is no known cryptanalysis on round-reduced AEAD variants of Romulus. Instead, the best
two key-recovery attacks are on 32-round (out of 40) Skinny-128-384+ in the related-key
attack model [75, 76]. These two related-key attacks on Skinny-128-384+ require 23>
and 234 time complexity, respectively, where the 384-bit tweakey is a target for recovery.
Considering the results, the AEAD variants of Romulus provide sufficient security margin.
The best attack on Romulus-H is a preimage attack on 23 rounds (out of 40) of Romulus-H,
with a time complexity of 224® beyond the time limit made by the submitters. This attack
demonstrates the high security margin of the hash variants.
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3.8.
3.8.1.

SPARKLE includes the SCHWAEMM family of authenticated encryption schemes and the
ESCH family of hash functions. Both are based on SPARKLE permutations that apply mul-
tiple distinct instances of Alzette — a 4-round 64-bit block cipher — to achieve non-linearity.
Alzette is a 64-bit S-box based on an Addition-Rotation-XOR (ARX) design operating on
32-bit words, making it particularly efficient in software. The SCHWAEMM family of
AEAD ciphers is based on the duplexed sponge construction with a combined feedback.
The ESCH family of hash functions is based on the sponge construction.

SPARKLE

Overview of the Design

Submission updates. In the final round, the primary variant was changed from SCHWAEMM 192-
192 to SCHWAEMM256-128.

Variants. The variants of the SPARKLE family are listed below. Both primary algo-
rithms rely on the 384-bit SPARKLE permutation. In the table, each variant uses the b-bit
SPARKLE permutation with r-bit rate and c-bit capacity, where b = r + c¢. In the #Steps
column for AEAD variants, x/y indicates that the SPARKLE permutation with y steps is
used (1) in the initialization, (2) between the AD processing and the message processing,
and (3) in the finalization, and the SPARKLE permutation with x steps is used in (1) the AD
processing and (2) the message processing. In the #Steps column for Hash variants, x/y
indicates that the SPARKLE permutation with y steps is used once to generate the first half
of the hash output, and the SPARKLE permutation with x steps is used (1) in the absorption
phase and (2) to generate the second half of the hash output.
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. Key size Nonce size Tag size  Rate  Capacity
AEAD variants (inbitsy  (inbits)  (inbits) (nbits) (inbits) P
SCHWAEMM256-128 128 256 128 256 128 7/11
SCHWAEMM128-128 128 128 128 128 128 7/10
SCHWAEMM192-192 192 192 192 192 192 7/11
SCHWAEMM?256-256 256 256 256 256 256 8/12
. Digest size  Rate  Capacity

Hashvariants =\ 0 (nbits)  (nbitsy /P

ESCH256 256 128 256 7/11

ESCH384 384 128 384 8/12

| XOF variants |
XOESCH256 any 128 256 7/11
XOESCH384 any 128 384 8/12
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Security Claims. Submitters made the following security claims:

* AEAD variants of SCHWAEMM have a security level of k — 8 bits in terms of the number
of executions of the underlying permutations in the nonce-respecting setting, where k is
the size of the key.

* The claimed security level for ESCH variants is 5 with regard to collision resistance,

preimage resistance, second preimage resistance, and security against length-extension
attacks, where ¢ denotes the capacity.

* For the XOFs, the security level is min{c/2,¢/2} bits for collision resistance and min{c/2,}
for (second) preimage resistance, where the maximal allowed output length 7 is the same
as the data limit.

Functionality Variant Name Claf:f:l ?belilsl)r 1ty D?;i}:‘els?lt

SCHWAEMM?256-128 120 208

AEAD SCHWAEMM128-128 120 2::
SCHWAEMM192-192 184 2

SCHWAEMM?256-256 248 2133

Hach ESCH256 128 2132

ESCH384 192 2196

XOF XOESCH256 min{128,7/2}", min{lzs,z}f 2152

XOESCH384 min{192,¢/2}7, min{192,¢}* 219

T Collision resistance. ¥ (Second) preimage resistance.

3.8.2. Security Analysis
The following papers studied the security of SPARKLE.

* Beierle et al. [224] showed that the probability of 7-round differential trails of Alzette is
at most 2724,

* Beierle et al. [225] showed that 4 (5) steps of the SPARKLE256 permutation and 5 (6)
steps of the SPARKLE384 permutation and 6 (6) steps of the SPARKLES12 permutation
are not enough to guarantee b/2-bit security against differential attacks (linear attacks),
where b denotes the width of the permutation.

* Beierle et al. [42] reported that the probability of the best 7-round differential trails of
Alzette is 2726,

 Schrottenloher and Stevens [226] provided guess-and-determine distinguishers on four
steps of the SPARKLE256 and SPARKLE384 permutations and five steps of SPARKLES12
permutation with practical time complexity.

* Huang et al. [227] provided that the probability of the best 8-, 9-, 10-, and 11-round
differential trails of Alzette is 2734, 2740, 2=46_and 251, respectively.
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e Liuetal. [228, 229] presented 4-round differential-linear and rotational differential-linear
trails in Alzette with correlation 27927 (2-0-1) and 21137 (2-7:35) theoretically (experi-
mentally), respectively.

* Niu et al. [230] presented 4-, 5-, 6-, and 8-round differential-linear trails in Alzette with
correlation 1 (1), —270-33 (—27013) 2=495 (2=145) "apnd 27824 (—275-30) theoretically
(experimentally), respectively.

* Xu et al. [231] showed without the Markov assumption that the original probabilities
2723 2-23 and 238 (calculated with the Markov assumption) of some 4-round differ-
ential trails should be changed with 0, 2722 and 0, respectively.

» Speel [232] provided three dominant 5-round linear trails of Alzette with correlations
273,277, and 277, respectively.

Results in the quantum setting. A summary of results in quantum setting is provided below.

* Jagielski and Kanciak [233] proposed an estimation of the quantum resources necessary
for key-recovery attacks on the SCHWAEMM family of authenticated encryption scheme
in the known-plaintext attack model.

* For preimage resistance of the hash function variants, Lee et al. [112] provided estimated
quantum resources for quantum preimage attacks on ESCH256 and ESCH384.

Security Margin. None of the existing security analyses violates the security claims.
The submitters provided guess-and-determine attacks that recover the capacity on 4.5-step
SCHWAEMM128-128, 4.5-step SCHWAEMM192-192, and 4.5-step SCHWAEMM256-
256 without whitening, as well as 3.5-step SCHWAEMM?256-256 with whitening in Sec-
tion 4.4 of [42]. All of these attacks on SCHWAEMM variants require data beyond the
data limit made by the submitters. Note that once the capacity value of SCHWAEMM vari-
ants is determined, the key can be recovered from the internal state. Considering these
attacks, all of the AEAD variants have high security margins. There is no known cryptanal-
ysis on the hash variants. Instead, distinguishing attacks on the underlying permutations
have been provided by the submitters. Their distinguishing attacks on 384-bit and 512-bit
SPARKLE permutations are up to 6 steps.
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3.9. TinyJAMBU
3.9.1. Overview of the Design

TinyJAMBU is an authenticated encryption scheme inspired by the third-round CAESAR
candidate JAMBU [234]. The main component of TinyJAMBU is a keyed permutation
(with no key schedule) that is based on a 128-bit nonlinear feedback shift register. The
nonlinearity in each round is provided by a single NAND operation.

Submission updates. In the final round of evaluation, the number of rounds of the Tiny-
JAMBU permutation that processes the nonce and AD during initialization and generate the
last 32 bits of tag increased from 384 to 640. There was no change to the permutation that
processes key setup and plaintext blocks. The update was done to provide a larger security
margin against differential forgery attacks [235-237]. The new version of the algorithm
family is called TinyJAMBU v2.

Variants. TinyJAMBU family has three AEAD variants. The number of rounds is repre-
sented by a 2-tuple, where the first number is the number of rounds used in key setup,
plaintext processing, and the generation of first 32-bit of tag, and the second number is the
number of rounds used in nonce and AD processing and the generation of last 32-bit of tag.

. Key size  Nonce size Tag size State size
AEAD variants " (nbit)  (inbits)  (inbits) KOs
TinyJAMBU-128 128 96 64 128 1024/640
TinyJAMBU-192 192 96 64 128 1152/640
TinyJAMBU-256 256 96 64 128 1280/640

Security Claims. Assuming that each key is used to process at most 2°° bytes of messages
(AD, plaintext/ciphertext), and each message is at least 8 bytes, the submitters’ security
goals of TinyJAMBU in nonce-respecting, nonce-misuse, unprotected decryption settings
are summarized as follows.

Variants Unique Nonce Repeated Nonce Unprotected decryption’
Enc.  Auth. | Secretkey Auth. Forgery adv. | Secret key Auth. Forgery adv.
TinyJAMBU-128 | 112-bit 64-bit 112-bit  64-bit 2-b 112-bit  64-bit 2=
TinyJAMBU-192 | 168-bit 64-bit | 168-bit  64-bit 2715 168-bit  64-bit 2715
TinyJAMBU-256 | 224-bit 64-bit | 224-bit  64-bit 215 224-bit  64-bit 215

T In this model, the decryption device may reveal the decrypted message even when the verification fails.

3.9.2. Security Analysis
The third-party security analyses of TinyJAMBU are summarized below.
« Saha et al. [235-237] showed a 338-round differential with probability 276268 that leads
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to a forgery attack on round-reduced TinyJAMBU v1 breaking 64-bit security and a dif-
ferential on 384 rounds with probability 277064,

* Teng et al. [238] presented various distinguishing and key-recovery cube attacks on
reduced-round TinyJAMBU, targeting the initialization and the encryption phases. The
distinguishing attacks are applied up to 437 (out of 1024) rounds, and the key recovery
attacks are applied up to 428 (out of 1024) rounds, where the number of rounds corre-
sponds to the permutation used in the encryption phase.

* Dunkelman et al. [78] presented related-key forgery attacks on (1) TinyJAMBU-256 with
232 time complexity and 2!° related keys and (2) TinyJAMBU-192 with 2% time com-
plexity and 2!? related-keys.

* Dunkelman et al. [239] presented full-round practical zero-sum distinguishers on TinyJAMBU-
128 and TinyJAMBU-192 and a reduced-round zero-sum distinguisher on TinyJAMBU-
256 (1152 rounds out of 1280).

* Dutta et al. [77] presented a cube distinguishing attack on 476-round TinyJAMBU per-
mutation in the weak-key setting.

* Datta et al. [240] analyzed the integrity security of TinyJAMBU in the release of unveri-
fied plaintext model and showed that it is INT-RUP secure.

e Jana et al. [241] presented a full-round type-4 differential trail of 1024-round Tiny-
JAMBU keyed permutation with probability 27198 (compared to 27!28) that resulted in
non-random properties, where type-4 means that no constraint is imposed on the input
and output of the permutation.

e Li et al. [242] presented partial key-recovery nonce-respecting attacks on full Tiny-
JAMBU vl and round-reduced TinyJAMBU v2 by respectively using 384 (out of 384)
and 387 (out of 640) rounds in tag generation phase, where 2°08 tags are required in the
single-key attack model.

* Sibleyras et al. [243] presented key-recovery slide attacks on TinyJAMBU’s keyed per-
mutations of key sizes 128, 192, and 256 bits with data/time complexities of about 205
266 and 299, respectively.

Security Margin. None of the existing security analyses violates the submitters’ secu-
rity goals in a single-key setting (see [49] for the responses of the designers). The best
weak-key-recovery attack on TinyJAMBU-128 is on 476 rounds (out of 1024) [77], and
there are two related-key-forgery attacks on full-round TinyJAMBU-192 and full-round
TinyJAMBU-256 [78]. Although the security margin in single-key setting is high, in
related-key setting, TinyJAMBU-192 and TinyJAMBU-256 do not provide sufficient se-
curity.
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3.10. Xoodyak
3.10.1. Overview of the Design

Xoodyak is a permutation-based AEAD and hashing scheme. Xoodyak is built from a
fixed 384-bit permutation (called Xoodoo) operated in Cyclist mode. The design approach
of Xoodoo is closely related to that of the KECCAK permutation. The 384-bit state is
arranged in a three-dimensional array of 3 x 4 x 32 bits, nonlinearity is provided by sim-
ple operations on 3-bit columns, linear mixing is provided by mixing between sheets and
moving the bits within the sheets around, and a constant addition ensures that there is some
difference between rounds. Cyclist mode takes a fixed permutation and provides the func-
tionality of both hashing (sponge mode) and AEAD (duplex mode) along with some new
functionality, including tuple hashing, XOFs, and the generation of rolling subkeys.

Submission updates. In the final round, the key and nonce are processed together in a single
call instead of separately in two calls, resulting in 12 fewer rounds needed to compute,
which leads to fast processing of short messages.

Variants. The variants of the Xoodyak family are listed below.

. Key size Nonce size Tag size  Rate  Capacity
AEAD variants . 5o o0 bits) Gnbits)  (nbits)  (inbitsy ROWdS
[Xoodyak 128 128 128 192 192 2|

Digest size Rate  Capacity #Rounds

Hash variants = & 0 " qbits)  (in bits)

Xoodyak 256 130 254 12
XOF variants
Xoodyak any 130 254 12

Security Claims. The submitters claimed that the nonce-based Xoodyak authenticated en-
cryption scheme can resist an adversary with up to 2!?® computational complexity and
up to 2!90 data complexity. They also claimed that the security strength levels of the
Xoodyak hash function and Xoodyak XOF are min{8n/2,128} bits for collision resistance,
min{8n, 128} bits for preimage and second preimage resistances, and min(8n —log m, 128)
bits for m-target preimage resistance, where n is the output size in bytes.

3.10.2. Security Analysis
The following papers studied the security of Xoodyak.

* Song and Guo [244] demonstrated a cube-like key-recovery attack on Xoodoo-AE re-
duced to six (of 12) rounds in 2%° time and 2°° memory.
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* Zhou et al. [79] also presented a conditional cube attack on Xoodyak reduced to six
(of 12) rounds in a nonce-misuse setting, recovering the 128-bit key in 2*33 time and
negligible memory cost.

* Liu et al. [128] showed a zero-sum distinguisher on the full 12-round Xoodoo with 233
time complexity, and Liu et al. [228] identified a 4-round rotational differential-linear
distinguisher with a correlation 1 on Xoodoo with a probability 2~ 117-81,

* Zhang et al. [245] suggested using a genetic algorithm to speed up the capacity-recovery
of Xoodyak in the nonce-respecting and nonce-misuse settings. They experimented with
using 4-round, 5-round, and 6-round Xoodyak with the state reduced to 96 bits, where
the rate was 48-bit and the capacity was 48-bit.

* Dunkelman and Weizman [246] presented a key-recovery differential-linear attack on 5-
round Xoodyak in the related key attack model with about data complexity 22>%° and
time 22204,

* Blach [247] analyzed the effect of the shift constants of Xoodoo permutation and pre-
sented new shift constants to build a new Xoodoo-like permutation with increased 3-
round lower trail bounds.

* Daemen et al. [248] proved that the minimum weights of any 4-round, 6-round, and
12-round trails of Xoodoo are 80, at least 132, and at least 264, respectively, for both
differential and linear trails.

* Li et al. [249] developed a SAT-based automatic search toolkit called XoodooSat to
search for 2-round, 3-round, and 4-round differential trail cores of Xoodoo.

* Hu and Peyrin [96] gave 4-round deterministic higher-order differential-linear distin-
guishers for Xoodoo with only four chosen plaintexts.

* Bellini and Makarim [250] proposed a generalized differential-like cryptanalysis using a
binary relation in a form of functions, called functional cryptanalysis. As an example,
authors presented a functional distinguisher on 3-round Xoodoo with 2!'! input pairs.

* Gilbert et al. [251] provided a new generic forgery attack against several duplex-based

AEAD modes with 0(2%) data and 0(2%) time, where c is the capacity. In case of
Xoodyak AEAD, their attack also recovered the secret key with a negligible amount of
additional computations.

Results on Xoodyak-Hash and Xoodyak-XOF. The following papers studied the preimage
resistance of the hash function variants:

* Liuetal. [252] presented a deep learning-based preimage attack on 1-round Xoodyak hash
mode.

* Qin et al. [72] introduced bit-level MILP-based automatic tools and gave preimage at-
tacks on 3-round Xoodyak-XOF, whose output size is 128-bit, with time 2125.06 and
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memory 2°7.

Results in the quantum setting. Lee et al. [112] provided estimated quantum resources for
a quantum preimage attack on Xoodyak-Hash.

Security Margin. None of the existing security analyses violates the submitters’ security
goals in a single-key setting. The best key-recovery attack is on 6 rounds (out of 12)
[244] of Xoodyak, which results in security margin of around 50%. In case of the hash
variants, the best attack is a preimage attack on 3-round Xoodyak-XOF, which results in
high security margin of 75%.
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4. Benchmarking Results

This section summarizes the main software and hardware performance benchmarking ini-
tiatives that were considered during evaluation of the finalists. While these efforts provided
crucial information on the performance of the finalists, it is important to note their limita-
tions. Results may not present a complete picture of a finalist’s potential for optimization in
any particular metric. Further, not all implementations are designed with the same assump-
tions or goals, and there are more diverse implementations for some finalists than others.
More efficient implementations are likely possible for all finalists. As such, the results of
these efforts were considered as a general guide and not a strict ranking.

4.1. Software Benchmarking

Software performance on microcontrollers is an important criterion for the evaluation of
the finalists. Multiple benchmarking initiatives evaluated the performance of the finalists.
These initiatives cover a wide range of target platforms from 8-bit microcontrollers with
limited memory to 32-bit and 64-bit microcontrollers. The specifications of the microcon-
trollers used by the benchmarking initiatives are summarized in Table 8.

Table 8. Specifications of microcontrollers used in benchmarking initiatives

Initiative Microcontroller Processor Word Clock Flash RAM
size speed
ATmega328P AVR 8-bit 16 MHz 32 KB 2 KB
ATmega4809 AVR 8-bit 16 MHz 48 KB 6 KB
NIST [253] SAMD21G18A ARM Cortex-M0+ 32—b?t 48 MHz | 256 KB | 32KB
nRF52840 ARM Cortex-M4 32-bit | 64 MHz 1 MB 256 KB
PIC32MX320F128H* MIPS32 M4K 32-bit 80 MHz 128 KB 16 KB
PIC32MX340F512H MIPS32 M4K 32-bit | 80MHz | 512KB | 32KB
ESP8266 Tensilica L106 32-bit | 80 MHz 4 MB 80 KB
AT91SAM3XS8E ARM Cortex-M3 32-bit | 84 MHz | 512KB | 96 KB
ATmega328P AVR 8-bit 16 MHz 32 KB 2 KB
STM32F103C8T6 ARM Cortex-M3 32-bit | 72 MHz 64 KB 20 KB
Renner et al. [254] STM32F746ZG ARM Cortex-M7 32-bit | 216 MHz 1 MB 320 KB
ESP32 WROOM Tensilica Xtensa LX6 | 32-bit | 240 MHz 4 MB 520 KB
Kendryte K210 RISC-V (Dual Core) | 64-bit | 400 MHz | 16 MB 8 MB
ATmega2560 AVR 8-bit 16 MHz | 256 KB 8 KB
Weatherley [255] AT91SAM3XSE ARM Cortex-M3 32-bit | 84 MHz | 512KB | 96 KB
ESP32 Tensilica Xtensa LX6 | 32-bit | 240 MHz | 4 MB 520 KB

*PIC32MX340F512H microcontroller used with PlatformIO’s PIC32MX320F128H board profile

4.1.1. Microcontroller Benchmarking by NIST

The NIST team evaluated the performance of the finalists on microcontrollers and com-
pared them against the NIST standards AES-GCM and SHA-256. The implementations
were collected from the submission packages, GitHub repositories of the finalists, and the
repositories of other benchmarking initiatives. In total, 275 AEAD, 153 hash and 103 com-
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bined implementations were used on two 8-bit MCUs and six 32-bit MCUs [253] (See
Table 9).

This benchmarking effort focused on two metrics: code size and execution time. Results
were analyzed under each metric independently, as well as jointly. Code size is measured
in the amount of flash used, in bytes, upon successful compilation of each implementation
under test. Execution time is measured in either microseconds or cycles depending on the
platforms.

Table 9. Number of implementations per finalists

Finalists AEAD Hash Combined Total

ASCON 120 110 52 282
Elephant 6 - - 6
GIFT-COFB 11 - - 11
Grain-128AEAD 6 - - 6
ISAP 37 1* 4 42
PHOTON-Beetle 20 10 16 46
Romulus 32 11 27 70
SPARKLE 25 13 3 41
TinyJAMBU 9 - - 9
Xoodyak 9 8 1 18
Total 275 153 103 531

* Note that ISAP does not include an official hash function variant.

Size experiments

Size information was obtained from the PlatformIO [256] development platform, which
displays the flash used, measured in bytes, upon successful compilation of each implemen-
tation under test. NIST used this value for code size rather than deriving size as the sum
of read-only code and initialized values as was done in the second round. Size measure-
ments were acquired for executables that supported AEAD, hashing, or combined AEAD
and hashing functionalities.

Timing experiments

AEAD timing experiments included both encryption and decryption, and therefore both
operations were supported in the compiled binaries. Hashing timing experiments were per-
formed on executables that supported hashing only. No binaries supporting a combination
of encryption, decryption, and hashing were timed.

Execution time was captured for a variety of input sizes. AEAD operations were performed
for all AD length and message length combinations from the range O bytes to 128 bytes in
increments of 8 bytes. In addition, messages with length 256, 384, and 512 bytes were
paired with empty AD. Similarly, AD with length 256, 384, and 512 bytes were paired
with empty messages. Hash inputs ranged from O bytes to 128 bytes in increments of 8
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bytes, with additional input lengths of 256, 384, and 512 bytes. Implementations were
further tested up to 2048 bytes, in increments of 128 bytes, on some platforms.

Summary of results

ASCON, GIFT-COFB, and TinyJAMBU were consistently among the top performers in
terms of AEAD size. SPARKLE and Xoodyak also demonstrated more compact imple-
mentation than AES-GCM on most platforms. Table 10 provides a summary of results
when size and time are considered independently.

Size and timing summaries for hashing are presented in Table 11. ASCON and SPARKLE
were consistently smaller than SHA-256 on all platforms, while Xoodyak was smaller on
six of them. None of the hashing algorithms were faster than the fastest SHA-256 imple-
mentation on all boards, though Xoodyak and SPARKLE performed best in this compari-
son.

Further details and results from the NIST MCU benchmarking effort can be found in Ap-
pendix B.

4.1.2. Microcontroller Benchmarking by Renner et al.

Renner et al. [254, 257-259] developed a benchmarking framework to evaluate the perfor-
mance of AEAD algorithms on microcontrollers. The benchmarking uses execution time
(microseconds, average time to generate the test vectors), size of the compiled binary, and
RAM usage (only on the STM32F7) as performance metrics. Benchmarks were collected
for 295 implementations on five microcontrollers.

Some benchmark results are included in Figure 2. The speed measurements on the Arduino
Uno show SPARKLE, GIFT-COFB and Xoodyak in the top three, with ASCON, Tiny-
JAMBU and Romulus being fairly close. ASCON, Xoodyak and TinyJAMBU are leading
in the speed benchmark on the ESP32. The code size measurements on the Arduino Uno
show ASCON, PHOTON-Beetle reach the smallest code sizes. In the code size measure-
ments on the Maixduino, ASCON, ISAP, TinyJAMBU, SPARKLE, and Xoodyak reach the
lowest code sizes.

Considering only the primary variants, the results can be summarized as follows. Overall,
ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and Xoodyak stood out as top perform-
ers.

* ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and Xoodyak were the fastest on the
Arduino Uno, while ASCON, GIFT-COFB, ISAP, PHOTON-Beetle, and Xoodyak had
the smallest code sizes.

* OnaSTM32F103 MCU, ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and Xoodyak
had the fastest implementations and ASCON, GIFT-COFB, SPARKLE, TinyJAMBU,
and Xoodyak used the least ROM.
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Table 10. Software performance summary of AEAD primary variants vs. AES-GCM.

smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
ASCON faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
Elephant faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
GIFT-COFB faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
Grain-128AEAD faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
ISAP faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
PHOTON-Beetle faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
Romulus faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
SPARKLE faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
TinyJAMBU faster encryption
faster decryption
smaller (encrypt only)
smaller (decrypt only)
smaller (encrypt and decrypt)
Xoodyak faster encryption
faster decryption

v'and X denote true and false, respectively. For speed measurements,
a candidate was faster for some, but not all, tested inputs.
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* The fastest five on the ESP32 MCU were ASCON, GIFT-COFB, SPARKLE, Tiny-
JAMBU, and Xoodyak, and the smallest were ASCON, ISAP, SPARKLE, TinyJAMBU,
and Xoodyak.

* ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and Xoodyak were fastest on the
STM32F7 MCU; ASCON, ISAP, SPARKLE, TinyJAMBU, and Xoodyak used the least
ROM; and ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and Xoodyak used the least
RAM.

* ASCON, GIFT-COFB, SPARKLE, TinyJAMBU, and Xoodyak were the fastest on the
Maixduino and ASCON, ISAP, SPARKLE, TinyJAMBU, and Xoodyak used the least
ROM.

4.1.3. Microcontroller Benchmarking by Weatherley

Weatherley [255, 260] developed optimized implementations of the finalists and performed
timing measurements on three test platforms: one 8-bit AVR test platform and two with
32-bit architectures (ARM Cortex-M3 and ESP32). Encryption and decryption operations
were executed with message sizes of 16 bytes and 128 bytes and no associated data, while
hashing measurements were obtained for message lengths of 16, 128, or 1024 bytes. Re-
sults were presented in terms of speedup (time to execute operation using base implemen-
tation divided by time to execute operation using candidate implementation). ChaChaPoly
[261-263] was used as the base for AEAD operations, while BLAKE2s [264] served as the
base for hashing. Code in this effort was optimized for size, not speed. However, the sizes
of each compiled executable were not presented with the timing results.

Results can be summarized as follows:

AVR platform. ASCON, GIFT-COFB, PHOTON-Beetle, Romulus, SPARKLE, TinyJAMBU,
and Xoodyak were faster than ChaChaPoly for all benchmarks. Grain-128AEAD was
faster than ChaChaPoly for the smaller 16-byte messages and slower for the larger
128-byte messages. SPARKLE had the greatest speedups over ChaChaPoly in these
benchmarks. In addition, hash results were most favorable for SPARKLE and SHA-
256.

32-bit ARM Cortex-M3 platform. Implementations of ASCON, GIFT-COFB, SPARKLE,
and Xoodyak were faster than ChaChaPoly on all AEAD benchmarks, while Tiny-
JAMBU was faster only for the smaller message lengths. SPARKLE and Xoodyak were
the only candidates faster than BLAKE2s.

32-bit ESP32 platform. Only SPARKLE implementations were faster than ChaChaPoly
on all four AEAD benchmarks. There was no hash algorithm among the finalists that
was faster than BLAKE?2s.

Graphical depictions of the results are presented in Figure 3.
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Fig. 2. Speed and code size measurements by Renner et al. [259]
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Fig. 3. Heatmap representations of speedup results from Weatherly [255]
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4.1.4. Benchmarking from eBACS

eBACS (ECRYPT Benchmarking of Cryptographic Systems) [265] is a repository of soft-
ware performance benchmarking results on a wide variety of platforms that includes servers,
desktops and higher-end embedded systems. There are several smaller benchmarking
projects, each focusing on a different type of primitive or functionality. Results from
eBAEAD (ECRYPT Benchmarking of Authenticated Ciphers) and eBASH (ECRYPT Bench-
marking of All Submitted Hashes) results were considered for server or hub devices. A
large number of processors are covered, but some processors require specific implemen-
tations to take advantage of various features. If these implementations are not available,
optimal results for an algorithm on a processor may not be attained.

In platforms where AES-NI instructions are available, AES-GCM outperforms all the final-
ists (see Table 12). On a 64-bit system without AES-NI instructions the primary variants
of ASCON and Xoodyak did better than AES-GCM across all data sizes. Additionally,
on long inputs ISAP and GIFT-COFB are competitive followed by Romulus and Tiny-
JAMBU. For short inputs, GIFT-COFB, TinyJAMBU, Romulus, and SPARKLE also beat
AES-GCM (or at least were very close). On a 32-bit ARM Cortex-A7 system variants of
SPARKLE and ASCON outperformed AES-GCM across most input message sizes. Ad-
ditionally, as input message sizes decreased, GIFT-COFB and Xoodyak also outperformed
AES-GCM. On small sizes TinyJAMBU was also competitive.

For hashing ASCON and Xoodyak are competitive with SHA-256 especially for shorter
message sizes. As expected, when intrinsic SHA-256 instructions are available, it outper-
forms all finalists.

4.1.5. Additional Results
The following studies provide additional software benchmarking results.

» Watanabe et al. [266] implemented four of the finalists, namely ASCON, Grain-128 AEAD,
TinyJAMBU, and Xoodyak, in addition to AES-128-GCM. Authors optimized the RAM
consumption of the implementaions on AVR ATmega 128 and ARM Cortex-M3 micro-
controllers. According to their results, TinyJAMBU has the smallest RAM usage, 117
bytes on AVR ATmega 128 and 140 bytes on ARM Cortex-M3.

* Ruigrok [267] provided microcontroller benchmarks for scenarios using a modified Trans-
port Layer Security (TLS) 1.3 implementation that included nine of the finalists, ex-
cluding SPARKLE. TLS 1.3 specifies AES used with AEAD modes and ChaCha20-
Poly1305, where comparisons to the latter were made in this work. The study found
that optimized implementations of ASCON and Xoodyak outperformed the ChaCha20-
Poly1305 in terms of speed (seconds), storage (bytes), and memory use (bytes). Cheng
et al. [268] presented the design, implementation, and evaluation of RISC-V Instruction
Set Extensions (ISEs) for the ten finalists. They demonstrated that ISEs are valuable for
lightweight cryptography applications. With little hardware overhead they can reduce
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Table 11. Software performance summary of hashing primary variants vs. SHA-256 on
microcontrollers.
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Table 12. Example results from eBACS for encryption thoughput, in cycles per byte, for two
platforms - Hiphop (with AES-NI instructions) and Berry2 (without AES-NI instructions).

. Hiphop Berry2
Finalist (64,64) (1536,1536) | (64,64) (1536,1536)
AES-GCM 8.0 1.23 120.61 56.45
ASCON 15.01 10.8 69.55 52.05
Elephant 9341 697529 | 20680 15426
GIFT-COFB 51.82 42.44 99.71 78.29
Grain-128AEAD | 35.46 25.92 ] -
ISAP 115 36.11 31693  128.74
PHOTON-Beetle | 75.42 66.32 41127 36479
Romulus 39.09 32.56 289.12 23623
SPARKLE 34.74 212 86.81 51.94
TinyJAMBU 58.83 49.77 132.3 110.4
Xoodyak 23.02 15.8 89.16 60.06

(x,x) denotes the size of the AD and message, in bytes.
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execution latency and implementation size, as well as allow constant-time execution of
software implementations.

* Lee et al. [112] proposed optimization techniques for hash implementations of ASCON,
PHOTON-Beetle, SPARKLE, and Xoodyak. The performance of these implementations
was evaluated on a GPU platform (RTX 3080) and quantum computer (ProjectQ). In
GPU, SPARKLE was able to achieve higher throughput compared to the other three
candidates.

* Hira et al. [269] evaluated the software performance of 32 second-round candidates on
the mbed LPC1114FN28 microcontroller (32-bit ARM Cortex-M0). The benchmark
provides latency (in seconds) and ROM usage (in KB) of reference implementations
as performance metrics. They conducted an experiment to investigate the relationship
between data size and latency for the finalists. Considering only the primary variants
of finalists, ASCON, SPARKLE, TinyJAMBU, and Xoodyak showed low latency and
TinyJAMBU used the least ROM.

The following papers provide additional results on the software performance of ASCON.

« Altinay and Ors [270] extended the RISC-V set instructions with basic operations of
the ASCON permutation implemented operations of ASCON as an instruction extension
for RISC-V, accelerated the ASCON execution, and reduced the instruction memory for
constrained devices.

 Steinegger and Primas [271] implemented ASCON permutation as an instruction exten-
sion for RISC-V and showed that the instruction extension requires about half of the area
of dedicated ASCON co-processor designs and is easy to integrate into low-end embed-
ded devices, like 32-bit ARM Cortex-M or RISC-V microprocessors.

* Dobraunig et al. [272] presented updated results on the performance and code size of
ASCON AEAD, hashing, and combined implementations. They also included new per-
formance improvements for ASCON-PRF, MAC, and Short-Input MAC.

The following papers provide additional results on the software performance of GIFT-
COFB.

* Adomnicai et al. [273] presented a new representation for the GIFT family called fixs-
licing, which allows extremely efficient software bitsliced implementations using only a
few rotations, making GIFT a very efficient candidate on microcontrollers.

 Charles and Gravouil [274, 275] developed a white-box encoding solution and applied it
to GIFT-128, the permutation of GIFT-COFB.

The following papers provide additional results on the software performance of Grain-
128AEAD.

* Maximov and Hell [276] presented software implementations of the cipher that targeted
constrained processors. The processors chosen were the 8-bit (AVR) and 16-bit (MSP)
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processors used in the FELICS-AEAD framework. They made four different implemen-
tations, where both high-speed and small code size were targeted. Using the FELICS
framework for benchmarking, they concluded that Grain-128 AEAD is competitive with
other algorithms currently included in the FELICS framework.

* Watanabe et al. [277] presented implementation techniques for memory-optimized im-
plementations of lightweight hardware-oriented stream ciphers, including Grain-128a
specified in ISO/IEC 29167-13 for RFID protocols. Their results were memory-optimized
implementations of Grain-128a, one of which required 84 RAM bytes on ARM Cortex-
M3.

The following paper provides additional results on the software performance of Romulus.

* Adomnicai et al. [278] introduced optimized Skinny-128 implementations on various
SIMD architectures by decomposing the 8-bit S-box into four 4-bit S-boxes and reported
improved benchmark results of Romulus on ARM Neon and Intel SSE processors.

The following paper provides additional results on the software performance of Tiny-
JAMBU.

* Duka [279] reported on the software implementation details of TinyJAMBU on a Siemens
S7-1200 Programmable Logic Controller. They evaluated the execution speed and mem-
ory requirements of each variant of TinyJAMBU on this industrial controller.

The following paper provides additional results on the software performance of Xoodyak.

* Burgt [280] presented implementations based on the Xoodyak specification aimed at low-
power devices, like the ARM Cortex-M group of chips used in various microcontrollers.
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4.2. Hardware Benchmarking

Performance in hardware is another important criterion for the evaluation of the finalists.
Multiple benchmarking initiatives evaluated the performance of unprotected implementa-
tions in the second round and many of the results are applicable to the final round. NIST
considered results from the hardware benchmarking initiatives described below.

4.2.1. FPGA Benchmarking by GMU

The George Mason University (GMU) Cryptographic Engineering Research Group (CERG)
conducted a performance study on FPGA implementations during the second round of eval-
uation [281]. While tweaks to some of the candidates had an impact on performance in the
final round, round two results for many of the finalists remained relevant in this round
and are discussed in Section 4.2.2. The second-round FPGA benchmarking effort was
not repeated for the final round; instead, GMU CERG shifted their focus to evaluation of
protected implementations [282, 283]. However, a limited number of new unprotected im-
plementations were considered for designs that were tweaked for the final round. This was
done to evaluate the impacts of protection on implementation size and performance.

The GMU team used the Xilinx Artix-7 platform for benchmarking in this round of evalu-
ation. Both protected and unprotected implementations were benchmarked and compared.
Performance comparisons, such as throughput and area of unprotected versus order pro-
tected implementations, or the number of random bits needed for masking, provides insight
into the cost of applying protection methods to an unprotected implementation. For results
on protected implementations, see Section 4.3.1.

Unprotected AEAD implementations of TinyJAMBU, ASCON, GIFT-COFB, and SPARKLE
processed plaintext faster than AES-GCM. TinyJAMBU had the most compact implemen-
tation, followed by Romulus. ASCON and Xoodyak had the highest throughput.

For hashing, unprotected implementations of Xoodyak and ASCON had the highest through-
put. Xoodyak had the most compact implementation using fewer than 1400 LUTs.

4.2.2. Hardware Benchmarking Results from Round 2

This section briefly summarizes hardware benchmarking efforts during the second round of
evaluation and their relevance in the final round. Further details can be found in the second
round status report [6].

GMU CERG [281] provided performance results for second-round implementations using
their tool suite: ATHENa [284], Minerva [285], and Xeda [286]. This effort evaluated
27 of the second-round candidates on three FPGA platforms. Each of the candidates was
ranked in terms of throughput and energy per bit. Round 2 implementations ASCON,
Xoodyak, and GIFT-COFB were the top performers for AEAD throughput on the Artix-
7, Intel Cyclone 10 LP, and Lattice ECPS5. TinyJAMBU had the most compact AEAD

51



NIST IR 8454
June 2023

M Eiephant_GMU &
[ 15AP-K_Graz_dn16 2
[ 15AP-A_Graz_dn e%
I PHOTON-Beetle_GMU s ¥

I ~ESGCM_GMU-v2
N AESGCM_GMU-v1
Romulus-N_RT-x1
Romulus-N_RT-x4
Romulus-N_RT-x2
I SPARKLE_VT
I SPARKLE_GMU
N SPARKLE_GMU2
[ Grain-128AEAD_GMU
I Tiny)AMBU_GMU
I TinyJAMBU_TIT
N GIFT-COFB_VT
N GIFT-COFB_GMU2-x1
N GIFT-COFB_GMU2-x2
I GIFT-COFB_GMU2-x4
N Ascon-128_Graz-x2
| Ascon-128_Graz-x1
N Ascon-128a_Graz-x1
N Ascon-128a_Graz-x2
IR ascon-128_GMU2-x2
N Ascon-128_GMU2-x1

Implementation
(a) PT Throughput/Area

Aoy,
196,
L
g

N Ascon-128a_GMU2-x2 ¥ IF
[ Xoodyak_GMU-x1 S
[ xoodyak XT-x2 ¥ ¥
[ Xoodyak _XT-x1 &
[ Xoodyak_GMU2-x1 ~
u_-_ n_z_ 0_ D_. ﬂ_u —_I ,_D __J _1 ﬂ_._ n_< | LI B | 1 1 1 1 | [
g ~ c@® ~ @ w ¥ ® ~ o
o =] o
S -

-

[s1n1#/sday] easy/indybnoayl 1d [sLnT1#/5dgy ] ealy/Andybnoayl WH

Implementation
(b) Hashing Throughput/Area

Fig. 4. Throughput/Area of unprotected hardware implementations [283]
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implementations. Of the finalists, Xoodyak and ASCON had the smallest implementa-
tions supporting both AEAD and hashing. Authenticated encryption and decryption with
Xoodyak, ASCON, and GIFT-COFB used the least energy-per-bit.

Khairallah et al. [287, 288] synthesized second round candidates on 65nm and 28nm tech-
nologies, primarily considering two use cases. The first was performance efficiency, where
throughput/area ratio is the main concern. The second case was lightweight protocols,
where Bluetooth and Bluetooth Low-Energy were selected as representatives of such pro-
tocols. Implementations were synthesized according to four different goals: balanced,
low-area, high-speed, and low-frequency.

TinyJAMBU and Romulus had the smallest implementations and strong performance when
optimized for low area, however, with both finalists containing a tweak that increases the
number of rounds, throughput would decrease, area would remain relatively constant, and
energy use would increase.

Aagaard and Zidari¢ [289] synthesized second round candidates using five different ASIC
cell libraries and two synthesis tools. The cell libraries target 65nm, 90nm, and 130nm
technologies. The study provides ratios of throughput to area, throughput to energy, and
throughput to area x energy. Results were presented as average scaled values taken across
the different configurations. Throughput results reflect steady-state plaintext processing
and do not include the cost of loading the key, state initialization, or AD processing. Hash-
ing was not evaluated in this study.

TinyJAMBU and Romulus had the smallest footprints, but at a cost of relatively poor per-
formance in terms of throughput. Referring to the tweaks for TinyJAMBU and Romulus,
both footprints would remain relatively constant, with performance degrading. Xoodyak and
ASCON had the most energy-efficient implementations.

4.2.3. Additional Results
The following studies provide additional hardware benchmarking results.

* Khan et al. [290] implemented the hash functions of ASCON, PHOTON-Beetle, SPARKLE,
and Xoodyak in FPGAs with performance goals of high throughput, area-time efficiency,
and low hardware area. Authors presented various improvements utilizing the flexibility
of the designs.

* Elsadek et al. [291] synthesized all ten finalists using a cell library that targets 22nm
CMOS technology. Finalists were compared in terms of throughput, area, and energy
efficiency for inputs consisting of plaintext (PT) only, AD only, and PT with AD. Two
input sizes, 16 bytes and 1536 bytes, were used. The study considered throughput and
energy efficiency of each finalist. Algorithms were grouped into three sets, where Tiny-
JAMBU, Xoodyak, and ASCON are listed in the most energy efficient set. The authors
conclude that Xoodyak, TinyJAMBU and ASCON are the most suitable algorithms for
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burst short message and continuous long message scenarios.

 Elsadek et al. [292] applied parallelism to Elephant and ISAP, showing that the through-
put can be increased up to 96% and 44%, respectively. Authors showed that the increase
in throughput improves energy efficiency for parallelized architectures compared to it-
erative looping architectures for long messages, resulting in energy improvement up to
48.56% in Elephant and up to 27.58% in ISAP.

The following papers provide additional results on the hardware performance of ASCON.

* Gross et al. [293] presented an ASCON hardware optimized implementation with a single
unrolled round transformation that requires 7 kGE of chip area and can process up to 0.75
cycles per byte. They also provided a threshold implementation of ASCON that requires
about 8 kGE.

» Kaur et al. [294] proposed error detection mechanisms for secure hardware implementa-
tions of ASCON.

* Khan et al. [290] presented FPGA optimized implementations of ASCON-Hash by com-
puting multiple permutation rounds in one clock cycle in order to explore the trade-off
between computation time and hardware area.

The following papers provide additional results on the hardware performance of GIFT-
COFB.

* Caforio et al. [295] proposed a lightweight circuit for GIFT-COFB that occupies less than
1500 GE, demonstrated how the additional operations in the mode can be executed con-
currently with GIFT itself to reduce the total latency, and proposed a first-order threshold
implementation of GIFT-COFB.

* Zhong and Guin [296] presented a key-recovery attack on the 2-round partial unrolled
hardware implementation of GIFT-COFB, where the adversary is granted access to the
input and output of 2-round GIFT-128.

The following paper provides additional results on the hardware performance of Grain-
128AEAD.

* Sonnerup et al. [297] implemented Grain-128 AEAD using a 65nm library. They used
various optimization techniques to achieve high-throughput implementation and low-
power implementation.

The following paper provides additional results on the hardware performance of PHOTON-
Beetle.

* Khan et al. [290] presented a compact FPGA implementation of PHOTON-Beetle-Hash in
which the underlying matrix multiplication was executed in a serialized fashion to achieve
a small hardware footprint.

The following paper provides additional results on the hardware performance of SPARKLE.
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* Khan et al. [290] presented FPGA implementations of the ESCH family of hash functions
by implementing the ARX-box in serialized, parallelized, and hybrid approaches.

The following papers provide additional results on the hardware performance of Xoodyak.

» Wakeland [298] provided ASIC benchmark results that showed that Xoodyak is capa-
ble of higher throughput than AES-128 while using a lower cell area when they were
obtained from builds using an Snm and 16nm ASIC technology.

* Khan et al. [290] presented FPGA optimized implementations of Xoodyak hash by com-
puting multiple permutation rounds in one clock cycle in order to explore the trade-off
between computation time and hardware area.
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4.3. Resistance to Side-Channel and Fault Attacks

In many applications, there is a need for protection against side-channel and fault attacks,
and it is of particular interest in cases where constraints on implementation size limit the
ability to apply countermeasures effectively. To this end, it is important to consider how
employing several common countermeasures affects the size and performance of candidate
implementations, especially in constrained devices. This section summarizes the results on
side-channel and fault attacks that were considered during the evaluation.

4.3.1. Protected Implementations and Side-Channel Security Evaluations

The development, evaluation, and benchmarking of protected implementations requires a
tremendous amount of time and expertise, making it difficult for a single group to perform
on its own. Researchers at GMU organized a study of protected implementations that
pooled the resources and expertise of several groups in order to make such a study possible.
This combined effort included protected implementations that were generated manually
and using automated tools for several orders of protection.

This section describes the development and evaluation of protected hardware and software
implementations. It also summarizes the results of FPGA benchmarks on protected AEAD
and hash implementations.

In January 2022, GMU published three calls:
* Call for Protected Hardware Implementations, targeting low-cost modern FPGAs [299],

* Call for Protected Software Implementations, targeting low-cost modern embedded pro-
cessors [300], and

* Call for Side-Channel Security Evaluation Labs [301].
In response to these calls, GMU received the following protected implementations:

* Protected software implementations for ISAP [302] (using mode-level robustness against
physical attacks), ASCON [303] (using masking, rotation of shares, and mode-level secu-
rity), GIFT-COFB [304] (using Boolean masking), Romulus [305] (using Boolean mask-
ing), Xoodyak [306] (using ISW scheme).

* Protected hardware implementations for ISAP [307] (using mode-level robustness against
physical attacks), all finalists except Grain-128AEAD [308] (using hardware private
circuits), ASCON, Elephant, TinyJAMBU and Xoodyak [309] (using domain oriented
masking), Xoodyak [306] (using threshold implementation).

Six software evaluation labs [310-315] and eight hardware evaluation labs [310, 311, 313—
317] applied to evaluate protected implementations.

The number of protected software implementations limited the study to five finalists with
implementations. Additionally, the implementations of two candidates, GIFT-COFB and
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Table 13. T-Tests for hardware implementations [282]
Finalist Design team Implementation team Protected implementation of order 1
Tsinghua [318] M: Graz Passed for 10M traces
ASCON Graz [31.9]. A: Bochum Passed for 10M traces
Shanghai Jiao Tong [320] A: Bochum Passed for 1M traces
GMU [321] A: Bochum Failed for 1.5M traces with clock synchronization
Elephant Graz [319] A: Bochum Pa§sed for 10M traces . o
GMU [322] A: Bochum Failed for 21k traces with clock synchronization
Grain-128AEAD  Protected implementation not available
Graz [319] A: Bochum Passed for 10M traces
GIFT-COFB Shanghai Jiao Tong [323] A: Bochum Passed for 1M traces
ISAP T-test not applicable to the mode-protected implementation
PHOTON-Beetle GMU [324] A: Bochum Passed for 10M traces with clock synchronization
Romulus Graz [31.9]. A: Bochum Pa§sed for 10M traces
Shanghai Jiao Tong [325] A: Bochum Failed for 1M traces
SPARKLE Not tested by any lab
. Tsinghua [326 M: GMU Passed for 10M traces
Tiny]JAMBU GMI% [32£] : A: Bochum Passed for 10M traces with clock ynchronization
Secure-IC [328] M: GMU Passed for 100K traces
Graz [319] A: Bochum Passed for 10M traces
Xoodyak .
Tsinghua [329] A: Bochum Passed for 10M traces
GMU [330] A: Bochum Failed for 1.5M traces with clock synchronization
Table 14. T-Tests and CPA for software implementations [282]
Finalist Design team Implementation team Protected implementation of order 1
ASCON Shanghai Jiao Tong [320] M: Graz Passed t-test for 60k traces
Radboud [331] M: Graz Passed CPA for 15M traces
GIFT-COFB Tsinghua [332] M: Alexandre Adomnicai  Failed t-test for 100k traces
Shanghai Jiao Tong [323] M: Alexandre Adomnicai: Passed t-test for 20k traces
ISAP T-test not applicable to the mode-protected implementation
Tsinghua [333] M: Alexandre Adomnicai  Failed t-test for 100k traces
Romulus

Shanghai Jiao Tong [325] M: Alexandre Adomnicai  Passed t-test for 100k traces

Romulus, failed basic leakage assessment, while the mode-level protection of ISAP could
not be verified experimentally. Robust software implementations were developed only for
ASCON and Xoodyak. Protected implementations of ASCON were evaluated and passed
all leakage assessment and attack attempts. Xoodyak was not evaluated by any lab.

Hardware benchmarking of protected implementations was performed by GMU on the Xil-
inx Artix-7 platform. Protected Xoodyak and ASCON implementations were the top per-
formers in most tested cases. It is important to note that ISAP provides mode-level leakage
protection, but comparing the strength of built-in protection against the first-, second-, and
third-order protected implementations of the other candidates was not part of the study.
The mode-level protection did not fully protect against simple power analysis.

First-order protection. First-order protected implementations of Xoodyak and ASCON per-
formed well in terms of throughput and throughput over area. ASCON and TinyJAMBU had
the best results when considering the size of first-order protected implementations com-
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pared to the size of unprotected implementations. ISAP, Xoodyak, and ASCON achieved
the most favorable results for random bits required for each byte of message. When con-
sidering the number of random bits required for each byte of AD, the top three candidates
were ISAP, TinyJAMBU, and Xoodyak. Elephant, SPARKLE, and PHOTON-Beetle had
the least favorable results for first-order protected hardware implementations.

Second-order protection. ISAP, ASCON, and TinyJAMBU implementations had the best
results for AEAD benchmarks; ASCON and Xoodyak performed best in hashing. Bench-

marks for hashing were obtained for only three candidates - ASCON, Xoodyak, and PHOTON-

Beetle. Results for ASCON and Xoodyak were comparable, while those for PHOTON-
Beetle were far less favorable.

Third-order protection. As with first- and second-order protected implementations, ISAP,
ASCON, and TinyJAMBU were the leading AEAD candidates across most metrics. Hash-
ing results were obtained for ASCON, Xoodyak, and ISAP; however, the ISAP submis-
sion did not have an official hash variant and recommended pairing ISAP-A variants with
the corresponding hash function from ASCON. Hashing benchmarks for ASCON and
Xoodyak were similar.

4.3.2. Fault Attacks

While side-channel attacks rely on observation of auxiliary information during normal op-
eration, fault attacks rely on information obtained during abnormal operation. These at-
tacks are carried out by forcing extreme conditions to induce errors in the computation.
The manner in which errors propagate or how they are handled may allow an attacker to
learn information about the key or internal state that would otherwise be unavailable.

Karl and Gruber [334] provided a survey on the application of fault analysis to the finalists.
Madusham et al. [335] provided an overview of the underlying primitives of the finalists
and reviewed a number of fault attacks against these finalists, including ciphertext-only
fault analysis, fault intensity map analysis, and differential fault attacks.

The following papers are on the fault analysis of ASCON.

* Ramezanpour et al. [336] presented passive and active side-channel attacks on the lightweight

implementation of ASCON on Atrix-7 FPGA. The attack recovers two bits of the secret
key of ASCON by using 280 output authentication tags under fault injection into a pair
of S-boxes. Their power analysis attack based on a deep learning technique recovered the
full secret key by using 24K power traces during S-box computations at the beginning of
the initialization phase of ASCON.

* Jacob et al. [337] showed how to modify ASCON-128a exploiting the pseudo-random
properties of cellula automata to prevent statistical ineffective fault attack (SIFA) and
subset fault analysis (SSFA).

* Surya et al. [338] proposed a local clock glitching fault injection attack on ASCON-128.
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* Ramezanpour et al. [339] provided a statistical fault attack on ASCON, and they [340]
also introduced SCARL (Side-Channel Analysis with Reinforcement Learning) capable
of extracting data-dependent features of the measurements in an unsupervised learning
approach without requiring a prior knowledge on the leakage model. SCARL can re-
cover the secret key of ASCON-128 using 24K power traces during the key insertion or
initialization stage, on a lightweight implementation on the Artix-7 FPGA.

* Joshi and Mazumdar [341] presented a SSFA to recover a 128-bit key of full-round
ASCON-128 with the complexity of 264,

The following papers are on the fault analysis of Elephant.

* Joshi and Mazumdar [342] presented a fault attack on Elephant that recovers the secret
key of Dumbo using 85 to 250 ciphertexts.

* Ambili et al. [343] proposed methods to strengthen TinyJAMBU and Elephant against
DFA and interpolation attacks using the Cellular Automata.

The following papers are on the fault analysis of GIFT-COFB.

* Luo et al. [344] presented a general differential fault attack on GIFT by injecting a nibble
fault before S-box operation in 25th to 28th rounds. Their attack recovered the secret key
with 64 nibble fault ciphertexts, the time complexity of 2'1°1, and the data complexity
of 2°.

* Liu et al. [345] presented a fault key-recovery attack on GIFT-COFB with 64 faulty
ciphertexts by using the collision fault attack on GIFT-128.

The following papers are on the fault analysis of Grain-128AEAD.

» Salam et al. [346] presented various differential fault attacks on Grain-128 AEAD in par-
ticular the bit-flipping fault attack that required access to 2739 faulty outputs to recover
the initial state, the probabilistic random fault attack that required access to 21160 faulty
outputs and 2!94 fault injections to recover the initial state, the deterministic random
fault attack with a precise control that required an average of 27-%% fault injections and a
data complexity of 28-80, and the deterministic random fault attack with moderate control
that requires about 2°-3° fault injections with a data complexity of about 2'%8,

The following papers are on the fault analysis of ISAP.

* Dobraunig et al. [347] presented two leakage resilience results relating to ISAP, how the
mode affects concrete power analysis and fault attacks, and the performance of ISAP in
different use cases.

The following papers are on the fault analysis of PHOTON-Beetle.

* Jana and Paul [348] presented two differential fault attacks on PHOTON-Beetle. The first
is a random fault attack that requires around 23715 random queries with time and memory
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complexities of 2! and 2'° nibbles, respectfully. The second attack uses a known fault
that requires around 2!'''% queries with 2!! time and 2° memory complexities.

The following papers are on the fault analysis of Romulus.

Vafaei et al. [349] showed that roughly 10 random nibble/byte fault injections is sufficient
to extract the master key of Skinny-#n-n, Skinny-n-2n (for n = 64 and 128).

The following papers are on the fault analysis of TinyJAMBU.

Ambili et al. [343] proposed methods to strengthen TinyJAMBU and Elephant against
DFA and interpolation attacks using the cellular automata.

The following papers are on the fault analysis of Xoodyak.

Miteloudi et al. [350] proposed a new countermeasure against fault analysis attacks and
implemented an FPGA-oriented protected version of Xoodyak to demonstrate the hard-
ware overhead of the proposed countermeasure.

4.3.3. Additional Results

Some of the additional results on protected implementations are provided below.

Bellizia et al. [351] considered the nonce misuse-resilient CCA security with a unique
challenge nonce (called CCAm security) and the nonce misuse-resistant Ciphertext In-
tegrity (called CIM security) in the two leakage models, L1 (encryption leakage only)
and L2 (both encryption and decryption leakages). Authors showed that the achiev-
able securities of leveled implementations of the finalists PHOTON-Beetle, ASCON,
and ISAP are CCAL1+CIL1, CCAmLI+CIML2 and CCAmL2+CIML2, respectively.

Bhasin et al. [352] conducted side-channel analysis on LFSR/NFSR based AEAD schemes,
Grain-128AEAD and TinyJAMBU, using Differential Analysis aided Power Attack (DAPA).
DAPA could recover the full key from 1-bit implementations but not from 32-bit imple-
mentations.

Verhamme et al. [353] provided the performance result of the leveled implementation of
Romulus-T, ASCON and ISAP, and conclude that all of these finalists improve over AES
and the results are sensitive to their security margins.

Diehl et al. [354] presented two types of side-channel resistant FPGA implementations
of ASCON: ASCON-small and ASCON-large, where 3-share threshold protected im-
plementations were chosen to make them resistant to first-order DPA. Compared to the
protected implementation of AES-GCM, ASCON-large has 83% of the area of AES-
GCM and 2.5 times the throughput of AES-GCM. ASCON-small has 74% of the area
and slightly greater than throughput of AES-GCM.

Abdulgadir et al. [355] compared the cost of first-order protection of domain-oriented
masking. Their benchmarking showed that the protected design of Elephant occupies

60



NIST IR 8454
June 2023

5451 LUTs and has a throughput of 93 Mbps when implemented on Xilinx Artix-7 FP-
GA:s.

* Aljuffri et al. [356] showed that GIFT’s s-box (or SubCell function) is vulnerable to pro-
filed and non-profiled attacks when unprotected or protected implementations based on
existing balancing or masking techniques are used. They proposed a new countermea-
sure that smartly combines balancing and masking to offer full protection with negligible
overhead.

* Reinbrecht et al. [357] presented a cache attack on GIFT referred to as GRINCH. Their
attack recovered the full key within 400 encryptions.

* Dobraunig et al. [358] presented an outline on the applicability of SPA/TA attacks on the
cryptographic constructions and introduced a co-processor that implements ASCON’s
permutation to speed up ASCON/ISAP while increasing protection against SPA and TA.

* Khairallah and Bhasin [359, 360] presented the hardware implementations of Skinny us-
ing various masking schemes and provided the implementation results of Romulus with
the first-order masked Skinny 8-bit SBoxes.

* Abdulgadiretal. [355, 361] compared the cost of first-order protection of domain-oriented
masking. Their benchmarking showed that the protected design of TinyJAMBU occupies
1267 LUTs and has a throughput of 120 Mbps when implemented on Xilinx Artix-7 FP-
GA:s.

* Abdulgadiret al. [355, 361] compared the cost of first-order protection of domain-oriented
masking. Their benchmarking showed that the protected designs of Xoodyak occupies
6431 LUTs and has a throughput of 891 Mbps when implemented on Xilinx Artix-7
FPGA:s.

5. Next Steps

In June 2023, NIST will host the Sixth Lightweight Cryptography Workshop to further
explain the selection process and to discuss various aspects of standardization. Among the
topics of interest are additional variants, functionalities, and parameter selection. There
has been public interest in possible extensions to the scope of the lightweight cryptography
project. In particular, the community has expressed interest in the development of MAC
and deterministic random bit generator standards based on the ASCON permutation.

NIST will work with the ASCON designers to draft the new lightweight cryptography
standard. There will be a public comment period of at least 45 days during which NIST
will solicit public feedback on the draft and publish the comments that were received. NIST
will address each of the comments by making minor edits to the document or noting issues
raised for future consideration.

The final version of NIST’s ASCON standard will be published shortly after public com-
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ments have been resolved. At this time, the validation tests and procedures will be de-
veloped, followed by inclusion in validation processes under the cryptographic algorithm
validation program and cryptographic module validation program.
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A. List of Acronyms

Acronym  Definition

AD Associated Data

AE Authenticated Encryption

AEAD Authenticated Encryption with Associated Data
AES Advanced Encryption Standard

AES-NI AES New Instructions

ARX Addition-Rotation-XOR

ASIC Application-Specific Integrated Circuit

CAESAR  Competition for Authenticated Encryption: Security, Applicability,
and Robustness

CERG Cryptographic Engineering Research Group
CMOS Complementary Metal-Oxide-Semiconductor
COFB COmbined FeedBack

CPA Correlation Power Analysis

DAPA Differential Analysis aided Power Attack

DBL Double-Block-Length

DFA Differential Fault Attack

DPA Differential Power Analysis

eBACS ECRYPT BenchmArking of Cryptographic Systems

eBAEAD ECRYPT Benchmarking of AEAD algorithms
eBASH ECRYPT Benchmarking of All Submitted Hashes
FELICS Fair Evaluation of LIghtweight Cryptographic Systems

FPGA Field-Programmable Gate Array
GCM Galois/Counter Mode

GE Gate Equivalent

GMU George Mason University

IND-CCA  INDistinguishability security under the Chosen Ciphertext Attack
IND-CPA  INDistinguishability security under the Chosen Plaintext Attack
INT-CTXT INTegrity of CipherTeXTs

INT-RUP INTegrity security under the RUP

ISE Instruction Set Extension

ISW Ishai-Sahai-Wagner

KB KiloByte

LFSR Linear Feedback Shift Register

LUT Look Up Table

MAC Message Authentication Code

MB MegaByte

MCU MicroController Unit

MDPH Merkle-Damgard with Permutation using Hirose’s DBL compression
function
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Acronym  Definition

MILP Mix-Integer Linear Programming
MRAE Nonce Misuse-Resistant AE

NAE Nonce-based AE

NFSR Non-linear Feedback Shift Register
NIST National Institute of Standards and Technology
NISTIR NIST Internal Report

PRF Pseudo-Random Function

RAM Random-Access Memory

RFID Radio-Frequency IDentification

RISC Reduced Instruction Set Computer

ROM Read-Only Memory

RTC Real Time Clock

RUP Releasing Unverified Plaintext

SCA Side-Channel Attack

SCARL Side Channel Analysis with Reinforcement Learning
SHA Secure Hash Algorithms

SIFA Statistical Ineffective Fault Attack

SIMD Single Instruction Multiple Data

SPA Simple Power Analysis

SPN Substitution—Permutation Network
SSFA SubSet Fault Analysis

STP Simple Theorem Prover constraint solver
TA Template Attack

TBC Tweakable Block Cipher

TLS Transport Layer Security

XOF eXtendable-Output Function

XOR eXclusive OR
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B. NIST Software Benchmarking Results

This section contains selected results from the NIST software benchmarking effort on mi-
crocontollers. Additional plots can be found in the NIST Benchmarking of Lightweight
Cryptographic Algorithms on Microcontrollers GitHub repository [253].

B.1. AEAD Size Comparison

AEAD size experiments compiled each AEAD implementation that supported three cases:
encryption only (enc), decryption only (dec), and both encryption and decryption (enc+dec).
Figure 5 shows the minimum flash sizes used by the primary AEAD variants of the finalists
on various platforms.

The primary variants of ASCON, GIFT-COFB, and TinyJAMBU consistently demonstrated
smaller code sizes than AES-GCM for binaries supporting enc, dec, or enc+dec. Tiny-
JAMBU had the smallest implementations for enc and dec on all platforms and achieved
the smallest enc+dec code size on six platforms. PHOTON-Beetle had the smallest enc+dec
binary on the other two platforms. SPARKLE implementations that supported enc or dec
were smaller than AES-GCM on all tested platforms, while implementations that supported
enc+dec were smaller than AES-GCM on four platforms.

The primary variants of Elephant, ISAP, and Romulus did not exhibit a performance ad-
vantage over AES-GCM in terms of size measurements.

B.2. Hash Size Comparison

The minimum flash sizes for compiled hashing implementations are presented in Figure 6.
The primary hashing variants of ASCON and SPARKLE had smaller implementations than
SHA-256 on all test platforms. Xoodyak was smaller than SHA-256 on six of the platforms.
As with the AEAD implementations, PHOTON-Beetle had a compact implementation on
AVR-based MCUs and was relatively large on all others. Romulus was also more compact
than AES-GCM on only two platforms.

B.3. Combined AEAD and Hashing Size

NIST requested that AEAD and hashing functionality be paired in submissions in the hopes
that size could be reduced by sharing logic between AEAD and hashing functionalities. All
candidates with hashing functionality contained common elements between AEAD and
hash algorithms, such as a permutation or block cipher, that enabled both functionalities to
be implemented with lower flash requirements than those required by implementing both
functionalities separately.

Figure 7 provides a summary of flash use for the smallest implementation of each recom-
mended AEAD and hash pairing on each MCU. Each of these implementations includes
AEAD (both encryption and decryption) and hashing functionalities.
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B.4. Time vs. Size Explorations

To gain insight into implementation trade-offs, the AEAD implementation’s encryption
time and its flash size requirements were compared. An implementation’s hashing time
and flash size requirements were also compared, where applicable.

The timing metrics varied by platform. A summary of the timer function and metric used
for each microcontroller* is provided in Table 15. The SysTick timer used a 24-bit register
and experienced underflows while timing cryptographic operations. To account for this, the
cycle counts returned by the platform were adjusted. For example, consider two messages
with lengths m and m + 8 that are both encrypted with the same AD. If the cycle count for
the larger message is less than the count for the shorter message, an underflow may have
occurred. There were instances where this was true but an underflow did not appear to be
present (e.g., at a boundary where less padding was needed), so a range of cycle counts was
considered where no adjustment was made if the lower cycle count was within the given
range. Results presented here use a 500-cycle range for AEAD and 5000-cycle range for
hashing.

Table 15. Timers and timing metrics used in NIST benchmarks

Microcontroller Timer  Timing metric
ATmega328P micros  microseconds
ATmega4809 micros  microseconds

SAMD21GI18A SysTick cycles

nRF52840 RTC cycles
PIC32MX340F512H  micros  microseconds
ESP8266 RTC cycles

AT91SAM3XS8E micros microseconds

ASCON. ASCON demonstrated favorable performance compared to current NIST stan-
dards, AES-GCM and SHA-2. ASCON implementations were able to encrypt and decrypt
significantly faster than similarly sized AES-GCM implementations, as well as achieve
smaller times than the fastest tested AES-GCM implementations (Figure 8a). The variants
of ASCON that provide hash and XOF functionalities also performed well when com-
pared with SHA-256. In particular, hashing was performed faster when ASCON and SHA-
256 implementations had similar flash requirements (Figure 8b).

Elephant. The smallest implementations of Elephant’s primary variant were larger than
those of AES-GCM, and Elephant generally did not demonstrate performance advantages
when its size was very close to the smallest AES-GCM implementations. However, the
implementations of the KECCAK-based Delirium variant outperformed the primary vari-
ant, Dumbo, in terms of flash size and encryption speed. Delirium was the only variant of

“Note that if comparisons across platforms are desired, cycles can be converted to microseconds using a
microcontroller’s clock speed.
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Elephant that demonstrated lower flash usage for similar speeds and a significant speedup
over AES-GCM with a moderate increase of flash memory (see Figure 9).

GIFT-COFB. There were implementations of GIFT-COFB that required less time than
AES-GCM implementations of similar size on all boards. Further, encryption with GIFT-
COFB took less time than the fastest AES-GCM implementations. However, GIFT-COFB im-
plementations that had similar size requirements to the smallest AES-GCM implementa-
tions were slower on the two AVR-based MCUs (see Figure 10).

Grain-128AEAD. None of the benchmarked implementations of Grain-128AEAD were
more compact than the smallest AES-GCM implementation on the tested platforms. When
considering implementations most similar in size, some Grain-128AEAD implementations
demonstrated faster encryption times (see Figure 11).

ISAP. Figure 12 shows that ISAP implementations had a large range of flash sizes, with
most executables using far more flash than AES-GCM. The only variant that was compet-
itive with AES-GCM was the primary variant, where performance advantages could only
be seen when the smallest implementations of AES-GCM and ISAP were compared.

PHOTON-Beetlee. PHOTON-Beetle implementations performed best on the two AVR
platforms, ATmega4809 and ATmega328P, but did not perform well compared to AES-
GCM on all other tested platforms. Figure 13 provides an example of the tradeoff space
disparities between AVR and non-AVR platforms. There are several instances in Figure 13a
showing that PHOTON-Beetle had smaller implementations, as well as faster encryption
than AES-GCM for implementations of similar size. However, there are no implementa-
tions smaller than AES-GCM in Figure 13b, and none of the implementations are faster
than all AES-GCM implementations of similar size. PHOTON-Beetle-Hash[32] did not
show performance advantages over SHA-256.

Romulus. Several implementations of Romulus-N demonstrated faster encryption times
compared to AES-GCM implementations with similar size. This can be seen in Figure 14a
when the flash use exceeded 7000 bytes. Romulus also demonstrated more compact imple-
mentations compared to AES-GCM implementations that had similar speed. Romulus-M
implementations were larger and/or slower than those of Romulus-N, but were still com-
petitive. Romulus-H implementations did not demonstrate performance advantages over
SHA-256 implementations.

SPARKLE. Implementations for all variants of SCHWAEMM showed performance ad-
vantages over AES-GCM. Implementations of ESCH256 were generally competitive with
those of SHA-2. The speed of compact hash implementations was particularly favorable
on AVR platforms.

TinyJAMBU. All variants of TinyJAMBU demonstrated implementations that were sig-
nificantly faster than AES-GCM. Further, there were implementations for all variants that
were simultaneously smaller and faster than AES-GCM (see Figure 16a) on all but the AVR
platforms, where timing information for the smallest implementations was not available.
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In many cases on AVR platforms the decrypted ciphertext did not match the plaintext and
AD and the results were omitted from further processing. This effect was limited to the
AVR platforms and the same source code was successfully compiled and executed on the
other platforms. The implementations that did run correctly were all significantly faster
than AES-GCM implementations with similar size, as shown in Figure 16b.

Xoodyak. Xoodyak implementations were generally able to achieve faster encryption
speeds than AES-GCM, but were not able to demonstrate more compact implementations
on all test platforms (see Figure 17). On AVR platforms, this was reversed — implementa-
tions were smaller, but not faster. Faster hashing than SHA-2 was demonstrated for most
platforms.

B.5. Execution Time Comparison

The NIST benchmarking effort compared the speed of encryption and decryption with var-
ious AD and message lengths. The fastest and smallest implementations for each candidate
were compared to the fastest and smallest tested implementations of AES-GCM, respec-
tively.

Determining the smallest implementation for each variant is straightforward — it is simply
the executable using the least flash that successfully completed the timing experiment. Re-
sults for the smallest implementations are summarized as heatmaps in Figures 18 - 25. The
relative size of the implementation compared to the smallest AES-GCM implementation
appears beside the submission name in each heatmap title.

Results for the fastest implementations are summarized as heatmaps in Figures 26 - 33.
Note that results presented in these Figures may contain data from multiple implementa-
tions, as the fastest implementation varied depending on the input sizes.

The heatmaps compare the encryption times of the finalists to that of AES-GCM for various
message and AD sizes. The value in each cell represents an execution time ratio, calculated
by dividing the authenticated encryption time of the finalists by that of AES-GCM for
the given input sizes. Unlike the results presented in Figure 3, smaller values are better.
Each cell is also colored relative to this value with Matplotlib’s seismic palette, where blue
indicates that the candidate is faster than AES-GCM.

ASCON. ASCON demonstrated clear speed advantages in these experiments. The fastest
implementation of ASCON on the ESP8266 platform was the only case where AES-GCM is
faster (see Figure 33), but it should be noted that the fastest AES-GCM implementations
were much larger than the fastest ASCON implementations. The smallest implementation
heatmap from the same platform showed a far different picture, where ASCON demon-
strated 25x and 33x speedups over AES-GCM, depending on the input sizes, while using
less flash memory (see Figure 25).

Elephant. Elephant was slower than AES-GCM in most cases. The relative execution time
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of the smallest implementation was favorable on three platforms, but with increased flash
usage. The most favorable relative execution times were obtained on the ATmega328P
using an implementation that was about 54.6% larger than the smallest AES-GCM imple-
mentation (see Figure 19).

GIFT-COFB. Timing results for GIFT-COFB were generally favorable. The smallest im-
plementations of GIFT-COFB were faster than AES-GCM on five of the eight platforms
(Figures 21 — 25), while the fastest implementations showed faster encryption on seven
platforms (Figures 26 — 32).

Grain-128AEAD. Grain-128AEAD did well for the smallest implementations, where its
relative execution time was favorable on seven platforms. It should be noted, however, that
these implementations were also larger than AES-GCM. The fastest implementations did
not clearly demonstrate speed advantages.

ISAP. ISAP generally had speed advantages for smaller implementations, with better per-
formance as AD and message sizes increased. All of these ISAP implementations were
larger than the AES-GCM implementations.

PHOTON-Beetle. The smallest implementations of PHOTON-Beetle demonstrated favor-
able relative execution times on all platforms, sometimes at the cost of much larger im-
plementations. The fastest implementations only demonstrated performance advantages on
the tested AVR platforms (Figures 26 and 27).

Romulus. Encryption with the smallest implementations of Romulus was generally faster
than AES-GCM in Figures 23-25 and slower in Figures 18-20. Relative execution times
were noticeably worse for empty AD and best when the lengths of AD and message were
either 8 bytes or 16 bytes. In addition, the smallest implementations of Romulus were larger
than the smallest implementations of AES-GCM. The fastest implementations generally
outperformed AES-GCM on three of the test platforms.

SPARKLE. The smallest SPARKLE implementations outperformed AES-GCM in both
speed and size. The fastest implementations showed favorable relative execution time on
all platforms except the ESP8266, where SPARKLE was slower for some of the inputs.
The difference in performance, visible in Figure 33, arises due to different SPARKLE im-
plementations being fastest for particular input lengths.

TinyJAMBU. TinyJAMBU demonstrated clear speed advantages over AES-GCM in all
tested cases.

Xoodyak. The smallest Xoodyak implementations demonstrated speed advantages over
AES-GCM. However, Xoodyak did not outperform AES-GCM for all input sizes when
its code was smaller than that of AES-GCM (shown in Figures 18 and 19). The fastest
implementations generally had favorable relative execution times, with the exception of
the ATmega4809 (see Figure 26).
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Authenticated encryption time vs. size on ESP8266
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Fig. 13. Execution time vs. size exploration for PHOTON-Beetle
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