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Abstract55

The objective of state machine replication (SMR) is to emulate a centralized service in a56

distributed, fault-tolerant fashion. To this end, a set of mutually distrusting processes must57

agree on the execution of client-submitted commands. Since the advent of Bitcoin, the58

idea of SMR has received significant attention. This document surveys both classical and59

more modern research on SMR and details many of the most significant permissioned and60

permissionless algorithms, their performance, and security considerations.61
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Executive Summary299

Since the deployment of Bitcoin on January 3rd, 2009, and its description by the pseudony-300

mous Satoshi Nakamoto in 2008 [1], research and development of new, practical state ma-301

chine replication (SMR) systems have surged. It has been stated that Bitcoin provided a302

solution to the "Byzantine Generals Problem." While not strictly true, it is a useful starting303

point for this document's analysis of consensus algorithms, state machine replication, and304

distributed ledger technology (DLT).305

More generally, the goal of these types of problems is to allow a set of mutually distrusting306

processes (e.g., computer processes) to agree on the outcome of some deliberation despite307

the possibility that some of them are faulty or even malicious. In essence, the goal is to308

provide some service to clients that emulates a centralized service while operating as a dis-309

tributed server. There are a variety of ways to formulate this problem (several are described310

in Section 1), but they all require some notion of agreement between the distributed pro-311

cesses. Research in this area began in the early 1980s when the Byzantine Agreement [2]312

and Byzantine Generals [3] problems were formulated. The �rst algorithms to solve these313

problems were extremely inef�cient, and real-world usage did not become plausible until314

the celebrated Practical Byzantine Fault Tolerance (PBFT) algorithm was invented in 1999315

[4].316

Until the advent of Bitcoin, it was believed that all distributed agreement algorithms re-317

quired a �xed set of identi�able participants known in advance. Bitcoin was the �rst pro-318

tocol to demonstrate that consensus can be maintained across distributed processes in an319

open network with free entry and no �xed identi�ers. Today, the termspermissionedand320

permissionlessare used to describe the difference between the two models.321

Bitcoin also popularized the idea of ablockchainas the data structure over which the dis-322

tributed processes maintain agreement. Since then, the concept has been generalized to323

distributed ledgersmore broadly. A blockchain is an ordered list of client-submitted com-324

mands, or transactions, that modify the system state. Because all participants execute the325

same agreed-upon commands in the same order, participants are able to maintain a common326

view of the execution of a protocol-de�ned state machine. In addition to cryptocurrencies,327

state machine replication and thesmart contractsthey enable have been suggested for use328

in trade settlement, �nance, identity management, supply chains, healthcare, Internet of329

Things (IoT), and other industries.330

0.1. Purpose and Scope331

This document is intended to serve as an advanced treatment of consensus algorithms, state332

machine replication, and distributed ledger technology. It may also function as a reference333

for consensus algorithms as it contains fairly detailed descriptions of a variety of algorithms334

that may be useful in different scenarios. The reader is expected to already have a high-335

level understanding of distributed ledger technology, such as that provided by NIST IR336

1



NIST IR 8460 ipd
April 2023

8202,Blockchain Technology Overview[5].337

This document �rst discusses the properties required of distributed consensus systems and338

the many kinds of subprotocols used to implement them in a variety of system models.339

Many algorithms, both permissioned and permissionless, are then described in detail. The340

discussion on permissioned consensus starts with the classic PBFT algorithm but focuses341

heavily on techniques that have been developed more recently and improve performance or342

enable security in more challenging environments. Permissionless algorithms are divided343

into categories based on the Sybil-resistance mechanism employed – that is, proof of work344

(PoW), proof of stake (PoS), and alternative mechanisms. There is extensive discussion on345

the unique security issues that arise in each case, the architectural reasons they exist, and346

techniques that can be used to mitigate them. Finally, a variety of more advanced topics are347

discussed, including scalability methods such as sharding and "layer 2" technologies, inter-348

operability, state machine design, networking, and how incentives impact system security.349

0.2. Notes on Terminology350

The distributed systems literature is rife with synonyms and inconsistent or imprecise use351

of terms. When the word "consensus" appears in this document, it is meant as a general-352

ization that captures all of the agreement problems described, including various broadcast353

problems, Byzantine Agreement, and state machine replication. The term "broadcast" –354

when not being used to describe broadcast problems speci�cally – is meant to convey the355

idea of simultaneously transmitting a message to multiple peers. In addition, the ill-de�ned356

term "decentralized," which is used frequently in the literature, is discussed in more detail357

in section 3.1.358

Several groups of synonymous words appear in this document. Most of the time, termi-359

nology from the original source paper was used. For example, the terms "node," "replica,"360

"process," "validator," and "miner" are used as synonyms but often in slightly different361

contexts, such as an entity that participates in consensus. Many protocols have leaders,362

which may be called the "primary" or "block producer." When a node is not the leader, it363

may be a "secondary" or "backup." A "malicious" node may be considered "Byzantine,"364

"faulty," "corrupt," or "dishonest," whereas honest nodes are sometimes called "correct."365

When nodes eventually agree on a value, it is sometimes said that they "decide," "output,"366

or "accept" the value.367

The term "blockchain" is de�ned in NIST IR 8202,Blockchain Technology Overview:368

Blockchains are distributed digital ledgers of cryptographically signed trans-369

actions that are grouped into blocks. Each block is cryptographically linked to370

the previous one (making it tamper evident) after validation and undergoing a371

consensus decision. As new blocks are added, older blocks become more dif-372

�cult to modify (creating tamper resistance). New blocks are replicated across373

copies of the ledger within the network, and any con�icts are resolved auto-374
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matically using established rules. [5]375

While this is a good description of some speci�c blockchains, the term is used here to376

only mean "a chain of blocks," capturing the fact that blocks are cryptographically linked377

together in a list. This makes blockchains a particular data structure within a broader set of378

distributed ledgers.379

0.3. Document Structure380

The rest of this document is organized as follows:381

• Sections 1-3are introductory material.Section 1introduces the formal problems382

that are solved by the protocols described throughout the document and some of the383

model assumptions under which the problems can be solved.Section 2describes the384

various sub-protocols and components that are often used in designing distributed385

ledger systems for SMR.Section 3discusses the trade-offs between maintaining386

"decentralization" and the scalability of DLT systems.387

• Sections 4-8describe protocols for permissioned consensus.Section 4describes388

Practical Byzantine Fault Tolerance (PBFT), the �rst system design scalable enough389

to be used in practice.Section 5describes more modern, high-performance consen-390

sus algorithms.Section 6discusses algorithms that are designed for asynchronous391

networks where messages may be arbitrarily delayed.Section 7surveys a variety392

of extra properties that one might desire from a permissioned consensus algorithm.393

Section 8describes protocols where participants may select their own quorums of394

trusted replicas and need not be aware of the existence of every replica in the net-395

work.396

• Sections 9-11discuss protocols that use proof of work (PoW) as a Sybil-resistance397

mechanism.Section 9discusses aspects common to most PoW protocols.Section398

10describes Nakamoto Consensus – the protocol used by Bitcoin – in detail.Section399

11describes a wide variety of PoW consensus designs.400

• Sections 12-13discuss protocols that use proof of stake (PoS) as a Sybil-resistance401

mechanism.Section 12provides a historical overview of PoS and the security issues402

that need to be considered as part of PoS algorithm design.Section 13describes a403

variety of speci�c PoS protocols.404

• Section 14discusses protocols that use alternative Sybil-resistance algorithms, such405

as proof of space, as well as hybrid mechanisms.406

• Sections 15-19cover a variety of more advanced topics related to the design of DLT407

for SMR. Section 15discusses the technical details of one of the more promising408

scalability methods: sharding.Section 16discusses interoperability between sys-409

tems.Section 17covers topics related to the network layer of these protocols, such410

3



NIST IR 8460 ipd
April 2023

as how a node discovers new peers and communication strategies.Section 18dis-411

cusses state machine design considerations and some "layer 2" scaling protocols that412

can be built on an underlying replicated state machine.Section 19considers a variety413

of incentive-related security issues that can arise in these systems.414

1. Introducing the Problems415

1.1. The Byzantine Generals Problem416

The Byzantine Generals Problem(BGP) is equivalent to theByzantine Broadcast(BB)417

problem, which is the more commonly used term in the distributed systems literature. This418

problem was introduced in [3] asinteractive consistency.419

Consider a city besieged by several divisions of the Byzantine army. Each division is led420

by its own general, and the generals communicate with each other via messenger. The421

generals must agree upon a common strategy: either attack or retreat. Unfortunately for the422

Byzantine army, some of the generals may be disloyal and actively working to sabotage the423

agreement. A solution to the BGP, then, is an algorithm that ensures that:424

• Every loyal general decides upon the same strategy.425

• If the number of traitors is small, the traitors cannot cause the loyal generals to decide426

on a "bad" plan – that is, a plan they would not have otherwise agreed to in the �rst427

place.428

Stated differently, let there ben total generals (or computer processes), up tof of which429

may be disloyal (or malicious/faulty). One general in particular, the commanding general,430

sends an order ton� 1 lieutenant generals, such that the following interactive consistency431

conditions are maintained:432

• IC1: All loyal lieutenants obey the same order.433

• IC2: If the commanding general is loyal, then all loyal lieutenants obey the com-434

mander's order.435

The same paper proved that the BGP is solvable only if more than2
3 of the generals are436

loyal when using only "oral" messages (unsigned messages) and solvable for any number437

of generals/traitors with "unforgeable written messages" (signed messages) when there is438

a known �xed upper bound on how long it takes to send a message from one general to439

another (synchrony). That is, in a synchronous network without using digital signatures,440

if f generals are traitors, then no algorithm will work withoutn > 3f total generals. In a441

synchronous network with signed messages, the problem is solvable withn > f generals.442
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1.2. Broadcast Problems and Byzantine Agreement443

A variety of broadcast problems exist, including the BGP. In each case, there is a des-444

ignated sender with an input value that they would like to distribute to the remainder of445

the processes. An algorithm that solves a broadcast problem will have certain properties,446

such as the "interactive consistency" requirements described in Section 1.1. In particular,447

there are requirements aroundconsistency(also known asagreement), validity, integrity,448

andtermination. The consistency, validity, and integrity properties are the same for most449

broadcast problems, but the termination property differs. The following are the properties450

of a Byzantine Broadcast (BB) algorithm, which is equivalent to BGP and has the strictest451

termination requirement:452

• Consistency/Agreement: If two honest replicas decidev andv0, thenv = v0.453

• Validity : If the sender is honest and begins with input valuev, then all honest nodes454

decidev.455

• Integrity : Every honest process delivers at most one value, and if it deliversv, then456

some process must have broadcastv.457

• Termination: Every honest process eventually decides some value.458

Notice that property IC1 from the previous section is equivalent to consistency, while IC2459

is equivalent to the validity property. By relaxing the termination requirement, different460

broadcast problems can be described as follows:461

• Reliable broadcast(RB or RBC) requires that either all honest processes eventually462

decide, or no honest process decides. That is, RBC may not terminate if the sender is463

faulty, but if any honest party obtains an output, all other honest parties must as well.464

• Byzantine consistent broadcast(BCB) allows some honest parties to decide without465

requiring all honest parties to do so.466

• Terminating reliable broadcast(TRB) requires correct processes to agree on the re-467

ceipt of a message or agree that the sender is faulty (so termination must occur, but468

correct processes need not get a value out of it).469

Reliable broadcast is commonly used as an underlying communication primitive for more470

complex distributed protocols, such as multi-party computation (MPC) or consensus. Mes-471

sages "delivered" by the broadcast algorithm are then used as input messages in an MPC or472

consensus protocol execution. Note that reliable broadcast does not guarantee agreement473

over the order of messages, only that the messages are delivered at all.474

While broadcast algorithms are only mentioned a few times in this document, they have475

many similarities to the algorithms discussed throughout while being fairly easy to under-476

stand. Bracha's broadcast is among the most celebrated of reliable broadcast algorithms477
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and was originally proposed in the late 1980s as a technique to convert crash fault toler-478

ant consensus protocols into ones capable of resisting malicious adversaries, often called479

Byzantineadversaries [6].480

1. The designated sender with starting valuev sends a message,(INIT;v), to all pro-481

cesses (here,n = 3f + 1). Then each process executes the following three steps.482

2. Wait until the receipt of either one(INIT;v) message, 2f + 1 (ECHO;v) messages,483

or f + 1 (READY;v) messages for somev. Then send(ECHO;v) to all processes.484

3. Wait until the receipt of 2f + 1 (ECHO;v) messages orf + 1 (READY;v) messages485

for somev, including messages received in the previous step. Then send(READY;v)486

to all processes.487

4. Wait until the receipt of 2f + 1 (READY;v) messages for somev, including ones488

received in the prior steps. Then deliverv.489

Bracha's broadcast algorithm is a solution to the reliable broadcast problem so long asn �490

3f + 1 and protocol messages eventually reach their destination. Consider the following491

arguments:492

1. Let p andq be two correct processes, and assume that processp is the �rst to send a493

(READY;v) message, while processq is the �rst to send a(READY;v0) message.494

Assume (by contradiction) thatv 6= v0. Since processp is the �rst to have sent495

(READY;v), it must have seen at least 2f + 1 (ECHO;v) messages. Similarly, pro-496

cessq must have seen at least 2f + 1 (ECHO;v0) messages. In total, 4f + 2 ECHO497

messages were sent. Becausen � 3f + 1, at leastf + 1 replicas must have sent both498

(ECHO;v) and(ECHO;v0) messages. However, this implies that an honest replica499

sent both an(ECHO;v) and an(ECHO;v0) message. Because honest replicas do500

not equivocate (they only send one message of each type), this is a contradiction.501

Therefore,v = v0.502

2. Now assume that processp delivers a valuev, and processq delivers a valuev0. This503

means that processp saw at least 2f + 1 (READY;v) messages, of which at least504

f + 1 are from honest replicas. Analogously, processq must have seen at leastf + 1505

(READY;v0) messages from honest replicas. By argument 1, this implies thatv = v0.506

3. If an honest processp delivers the valuev, then every other honest process will507

eventually deliverv. Becausep acceptsv, it must be the case that p has seen 2f + 1508

(READY;v) messages, and at leastf + 1 of those were from honest processes. This509

implies that every other process will see at leastf + 1 (READY;v) messages and then510

send their own(READY;v) message (because honest processes cannot equivocate).511

Therefore, at leastn� f � 2f + 1 processes send a(READY;v) message, so all honest512

processes will eventually see 2f + 1 (READY;v) messages and deliverv.513

4. If the designated senderp is honest and broadcastsv, all honest processes eventually514
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decidev. Every honest process will receive the sender's(INIT;v) message and then515

send an(ECHO;v) message. Then every honest processq will receiven� f � 2f + 1516

(ECHO;v) messages from other honest processes (and at mostf other messages517

from faulty processes). Processq will then send a(READY;v) message. In the �nal518

step of the protocol, all honest processes will receiven � f � 2f + 1 (READY;v)519

messages (and at mostf ready messages from faulty processes). Therefore, honest520

processq will deliver v.521

Putting this all together, argument 4 shows that if the designated senderp is honest and522

broadcastsv, all honest replicas will deliverv. On the other hand, if the designated sender523

p is faulty and some honest processq deliversv, then all honest processes deliverv by524

argument 3. Otherwise (p is faulty andq does not acceptv), no honest process will accept525

any value. This proves that Bracha's algorithm achieves reliable broadcast.526

Byzantine agreement(BA), introduced in [2], is a closely related problem to broadcast527

but with one crucial difference: instead of having a dedicated sender who disseminates a528

value to the rest of the network, every process starts with an initial value. This rede�ned529

problem has many synonyms in the literature, includingconsensus, total order broadcast,530

andatomic broadcast. Often, the term "consensus" is used speci�cally for one instance531

of BA (single-shot BA), while "atomic broadcast" is used in repeated or sequential BA,532

where the agreed upon values are also in an agreed upon order. This document uses the533

terms interchangeably but primarily focuses on repeated BA, which is needed for state534

machine replication. When BA is used to agree on a single bit, it is calledbinary Byzantine535

agreement, whereas it is calledmulti-value Byzantine agreement(MVBA) when there are536

more than two possible choices.537

The consistency, integrity, and termination properties are the same in BA and BGP, but the538

validity property necessarily changes to re�ect the lack of a designated sender. Speci�cally,539

the validity property of BA is that if all correct processes propose the same valuev, then540

any correct process must decidev. There can also beweak validity(in contrast to the541

"strong" validity just mentioned): for each correct process, its output must be the input of542

some correct process. In either case, validity may also require the decided value to satisfy543

an external predicate, like a valid digital signature or other (state machine) rules. In this544

document, most protocols aim for strong validity.545

1.3. State Machine Replication (SMR)546

State machine replication is built off of atomic broadcast, which guarantees that each547

agreed-upon value is also in an agreed-upon order. These values are typically calledtrans-548

actionsor commands. Processes send these transactions to each other, which are then549

placed in a total ordering via atomic broadcast and then executed by the processes in that550

order. Transactions operate on some global state and transform the state via a determinis-551

tic program. SMR guarantees lock-step execution of identical commands and agreement552

over state by all honest processes. The SMR approach was �rst described in [7] but was553

7



NIST IR 8460 ipd
April 2023

popularized in [8].554

Distributed ledger technology (DLT) and blockchains are speci�c examples of state ma-555

chine replication. Given a blockchain protocol, one can derive the SMR by having replicas556

execute the blockchain protocol, having honest nodes broadcast all transactions they see to557

each other, and – for Bitcoin and many related protocols – removing some number of trail-558

ing blocks(sets of transactions). Such a distributed ledger provides the following properties559

[9]:560

• Persistence: Once a transaction is at leastk blocks deep into the ledger of an honest561

node (wherek is a security parameter), it will be included in the same permanent562

position in the ledger of every honest node with overwhelming probability.563

• Liveness: All transactions from honest clients will eventually be at a depth of more564

thank blocks in an honest node's blockchain.565

A distributed ledger can be shown to satisfy persistence and liveness if it satis�es thecom-566

mon pre�x, chain quality, andchain growthproperties, which are discussed in more detail567

in Section 10.1. Informally, the common pre�x property says that the blockchains of two568

honest nodes differ only in their lastk blocks from the chain tip. Chain quality is the prop-569

erty that "enough" of the blocks that wind up in the blockchain were proposed by honest570

nodes. Finally, chain growth means that the blockchains accepted by honest nodes contin-571

uously grow at a certain pace.572

It may be tempting to think that state machine replication can be realized by simply exe-573

cuting a BA protocol repeatedly in serial, but this is false due to an issue with how BA's574

validity property is de�ned [10, 11]. In BA, validity ensures that if all honest replicas had575

a particular input value, then that is the value of the output as well. This does not suf�ce576

for SMR, where each replica maintains a local buffer for transactions they have received577

but have not agreed upon yet (often called themempool), and it cannot be guaranteed that578

honest parties will initiate BA with the same transaction set. As a result, achieving validity579

would likely come at the expense of liveness, as it would be challenging for honest replicas580

to agree on anything other than empty blocks. This is not a problem for distributed ledgers,581

which can base their validity on enforcing the predicate that whatever state machine rules582

exist must be followed for a block to be considered valid.583

One of the primary use cases for SMR is payments, or secure asset transfer. For this584

speci�c use case, enforcing a total order on transactions is not strictly necessary; some585

form of reliable broadcast is suf�cient [12]. As long as user accounts are associated with586

distinct owners, then the owner of an account determines the order of transfers out of their587

account with no need to agree on the ordering with other users. Others only need to verify588

that the owner's decisions maintain any needed causal relations among accounts (e.g., that589

the order does not create a scenario where an account transfers out more units of an asset590

than it possesses at the time). These causal relations establish apartial ordering rather591

than a total ordering. Several payment systems based on this idea have been proposed, and592
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they are usually highly performant by eliminating the requirement of agreeing on a fully593

linearized ordering of transactions [13–19].594

Relying on a partial ordering has trade-offs. Most notably, without enforcing a total order-595

ing on transactions, the majority of complex smart contracts (e.g., on-chain cryptocurrency596

exchanges) are no longer possible. If transactions are partially ordered, they may attempt597

to access and modify the same system state concurrently, which would lead to inconsisten-598

cies. Another consequence of replacing BA with reliable broadcast is that the termination599

property of reliable broadcast is not guaranteed if the designated sender is faulty. In this600

case, it means that if the spender in a transaction submits two con�icting payments to the601

network, it is possible that neither transaction is ever executed. This is not a problem if602

one assumes that a client who attempts to double-spend in this way is malicious. However,603

in practice, this behavior may be non-malicious, in which case an innocent user may have604

their funds frozen permanently as honest nodes fail to agree on a transaction to include in605

the ledger. For example, when the Bitcoin network is congested, some clients will use a606

technique calledreplace-by-fee(RBF) to reissue a transaction with a higher fee attached607

with the intention of "jumping the line" and having miners include the transaction in the608

blockchain more quickly. A payment system with partial ordering is unable to handle this609

scenario.610

1.4. The Adversary611

When discussing the security of various consensus protocols, it is important to consider the612

powers that an adversary has available to disrupt the protocol. It is generally assumed that613

the adversary in a distributed system controlsf parties and has the ability to coordinate614

them. For instance, in a protocol that hasn = 10 parties and can tolerate up tof = 3 faulty615

ones, a single adversary controls all faulty parties (or faulty parties are in collusion). This616

assumption is favorable to the attacker and conservative for the protocol because – in the617

real world – the faulty parties could be controlled by multiple adversaries. That would618

correspond to a situation where, say, each of the three faulty parties were hacked by a619

different adversary. If the protocol is secure against the combined adversary, it would also620

be secure against a less coordinated set of adversaries.621

The adversary can be eitherstaticor adaptive. In the static model, the adversary corrupts its622

f parties at the beginning of the protocol execution, and those speci�c parties remain cor-623

rupt for the duration of the execution. Alternatively, an adaptive adversary can observe the624

protocol execution and corrupt parties "on the �y." That is, one can think of the adversary625

as having a "corruption budget" off , which can be used throughout the protocol execution626

and chosen to the adversary's advantage based on the messages seen. Attaining provable627

security against an adaptive adversary is signi�cantly more challenging than against a static628

adversary.629

Various models exist regarding what speci�c powers the adversary has over the corrupted630

replicas. The two most common types of faults that a protocol may be designed to tolerate631

9



NIST IR 8460 ipd
April 2023

arecrash faultsandByzantine faults. In a crash fault, the faulty party simply stops par-632

ticipating in the protocol. This corresponds to victims of denial-of-service attacks as well633

as more benign crashes. It is assumed that these parties never recover. In this document,634

the focus is on Byzantine faults and Byzantine fault-tolerant (BFT) protocols as opposed to635

crash fault-tolerant (CFT) ones. A Byzantine fault is any arbitrary fault, including deliber-636

ately malicious ones, such as sending equivocating messages to try to disrupt the protocol.637

Other possibilities exist that are outside of the scope of this document, such asomission638

faults(not sending messages when supposed to), and crash failureswith recovery. Faults of639

each type can also be caused by software bugs rather than any particular malicious action.640

Protocol designers often focus on two types of participants: 1) the honest ones, who faith-641

fully execute the protocol as speci�ed no matter what, and 2) the Byzantine ones, who642

are controlled by the adversary and deliberately attempt to arbitrarily subvert the protocol643

(whether this is bene�cial to the adversary or not). However, there may be cases in which644

honest behavior is irrational and not in the best interest of the participants. The assumption645

that a particular fraction of the participants behave honestly may be unlikely to hold in646

practice. Traditional security models typically ignore this.647

In contrast, the BAR model [20] considers three types of players: 1) Byzantine players; 2)648

altruistic players, who always behave honestly even if it is irrational for them to do so; and649

3) rational players, who will act sel�shly and deviate from the protocol in order to increase650

their utility but will not arbitrarily deviate. This is a more challenging model for a protocol651

to be secure against because it must also be in the best interest of players to behave honestly652

based on some utility function. This involves the use of game-theoretic techniques that are653

beyond the scope of this document. It is also possible to design protocols without any654

altruistic players [21].655

1.5. Timing Assumptions656

Among the most important factors in evaluating a consensus protocol are the assumptions it657

makes on the timing of message delivery. Naturally, more conservative timing assumptions658

make the protocol more robust but impose stricter requirements on its design and may659

negatively impact performance. In each case, it is assumed that if an honest party sends a660

message to another honest party, it is eventually received, even though it may take a while or661

arrive out of order (perhaps an adversarially chosen order). Here, time is usually measured662

in terms of rounds of protocol execution. The three most common network timing models663

aresynchronous, asynchronous, andpartially synchronous.664

• Synchronous: There is a �xed known upper bound,D, on the time it takes for mes-665

sages to be sent from one processor to another. If an honest replica sends a message666

to another honest replica in roundr, then the recipient will have seen the message by,667

at latest, the beginning of roundr + D. In synchronous networks, there can be arush-668

ing adversarywho acts last in each round of the protocol and can see all messages669

sent by honest parties before deciding what to do with their control over corrupted670
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participants. Under synchrony, agreement is possible when the majority of partici-671

pants are honest (n � 2f + 1), while broadcast simply requires thatf < n, assuming672

a PKI and digital signatures.673

• Asynchronous: There is no �xed bound on the time it takes for messages to be674

sent from one honest processor to another. There may or may not be guaranteed675

delivery eventually, but if not, consensus is impossible due to the important "FLP676

impossibility" result [22]. If messages are guaranteed to be delivered eventually, then677

secure protocols can be designed. The optimal resilience for asynchronous consensus678

protocols isn � 3f + 1, and safety and liveness are both maintained so long as this679

holds. Progress occurs as messages arrive rather than based on �xed rounds.680

The celebrated FLP impossibility result shows that no asynchronous and determin-681

istic protocol can achieve consensus with even one faulty processor, and this fault682

need not be Byzantine. A simple crash can prevent consensus due to the inability to683

ensure that the protocol will terminate. This result can be circumvented in two ways:684

by using randomization as part of the algorithm [23, 24] or by providing probabilistic685

termination (with probability 1) [25]. Probability 1 does not imply that all executions686

terminate, but that the set of non-terminating executions is extremely improbable in687

the limit. The difference between probabilistic termination and using randomiza-688

tion is that the protocol itself does not incorporate randomness in probabilistically689

terminating protocols.690

Asynchronous protocols may be even easier to implement than synchronous or par-691

tially synchronous protocols because they do not require dealing with explicit time-692

outs. The implementation can be entirely message-driven.693

• Partially synchronous: This model was introduced in [26], which presented two694

conceptions of the idea:695

1. There is a �xed but unknown upper bound,D, on the time it takes for mes-696

sages to be sent from one process to another. This is sometimes calledsemi-697

synchronousor thebounded delaymodel.698

2. There is a �xed, known upper bound,D, for message transmission, but this699

bound is only guaranteed to hold after some unknown time called theGlobal700

Stabilization Time(GST). That is, there is a period of asynchrony (where mes-701

sages may be lost) followed by a period of synchrony.702

Since messages can be lost prior to GST, they must be re-sent every round to ensure703

that they are eventually received. This implies that there may be unbounded commu-704

nication costs prior to GST [27]. In the bounded delay variant, messages cannot be705

lost, so only a single message transmission is needed.706

This model decouples the safety/consistency and liveness properties of the system. If707

the underlying network is in fact asynchronous, then a partially synchronous protocol708
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will continue to maintain safety but lose liveness and stall. The optimal resilience for709

partially synchronous protocols isn � 3f + 1, and safety is maintained so long as710

this holds.711

Synchronous consensus algorithms are desirable for their superior security bounds com-712

pared to asynchronous and partially synchronous protocols (n � 2f + 1 for synchronous713

but n � 3f + 1 otherwise). However, synchronous consensus protocols are inconvenient714

for at least two other reasons. First, latency is dependent on the estimated network delay715

boundD, which creates a trade-off between security and latency (responsiveprotocols can716

solve this; see Section 5.2). Second, synchronous protocols are unable to tolerate network717

partitions, which is problematic for long-running protocols over the internet.718

Thesleepy modelis meant to capture the bene�cial security bounds of synchronous proto-719

cols while making the system more partition-tolerant [28]. In other models, honest nodes720

are assumed to be online throughout the entirety of the execution. Once a node goes of�ine,721

it is considered faulty forever, even after coming back online. In contrast, the sleepy model722

allows nodes to be "alert" (online) or "asleep" (of�ine), where asleep nodes can wake up723

and become honest again. Synchronous protocols have dif�culties because if an honest724

player is of�ine for a suf�ciently long time (> D), they will reject honest messages when725

they come back online. Asynchronous protocols require a threshold of honest validators to726

respond to a proposal, but there may not be that many honest parties online at the time. The727

sleepy model is similar to synchrony in that alert nodes have a network with a known delay728

parameter and similar to asynchrony in that nodes are allowed to go of�ine inde�nitely and729

receive all pending messages upon coming back online. The sleepy model allows consen-730

sus as long as a majority of the alert nodes are honest. That is, it has the same security731

bound as synchronous systems when everyone is online and scales down as replicas go of-732

�ine. Even if only a tiny fraction of the system's nodes are alert, the protocol will continue733

to make progress; that is, the sleepy model aims to maintain liveness despite an arbitrary734

number of nodes going of�ine.735

A related model,weak synchrony, has also been proposed as a way of dealing with nodes736

temporarily going of�ine [29]. In contrast to the sleepy model, weakly synchronous proto-737

cols favor consistency rather than liveness. When the network is partitioned, the minority738

partition stops making progress but avoids the risk of deciding on values or blocks that are739

inconsistent with the majority partition. The weak synchrony assumption is that the ma-740

jority of nodes are both honest and online in each round, but the set of honest and online741

nodes need not be the same in each round. This is a generalization of the synchronous742

model, where the honest and online set must contain every honest node in every round.743

Most synchronous consensus protocols can adopt slight adjustments in order to be secure744

under weak synchrony [30].745

Not every problem is solvable in any given model. For example, Byzantine broadcast only746

works under synchrony, not partial synchrony or asynchrony, even if at most one replica is747

faulty. The termination property cannot be satis�ed because replicas do not know whether748
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the sender sent them a message at all, and thus do not know whether to keep waiting for749

it or use a default value. The sender can be faulty and simply not send a message. To get750

around this, one must weaken the termination property, as is done for reliable broadcast.751

1.6. Permissioned vs. Permissionless752

After the advent of Bitcoin, it became important to draw a distinction between the classical753

consensus protocols designed since the 1980s (permissioned) and the new style of protocol754

(permissionless).755

In thepermissionedmodel of consensus, there aren replicas, up tof of which may be un-756

der the control of the adversary. Bothn and the identity of the replicas are known to every757

participant. Communication between participants typically takes place over authenticated758

channels, in which case the existence of a public key infrastructure (PKI) is generally as-759

sumed. At a minimum, every replica needs to agree with every other replica about the760

set of public keys used in the system. The permissioned model corresponds to classical761

consensus algorithms, which are discussed in Sections 4 through 7.762

Permissionlesssystems differ from classical ones in four key ways, according to Pass and763

Shi [31]:764

1. There is no access control mechanism that determines which nodes can join the sys-765

tem, and nodes can freely join or leave the system at any time.766

2. Nodes are not aware of the other protocol participants a priori. In particular, commu-767

nication is not over authenticated channels, so message senders are not authenticated.768

3. The protocol itself may be unaware of how many nodes are participating in its exe-769

cution.770

4. The number of nodes involved in the system can grow or shrink over time.771

Pass and Shi go on to prove that several of the limitations of permissionless consensus772

are required in order to work in such a challenging environment [31]. First, a Sybil-773

resistance mechanism is needed in order to maintain consensus when communication is774

not authenticated (Sybil-resistance mechanisms are introduced in Section 2.2; the proof-775

of-work mechanism is assumed in [31]). This is because an adversary needs to have their776

messages rate-limited, regardless of whether nodes can join freely, everyone knows how777

many nodes there are, and without message delays. Second, in order to allow nodes to778

freely join the system after it has been set up, proofs of work must be performed continu-779

ously throughout the lifetime of the system. If proofs of work ever cease, then new nodes780

can be tricked into preferring a simulated execution. Not all Sybil-resistance mechanisms781

can fully accomplish this free entry property (in particular, proof-of-stake systems require782

workarounds for this, as described in Section 12.1.2). To maintain this free entry condi-783

tion, there must be an honest majority in control of the Sybil-resistance resource. This is784
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a standard consistency argument, which is discussed more in Section 10.1. Finally, to tol-785

erate uncertainty in the number of participants, there must be a known upper bound in the786

network delay. That is, a synchrony assumption is needed. This is true because the network787

can be partitioned in half, and if the adversary can cause an arbitrarily large message delay,788

there is always some delay that will cause a consistency violation. Honest nodes are unable789

to tell whether the other side of the partition exists at all or if there is just a message delay.790

This is discussed more thoroughly in Sections 10.1 and 10.2.1.791

The permissionless model also has setup assumptions. In particular, permissionless net-792

works require a trusted setup to create thegenesis block– a data structure that encodes the793

initial state of the system. This is to prevent precomputation attacks, where the entity that794

creates the system creates a hidden blockchain in advance which can be used to gain an795

advantage in consensus. Famously, Satoshi Nakamoto included a newspaper headline in796

the Bitcoin genesis block in order to prove that this attack had not taken place.797

2. System Components798

Distributed ledger systems are usually composed of a variety of different subprotocols or799

components. Not every system will use each of the components described here. Further, a800

single subprotocol may be responsible for multiple aspects of the system simultaneously.801

Some of these subprotocols include:802

• Data structures over which consensus is maintained803

• Sybil-resistance mechanisms804

• Leader election and/or committee selection805

• Fork-choice or chain-selection rules806

• Networking components807

• Incentive mechanisms808

• Cryptographic primitives809

• The state machine itself810

This section will introduce these ideas, but most will be explained in much more detail later811

in the document. Note that many systems in the literature describe only one or two of the812

components listed above but can often be adapted to alternative situations. For example,813

some fork-choice rules will be analyzed for a single Sybil-resistance mechanism but could814

be paired with a different mechanism in practice.815
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2.1. Data Structures for Distributed Ledgers816

There are a variety of ways to organize the linearized/ordered transaction log in SMR. The817

simplest possibility is an ever-expanding list of transactions. It is typically more ef�cient818

to batch transactions into "blocks" (a group of transactions) rather than to handle them819

individually, which increases throughput at the expense of latency. These blocks can be820

"chained" together via collision-resistant cryptographic hash functions in order to form a821

blockchain. In other words, a blockchain is a chain of blocks that each reference a hash822

of the earlier blocks. In this way, each block is like a vote or commitment to the entire823

chain before it. In computer science terms, this is a singly linked list. Generally, there is824

a block headerthat includes metadata like the hash reference to the previous block and a825

commitment to the content of the block itself.826

Some systems may incorporate multiple blockchains that operate in parallel and may pro-827

vide different functionalities. Some systems employ a sharded architecture, where multiple828

blockchains exist in parallel but are coordinated via another blockchain. See Section 15829

for more information on sharding. Other systems use directed acyclic graphs, or DAGs830

[32]. Technically, a blockchain is a simple DAG. However, the term is typically used in831

this space to describe systems where each block may point to multiple earlier blocks in-832

stead of just one. In a number of systems, there is a primary pointer to a previous block833

plus several so-calleduncle blocks, which are produced around the same time but not in834

the "main" blockchain. Sometimes, the DAG is formed over individual transactions rather835

than blocks, which may result in only a partial ordering of transactions instead of a total836

ordering. There may also be a subprotocol for extracting a total order of transactions from837

the DAG.838

The motivation for using a DAG or parallel blockchains is generally to improve latency and839

throughput (under optimistic assumptions) compared to the original blockchain structure.840

This is because proof-of-work blockchains require block distribution times to be a small841

fraction of the maximum network delay (see Section 10.2.1). Proof-of-work protocols that842

use DAGs are discussed in Section 11.5, and proof-of-stake DAGs are discussed in Section843

13.3.844

Note that throughout this document, the terms "blockchain" and "chain" are sometimes845

used generically to refer to any ledger. An example of a blockchain and a DAG are shown846

in Figure 1.847

2.2. Sybil-Resistance Mechanism848

A Sybil attack is a scenario in which a single real-world entity controls multiple in-protocol849

participants while making it look as though they are controlled by several different entities.850

Designers of permissioned networks need not be concerned with handling Sybil attacks851

because all replicas are already aware of each others' identities. However, in permissionless852

networks, a single malicious entity can represent itself as multiple distinct identities within853
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Fig. 1. Blockchain vs. DAG. Time moves from the left to the right. (a) A DAG where each
block references two previous blocks except for the genesis block and the ones immediately
after. In some systems, one of the pointers is the primary reference, while the other pointer is
to an uncle block. (b) A simple blockchain.

a system. Therefore, permissionless systems require some method of addressing Sybil854

attacks.855

Sybil attacks were introduced in [33]. Without a trusted central identi�cation authority,856

Sybil attacks are always possible absent unrealistic or challenging assumptions, like re-857

source parity among entities. However, permissionless distributed ledger systems can use858

some type of scarce resource to mitigate Sybil attacks. The two most commonly proposed859

Sybil-resistance mechanisms are proof of work and proof of stake. The scarce resource860

used under proof of work is computational effort, while the resource in proof of stake is861

virtual currency units that are native to the system. Proof of work and proof of stake have862

very different properties, which are discussed in detail in Sections 9 and 12. These differ-863

ences can have material impacts on the security of a system, so designers cannot simply864

treat them as substitutes. There are other less common mechanisms as well, including proof865

of space (see Section 14.1) and those that utilize trusted execution environments (TEEs)866

[34, 35].867

2.3. Leader Election and Committee Selection868

Most consensus protocols require periodically electing a leader or a committee to perform869

particular tasks, such as proposing blocks of transactions to the rest of the network or voting870

on whether to accept a block that has been proposed. Other algorithms are leaderless,871

though this is less common.872

In permissioned networks, the leader election subprotocol can be as simple as rotating873

through each validator in round-robin fashion. A typical method would be to label each of874
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then validators with a number inf 0; :::;n� 1g, and for each roundr, the leader is validator875

r mod n. Alternatively, the leader could be chosen pseudorandomly based on a keyed hash876

function that hashes to the domainf 0; :::;n � 1g. In some cases, the elected leader may877

remain the leader for many rounds, which can improve the network's throughput but at the878

cost of poor load balancing and fairness.879

Leader election in permissionless networks is typically more complicated due to the lack880

of stable, known identities. In proof-of-work systems like Bitcoin (and its consensus algo-881

rithm, dubbed Nakamoto Consensus), the elected leader in a given round is the �rst node882

to solve a moderately hard puzzle. Proof of stake often uses advanced cryptographic prim-883

itives like veri�able random functions to aid in leader election, as described in Section884

2.7. The process relies on uniformly random sampling from the participants in the network885

based on their share of the resource used for Sybil resistance. That is, a proof-of-work886

miner with 20% of the total computational power deployed on the network should have a887

20% chance of being elected for each block. Leader election is typically tied to the mint-888

ing mechanism for cryptocurrencies: the elected leader collects the newly created rewards889

(however, they can be decoupled [36]). As a result, leader election tends to have important890

implications for the incentive compatibility of a system.891

If the leader is Byzantine, the outcome depends heavily on the speci�c protocol in use. In892

permissioned systems, as well as a few permissionless ones, aview changesubprotocol893

is needed to securely move to the next leader (aview is a phase of the protocol where894

a particular replica acts as the leader; see Section 7.6). This is critical for maintaining895

liveness because a faulty leader can stall progress by not proposing a block when it is their896

turn. Progress in SMR is guaranteed once all correct processes synchronize to the same897

round and the leader of that round is correct. In most permissionless systems, a malicious898

leader can also weaken liveness by not including transactions in blocks and can sometimes899

use their status as leader to try to launch other attacks.900

2.4. Fork-Choice or Chain Selection Rules901

If a node is confronted with multiple valid ledgers, it has several methods for deciding902

which one to adopt, such as following the blockchain that has the most total proof of work903

(Nakamoto Consensus, see Section 10), selecting the heaviest subtree (GHOST, see Section904

11.2), or accepting the result of a Byzantine agreement algorithm run by a duly elected905

committee of validators.906

Nakamoto Consensus uses a simple fork-choice rule called thelongest chain rule. When907

presented with two valid blockchains, a node in a system that uses Nakamoto Consensus908

will prefer the chain that has the largest cumulative amount of proof of work supporting909

it. For instance, if presented with the two chains from the bottom panel of Figure 2, a910

node will adopt the chain that ends with Block 5, assuming that each block has the same911

amount of work. Any alternative blocks that are discarded are calledstale blocksor orphan912

blocks. If the node had adopted the other chain beforehand, the switch is called ablockchain913
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reorganization, or reorg for short. In the top panel of Figure 2, the disconnected Block 2914

and Block 4 are stale, and the shorter chain in the bottom panel that ends with Block 4915

is stale. Note that transaction recipients can choose to wait for as many blocks as they916

want (calledcon�rmations) before accepting a payment and providing goods or services,917

and waiting longer can offer more con�dence that a block containing the payment will not918

become stale.919

Fig. 2. Forking and the Longest Chain Rule.

2.5. Networking920

In permissioned networks, validators will typically have pairwise point-to-point channels921

with all other validators, though not all systems are fully connected in this way. For ex-922

ample, in some systems (e.g., PBFT), every honest replica sends messages to every other923

replica for each round of the protocol. In other systems, replicas send messages to a leader,924

who then aggregates them and disseminates them to the rest of the replicas. Some systems925

even use a more complicated tree-like network topology for communication [37].926

In permissionless settings, parties usually "diffuse" messages via gossip. Messages re-927

ceived by a party are then forwarded on to their peers with no speci�c source or destination928

for the message and without using authenticated channels. There is, thus, an implicit echo-929

ing assumption that messages are forwarded when heard. For permissionless networks, a930

more thorough treatment of possible networking components is provided in Section 17.1.931
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2.6. Incentive Mechanism932

Historically, incentives were rarely considered in deployments of SMR. The replicas were933

typically run by a single organization that merely wanted additional fault tolerance. More934

recently, however, these systems have been deployed by a consortium of organizations or935

over open networks. In these cases, it is important that validators are incentivized to behave936

honestly rather than to try to disrupt the network.937

In permissioned networks, honest behavior may be enforceable by appealing to legal sys-938

tems. Permissionless systems do not have this luxury, so incentives must be considered an939

explicit part of the design. These incentives frequently involve sometokennative to the940

network (e.g., bitcoin in the Bitcoin network or ether in the Ethereum network). Typically,941

appending a new block to the blockchain gives the leader a reward that includes newly942

created cryptocurrency (theblock subsidy) and transaction fees. In Bitcoin and many other943

systems, this block reward comes in a special transaction called thecoinbasetransaction,944

which is located �rst in a block and is the only transaction that can create new tokens rather945

than just transfer existing tokens. Due to the inconsistencies that can arise due to forking,946

the coinbase transaction has amaturity windowin which funds cannot be spent from it (in947

Bitcoin, the maturity window is 100 blocks, or slightly under 17 hours).948

Incentives are discussed in more detail in Section 19.949

2.7. Cryptographic Primitives950

This document assumes that the reader is familiar with basic cryptographic primitives like951

digital signatures and collision-resistant hash functions, which are used in all of the pro-952

tocols described here. Beyond this, more advanced cryptography is applied judiciously953

in systems that implement state machine replication. This can be in either the atomic954

broadcast/consensus protocol or the state machine itself. Cryptographic techniques used in955

blockchain systems are surveyed in [38].956

Hash functions are used in blockchain systems in a number of areas, such as for proof957

of work, generatingaddressesfrom public keys (concise representations of a public key958

or payment destination), and as building blocks for more advanced primitives, such as959

Merkle trees. Digital signatures are used to authorize transactions, implement authenticated960

channels, and vote in a variety of permissioned and proof-of-stake systems.961

Threshold cryptographyis frequently employed to improve fault tolerance or performance.962

Threshold signatures are the most common and are used both as a form of multi-factor au-963

thentication for signing transactions and to reduce the communication complexity of con-964

sensus by aggregating the individual signatures of several validators. Some protocols use965

threshold decryption to hide the contents of transactions from validators and prevent cen-966

sorship or favoritism before transactions are ordered, only allowing them to be decrypted967

after being committed to the transaction log.968
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Cryptographicaccumulatorsappear in nearly every blockchain system. Accumulators are969

compact ways of representing sets, which – at a minimum – allow concise proofs of mem-970

bership or inclusion in the set. Block headers typically include an accumulator that commits971

to the set of transactions included in the block itself. The most common example of this is972

aMerkle tree, where each leaf of the tree is a transaction included in the block, and the root973

of the tree is included in the block header. Among other things, this allowslight clients974

(see Section 3.2), which do not fully verify the ledger, to verify that transactions they care975

about have been added to the blockchain. In some systems, accumulators are also used976

to represent the global state of the system's state machine. That is, the block header may977

include an accumulator that includes all accounts and their balances.978

Cryptographiccommitmentprotocols are another common occurrence, though they are979

more commonly used in the state machine rather than in consensus. Commitments are980

a digital version of a sealed envelope – the party that commits to a value cannot alter the981

contents after the fact (it is already in the envelope), and no other party can discern the982

value until the committing party reveals it (no one can read the contents of the envelope983

until it has been opened). Cryptographic commitments are sometimes used to provide con-984

�dentiality for the amount sent in a transaction. This is often done by using commitments985

as a component of arange proof, which shows that a value is in a particular range and986

which can prove that a transaction did not create assets "out of thin air" to spend.987

Zero-knowledge proofs– and particularly,zkSNARKs– are used in multiple ways in blockchain988

systems [39]. A zero-knowledge proof is a protocol that enables a prover to convince a ver-989

i�er that a particular statement is true without the veri�er learning anything other than the990

truth of the statement. zkSNARKs allow a prover to convince a veri�er that the results991

of a computation on secret inputs are correct without the veri�er needing to execute the992

computation or learn anything about it. This can be used to add privacy for payments but is993

also used in several advanced state machine designs, as discussed in Section 18.1.2. While994

zkSNARKs are powerful, they tend to require a trusted setup to generate parameters for995

the system, and an entity that knows the random values used for the setup has the power to996

create fraudulent proofs.997

For the purposes of this document, the most important cryptographic primitives are those998

that aid in distributed randomness generation, which is most importantly used for leader999

election where an agreed-upon source of randomness must be shared among replicas. These1000

schemes include common coin protocols, veri�able random functions (VRFs), and veri�-1001

able delay functions (VDFs).1002

A common coinis a randomness source that is observable by all participating processes1003

but unpredictable for an adversary. The common coin abstraction can be realized using1004

threshold signature schemes orveri�able secret sharing. Secret sharing allows a party to1005

distribute a secret value to other parties such that a threshold of them are required in order to1006

reconstruct the secret, while veri�able secret sharing uses commitments to ensure that the1007

party who distributed the values has done so correctly. Sometimes, aweak common coinis1008
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suf�cient, where weak means that there is a constant probability that the functionality will1009

return different values to different processes.1010

Veri�able random functions(VRF), introduced in [40], are pseudorandom functions that1011

provide publicly veri�able proofs of correctness. They can be thought of as a public key1012

version of a keyed hash function. For a �xed key pair and input value, a VRF will produce1013

a unique pseudorandom and veri�able output, even if the key pair was chosen adversarially.1014

The VRF proof is usually the signature over some input data, and the pseudorandom output1015

is a hash of the signature. A veri�er will ensure that the signature is valid and a preimage1016

of the output. For this to work, the signature must beunique, which means that only a1017

single valid signature exists for a given message and key. Due to this requirement and the1018

ease of constructing threshold implementations, BLS signatures are most frequently used1019

for this purpose [41]. VRFs are used most frequently for leader election in proof-of-stake1020

systems, such as Ouroboros Praos, Algorand, and Fantômette (see Sections 13.1.3, 13.4.2,1021

and 13.3.1, respectively).1022

Finally,veri�able delay functions(VDFs) are relatively new primitives, which are functions1023

that require a signi�cant amount of sequential computation but where the correctness of the1024

result is easy to verify. VDFs can be thought of as a time delay that is imposed upon the1025

generation of output for a pseudorandom number generator. The delay prevents malicious1026

actors from in�uencing the output of the generator because all of the inputs to the generator1027

are �nalized before the delay ends. VDFs are used for randomness in leader election, may1028

be helpful against certain attacks on proof-of-stake and proof-of-space systems, and can be1029

used to limit the frequency with which an adversary can send messages or vote in consensus1030

[42]. VDFs improve upon VRFs in that a single honest participant is required instead of a1031

non-colluding honest majority (requiring a single honest participant is sometimes called the1032

anytrustmodel). The idea of VDFs was �rst formalized in [43], but improved versions were1033

found soon after [44, 45]. Due to being relatively new, there are still some uncertainties1034

regarding their security, including the possibility of specialized hardware and tuning the1035

time parameter properly.1036

The VDF from [44] works by choosing a time parameterT, a �nite abelian groupG of1037

unknown order, and a hash functionH with a domain that consists of the elements ofG.1038

For an inputx, let g = H(x). The VDF is evaluated by computingy = g2T
. Repeated1039

squaring does not reveal any information about the output until the �nal squaring, and the1040

computation must be done in serial (because the order ofG is unknown). Unfortunately,1041

generating a group of unknown order requires a trusted setup.1042

2.8. State Machine1043

The state machine is the set of rules that replicas enforce while transitioning the state of1044

the system via client-submitted transactions. Though introduced here, Section 18 provides1045

a more detailed discussion of the design space for state machines.1046
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A wide variety of rules are possible, but they typically include ensuring that transactions1047

have valid signatures of the clients who are authorized to act on the portion of the state1048

involved, as well as preventing "double-spending." In the context of a cryptocurrency, this1049

means that the owner of the coins signed the transaction and that there is not a con�icting1050

transaction that spends the same coins included in the ledger. Other rules may include a1051

maximum allowed block size, restrictions on the timestamps in block headers, that blocks1052

and transactions are syntactically well-formed, and that all transactions in a block are com-1053

mitted to in the block header.1054

In addition to these basic rules, the state machine may include a means of executing various1055

types of computations, which are encoded assmart contracts. The state machine often1056

provides a programming language and execution environment where developers can write1057

programs (smart contracts) that are executed by all of the network's replicas, who then1058

agree on the result and modify the system's state accordingly. In some systems, such as1059

Ethereum, the execution environment is essentiallyTuring-complete, so it can execute any1060

arbitrary deterministic program subject to the system'sblock gas limit. Each operation1061

in the state machine has an associatedgas cost, wheregasis a unit of measurement that1062

corresponds to the amount of effort or resources consumed to execute the operation. The1063

gas limit is analogous to a maximum block size, but instead of limiting the total size of1064

transactions, it bounds the total computational effort.1065

2.8.1. UTXO vs. Account Model1066

There are two common models of how the state machine's state is represented: theUTXO1067

modeland theaccount model. A UTXO, short forunspent transaction output, is an im-1068

mutable object associated with a particular spending condition. By ful�lling this spending1069

condition, a client becomes authorized to destroy the UTXO and create new ones from it1070

(so long as other state machine rules are followed, like not creating more new coins than1071

were spent). In the UTXO model, each transaction takes some UTXOs as inputs, destroys1072

them completely, and creates new UTXOs as output with different spending conditions that1073

re�ect the new owner. This often includes "change" outputs that return funds to the sender.1074

In contrast, accounts are mutable objects associated with a balance that can increase or1075

decrease as funds are moved in and out of the account. The UTXO model creates a directed1076

graph of transaction outputs that move between owners (shown in Figure 3), whereas the1077

account model is like a database of the current system state. One can think of UTXOs1078

as individual dollar bills with arbitrary denominations, and accounts are more like regular1079

bank accounts with an identi�er and a balance. In either case, the UTXO or account may1080

have programmable spending conditions.1081

Each model has particular advantages and disadvantages. In the UTXO model, transactions1082

may be more private due to the ease of creating new addresses for each output, whereas all1083

of the transactions to and from a particular account in the account model are automatically1084

linked. Due to the immutability of UTXOs, disk access to check system state is more par-1085
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Fig. 3. UTXO transaction graph. Outputs of some transactions become inputs to later ones.
Each transaction depicted includes a 10k satoshi fee, where satoshis are the smallest atomic
unit of currency in the Bitcoin network.

allelizable than in the account model, where the accounts can be modi�ed. On the other1086

hand, the account model has the performance advantage of typically smaller transactions.1087

In the account model, every transaction has a single "input" and "output." With UTXOs,1088

some transactions may become extremely large if there are many recipients or if they re-1089

quire simultaneously spending many UTXOs that have a small value. The account model1090

is also simpler for light clients; in the UTXO model, a light client must keep track of each1091

UTXO owned by the client and update this for every transaction. One of the biggest disad-1092

vantages faced by the account model is that transactions require nonces in order to prevent1093

replay attacks. The nonces must be sequential, which can impact transaction processing1094

if an account issues many transactions in short periods of time (they must be processed1095

sequentially, regardless of network lag and the attached fees).1096

Perhaps the most straightforward advantage of the account model is that accounts are able1097

to maintain a persistent state, which can make complex smart contract programming much1098

simpler than in the UTXO model, where UTXOs do not maintain state. The statelessness1099

of UTXOs makes it challenging to program smart contracts with multiple phases. In the1100

account model, a smart contract exists at a static address, which can store state and be1101

referenced without updating.1102

2.8.2. Changing the Rules1103

All validators must agree on the state machine rules. However, the rules themselves may1104

change over time. Broadly speaking, there are two types of rule changes, orforks: hard1105
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(a) Hard Fork

(b) Soft Fork

Fig. 4. Hard forks and soft forks.

forks, which make blocks or transactions valid when they were previously considered in-1106

valid, andsoft forks, which make blocks or transactions invalid when they were previously1107

considered valid. Hard forks are not backward compatible, whereas soft forks are. The1108

different fork types also have different security rami�cations, different practical consid-1109

erations regarding the mechanics of implementing the fork, and – according to some –1110

different ethical considerations. Hard forks are depicted in Figure 4a, and soft forks are1111

shown in Figure 4b.1112

Hard forks can be thought of as the creation of an entirely new system, where a successful1113

hard fork results in a smooth transition from the old system to the new system. Technically,1114

a hard fork always results in two separate systems, but a smooth hard fork with (near)1115

universal consent from the community may result in the original chain being abandoned.1116

Nodes that fail to update their software may be more easily attacked around the time of the1117

hard fork, so hard forks require near-unanimous consent and for users to all update their1118

software within a speci�c period of time. For example, a node that has not upgraded can be1119

presented with a chain of blocks under the old rules by an attacker. Since those blocks will1120

not be reorged, the attacker can trick the recipient into accepting coins that the remainder1121

of the network will not accept. In Figure 4a, a node that follows the old rules and accepts1122

transactions with only two con�rmations can be easily defrauded.1123

In contrast, soft forks tend to be more secure than hard forks because they do not require1124

every user to update their software near-simultaneously, although those actively participat-1125
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ing in consensus, such as miners and staking validators, should update prior to the soft fork1126

activating. For a soft fork to happen smoothly, the majority of the mining power (or stake)1127

should recognize and enforce the soft fork; a supermajority would be ideal. If some miners1128

are running software that enforces the old rules, users could receive "fake" con�rmations1129

in blocks that are valid under the old rules but invalid under the new rules and, thus, soon1130

to be reorged. This is the scenario created by the shaded block in Figure 4b; if a user's1131

node follows the old rules and accepts transactions with a single con�rmation, they can be1132

defrauded. As a result, non-upgraded nodes lose some security during a soft fork.1133

Both hard forks and soft forks can potentially result in permanent chain splits, but it is1134

far less likely to occur with soft forks and can be avoided completely through the choice1135

of activation mechanism. Permanent chain splits create considerable complications for1136

users. First, the values that accrue from network effects are reduced by splitting the relevant1137

communities in two. Second, unless the fork changes the rules for how transactions are1138

constructed, some transactions that are valid on one chain will also be valid on the other1139

in case of a split, which creates the opportunity forreplay attacks. An attacker can take a1140

transaction from chain A, broadcast it again to the network maintaining chain B, and have1141

it con�rmed. If a chain split occurs and a cryptocurrency exchange only supports chain1142

A, then an attacker who initiates a withdrawal from the exchange on chain A can copy1143

the transaction, broadcast it over the network managing chain B, and receive an equivalent1144

amount of currency B that the exchange never intended to give up.1145

Chain splits cause problems for blockchain service providers, such as wallets and ex-1146

changes. Exchanges must decide whether to support one or both sides of the split, and1147

users of the exchange may not have the latitude to choose which chain to follow. As a1148

result, a user who wanted to stay on the old chain but used an exchange that only follows1149

the new chain could potentially lose their funds. Chain splits also pose a problem for light1150

clients. Because light clients do not validate the state transitions of the network, they are1151

unaware of what rules are being followed. That means that they will simply follow the ma-1152

jority, which can be dangerous. For example, if a majority of the Bitcoin hash rate decided1153

to increase in�ation, full nodes would recognize the block as invalid, but light clients would1154

simply follow the majority of the hash rate. In addition to the explicit danger of attacks dur-1155

ing this period, if a signi�cant portion of the community were to engage in commerce on1156

the attacking/in�ation chain, then a social consensus may form around the chain despite its1157

invalidity. Contentious hard forks that are likely to result in a split are especially dangerous1158

to light clients, which make up the bulk of typical users. More information on light client1159

security compared to fully verifying nodes can be found in Section 3.2.1160

There are several methods for performing forks that primarily depend on whether they are1161

user-activated or miner-activated. In auser-activated soft fork(UASF), the software im-1162

plementation begins enforcing the new, more restrictive rules at an agreed-upon time, or1163

"�ag day." In a miner-activated soft fork(MASF), the new rules are enforced only after an1164

extended period of miner signaling. Miners can set a particular bit in their block headers1165

if they support the rule change, and after a threshold percentage of blocks (usually 75%1166
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to 95%) within a given time period signal support, the new rules can be enforced (usually1167

after a short delay to give time for more nodes to update their software once the change is1168

"locked in"). Only a UASF can cause a chain split, but MASFs can be chaotic and result1169

in many short forks if the threshold is set too low. One issue with miner activation is that1170

miner signaling is in no way a guarantee that those miners will actually enforce the new1171

rules. For example, the Bitcoin community debated on whether to increase the maximum1172

block size, and supporters of an increase released a (hard fork) client called Bitcoin XT1173

that enforced a block size increase, while the dominant client – Bitcoin Core – did not. An1174

anonymous developer then released the NoXT client, which mimicked Bitcoin XT's be-1175

havior and signaling but actually followed rules compatible with the Bitcoin Core software1176

[46]. If some miners were running this client, the fork would be activated prematurely to1177

the detriment of those who wanted to enforce the new rules.1178

User activation has its own problems. The idea of a UASF is that if the majority of eco-1179

nomically signi�cant users of the system adopt it, then the miners will be forced by their1180

own self-interest to adopt it as well. As a result, the UASF may be able to get around the1181

resistance of miners if they are acting in opposition to the broader community of users.1182

Again, the primary issue is that it is likely to result in a chain split without the support of a1183

majority of the miners. In fact, without majority mining support, a UASF looks a lot like a1184

hard fork with all of the risks that hard forks entail, all of the limitations of soft forks, and1185

the possible need for a hard fork to protect against the miners that do not accept the fork1186

rules [47].1187

For any fork to be successful, nodes need to coordinate with each other regarding both the1188

time to lock in as well as – after a delay – the time to activate the rule change. In Bitcoin and1189

similar systems, there are several notions of time that can be used for this coordination: the1190

block timestamp, themedian time past(MTP), and the block height. The block timestamp1191

is unsuitable for use because it does not increase monotonically, which is a requirement1192

for coordination. The MTP is de�ned as the median timestamp of the block and its 101193

predecessors. Bitcoin has rules about the timestamps that force MTP to monotonically1194

increase though it is not monotonic in the face of reorgs. In all but the most exceptional of1195

circumstances, block height will be monotonic even across reorgs. The advantage of using1196

MTP to coordinate is that the timing can be selected in order to minimize the chance that1197

the fork occurs at particular times. This may be useful in order to time the fork to happen1198

while, say, engineers at important companies may be at work instead of asleep. On the1199

other hand, MTP can be manipulated by miners in a number of ways through their control1200

of the block timestamps, and a majority of miners can use this mechanism to completely1201

skip over relevant activation periods [48]. Block heights are safe from this risk but are less1202

likely to match a desired time for the humans running the nodes or the developers writing1203

the code that schedules activation.1204

Many in the blockchain community believe that there are ethical considerations with re-1205

gard to the style of fork employed. This goes beyond the nature of the speci�c rule changes1206

themselves (e.g., a rule that allows a privileged party to steal from others) but rather to the1207
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meta-problem of the methodology of forking. Intuitively, in a distributed network com-1208

posed of many heterogeneous individuals with potentially competing interests, any poten-1209

tial change in the rules (other than, say, a �x for a catastrophic software bug) is likely to1210

be opposed by at least one person. As a result, if the change occurs, there may be a per-1211

ception that this person or people were coerced into accepting the change. A representative1212

of this view is Ethereum creator Vitalik Buterin, who believes that both types of forks are1213

coercive, but that soft forks are more coercive than hard forks:1214

There is an essential difference between hard forks and soft forks: hard forks1215

are opt-in, whereas soft forks allow users no "opting" at all. In order for a user1216

to join a hard forked chain, they must personally install the software package1217

that implements the fork rules, and the set of users that disagrees with a rule1218

change even more strongly than they value network effects can theoretically1219

simply stay on the old chain...In the case of soft forks, however, if the fork1220

succeeds the unforked chain does not exist. Hence, soft forks clearly institu-1221

tionally favor coercion over secession, whereas hard forks have the opposite1222

bias...If I had to guess why, despite these arguments, soft forks are often billed1223

as "less coercive" than hard forks, I would say that it is because it feels like1224

a hard fork "forces" the user into installing a software update, whereas with1225

a soft fork users do not "have" to do anything at all. However, this intuition1226

is misguided: what matters is not whether or not individual users have to per-1227

form the simple bureaucratic step of clicking a "download" button, but rather1228

whether or not the user is coerced into accepting a change in protocol rules1229

that they would rather not accept. And by this metric, as mentioned above,1230

both kinds of forks are ultimately coercive, and it is hard forks that come out1231

as being somewhat better at preserving user freedom. [49]1232

As alluded to by Vitalik, others take the position that hard forks are more coercive or1233

at least more problematic from the standpoint of the developers who must write code that1234

implements the hard fork. While most users agree that hard forks may be necessary in some1235

cases, some believe thatcontroversialhard forks should be avoided. For example, Bitcoin1236

Core developer Pieter Wuille, in the context of a debate about changing the maximum block1237

size in Bitcoin, expressed a distaste for hard forks that lack near-universal agreement in the1238

Bitcoin community:1239

[The responsibilities of the Bitcoin Core developers] include[] participating in1240

discussions about consensus changes, but not the responsibility to decide on1241

them – only to implement them when agreed upon. It would be irresponsible1242

and dangerous to the network and thus the users of the software to risk forks,1243

or to take a leading role in pushing dramatic changes. Bitcoin Core developers1244

obviously have the ability to make any changes to the codebase or its releases,1245

but it is still up to the community to choose to run that code...Bitcoin Core is1246

not running the Bitcoin economy, and its developers have no authority to set1247

its rules...Worse, intervening in consensus changes would make the ecosystem1248
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more dependent on the group taking that decision, not less. So to point out1249

what I consider obvious: if Bitcoin requires central control over its rules by a1250

group of developers, it is completely uninteresting to me. Consensus changes1251

should be done using consensus, and the default in case of controversy is no1252

change. [50]1253

Essentially, this view suggests that it is not the role of developers to decide what Bitcoin is1254

or should be and that developers have a responsibility to not "force" controversial changes1255

to the system. To do so would elevate the developers to a more powerful position than they1256

ought to have and would go against the decentralized ethos of the community.1257

Over the lifetime of a long-lived system, it is likely that a hard fork will be necessary, and1258

soft forks are simply not preventable when supported by a majority of miners so perhaps1259

the ethics are less relevant than practical concerns. In either case, no users are forced into1260

running particular code on their machine. Ultimately, users decide the rules because users1261

decide which software to run. The "coercion" in either case is in the eyes of the beholder –1262

no one is forced to use any particular rules, but they may be "forced" to use particular rules1263

if they want to remain compatible with their counterparties.1264

3. Scaling and "Decentralization"1265

3.1. A Note on Decentralization1266

The termdecentralizationis used frequently when discussing modern replicated state ma-1267

chines. However, there is no single, accepted de�nition of what decentralization means. As1268

a result, its use often confounds more than clari�es. It is worth investigating a few of the1269

many proposed de�nitions of decentralization in order to grasp the diversity of views.1270

Balaji Srinivasan and Leland Lee propose a metric they call the(minimum) Nakamoto Co-1271

ef�cient to measure the decentralization of a system [51]. The idea behind this metric is to1272

�rst create a list of the essential subsystems of the decentralized system under analysis, de-1273

termine the number of entities that an adversary would need to compromise in order to take1274

effective control over each subsystem, and take the minimum as a measure of the system's1275

decentralization. The system is more decentralized when more entities must be corrupted1276

to control an essential subsystem.1277

There are many plausible subsystems, though it is unclear which ought to be considered1278

"essential." Subsystems may include the distribution of mining rewards, the number of ex-1279

changes, the volume traded on exchanges, the number of software clients, the number of1280

developers per client, the number of full nodes being run (and their distribution by legal1281

jurisdiction), the distribution of asset ownership, the fraction of users that hold their own1282

private keys instead of delegating to a custodian, the fraction of users who validate the1283

ledger with their own node instead of trusting another entity, the number of businesses run-1284

ning economically signi�cant nodes (i.e., who validate many incoming transactions), the1285
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number and distribution of hardware manufacturers in proof-of-work systems, the number1286

of mining pools, and so on.1287

In addition to the challenge of determining which of these subsystems are essential, it can1288

be dif�cult to determine what the proper threshold of corrupted entities would need to be for1289

some subsystems. For instance, it is unclear what percentage of exchange volume would1290

suf�ce to consider that subsystem captured or centralized. In addition, reasonable people1291

may disagree on the bene�ts of having multiple clients instead of a single client with more1292

developer attention. In other cases, the subsystems may take on a different signi�cance1293

depending on the network in question. For example, the concentration of coin ownership is1294

more important in a proof-of-stake network than in a proof-of-work network. If the wealth1295

within a system is highly concentrated, then a government or other powerful adversary may1296

only need to target a few large holders in order to acquire a large enough fraction of the1297

asset and cause a market crash.1298

Paul Sztork proposed an alternative measure of decentralization: thecost of node-option1299

(CONOP) [52]. He points out that "[t]he process of 'money' is 'knowing you've been1300

paid'" and that a process is more decentralized when it happens more locally. As a result,1301

he says that "'decentralized money' is the local cost of knowing you've been paid: the1302

cost of running a full node." This can be generalized to arbitrary computation possible in1303

state machine replication: decentralized computation can be measured by the cost required1304

to validate the correctness of computations. Actually running a fully validating node is1305

not strictly necessary for everyone. Instead, the relevant consideration is the cost required1306

to start and operate a node should they desire to do so. Ultimately, CONOP is intuitive1307

because if it is extremely easy to set up and run a full node, the network remains dif�cult to1308

shut down or prevent access to, even if there are not many nodes running at any given time.1309

On the other hand, if only a handful of entities have the resources to run a fully validating1310

node, the system can easily be shut down or succumb to undue in�uence. In this case, most1311

individuals would be required to trust a third party and would not be able to locally verify1312

for themselves whether the payment or computation happened correctly.1313

A �nal decentralization metric proposed in [53] is(m;e;d)-decentralization. This is de-1314

�ned as a state of the system such that at leastm participants run nodes that participate in1315

consensus, and "the ratio between the total resource power of nodes run by the richest and1316

d-th percentile participants is less than or equal to 1 +e" [53]. Since this metric is only1317

concerned with the centralization of the Sybil-resistance aspect of the protocol, it is more1318

constrained in scope than the Nakamoto Coef�cient or CONOP. The intuition for this met-1319

ric is that it is preferable to have a large number of participants involved in consensus, and1320

the participants ought to have a roughly even distribution of power. The paper derives four1321

necessary conditions for a system to have "full decentralization" according to the authors'1322

conception of the term:1323

1. Any nodes with resource power must earn rewards (and there must be at leastm of1324

them).1325
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2. Participants should �nd it more pro�table to run their own nodes than to delegate1326

their resources to another participant.1327

3. It should not be more pro�table for an entity to run several nodes than to run a single1328

one.1329

4. "[T]he ratio between the resource power of the richest andd-th percentile nodes1330

converges in probability to a value of less than 1+ e” [53]. That is, the advantage of1331

the most well-resourced node is bounded.1332

Crucially, the third condition is not possible without a trusted third party, leading to the pa-1333

per's conclusion that "full decentralization" is impossible in permissionless systems. With-1334

out some form of trusted identi�cation authority, it is unclear how to design a system where1335

it costs more for one entity to run multiple nodes than it costs for multiple individuals to1336

each run their own node.1337

Each of these conceptions of decentralization highlights a different but important aspect of1338

system security and architecture. The Nakamoto Coef�cient highlights the fault tolerance1339

of the system in an intuitive way: a system is more decentralized when it can tolerate a1340

greater number of faulty or malicious entities. Practical challenges to using this as a metric1341

include a lack of clarity regarding which subsystems should be included and the resultant1342

dif�culty of comparing different systems when their component subsystems differ in im-1343

portance. In contrast, CONOP has nothing to do with fault tolerance. Instead, CONOP1344

highlights the barriers to entry for users to be able to take advantage of the security proper-1345

ties of the distributed system. In this conception, a more decentralized system is one where1346

a greater number of users have the ability to fully validate the replicated state machine –1347

that is, to be anequalpeer in a peer-to-peer network rather than dependent on an external1348

trusted party. Finally,(m;e;d)-decentralization highlights the impact that wealth or re-1349

source inequalities outside of the system have on the relative power of participants within1350

the system. In an open, permissionless system, these inequalities are likely to be re�ected1351

in the distribution of the Sybil-resistance resource. In this case, a system is more decentral-1352

ized when the resource disparities between more powerful nodes and less powerful ones1353

are smaller.1354

In this document (NIST IR 8460), the term "decentralization" is used sometimes but spar-1355

ingly. It does not refer to any speci�c meaning above but should be clear based on the1356

context in which it is written.1357

3.2. Full Nodes and Light Clients1358

There are multiple distinct operating modes that a user might choose when interacting with1359

a replicated state machine. These modes can be broken into two categories:full nodes,1360

which process and validate the complete historical ledger of transactions, andlight clients,1361

which may validate a portion of the ledger or a subset of the rules but require placing some1362

amount of trust in other entities.1363
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Fig. 5. Simpli�ed Payment Veri�cation (SPV). A light client with a chain of block headers can
verify the inclusion of Transaction 3 in Block 1 when provided withHash2, Hash01, and
Hash4567.

There are different types of light clients, but the original one proposed in the Bitcoin white1364

paper usesSimpli�ed Payment Veri�cation(SPV) [1]. SPV clients connect to full nodes1365

but do not download the entire blockchain. Instead, they only maintain the chain of block1366

headers for the best chain they are aware of (in Bitcoin and similar systems, this is the chain1367

with the most cumulative proof of work). Because the block header contains a Merkle root1368

that commits to every transaction contained in the corresponding block, it is possible to1369

create proofs of transaction inclusion that scale logarithmically with the number of trans-1370

actions in the block. This is shown in Figure 5. While this process does not demonstrate1371

that the transaction is valid, it proves that the transaction is included in the canonical chain1372

if connected to at least one honest full node. This implies that the transaction can be trusted1373

to be executed and not reverted if the adversary is beneath the security threshold of the1374

system and the block has enough con�rmations. Alternatively, it shows how much work1375

would be required to revert the transaction and perform a double-spend.1376

The full nodes that serve the SPV client need to know which transactions the client cares1377

about in order to provide a Merkle inclusion proof for it. To this end, the SPV client1378

constructs aBloom �lter – a compact, probabilistic data structure that allows one to test1379

whether an item is a member of a set – that includes the receiving addresses that the user1380

wants monitored. The Bloom �lter includes false positives, such that some of the addresses1381

are not ones that the client cares about. In theory, this should substantially improve pri-1382

vacy for SPV users compared to simply providing a list of addresses. In practice, however,1383

Bloom �lters provide almost no additional privacy for light clients, and users should un-1384

derstand that they are – in essence – telling a service provider about all of their transactions1385

(and possibly associating them with an IP address) [54]. Perhaps for this reason, many1386

light clients actually do simply provide a list of addresses to a wallet service provider and1387

completely sacri�ce transaction privacy.1388
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An alternative model of light client improves privacy at the cost of signi�cantly increased1389

bandwidth (though still substantially less than a full node).Compact block �ltersare com-1390

pressed representations of the contents of blocks using Golomb-Rice coding and allow a1391

light client to check whether the block contains transactions that are relevant to the client1392

[55, 56]. If so, the light client downloads the full block in order to extract the relevant trans-1393

action. In addition to downloading a subset of complete blocks, the �lters impose greater1394

resource requirements than SPV but scale better for the full nodes that serve data. For each1395

block, a full node only needs to create the �lter once and can send the same �lter to any1396

light client who asks. In contrast, each SPV user provides its own Bloom �lter, and the full1397

node needs to perform considerable disk I/O to check for transactions for each of them.1398

Regardless of the method used, light clients have degraded security properties compared to1399

full nodes, which is the price paid for convenience and low resource usage. First, as men-1400

tioned previously, light clients reduce user privacy compared to full nodes. Even compact1401

block �lters reveal the subset of blocks in which the user is the recipient of a transaction.1402

Second, nothing prevents the full node server from lying by omission and failing to tell the1403

light client that they have received a transaction. While this can be mitigated by connecting1404

to multiple full nodes, many wallets connect to only a single server, and there is a risk that1405

the full nodes are coordinating a Sybil attack and are not independent. Light clients need1406

to trust that there are available sockets to connect to these honest full nodes, which full1407

nodes lack an incentive to provide and which has not always been the case in practice [57].1408

Compact block �lters also mitigate the problem of lying by omission by allowing the light1409

client to check the validity of the �lter itself to see if the full node is lying. Third, light1410

clients are more susceptible to certain attacks, like the vector76 attack described in Section1411

10.3.1412

More importantly, light clients have no way of knowing whether the chain that they are1413

following is valid in the �rst place. Light clients do not maintain the full system state that1414

would be required to validate transactions. As a result, light clients can be deceived by1415

adversaries in ways that full nodes cannot. The only thing that light clients have assurance1416

on – assuming that they are connected to at least one honest full node – is that they are aware1417

of the chain that satis�es the network's chain selection rule, ignoring the requirement that1418

the chain be valid. As a result, light clients can be deceived into trusting an invalid state1419

if the security threshold of the system is violated temporarily, if the adversary does not1420

exceed the threshold but gets lucky, or if the adversary can partition the victim from the1421

rest of the network. As a result, a miner can double spend a limitless amount of funds1422

against a light client, whereas they can only double spend what they already own against1423

a full node. Similarly, light clients do not recognize hard forks if the fork does not change1424

the semantics of the block header and may, therefore, be "forced" to accept a rule change1425

that the user of the light client would not otherwise approve of.1426

A possible solution to this issue isfraud proofs, which are "alerts" that a full node can1427

provide to a light client to convince the light client that a block is invalid. There are many1428

subtle challenges to implementing fraud proofs, which are elaborated on in Section 15.5.1429
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However, even with a working fraud proof implementation, an adversary may still be able1430

to partition the light client, �lter out fraud proof messages, and launch the same attacks,1431

which would not work against a full node.1432

In short, while running a full node may be dramatically more resource-intensive than a light1433

client, there are clear bene�ts. This includes substantially better privacy and requiring far1434

less trust in third parties to be honest about the state of the ledger.1435

3.3. Scalability Challenges and Block Sizes1436

One of the most frequently discussed issues in the blockchain community is the scalability1437

of the underlying technology. In particular, debates about the appropriate means to scale1438

the Bitcoin network led to the high-pro�le August 2017 hard fork that created a new asset1439

– Bitcoin Cash – with a larger maximum block size than Bitcoin proper. New replicated1440

state machine projects routinely advertise themselves as being highly scalable. Usually, the1441

claim is that a project can handle more transactions per second (TPS) than its competitors.1442

Scalability in the context of replicated state machines can mean several different things.1443

As mentioned above, it is often used in reference to increasing the system's maximum1444

transaction throughput, which is usually measured in TPS. Another scalability metric is1445

the latency of transaction commitment, where a more scalable system has lower latency.1446

Finally, it can also be used in reference to the total number of validators able to participate1447

in consensus, such that a more scalable system is one that can function with a greater1448

number of participating validators.1449

Some of the confusion regarding scalability is a result of these different meanings of the1450

term. This problem is greatest when comparing a permissioned system to a permission-1451

less one based on TPS but can confuse a comparison between two permissionless systems1452

as well. Despite being common, these comparisons are unscienti�c. In a permissioned1453

network, one can �x the number of validators –n – of which f are byzantine, de�ne a stan-1454

dard transaction, measure TPS in a controlled environment, and make comparisonsto other1455

permissioned systemswhile holding the number of validators constant (as well as other en-1456

vironmental factors). In a permissionless network,n naturally �uctuates. Furthermore, it1457

is often the case that systems that scale to a larger number of validators are not capable of1458

tolerating as high a level of throughput. That is, there is a trade-off between maximizingn1459

and TPS, and increasingn is just as legitimate of a scaling goal as increasing TPS. There-1460

fore, TPS does not provide a scienti�c way of comparing permissionless networks wheren1461

is not constant.1462

There is no single, correct answer to how many consensus-participating nodes a system1463

should have, and the trade-offs between types of scalability imply that this is highly sub-1464

jective. The answer depends on the goals of the system designer, the system's architecture,1465

and the preferences of the system's users. In a permissioned system, the existence of more1466

replicas implies that more organizations can participate in the consortium, so the relevant1467
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number likely relates to the structure of the industry in question. Because the replicas are1468

run by organizations that may be able to afford expensive hardware and bandwidth, permis-1469

sioned systems can focus more on maintaining high TPS while assuming that substantial1470

resources are provisioned at each node.1471

Permissionless systems are more complicated, in part because it is common to have fully1472

validating nodes that do not directly participate in consensus (i.e., by mining or staking). In1473

a certain sense, the only node that one needs to care about is their own as long as the security1474

threshold of the system is not violated. However, the network itself likely requires hundreds1475

of nodes to provide suf�cient diversity in terms of legal jurisdiction and geographic region1476

to make it challenging for a moderately powerful adversary to disrupt the network. At the1477

same time, many thousands of nodes are likely needed in order to serve the population of1478

light clients and make the network useful to a large number of people. In permissionless1479

networks, the intention is to allow anyone to participate anonymously. As such, it must1480

target users with more average-to-worst-case hardware and bandwidth.1481

Running a full node requires a number of computing resources, some of which present con-1482

siderable scaling challenges. Consider the job of a full node in a typical blockchain system,1483

such as Bitcoin. To join the network, a new node must download the entire blockchain his-1484

tory all the way back to the genesis block. Then the entire chain must be fully validated1485

(although there are some possible shortcuts that can reduce security in order to improve1486

initial synchronization time) to build and evolve the system state as it goes. This usually1487

involves checking that at least one digital signature per transaction, as well as checking1488

that it is consistent with the system state, which is held either in memory or on disk. Upon1489

synchronizing with the network, the node must constantly verify transactions and blocks as1490

they are gossiped over the network while relaying this data over several network connec-1491

tions as quickly as possible.1492

The historical blockchain can be stored on a hard disk drive (HDD) because what occurred1493

in the past does not need to be accessed frequently. However, enough nodes need to main-1494

tain this data in order to serve it to new nodes who join the network and want to perform1495

full validation. The history does not require quick access, but the state of the system does1496

(in Bitcoin, this is the UTXO set). In order to validate transactions and blocks as quickly as1497

possible, the state should be stored entirely in system memory. When this is not possible,1498

some of the state must reside in more persistent storage. However, frequently accessing1499

this state can result in a signi�cant disk I/O burden. For example, Ethereum's system state1500

is tens of gigabytes, making it all but impossible to run a node without a solid state drive1501

(SSD), which provides quick random access to the system state. A node using an HDD1502

is unlikely to ever remain in sync with the rest of the network. Unfortunately, RAM is1503

expensive, and the state size can – in the worst case – expand as quickly as the maximum1504

block size. To verify transactions, a node will heavily utilize a CPU. Even the simplest1505

transactions almost always require verifying a digital signature, which is a fairly expensive1506

operation. Worse, specially constructed transactions can be extremely time-consuming to1507

validate (see Section 19.2 for a more detailed description of this issue), and in permission-1508
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less systems, it is necessary to consider worst-case algorithmic complexity to avoid attacks.1509

Finally, this all takes place over a network, and suf�cient networking resources must be de-1510

ployed in order to remain in consensus. Bandwidth is important for all nodes (upstream1511

bandwidth in particular), and latency is critically important for miners. The node must be1512

connected to several other full nodes to exchange data and may also need connection slots1513

and other resources to serve light clients.1514

Perhaps the greatest scaling challenge is with the initial blockchain download and syn-1515

chronization (IBD), which inherently becomes a bigger and bigger problem over time. In1516

Bitcoin, IBD could well be impractical today were it not for a custom cryptographic library1517

– libsecp256k1– that veri�es signatures dramatically faster than OpenSSL, which was used1518

before [58]. After exhausting the low-hanging fruits of performance improvements, IBD1519

performance will likely take longer and longer. This can create a potential DevOps prob-1520

lem, as it is typical to resynchronize a node any time validation code changes. If it takes1521

a month to synchronize, development will be signi�cantly hampered. Far worse, if IBD1522

becomes impossible or suf�ciently challenging, the free entry condition of permissionless1523

networks may be violated.1524

Performance is especially important for miners and, more broadly, those who participate in1525

any synchronous consensus protocol. The latency of block propagation is a major contrib-1526

utor to the centralization of power among consensus-participating nodes and is discussed1527

in detail in Section 10.2.1. In short, larger miners are more likely to win in block "races"1528

when two miners mine blocks at around the same time. With higher latency – such as1529

that caused by larger blocks – more forks will occur, providing the larger miner with dis-1530

proportionate rewards over time. Some argue that this is acceptable or even desirable and1531

represents a healthy competition that results in miners upgrading their hardware and pro-1532

visioning greater bandwidth access, which can lead to an increase in TPS. Bitcoin Core1533

contributor Peter Todd responded to this by pointing out that requiring miners to dedicate1534

more resources to survive actually reduces decentralization and makes those TPS worth1535

less:1536

What's tricky is designing a Bitcoin protocol that creates the appropriate in-1537

centives for mining to remain decentralized, so we get good value for the large1538

amount of money being sent to miners. I've often likened this task to building1539

a robot to go to the grocery store to buy milk for you. If that robot doesn't have1540

a nose, before long store owners are going to realise it can't tell the difference1541

between unspoilt and spoilt milk, and you're going to get ripped off paying1542

for a bunch of spoiled milk. Designing a Bitcoin protocol where we expect1543

"competition" to result in smaller miners in more geographically decentralized1544

places to get outcompeted by larger miners who are more geographically cen-1545

tralized gets us bad value for our money. Sure it's "self-correcting", but not in1546

a way that we want. [59]1547

Block propagation latency is not the only incentives-related factor that can lead to cen-1548
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tralization in the absence of a suf�ciently small maximum block size. For instance, in a1549

system with no single hard limit on the maximum block size (where miners communicate1550

their own desired limits instead), consensus becomes unstable and can lead to lengthy forks1551

that bene�t miners of larger blocks at the expense of those who can only process smaller1552

blocks [60]. More to the point, miners who are able to handle larger blocks can form a "car-1553

tel" of sorts that increases the block size and makes smaller miners unpro�table [60]. A1554

similar cartel-forming result is likely to hold if the maximum block size is suf�ciently high,1555

even if there is agreement on it. The break-even cost for a miner to include a transaction1556

in a block decreases as the mining pool size increases because orphan risk decreases. As a1557

result, larger pools will be able to process more transactions and collect more transaction1558

fees from users, forcing smaller miners out of business as the mining dif�culty adjusts.1559

Another major problem with increasing the on-chain throughput of a permissionless system1560

is that miners become more and more incentivized to completely skip validation as the1561

burden of validation increases. Miners would prefer to just assume that a block they receive1562

is valid and start mining on top of it, which will provide a pro�tability advantage by starting1563

work on the next block more quickly. This is especially signi�cant if transaction fees are not1564

a major portion of the miner reward, which is more likely to be the case with larger block1565

sizes (an increased supply of block space leads to a decrease in the price of transaction1566

inclusion). Unfortunately, this can result in (portions of) the network accepting invalid1567

blocks, which happened on the Bitcoin network on July 4th, 2015 [61]. Six blocks were1568

built on top of an invalid block because enough mining pools failed to validate blocks1569

they received at the time. While full nodes merely experienced a slowdown in the growth1570

of the honest chain, light clients could have been subject to attacks during that period,1571

depending on which nodes they were connected to. If mining nodes had not been the only1572

ones miscon�gured or if non-mining full nodes were not the dominant type of node on the1573

network, the situation could have been catastrophic, as light clients would have followed1574

the invalid chain by default.1575

A potential solution to this problem is the idea of fraud proofs, which was introduced in1576

the previous section (and detailed in Section 15.5). If there were a way for full nodes to1577

send an alert to light clients that proved that a block was invalid, light clients could be1578

prevented from following an invalid chain. Unfortunately, even if fraud proofs could be1579

easily deployed, they would not be a panacea. In order to construct a fraud proof, a full1580

node needs access to the data that proves fraud. However, a malicious miner can construct1581

an invalid block with an otherwise valid block header and simply refuse to publish the1582

fraudulent part of the block. Until the fraudulent data is made available, light clients will1583

follow the invalid chain if they are aware of it. In addition, light clients need to actually1584

receive and validate the fraud proof, but this may be prevented by a Sybil attack. If the1585

network is suf�ciently centralized or light clients do not connect to many different full1586

nodes, an explicit Sybil attack may not even be necessary.1587

While fraud proofs would no doubt be bene�cial, it is concerning to consider what might1588

happen socially if fraud is not immediately detected, especially in a high-TPS system. If1589
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there are not "enough" full nodes (where "enough" is ill-de�ned), it becomes far more1590

challenging to coordinate a response to fraud. Important ecosystem participants may be1591

able to force undesirable rule changes onto the network and suppress fraud proofs for long1592

enough that substantial commerce may occur on the fraudulent chain. If, say, a day passed1593

before the fraud was noticed, the community would need to roll back a day's worth of1594

honest commerce to correct the fraud, which might be suf�ciently damaging on its own1595

that users simply decide to follow the invalid chain anyway. To roll back the chain and1596

continue using the old rules, the community would need to quickly bootstrap a new set of1597

nodes capable of handling the high throughput of the chain. If this task is too challenging,1598

then the fraud is likely to persist.1599

A possible conclusion that one can draw from this is that the bene�ts of permissionless1600

systems may fail to hold at suf�ciently high TPS. When resource requirements become1601

prohibitive for typical end users, the population of full nodes will decrease and may come1602

to be dominated by a handful of large businesses. These few nodes may end up running1603

on centralized cloud services and create a strong risk of correlated failures that hamper the1604

availability of the system. Market concentration also makes the system more susceptible to1605

censorship or coercive rule changes imposed by external actors, such as governments. As1606

a result, a high-throughput permissionless chain may end up losing the free entry condition1607

described in Section 1.6. With few synchronized nodes, there would be little incentive for1608

them to share the blockchain with new nodes hoping to join the network. In fact, there1609

would be strong reasons for them to avoid doing so: not only would this impose a signi�-1610

cant bandwidth cost, but preventing new nodes from synchronizing is an effective way to1611

prevent business competitors from arising. Further, new nodes themselves would have a1612

very challenging time getting synchronized even if current nodes did serve the blockchain.1613

They would need to pay for their own data center provisioning for heavy bandwidth and1614

computation. It is no stretch of the imagination to think that, at this point, identi�cation1615

requirements could be imposed on validators, and the system could devolve into a de facto1616

permissioned network.1617

Despite all of these risks and problems, the scalability potential for permissionless ledgers1618

is not all bad. Even if block sizes must be constrained, the maximum block size need not1619

remain �xed forever (though a hard fork is required in order to increase it). As the under-1620

lying computing resources needed to run a node improve and become cheaper over time,1621

greater throughput becomes possible at the same cost for full validation. In addition, the1622

more (publicly reachable) full nodes there are, the cheaper it becomes to run one. This1623

is because much of the work that a full node performs involves serving others (including1624

IBD), relaying blocks and transactions, and serving light clients. More nodes help spread1625

the burden of these resource-hogging functions. Better networking subprotocols can be1626

deployed in order to reduce the latency of block propagation and its centralizing effects.1627

Some of these protocols are already in use and described in Section 10.2.1. For some ap-1628

plications, scalability can be improved by eschewing a total ordering for transactions, such1629

as with some DAG-based protocols or the reliable broadcast payment schemes mentioned1630
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near the end of Section 1.3. Payment channels and state channels can be used to reduce the1631

amount of data stored on-chain and the bandwidth used to distribute such data, as described1632

in Section 18.2.1. These technologies allow transactions and smart contracts to be executed1633

by only the participants involved instead of the entire network. There are a number of ways1634

to further scale computation, such as adding concurrency to the state machine (see Section1635

18.1.1). Techniques such as optimistic rollups allow most nodes to skip the execution of1636

transactions and rely on rationality assumptions, while zk-rollups allow nodes to skip exe-1637

cution and instead check an easy-to-verify proof of correct execution (see Section 18.2.2).1638

Sharding may be used to distribute the load of computation, bandwidth, and storage among1639

smaller sets of validating nodes, as described in Section 15. Clever use of cryptographic1640

accumulators can reduce the system state to a few kilobytes or less at the cost of increased1641

bandwidth consumption, which may be able to resolve the problem of unbounded state1642

growth. An example of this is the Utreexo proposal, which relies on dynamic hash-based1643

accumulators [62].1644

The most signi�cant problem is bootstrapping a new node with the IBD process. The sys-1645

tem can support a greater amount of activity without imposing a further burden on the1646

initial synchronization process to the extent that many of the above scaling technologies1647

can reduce the demand for block space by keeping transactions off-chain, as is done with1648

payment channels and rollups. Technologies like Utreexo that keep the state size small can1649

improve the synchronization process by allowing it to happen entirely in RAM, obviating1650

the need for slower disk queries. The Mimblewimble protocol, described in Section 18.1,1651

can make the burden of IBD scale with the state size rather than the complete transaction1652

history, which can be a signi�cant difference in practice. More exotic cryptographic con-1653

structions like recursive SNARKs can be used to make IBD near instant, as is done in the1654

Mina protocol, which maintains a constant-sized blockchain of less than 22 KB [63].1655

There are other ways to mitigate the burden of IBD, such as by having either the node1656

software or blockchain include commitments to the system state. While this does not fun-1657

damentally solve the IBD scaling problem, it allows new nodes to become useful more1658

quickly, though at a lower security level that is roughly on par with light clients. For exam-1659

ple, some Ethereum clients have a "Fast Sync" mode that takes advantage of state commit-1660

ments contained in block headers [64]. Fast Sync downloads the full blockchain but skips1661

the execution of transactions prior to a speci�edlaunch block, assuming that transaction1662

execution has been performed correctly up to that point. The node then contacts its peers1663

to request a snapshot of the system state immediately prior to the launch block and veri�es1664

that the hash of the state matches the state commitment in the block header at that point.1665

Afterward, the node performs standard IBD from the launch block toward the chain tip and1666

executes transactions normally.1667

The "assumeutxo" proposal for Bitcoin is similar but with two major differences [65]. First,1668

Bitcoin does not commit to the system state anywhere in the ledger, so a hash of the state is1669

hard-coded into the client software for a block height that is suf�ciently far in the past that a1670

signi�cant amount of work has been proven since that block height. The node must acquire1671

38



NIST IR 8460 ipd
April 2023

the state snapshot itself out of band. Second, while completing the synchronization from1672

the snapshot's block height to the chain tip, a background process starts from the genesis1673

block and executes the complete blockchain up to the assumed valid point to ensure that the1674

state is correct, at which point the security model becomes identical to that of a full node.1675

4. Practical Byzantine Fault Tolerance (PBFT)1676

The celebrated Practical Byzantine Fault Tolerance (PBFT) algorithm by Castro and Liskov1677

[4] was the �rst state machine replication algorithm to possess good enough performance1678

to be used in the real world. Because many other permissioned consensus algorithms have1679

a similar structure to PBFT, this section will describe the system in its entirety. The algo-1680

rithm is secure under the partially synchronous network model and is optimally resilient,1681

remaining secure againstf faulty processes so long asn � 3f + 1. Roughly, the system1682

works as follows:1683

1. A client makes a request to the leader/primary replica.1684

2. The primary broadcasts the request to the secondary replicas.1685

3. Replicas execute the request and reply to the client with the result.1686

4. The client accepts the result after receivingf + 1 replies from different replicas with1687

the same result.1688

In more detail, a client begins with a REQUEST message to the primary with the client1689

ID, the command issued, and a timestamp. When the primary receives the request, they1690

broadcast it and initiate a 3-phase commit (3-PC) process with the rest of the replicas:1691

pre-prepare, prepare, and commit. The �rst two phases – pre-prepare and prepare – totally1692

order the requests that clients sent in the same view even if the primary replica is faulty. The1693

second two phases – prepare and commit – guarantee that committed requests are totally1694

orderedacrossdifferent views. The normal-case operation of the algorithm can be seen in1695

Figure 6 and works as follows:1696

1. Pre-prepare: The primary broadcasts a signed PRE-PREPARE message with a se-1697

quence number, a view number, and a cryptographic digest of the request message.1698

Replicas accept the message if the signature is valid, the digest matches the message,1699

the view is correct, and the sequence number does not match an already accepted1700

sequence number in that view. Because this phase relies solely on the primary and1701

lacks redundancy, packet loss during this phase has the greatest impact on transaction1702

con�rmation latency [66].1703

2. Prepare: If a replica accepts a PRE-PREPARE message, it broadcasts a signed PRE-1704

PARE message to the rest of the replicas, which includes the view number, the se-1705

quence number, the request digest, and the replica's ID. Other replicas accept this1706

message if the signature is valid, the sequence number is correct, and the view num-1707
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Fig. 6. PBFT normal case operation. In this case, C is the client, replica 0 is the primary, and
replica 3 is faulty. [4]

ber matches the replica's current view. A given replica is said to bepreparedif they1708

have seen a REQUEST, a corresponding PRE-PREPARE, and 2f + 1 PREPARE1709

messages from different secondary replicas that match the PRE-PREPARE (includ-1710

ing its own). A replica that is prepared on a given request is also sometimes said to1711

be lockedon that request. Once locked on a request in a given view, a replica will1712

only vote for that request in later views unless it "unlocks" from the request, which1713

would occur if it �nds out that 2f + 1 replicas are not locked on that request in that1714

view or higher. This unlocking occurs when entering the view change subprotocol,1715

as described in Section 4.1.1716

3. Commit: When a replica is prepared, it broadcasts a signed COMMIT message1717

that includes the view and sequence numbers, the replica ID, and the request di-1718

gest. Replicas accept COMMIT messages if the signature is valid and the additional1719

data matches. A replica is said to becommitted-localif it is prepared and has ac-1720

cepted 2f + 1 COMMITs from different replicas (including itself) that match the1721

PRE-PREPARE for a given request. A request is said to becommittedif f + 1 non-1722

faulty replicas are prepared on that message. The commit phase enforces that if a1723

non-faulty replica is committed-local on a given request, then the request is commit-1724

ted globally. A set of 2f + 1 COMMIT messages from different replicas is sometimes1725

called acommit certi�cateor quorum certi�cate.1726

Replicas execute the request when they are committed-local on it and when their state1727

re�ects the sequential execution of all requests with lower sequence numbers. Replicas1728

respond to the client with a REPLY message with the current view number, the timestamp1729

of the request, the replica ID, and the result of executing the operation. The client accepts1730

after seeingf + 1 matching replies from distinct replicas. This typical execution of the1731

protocol has communication complexity ofO(n2) when the proposer is honest and the1732

network is synchronous because every replica must communicate with every other replica.1733

The protocol described above creates an append-only totally ordered log of client-issued1734
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transactions that grows without bound. For performance reasons, it would be bene�cial1735

if replicas could discard old transactions instead of storing them permanently. Further, if1736

a problem arises that causes a replica to fall out of sync with other replicas, it would be1737

desirable to have a recovery procedure to acquire the missing state or lost messages. A1738

checkpointing subprotocol is used to safely delete old transactions while creating a "proof1739

of correctness" that allows a replica to trust that the state provided during recovery is the1740

agreed-upon state of the remainder of the honest replicas. For safety, replicas cannot delete1741

messages until they know that the associated transactions have been executed by at least1742

f + 1 honest replicas and that it can prove this during the view-change subprotocol.1743

A checkpointis generated periodically, such as after a constant number of requests have1744

been executed. When a replica generates a checkpoint, it broadcasts a signed CHECK-1745

POINT message that includes the most recent sequence number and a digest of the state.1746

Replicas store these messages until they receive 2f + 1 CHECKPOINT messages for the1747

same sequence number and digest, at which point the checkpoint is consideredstable, and1748

these 2f + 1 messages constitute a proof of correctness for the checkpoint. When a replica1749

has a proof of correctness for a checkpoint, the message log for requests up to that sequence1750

number can be discarded. This method involves taking a snapshot of the system state. The1751

system may halt for a few seconds while replicas save their state and stop processing re-1752

quests. This can be mitigated by having replicas stagger when they take state snapshots1753

[67].1754

4.1. PBFT View Change1755

The view change subprotocol provides liveness by allowing the state machine to make1756

progress even when the leader is faulty. At most, liveness can be impeded byf faulty1757

primaries in a row. The subprotocol ensures that replicas agree on the sequence number of1758

requests that commit locally in different views at different replicas.1759

Secondary replicas start a timer whenever they receive a request (and double the timer1760

length if the view change fails for viewv+ 1 before attempting another view change to1761

v+ 2). If the timer expires, the replica initiates a view change and stops accepting messages1762

within the old view. It sends a signed VIEW-CHANGE message with the new view number,1763

the sequence number of the last stable checkpoint and its correctness proof, and the set of1764

valid PRE-PREPARE/PREPARE messages for requests that have not been committed yet1765

in the old view. When the new presumptive primary receives this message from 2f + 11766

replicas, it broadcasts a signed NEW-VIEW message with the new view number, the set1767

of valid VIEW-CHANGE messages received, and a set of PRE-PREPARE messages with1768

the new view number. At this point, the primary moves to the new view, and replicas1769

accept the new view if the signature is valid, the view number is correct, and the set of1770

PRE-PREPAREs is valid. The secondary replicas broadcast PREPARE messages for each1771

of these and move into the next view.1772

If a replica receivesf + 1 valid VIEW-CHANGE messages for views that are not the1773
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replica's current view, it will broadcast a VIEW-CHANGE for the lowest view in the set1774

(whether its timer has expired or not) to prevent it from starting a new view change too late.1775

The communication complexity of the view change subprotocol isO(n3). The cubic mes-1776

sage complexity comes from requiring the new primary to broadcast a NEW-VIEW mes-1777

sage with quadratic size that contains 2f + 1 commit certi�cates, where each commit cer-1778

ti�cate contains 2f + 1 messages. Because there can be up tof leader failures, even under1779

synchrony, PBFT has worst-case complexity ofO( f n3) or O(n4). More information on1780

view change protocols can be found in Section 7.6.1781

4.2. PBFT Security1782

While rigorous security proofs are out of scope for this document, it is important to un-1783

derstand why algorithms like PBFT are secure, at least informally. PBFT has optimal1784

resilience for a partially synchronous (or asynchronous) protocol, such that the number of1785

replicasn � 3f + 1. If up to f replicas are faulty or have their messages delayed, an honest1786

replica must be able to proceed to the next step of the protocol after having communicated1787

with only n� f replicas. It is possible that thosef missing replicas were actually honest,1788

but network asynchrony has delayed their messages. This implies thatf out of then� f1789

communicating replicas may in fact be faulty. Safety requires that a replica must hear from1790

more honest replicas than faulty ones, so thatn� 2f > f , which implies thatn > 3f .1791

Many BFT protocols make their security arguments based onByzantine quorums[68] (a1792

generalization of which is discussed in Section 7.5). The idea is that a set of replicas can1793

be divided into a collection of subsets of replicas, called quorums, such that each pair of1794

quorums intersects at a minimum of one honest replica. In theory, each quorum can act1795

independently on behalf of the system, andquorum intersectionguarantees that operations1796

performed by distinct quorums maintain consistency. To see this, suppose two different1797

transactions at the same position gain2n
3 votes (tx1 and tx2). Then a set of2n

3 distinct1798

replicas (Q1) voted fortx1, and another set of distinct replicas (Q2) voted fortx2. Then1799

jQ1 \ Q2j � 2n
3 + 2n

3 � n = n
3. By assumption, fewer thann3 replicas are corrupt, so an1800

honest replica is in the setf Q1 \ Q2g and voted for both transactions at the same position.1801

However, this is ruled out by the invariant that an honest replica will only vote for one1802

transaction at any given position.1803

Across multiple views, a locking mechanism provides safety at the end of the prepare1804

phase. Iftx1 is committed in a view, then a quorum of replicas must have locked ontx11805

in that view. If that quorum contains an honest replica that unlocks fromtx1, then another1806

quorum must be claiming to not be locked ontx1. The intersection of these two quorums1807

contains at least one honest replica, but this honest replica would need to falsely claim that1808

it is not locked ontx1, which is a contradiction. This demonstrates why 3-PC is necessary1809

instead of 2-PC. A 2-phase commit would fail to achieve safety because a replica cannot1810

guarantee that it will be prepared or locked by a suf�cient number of honest replicas. That1811

is, the replica would not know thatf + 1 honest replicas are prepared until receiving 2f + 11812
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votes in the commit step. Without this assurance, two different requests could be committed1813

at the same sequence number, violating safety. In fact, the "delegated BFT" algorithm used1814

in the NEO blockchain system was essentially a two-phase version of PBFT with safety1815

violations across view changes, and �xing the system involved adding the commit step1816

back in [69, 70].1817

As discussed earlier, PBFT's liveness is ensured by the view change subprotocol. Liveness1818

can be framed in terms ofquorum availability, which requires a full quorum of 2f + 1 hon-1819

est replicas available to respond to an honest leader within a view. Assuming that message1820

delays do not grow exponentially, quorum availability is achieved via three mechanisms:1821

1. To avoid initiating a view change too quickly, replicas use a timer that grows ex-1822

ponentially with failed attempts at view changes. Exponential growth creates longer1823

and longer periods in which replicas can synchronize their views and achieve quorum1824

availability during a period of network synchrony.1825

2. To avoid initiating a view change too late, after receivingf + 1 VIEW-CHANGE1826

messages from other replicas, a replica will broadcast their own VIEW-CHANGE1827

message even if the timer has not run out. This helps bring a lagging replica up to1828

speed more quickly once they know at least one other honest replica wants to change1829

views, and it prevents faulty replicas from forcing view changes too frequently.1830

3. Faulty leaders cannot inde�nitely hinder progress because there can only be faulty1831

leaders forf views in a row at most.1832

In PBFT, view changes only occur when leaders appear unresponsive or malicious to at1833

least one honest replica. This has an interesting consequence for liveness in that transaction1834

censorship cannot reliably be proven by a client. If a primary refused to order transactions1835

from a particular client (or based on any other criteria), the client would be unable to prove1836

this and force a view change. Therefore, despite formal liveness guarantees, it is possible1837

for a primary to censor requests.1838

A well-known, open-source PBFT library is BFT-SMaRt, which includes a slight change to1839

the view change algorithm to make the system more modular [71]. Another implementation1840

designed to be compatible with permissioned versions of Ethereum is called Istanbul BFT.1841

However, the original version had both safety and liveness issues [72, 73], which led to an1842

improved "IBFT 2.0" [74] upon being �xed. An alternative �xed IBFT is the one deployed1843

in the Quorum system [75].1844

4.3. Zyzzyva and Speculative Execution1845

When none of the replicas are faulty, it is possible to signi�cantly improve the performance1846

of BFT protocols. Replicas can execute commands speculatively, assuming that none of1847

the other replicas will experience a fault.1848

Zyzzyva is an algorithm that pioneered this approach [76]. Replicas (speculatively) execute1849
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requests just after receiving the sequence number of the request from the primary and then1850

reply to the client. The client veri�es consistency by checking that it received 3f + 1 replies1851

with the same result. At this point, the replicas do not have a guarantee of consistency,1852

but the client does. In Zyzzyva, the client drives the consensus process by informing the1853

replicas if they detect an issue. When a client receives con�icting responses from replicas,1854

the client sends proof (two signed but con�icting messages) to the replicas in order to1855

initiate a view change. The replicas then "roll back" to a safe state prior to the inconsistent1856

execution and change the primary. This approach improves best-case latency and message1857

complexity but risks substantially worse performance when the primary is faulty.1858

In more detail, the client sets a timer when it makes its request, and if there is a time-out1859

where the client only receives between 2f + 1 and 3f consistent replies, it broadcasts a1860

commit certi�cate to the replicas and starts another timer. Upon receiving 2f + 1 acknowl-1861

edgements of the commit certi�cate, the client considers the request complete. If there is1862

a time-out before receiving 2f + 1 local commit acknowledgements, the client broadcasts1863

the request to every replica. The replicas then start a timer, ask the primary to order the1864

request, and initiate a view change if they do not receive word from the primary that the1865

request was ordered. A diagram of the message �ow for Zyzzyva can be seen in Figure 7.1866

Fig. 7. Zyzzyva's speculative execution. In panel (a), all replicas reply to the client with
consistent results in a timely manner. In panel (b), replica 3 is faulty, so an extra phase of
commit acknowledgement is required. [77]

Because Zyzzyva removes one of PBFT's phases (there is a pre-prepare phase and a second1867

phase), the view change requires adjusting. To safely change views without three phases,1868

an honest replica must not abandon a view until it knows every other correct replica will. To1869

this end, another phase is added to the view change: a correct replica broadcasts a complaint1870

when it suspects that the primary is Byzantine. Any replica that seesf + 1 complaints1871

knows to commit to a view change. This shifts costs from the agreement subprotocol to1872
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the view change subprotocol (so frequent view changes are performance-intensive). An1873

additional adjustment is necessary to ensure that the replicas have a commit certi�cate1874

when they are unanimous: replicas include all order requests (that is, the PRE-PREPAREs)1875

since the last stable checkpoint in their view change messages, and a new honest primary1876

extends the log with all requests that occurred in at leastf + 1 of the 2f + 1 view change1877

messages they received. Note that the original protocol has a safety violation in the view1878

change subprotocol that can be triggered by a faulty primary, which was only found 101879

years later [78].1880

A related protocol, AZyzzyva, does not suffer from the safety violation in Zyzzyva [79].1881

It is essentially the same as Zyzzyva in the optimistic "common case," but it falls back on1882

PBFT when detecting asynchrony or failures. That is, if a client does not receive 3f + 11883

matching replies, it alerts the replicas, and the replicas then send signed message histories1884

to the client. Upon receiving 2f + 1 of these, clients switch to the backup mechanism:1885

send these unforgeable histories to the replicas, and the replicas use PBFT to order a pre-1886

speci�ed number of requests, including the requests from the signed histories. This requires1887

more steps than Zyzzyva on the slow/recovery path and takes longer to switch back to the1888

fast path, but it dramatically simpli�es the codebase without a safety issue.1889

SACZyzzyva uses hardware-assisted trusted monotonic counters to improve upon Zyzzyva1890

[80]. SACZyzzyva inherits the optimal resilience of Zyzzyva and eliminates the need for1891

non-speculative fallback while only requiring a single replica – the primary – to use a1892

trusted monotonic counter at any given time. There must bef + 1 replicas with a trusted1893

component to ensure that there is at least one correct replica that can be primary. The1894

main idea is that the trusted monotonic counter value is attached to a message so that it1895

is detectable if the sender equivocates due to the existence of a hole in the set of counter1896

values. The primary uses the counter to bind a sequence of consecutive counter values to1897

incoming requests to order them without communication between replicas.1898

4.4. A Permissioned DAG: Blockmania1899

Blockmania is a partially synchronous BFT algorithm that effectively embeds PBFT-like1900

messages inside of a DAG [81]. Essentially, there is a leaderless version of a PBFT state1901

machine embedded inside the block content in the DAG, and interpreting the DAG allows1902

for recreating a PBFT execution transcript without requiring the transmission of additional1903

messages. This is possible because replicas "gossip about gossip," or tell each other every-1904

thing they learn from every other replica (a similar approach is used in Hashgraph, which1905

is discussed in Section 6.2). Every honest replica produces a (single) block in each round1906

(hence, being leaderless). To form the DAG, honest replicas include references to all valid1907

blocks they have seen, including contradictory ones, when they create their own blocks.1908

Compared to PBFT, this approach reduces the worst-case communication complexity from1909

O(n4) to O(n2). This performance improvement is because COMMIT, VIEW-CHANGE,1910

and NEW-VIEW messages normally need evidence sent with them, but correctly interpret-1911
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ing the DAG recreates this evidence implicitly.1912

In Blockmania, blocks are referenced as(p;k), wherep is the creator of the block, andk is1913

its sequence number. The block's contents can include both a list of transactions and a list of1914

references to all valid blocks received from other parties. Each replica also stores a current1915

view number,viewp, and a list of input and output messages,inp andoutp. Assuming no1916

timeouts, the normal case operation of the protocol decides on position(p;k) by using a1917

protocol similar to PBFT:1918

1. To propose a blockB as a value for position(p;k), replica p broadcasts a PRE-1919

PREPARE(p;k;B;v) message, wherev is the view number, which begins at 0.1920

2. When a replica receives the �rst PRE-PREPARE message for viewv, if the recipient's1921

viewp = v, it broadcasts a PREPARE(p;k;B;v) message and adds the PREPARE and1922

PRE-PREPARE messages toinp. This is the only block that replicap will prepare in1923

this view.1924

3. Replicas listen for PREPARE(p;k;B;v) messages and add them toinp whenviewp �1925

v. Once the replica has 2f + 1 PREPARE(p;k;B;v) messages and the associated1926

PRE-PREPARE ininp, it broadcasts COMMIT(p;k;B;v).1927

4. Replicas listen for COMMIT(p;k;B;v) messages, adding them toinp whenviewp �1928

v. Once the replica has 2f + 1 COMMIT(p;k;B;v) messages ininp, the replica1929

considersB to be decided at position(p;k). Note thatB may be empty, or? .1930

However, timeouts can occur. This triggers a view change, which happens as follows:1931

1. The replica increasesviewp by one and broadcasts a VIEW-CHANGE(p;k;viewp;S)1932

message, whereSis the set of all PREPARE and PRE-PREPARE messages support-1933

ing a blockB that replicap is prepared on for position(p;k). If the replica has not1934

locked on a value at that position,S= /0. At this point, replicap stops participating1935

in prior views except for potentially receiving more COMMIT messages.1936

2. Replicas wait for VIEW-CHANGE(p;k;viewp;S) messages and add them toinp if1937

v > viewp. When 2f + 1 of these messages have been seen, the replica updatesviewp1938

to v and broadcasts NEW-VIEW(p;k;viewp;V), whereV is the set of 2f + 1 VIEW-1939

CHANGE messages.1940

3. When a replica sees the �rst NEW-VIEW(p;k;v;V) message wherev � viewp and1941

v > 0, the replica setsviewp = v. The replica then checks if any VIEW-CHANGE1942

messages included inV commit to a blockB. If this is the case, the message is1943

interpreted as a PRE-PREPARE(p;k;B;v) message; if not, the replica interprets it as1944

a PRE-PREPARE(p;k;? ;v) message.1945

4. Replicas respond to the implied PRE-PREPARE accordingly and continue on with1946

the protocol as normal.1947
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(a) Correct execution (b) View Change

Fig. 8. Blockmania state machine interpretation example per block for position(3;2). Each
state machine includes a view number (v) and a count for prepare (p) and commit (c)
messages received by the block in red. Theout bu�er is in the red circle below the blocks ('pp'
for PRE-PREPARE, 'pr' for PREPARE, 'cm' for COMMIT, ' vc' for VIEW-CHANGE, and 'nv'
for NEW-VIEW). [81]

Throughout this process, all sent messages are implicitly included inoutp. The protocol1948

does not actually get executed via sending those messages directly. Instead, the protocol is1949

inferred from the block graph, where each block is interpreted as including a set of PBFT1950

state machines for positions that have not yet been decided. Denote a block at position1951

(p;k) asB(p;k). Blocks are associated with the union of messages in theout sets of all state1952

machines contained in the block. When a blockB(p;k) includes a reference to another block1953

B(p0;k0), a replica interprets this as replicap0sending replicap the messages that are included1954

in the theout buffer ofB(p0;k0). Those messages are then used to make progress in the PBFT1955

state machines of blockB(p;k) based on the ordered sequence of block references. New1956

messages are added to the block'sout buffer as the various state machines are interpreted1957

while validating the block. When �rst attempting to decide on position(p0;k0), the replica1958

inserts a PRE-PREPARE(p0;k0;B(p0;k0);v = 0) message, which is then included in itsout1959

buffer. Eventually, when a PBFT state machine embedded in the DAG decides, then the1960

replica interpreting the state machine considers it decided as well. Once decisions are made1961

for all n blocks for roundk, a total ordering of transactions can be derived in some agreed1962

upon way, such as the included fee.1963

See Figure 8 for an example of interpreting the DAG. Note that only the blocks are broad-1964

cast; the material in red is only interpreted from the block but never sent as a separate net-1965

work communication. Figure 8a is a good execution, and Figure 8b shows a view change1966

when replica 3 is faulty.1967

An advantage of interpreting a PBFT state machine rather than fully executing PBFT is that1968
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replicas can simply propagate blocks via gossip instead of having a complicated network-1969

ing stack that handles the various message types. This can continue seamlessly even when1970

view changes are occurring. In addition to the quadratic worst-case performance improve-1971

ment over PBFT, Blockmania has low overhead due to interpreting blocks as messages1972

themselves. Note that any deterministic BFT algorithm, not just PBFT, can be embedded1973

in a communication DAG in this way [82].1974

5. Modern High-Performance Blockchains1975

Recently, a line of work has dramatically improved the simplicity and performance of BFT1976

algorithms via pipelining and eliminating the need for a separate view change algorithm,1977

among other innovations.1978

5.1. Streamlined Blockchains1979

The so-called "streamlined" blockchain is a generalization of a class of newer SMR con-1980

sensus algorithms that are simple and highly performant [83, 84]. The simplicity of this1981

approach makes it ideal for introducing more speci�c algorithms that have similar bene�ts,1982

such as HotStuff, Casper-FFG, Tendermint, PiLi, and PaLa.1983

Classical BFT protocols had what might be called a "normal mode" and a "recovery mode."1984

The normal mode is potentially simple: a designated proposer proposes a block by signing1985

it, other replicas vote on it by signing it, and it becomes �nalized upon receiving2n
3 dis-1986

tinct votes. This assures consistency when fewer thann
3 nodes are Byzantine, even if the1987

proposer is Byzantine, regardless of network assumptions. However, a Byzantine proposer1988

can stall liveness by not proposing anything or sending con�icting proposals, which neces-1989

sitates a "recovery mode" (view change) to address liveness. Unfortunately, changes to the1990

normal mode must be made to make the recovery mode work.1991

This motivates modern protocols that dispense with the view change entirely. Streamlined1992

blockchains, such as the Streamlet protocol described below, provide an opportunity to1993

elect a new leader in every epoch, so view changes are baked into the normal mode [84].1994

They support multiple proposer-election policies, including the more equitable policy of1995

rotating every block and the more stable and performant policy in which rotation only1996

occurs upon suspicion of misbehavior. Optimizations can be applied to the streamlined1997

approach to improve upon the constant performance parameters presented here, which are1998

not tight. Rather, the presentation is meant to be simple and easy to understand.1999

A partially synchronous version of the Streamlet protocol is presented here. Note that there2000

is an implicit assumption that whenever a replica observes a new message, it echoes it2001

to everyone else. In the following, a block is considerednotarizedupon receiving more2002

than 2n
3 votes from distinct replicas, and a chain is considered notarized when the blocks it2003

includes are all notarized. The protocol follows aPropose-Vote-Finalizeparadigm:2004
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Fig. 9. Streamlet Finalization Rule. All blocks are notarized. The chain pre�x up to the
epoch-6 block is �nalized (” ? � 2� 5� 6”) once a replica has seen blocks 5, 6, and 7 built
atop one another. There cannot be another block notarized at the same height as epoch-6, so
chain” ? � 1� 3” cannot grow further. [84]

1. Propose: The primary replica for the current epoch proposes a new block that ex-2005

tends from the longest notarized chain it has seen and breaks ties arbitrarily.2006

2. Vote: Replicas vote for the �rst proposal they see from the epoch's leader if the2007

proposed block is appended to one of the longest notarized chains that the replica has2008

seen. They do so by signing the proposed block.2009

3. Finalize: When there are three adjacent blocks with consecutive epoch numbers in2010

any notarized chain, replicas �nalize the pre�x of the chain up to the second of the2011

three blocks (see Figure 9).2012

To make the Streamlet protocol synchronous (and thus honest majority), this paradigm is2013

tweaked by 1) decreasing the notarization requirement from> 2n
3 to > n

2, 2) adjusting the2014

�nalization rule to require six consecutive epochs in a notarized chain in order to �nalize2015

the pre�x of the chain with the last �ve blocks removed, and 3) requiring that the six blocks2016

in consecutive epochs do not have con�icting notarizations at the same lengths at the time2017

of �nalization.2018

5.2. PiLi and PaLa2019

The protocols in this section follow the samePropose-Vote-Finalizeparadigm with some2020

adjustments in order to attainoptimistic responsiveness. Responsivenessis the property2021

that transactions are processed without reliance on synchrony. That is, processing depends2022

on the actual network delayd, which may be signi�cantly less than worst-case delay:2023

d << D. Synchronous protocols usually have slow con�rmation latency becauseD must2024

be set conservatively for safety reasons. The idea of optimistic responsiveness – in which2025

a protocol is responsive under certain good conditions – was introduced in [85], which2026

showed that a3n
4 supermajority of honest and online replicas are necessary to attain this2027

property for any honest majority protocol.2028
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The PiLi protocol is secure against rushing adversaries in a weakly synchronous network2029

model, which provides resilience to node churn [86]. It attains optimistic responsiveness2030

when3n
4 honest nodes remain online and the proposer is among them. Ifn

2 honest nodes are2031

online for the length of the con�rmation delay, transactions are con�rmed in an expected2032

constant number of synchronous rounds. Consistency is guaranteed for all honest nodes,2033

even those that drop of�ine sometimes, as long as the total number of of�ine and corrupt2034

nodes are less thann2. This makes the protocol more robust than classical synchronous2035

consensus. Compared to the synchronous Streamlet protocol, PiLi gains these advantages2036

at the expense of worse �nalization latency.2037

In the PiLi protocol, a block is considered notarized upon receiving votes from the majority2038

of voters. The �nalization rule is that if a notarized chain ends with 13 consecutive epochs,2039

the trailing eight blocks and the chain pre�x are considered �nal. De�ne anormal block2040

to be one where its epoch number is one greater than its parent's epoch number and askip2041

block to be one with an epoch number that is a multiple of 16 and at least 16 epochs apart2042

from its parent.2043

In each epoch, the leader proposes a block that extends thefreshestnotarized chain it has2044

seen (the freshest chain is the one whose chain tip has the higher epoch number). Replicas2045

then vote on the �rst valid proposal they see, given that 1) the block extends from a parent2046

block of an epoch no older than the freshest notarized chain that the replica had seen by2047

the beginning of the previous epoch, and 2) if the block is not a skip block itself, then2048

the replica has not observed any notarizations for con�icting blocks with the same epoch2049

number for every block in the chain since the last skip block in the chain that the proposed2050

block extends from.2051

Further, at the beginning of each epoch, replicas set a timer. If the timer goes off, replicas2052

send each other timeout messages and advance to the next epoch upon receiving timeout2053

messages from the majority of replicas. Alternatively, when anepoche block receives votes2054

from a 3n
4 supermajority of voters, anepoche+ 1 block can be proposed and immediately2055

voted on by the the leader of epoche+ 1, thus achieving optimistic responsiveness.2056

For weak synchrony, replicas must only believe in "no-con�ict" (that is, condition 2 above)2057

if the majority of nodes con�rm that belief rather than just using their own view. Voting on2058

a block acts as an attestation that the replica has not seen recent con�icts, so a notarization2059

on a block means that many replicas have not seen con�icts. Skip blocks prevent a denial-2060

of-service attack where corrupt replicas double-vote, preventing honest nodes from voting2061

due to con�ict. Refusing to vote acts as a "complaint" that temporarily halts chain growth,2062

but progress continues when an honest node produces a skip block during a period of2063

synchrony.2064

A related protocol is the partially synchronous PaLa protocol, which toleratesn
3 corruptions2065

[87]. For PaLa, notarization requires2n
3 votes. If two blocks are built on top of each other2066

in back-to-back epochs, the �rst of them is �nalized. The protocol description de�nes the2067
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terms "second" and "minute" using the constantc = 6, where a second iscD and a minute2068

is c2D.2069

In each epoche, a node is elected to be the proposer. If the proposer's chain ends with a2070

block from epoche� 1, they immediately propose a new block. If their chain ends with a2071

block from an epoch earlier thane� 1 (that is, the prior proposer's block was not included),2072

they wait for one second to potentially receive a fresher chain before proposing a new block.2073

Whenever a replica during epochereceives anepoche block, it votes for the block if 1) it is2074

consistent with the existing chain, 2) at least as fresh as the chain they saw at the beginning2075

of epoche, and 3) it has not previously signed a block for this epoch.2076

A replica advances to epochewhen it is currently in an epoch earlier thaneand either of the2077

following occur: it sees a notarized chain for epoche� 1, or it receives signedtimeout(e)2078

messages from more than2n
3 replicas. Replicas set a timer for one minute upon entering2079

epoche� 1 before broadcasting atimeout(e) message.2080

Because the replicas must wait to collect notarizations for each block of the entire chain2081

before voting on the next block, performance can be hindered signi�cantly in high latency2082

environments, even when there is considerable bandwidth available. This motivates the2083

"doubly pipelined" variant of PaLa, which rotates leaders less frequently and has better2084

performance. Here, replicas vote even if not all notarizations have been collected for the2085

ancestor chain so long as the number of blocks at the tip that are not notarized is bounded2086

by a security parameterk (with the above scheme havingk = 1), and �nalization requires2087

k consecutively notarized blocks. For the current epoch, a proposer can repeatedly propose2088

blocks so long as there are fewer thank proposed but not notarized blocks at the end of the2089

chain.2090

PaLa allows committee recon�guration to be done for half of the committee at a time,2091

splitting the recon�guration among two consecutive sets ofk blocks to maintain safety2092

when half of the committee has switched, assuming that each committee-half has fewer2093

than n
3 corruptions.2094

5.3. HotStu�2095

HotStuff is a state-of-the-art high-performance BFT algorithm that utilizes pipelining while2096

remaining secure in partially synchronous networks [88]. A synchronous version will be2097

introduced later in this section [89], and an asynchronous version called VABA has also2098

been proposed [90]. A variant of HotStuff is slated to be used in the Libra cryptocurrency2099

(later renamed as Diem) [91].2100

The protocol has optimistic responsiveness,O(n) communication complexity when the pro-2101

poser is honest,O(n) communication complexity for view changes, andO( f n) worst-case2102

complexity with f leader failures. That is, compared to PBFT, the view change procedure2103

has a quadratic reduction in communication complexity. The cost of having a new leader2104

drive consensus is no greater than that for the current leader, which supports frequent leader2105
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changes. These improvements come at the cost of adding an extra phase to each view. If2106

the new pre-commit phase were removed, then liveness could be permanently stalled by an2107

attacker. Note that there are similar protocols, such as Tendermint and Casper FFG, that2108

make a different design choice and sacri�ce optimistic responsiveness in order to avoid2109

adding the extra phase.2110

The protocol de�nes a "quorum certi�cate" (QC) – sometimes also called a "commit cer-2111

ti�cate" – as n� f votes on a proposal. These quorum certi�cates serve as proof that a2112

suf�cient number of replicas agree on something and may have different names depending2113

on what they are used for.2114

The PBFT view change involves a proposer broadcasting proof from 2f + 1 replicas about2115

their highest commit certi�cates, each of which includes 2f + 1 signatures. HotStuff im-2116

proves upon this by a linear factor by including only one commit certi�cate and adding2117

a rule that replicas only unlock a commit vote if they receive a commit certi�cate from a2118

higher phase. An additional linear improvement to communication complexity comes from2119

using aggregated threshold signatures instead of individual signatures and sending them to2120

the leader instead of broadcasting them to everyone.2121

When entering a new view or after a timeout occurs, replicas transmit NEW-VIEW mes-2122

sages that includeprepareQC, which is the highest QC for which a replica has voted to2123

pre-commit. Replicas also storelockedQC, which is the highest QC for which the replica2124

has voted to commit, and use theSa f eNode() predicate to decide whether a proposal is safe2125

to accept. The predicate is true if either of the following holds: the proposal extends from2126

the currently locked node (to maintain safety), or the proposal has a higher view number2127

than the currentlockedQC(to maintain liveness). The basic partially synchronous HotStuff2128

algorithm is described here before pipelining is added:2129

1. Prepare: As leader, wait forn� f NEW-VIEW messages, select the highestprepareQC2130

included, and denote ithighQC. The leader creates a proposal that extends from this2131

block and broadcasts a PREPARE message with the proposal andhighQCjustifying2132

its safety. Upon receiving a PREPARE message, other replicas decide to accept it or2133

not usingSa f eNode() and send a PREPARE message with a (partial) signature on2134

the proposal to the leader.2135

2. Pre-commit: When the leader receivesn � f PREPARE votes on their proposal,2136

they aggregate them into aprepareQCthat is then broadcast in a PRE-COMMIT2137

message. Replicas respond to the leader with a signed PRE-COMMIT message on2138

the proposal.2139

3. Commit: When the leader receivesn� f PRE-COMMIT votes on their proposal,2140

they aggregate them into aprecommitQCthat is then broadcast in a COMMIT mes-2141

sage, and replicas respond with their COMMIT vote. At this point, replicas set their2142

lockedQCto theprecommitQCthey received.2143
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Fig. 10. Pipelining in Chained HotStu�. A quorum certi�cate is simultaneously used in
di�erent phases of the protocol to improve e�ciency. [88]

4. Decide: When the leader receivesn� f COMMIT votes, they combine them into2144

a commitQCand broadcast it in a DECIDE message. Upon receiving a DECIDE2145

message, a replica considers the proposal linked to thecommitQCto be committed,2146

executes the commands, and moves to the next view.2147

The pipelined version of HotStuff is dubbed "Chained HotStuff" and works by having one2148

epoch's commit step be executed during the next epoch's prepare phase. The idea is de-2149

picted in Figure 10.2150

Chained HotStuff improves upon the basic algorithm above by initiating a new view on2151

every prepare phase. This not only allows pipelining but also reduces the scheme to two2152

message types: NEW-VIEW and GENERIC. During the prepare phase of viewv, the leader2153

collects other replicas' votes into agenericQC, which is then sent to the next views' leader2154

as part of delegating the next phase of the protocol. Instead of following through with a2155

pre-commit phase, the new leader initiates a new prepare phase with its own proposal for2156

view v+ 1. That is, this second prepare phase is the prepare phase for viewv+ 1 while2157

simultaneously satisfying the pre-commit phase for viewv. This continues such that the2158

prepare phase in viewv+ 2 acts as the pre-commit phase for viewv+ 1 as well as the2159

commit phase for viewv.2160

Each block contains a quorum certi�cate which may or may not point to the direct par-2161

ent block of the chain. When a blockb� has a QC that refers to (and thusjusti�es)2162

a direct parent, it is called a "One-Chain." That is,b � :QC:block= b � :parent. De�ne2163

b00= b� :QC:block. Then blockb� is a Two-Chain if it is a One-Chain andb00:QC:block=2164

b00:parent. It forms a Three-Chain ifb00forms a Two-Chain. There may also be gaps, which2165

represent leader failures. Assume the chain of justi�cations isb  b0 b00 b� . When2166

b� is a One-Chain, the prepare phase ofb00has succeeded. Whenb� is a Two-Chain, then2167

the pre-commit of blockb0has succeeded. Whenb� is a Three-Chain, the commit phase of2168

blockb has succeeded, andb is committed and �nal. This is illustrated in Figure 11.2169

In more detail, Chained HotStuff works as follows. For each viewv, the leader of the view2170

will update theirhighQCbased on NEW-VIEW messages received and updategenericQC2171

if highQCis higher. They then create a proposalb� and begin the prepare phase by sending2172

a GENERIC message.2173
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Fig. 11. Chained HotStu� justi�cation. The blocks forv4, v5, and v6 form a Three-Chain,
whereasv8 fails to form a One-Chain.v8 also shows a quorum certi�cate that justi�es a block
that is not the direct parent of the block proposed in that view. Instead, the parent is a dummy
block that represents the leader failure inv7. [88]

Each replica then checks the predicateSa f eNode(b� ), and if it evaluates to true, they send2174

a GENERIC vote onb� to the leader of viewv+ 1. If b� :parent= b00, the replica updates2175

genericQCto b� :QC. Here,b� is a One-Chain, so the prepare phase forb00has succeeded,2176

and the replica begins to pre-commit onb00. If b � :parent= b00andb00:parent= b0, the2177

replica updateslockedQCto b00:QC. This means thatb� is a Two-Chain, so the replica2178

enters the commit phase ofb� 's grandparent,b0. If b � :parent= b00, b00:parent= b0, and2179

b0:parent= b, then the replica executes commands throughb and responds to clients. That2180

is, whenb� is a Three-Chain, the replica enters the decide phase onb� 's great-grandparent,2181

b. The leader of the next view waits for all messages until they seen� f votes on a proposal2182

and then updates their owngenericQC.2183

5.3.1. Sync HotStu�2184

There is also a HotStuff variant intended for synchronous and weakly synchronous net-2185

works [89]. This variant has nearly optimal latency of 2D (+ O(d)), optimistic responsive-2186

ness with> 3n
4 honest replicas (which requires larger QCs than those used above), and2187

tolerates up ton
2 corruptions. Sync HotStuff removes the need for lock-step execution2188

that PiLi has and thus dramatically reduces �nalization latency from what would otherwise2189

be between 40D and 65D. The key trick is to move the synchronous waiting periods off2190

the critical path, and the only step that requires waitingO(D) time is to check for leader2191

equivocation before committing.2192

Leaders propose blocks, and then replicas vote on the proposal as soon as they have seen2193

it so long as they have not seen an equivocating proposal. Replicas then start a timer for2194

2D. The proposal is committed if the timer goes off, the view has not changed, and there2195

has not been equivocation. Replicas begin timers for subsequent heights without waiting2196

for the previous height to commit, so they may have numerous commit timers running2197

simultaneously at different heights. View changes are initiated upon detecting equivocation2198

or the leader failing to propose a block within 2D.2199

For weakly synchronous networks, the above is changed so that the timer to commit blockk2200

begins after receivingf + 1 proposals for blockk+ 1 (which has the certi�cate fork). When2201

timeouts occur, replicas broadcast commit messages for blockk, and replicas commit after2202

seeingf + 1 commit messages.2203
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In Sync HotStuff, if a replica votes at timet, the commit is considered safe at timet + 2D.2204

Waiting for 2D provides safety because the replica's vote reaches all honest replicas by2205

t + D, at which point they will not vote for an equivocating block. If another replica voted2206

for an equivocating block beforet + D, the �rst replica would have seen it byt + 2D. This2207

also implies that all honest replicas will have voted byt + D, so a QC will form byt + 2D,2208

ensuring safety.2209

An earlier version of the protocol suffered from a "force-locking" attack that removed2210

safety from the synchronous version and liveness from all versions but has since been �xed2211

[92].2212

5.4. Further Optimizing Latency2213

It is possible to obtain optimistic responsiveness with lower latency than the protocols2214

described above using protocols similar to PiLi and Sync HotStuff [93]. The challenge of2215

optimizing for latency is in handling the situation where it is unclear whether the fast-path2216

optimistic conditions are met. If it is clear that the optimistic conditions hold, there are2217

latency-optimized protocols to use for that setting.2218

When an optimistically responsive commit rule and a slower synchronous commit rule ex-2219

ist in synchronous protocols, the sum of the latencies of the two rules must be at least 2D,2220

such that when a faster optimistic commit rule is used, the synchronous commit rule must2221

be correspondingly slower to make up for it [93]. For example, if the optimistic commit2222

path requires 0:5D to commit, then the synchronous path requires at least 1:5D to commit.2223

In Sync HotStuff, the synchronous slow-path latency is 2D, while the fast path commit la-2224

tency is 2d, so it is not fully optimal. Further, switching between the optimistic and the2225

slow paths imposes its own delays of at leastD. The protocols described in [93] achieve op-2226

timistic responsiveness and optimal latency simultaneously by removing the explicit switch2227

between fast and slow paths and making it such that replicas need not know which path they2228

are on; both progress simultaneously. Alternatively, the Apollo SMR protocol has an opti-2229

mistic �nalization latency of( f + 1)d and commits a block everyd time units [94] while2230

maintaining linear communication complexity in the best case. It achieves this by having a2231

block committed wheneverf + 1 blocks are built on top of it, which obviates the need to2232

detect equivocation.2233

6. Asynchronous BFT2234

The protocols described up to this point in the document all fail to maintain liveness when2235

messages may be arbitrarily delayed and synchronous ones further lose their safety. Even2236

when partially synchronous timing assumptions hold in practice, performance degrades2237

rapidly in an unpredictable network, and throughput fails to quickly recover after a tempo-2238

rary network partition. In contrast, asynchronous protocols are able to continue con�rming2239

transactions at network speed as protocol messages arrive, regardless of the message delay2240
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or ordering. These protocols do not rely on timeout mechanisms, which may make them2241

easier to implement.2242

To see how liveness fails under partial synchrony, one may consider the following adver-2243

sarial network scheduler attacking an execution of PBFT, which results in zero throughput.2244

Assume that a single replica has suffered a crash fault. The adversarial scheduler induces2245

message delays whenever the leader is honest, causing an eventual view change on time-2246

outs and thus moving to the next leader. At some point, the crashed replica becomes the2247

next leader, and the scheduler quickly delivers all messages between honest replicas. Un-2248

fortunately, because the leader is crashed, there is still no progress made. The existence2249

of synchronous periods where messages are delivered is insuf�cient to maintain liveness2250

because they occur at times when the algorithm is unable to make use of them. An asyn-2251

chronous protocol, on the other hand, would make progress and con�rm transactions during2252

these synchronous periods.2253

Because the timeout interval (usually) increases exponentially in partially synchronous pro-2254

tocols, even a limited version of this network attack would dramatically slow the network's2255

recovery from a partition. If a replica is crashed, the network is partitioned for a length of2256

2DD, and the scheduler heals the network when the crashed node is supposed to become2257

leader, then there is a 2D+ 1D delay before starting a new view change despite the network2258

being synchronous. Again, an asynchronous protocol would begin con�rming transactions2259

immediately during this period.2260

6.1. HoneyBadgerBFT2261

The �rst practical asynchronous BFT algorithm designed was the leaderless HoneyBad-2262

gerBFT, which utilizes randomization to overcome FLP impossibility [95]. HoneyBad-2263

gerBFT provides security against static adversaries but can be secure against adaptive ad-2264

versaries by substituting in different cryptographic primitives at the cost of worse perfor-2265

mance [96]. The primary novelty is a reduction from atomic broadcast to the asynchronous2266

common subset (ACS) primitive, which was improved fromO(n2) to O(1) (the prior state-2267

of-the-art was from [97]) but also uses threshold decryption for censorship resistance and2268

improving liveness.2269

An ACS protocol allows each replica to propose a value and then ensures that every replica2270

outputs a common vector that includes the input values from at leastn� 2f correct replicas.2271

One can create a state machine replication protocol by simply having each replica propose2272

a set of transactions as input into the ACS primitive with the output being the union of the2273

transactions. ACS has the following requirements:2274

• Agreement – If an honest replica outputsv, then every replica outputsv.2275

• Validity – If an honest replica outputs a setv, thenjvj � n � f andv contains the2276

inputs of at leastn� 2f honest replicas.2277
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Fig. 12. HoneyBadgerBFT's ACS structure. There aren instances of reliable broadcast
followed byn instances of asynchronous binary agreement. [98]

• Totality – If n� f honest replicas receive an input, then all honest replicas produce2278

an output.2279

ACS protocols typically involve two phases: 1) reliable broadcast to distribute each replica's2280

proposed values and 2) asynchronous binary Byzantine agreement (sometimes abbreviated2281

as ABA or ABBA) to decide on a bit vector that indicates which reliable broadcasts have2282

completed. The structure of HoneyBadgerBFT's ACS protocol can be seen in Figure 12.2283

The HoneyBadgerBFT algorithm is composed of a variety of subprotocols, including an ex-2284

pected constant-time ABA protocol, threshold signatures to produce the common coins re-2285

quired for the ABA protocol, a bandwidth-ef�cient reliable broadcast protocol, and thresh-2286

old decryption. The protocol idea is simple: if the maximum block size isB and there2287

aren replicas, each replica will randomly chooseB
n transactions from their mempools and2288

encrypt them. This encrypted set is then passed into the ACS protocol, which outputs2289

the common subset of transactions. Each replica then performs its share of decryption on2290

the common subset and broadcasts its decryption share. Upon receivingf + 1 decryption2291

shares, replicas fully decrypt the transaction set. The block that results is the canonically2292

sorted set of transactions.2293

Note how ef�ciency is improved by having honest replicas try to propose disjoint subsets.2294

By having replicas pick transactions randomly, it is expected that each transaction is only2295

proposed by a single replica. The addition of threshold decryption prevents some types of2296

transaction censorship because replicas will not know which transactions were proposed2297

by whom. A trade-off to this is that a faulty replica may propose invalid transactions in the2298

ACS, which would not be detected until after they are included in a block. This means that2299

after transactions are ordered, the invalid transactions must be removed from the block or2300

at least remain unexecuted.2301

For the reliable broadcast subprotocol, HoneyBadgerBFT actually employs a more sophis-2302
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ticated primitive called asynchronous veri�able information dispersal (AVID). This primi-2303

tive was �rst presented in [99] and combines asynchronous reliable broadcast and erasure2304

coding. The use of erasure coding signi�cantly reduces communication complexity for2305

large messages compared to Bracha's broadcast protocol described in Section 1.2.2306

6.1.1. Mostéfaoui et al.'s Asynchronous Binary Agreement Protocol2307

Mostéfaoui et al. introduced a core component of HoneyBadgerBFT and some related2308

protocols: asynchronous binary agreement (ABA), where agreement occurs over a single2309

bit [100]. Note that the "broadcast" protocols described here do not meet the standard2310

de�nition used in Section 1.2 because each party transmits a value.2311

The protocol is built in layers with the most basic component being a binary value (BV)2312

broadcast protocol, which eliminates from consideration any value that was broadcast only2313

by malicious parties. Each correct processpi BV-broadcasts a binary value and eventu-2314

ally obtains a set of binary values stored inbin_valuesi . Let witness(v) be the number2315

of different processes from whichB_VAL(v) was received, and letbin_valuesi = /0. The2316

operationBV_BroadcastMSG(vi) consists of multicastingB_VAL(vi) and then returning.2317

Then, whenpi receivesB_VAL(v), it does the following:2318

1. If pi has not yet multicastB_VAL(v) to other replicas, and ifwitness(v) � f + 1, then2319

pi multicastsB_VAL(v). Note that a process echoes a value like this only once.2320

2. If witness(v) � 2f + 1 andv =2 bin_valuesi , then pi locally delivers the value by2321

settingbin_valuesi  bin_valuesi [ f vg.2322

The next layer is strong binary value (SBV) broadcast, which synchronizes processes such2323

that if a single valuev is delivered to an honest process, thenv is delivered to all honest pro-2324

cesses. The operationSBV_BroadcastMSG(vi) begins by invokingBV_BroadcastMSG(vi)2325

and waiting untilbin_valuesi is non-empty.2326

When the waiting stops,bin_valuesi may not be at its �nal value. Nevertheless,pi then2327

multicasts a messageAUX(w), wherew 2 bin_valuesi . If there is more than one value in2328

bin_valuesi , any valuew will do. Then pi waits until there exists a setviewi such that its2329

values belong tobin_valuesi and come fromAUX() messages received fromn� f distinct2330

processes. Finally, the algorithm returnsviewi .2331

The third layer is a double-synchronized binary value (DSBV) broadcast algorithm. The2332

goal of this algorithm is to replace the potentially distinct valuesv andw that are broadcast2333

by honest replicas by at most one ofv or w, plus potentially the default value denoted? . As2334

with SBV, this returns aviewi , but it can now contain a default value? and – at most – only2335

one of the two possible binary values. DSBV broadcast reduces the power of Byzantine2336

replicas such that no view delivered by an honest replica includes values broadcast only by2337

Byzantine replicas (from BV broadcast) and that if a view delivered to an honest replica2338

contains only the single valuev, thenv will be included in the views of all honest replicas2339
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(from SBV broadcast). The operationDSBV_BroadcastMSG(vi) works as follows:2340

1. viewi [0]  SBV_BroadcastSTAGE[0](vi).2341

2. If viewi [0] = f vg, thenauxi  v. Else,auxi  ? .2342

3. viewi [1]  SBV_BroadcastSTAGE[1](auxi).2343

4. Returnviewi [1].2344

That is, DSBV broadcast consists of two stages of SBV broadcast. When the �rst SBV2345

broadcast returns, it is possible that each of the two binary values are represented inviewi .2346

This occurs when honest replicas input different values to their SBV broadcast operation. In2347

line (2) of the algorithm, replicas �lter the output from the �rst SBV broadcast to determine2348

their input into the second instance. While two possible values – say,a and b – were2349

possible inputs into the DSBV broadcast (and therefore the �rst SBV broadcast), the second2350

SBV broadcast will only include one of those inputs (which must have been proposed by2351

an honest replica) and? .2352

The �nal ABA algorithm utilizes this DSBV broadcast operation and aweak common coin.2353

Common coin protocols result in some random output that can be observed by all partic-2354

ipants and is unpredictable to an adversary. For a weak common coin protocol, there is a2355

constant probability that the replicas involved will see different random values returned by2356

the functionality. In the description of the ABA protocol that follows, the weak common2357

coin is invoked by callingCCRandom() .2358

The ABA algorithm begins when a processpi invokespropose(vi), wherevi 2 f 0;1g. The2359

operation begins by settingesti (pi 's current estimate of the decision) tovi and setting2360

the round number,r i , to zero. Processes proceed in asynchronous rounds, where each2361

round is two phases, and each phase is made up of a single DSBV broadcast instance. Let2362

viewi [r i ;1::2] be the local results of the DSBV broadcast instance at roundr i . The ABA2363

algorithm repeats the following sequence inde�nitely:2364

• r i  r i + 1.2365

• Phase 1: Help replicas agree on a single value.2366

1. viewi [r i ;1]  DSBV_BroadcastPHASE[r i ;1](esti).2367

2. bi [r i ]  CCRandom() .2368

3. If viewi [r i ;1] = f vg andv 6= ? , then setesti  v. Otherwise,esti  bi [r i ].2369

• Phase 2: Help replicas recognize when they have reached a round where all honest2370

replicas will forever maintain the same estimate.2371

1. viewi [r i ;2]  DSBV_BroadcastPHASE[r i ;2](esti).2372

2. If viewi [r i ;2] = f vg, then decidev if not yet done.2373
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3. Else ifviewi [r i ;2] = f v;?g , thenesti  v.2374

4. Else ifviewi [r i ;2] = f?g , then skip to the next round.2375

As presented, the ABA algorithm is non-terminating. To make it guarantee termination,2376

whenever a process decides, it also terminates and multicasts a messageTERM[r](v) to2377

tell other processes it is done. That is, replace "decidev if not yet done" with "multicast2378

TERM[r i ](v) and returnv." It also requires mild tweaks to the SBV and BV broadcast2379

algorithm to accommodate waiting for these messages.2380

6.1.2. Reducing HoneyBadgerBFT's latency with BEAT2381

Duan et al. present BEAT – a family of �ve asynchronous BFT protocols with different2382

trade-offs, all of which outperform HoneyBadgerBFT in latency and some of which im-2383

prove throughput [101]. These protocols follow a similar structure as HoneyBadgerBFT2384

but use more ef�cient labeled threshold cryptography and erasure coding schemes to im-2385

prove performance.2386

Of the �ve algorithms, BEAT0, BEAT1, and BEAT2 are most relevant to this document2387

because they are for general state machine replication. In contrast, BEAT3 and BEAT42388

are "BFT storage" algorithms that do not require replicas to maintain the full system state.2389

BFT storage only allows read and write operations to a key-value store, and the state is2390

erasure-coded, so it cannot support on-chain smart contracts.2391

The base algorithm, BEAT0, uses labeled threshold encryption to make transactions uniquely2392

identi�able. This makes it easier for replicas to ignore duplicate transactions that had been2393

input to the ACS subprotocol. Further, instead of HoneyBadgerBFT's use of threshold sig-2394

natures to derive the common coin, BEAT0 uses a more ef�cient threshold pseudorandom2395

function. Finally, it uses more ef�cient erasure-coding. The other BEAT algorithms use2396

these improvements as well.2397

BEAT1 replaces the AVID reliable broadcast primitive used in HoneyBadgerBFT with2398

Bracha's broadcast. This induces a trade-off because it increases asymptotic communi-2399

cation complexity. However, in situations where there is little contention and small batches2400

(i.e., small blocks), Bracha's broadcast has signi�cantly lower latency than AVID.2401

BEAT2 uses Bracha's broadcast as well. Additionally, it optimistically moves the threshold2402

encryption to the client instead of the replicas. This substantially reduces latency because2403

the threshold encryption is one of the biggest drivers of latency in HoneyBadgerBFT. The2404

trade-off is that there is a weaker version of liveness in which servers may be able to censor2405

speci�c clients. However, full liveness is restored by using an anonymous communication2406

network like Tor.2407

The asymptotic communication complexity withn replicas ordering a set of transactions2408

of sizeB is O(nB) in HoneyBadgerBFT and BEAT0. BEAT1 and BEAT2 worsen this to2409
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O(n2B). BEAT3 and BEAT4, which are not covered in this document, reduce this complex-2410

ity signi�cantly to O(B) by having agreement occur on a constant-sized checksum instead2411

of all data in the block as well as some other techniques.2412

6.1.3. Improving ACS Performance with Dumbo2413

HoneyBadgerBFT's asynchronous common subset protocol, as shown in Figure 12, re-2414

quiresn instances of reliable broadcast (RBC) to be run so that each replica can propose2415

their own set of transactions, followed byn instances of asynchronous binary agreement2416

to decide on each of those inputs. In more detail, whenever a replica delivers a value that2417

was broadcast by its peerPi , the replica starts thei-th ABA instance with an input of 1.2418

When any honest replica receives 1 fromn� f ABA instances, it inputs 0 to the remaining2419

instances and moves on.2420

Because the ABA protocol is randomized, the expected number of rounds of each ABA in-2421

stance is constant. However, runningn instances at the same time can blow up the expected2422

number of rounds considerably. This requirement of executingn ABA instances is a major2423

performance bottleneck for the protocol, particularly because the slowest ABA instance2424

determines the running time to �nish the ACS execution. This problem is exacerbated by2425

having different ABA instances start at different times, depending on when each instance2426

of reliable broadcast delivers its value.2427

The Dumbo family of protocols improves upon HoneyBadgerBFT's performance by mod-2428

ifying the ACS protocol to require substantially fewer instances of the ABA subprotocol to2429

be run [98]. Two particular improvements are suggested:2430

1. Rather than having an ABA instance per replica, a small set ofk "aggregators" can2431

be chosen to lead the reliable broadcast instances, such that onlyk instances of ABA2432

must be run in the Dumbo1 protocol.2433

2. Careful use of multi-valued validated Byzantine agreement (MVBA) can further re-2434

duce the number of ABA instances required to a constant (an expected three consec-2435

utive rounds of ABA).2436

MVBA was rejected in HoneyBadgerBFT because it has high communication complexity2437

when run over values that may be of large size, such as a block of transactions. However, a2438

proper strategy would allow MVBA to be run on smaller values, as is done in Dumbo2. Part2439

of the trick involves a new primitive – provable reliable broadcast (PRBC) – that outputs2440

a short proof that at least one honest peer has received the input to the reliable broadcast.2441

The �rst improvement can be seen in Figure 13a, and the second is displayed in Figure 13b.2442

Note that the insights from BEAT0-BEAT2 can be applied to improve Dumbo as well.2443

Dumbo1 requires two phases of reliable broadcast. The �rst phase is the same as Honey-2444

BadgerBFT, where replicas broadcast their input sets of transactions. At this point, if there2445

were an honest leader, they could wait untiln� f RBC instances have completed and then2446
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(a) ACS of Dumbo1

(b) ACS of Dumbo2

Fig. 13. ACS structure of Dumbo protocols. RBC is reliable broadcast, ABA is asynchronous
binary agreement, CE is committee election, PRBC is provable reliable broadcast, MVBA is
multi-valued validated Byzantine agreement, CBC is consistent broadcast (a relaxation of
reliable broadcast), andp is a permutation. [98]
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simply tell the other replicas what the results were. By selectingk leaders, the protocol can2447

ensure that there is at least one honest leader with high probability. Thesek leaders then2448

begin a second round of RBC called index-RBC, where they broadcast the set of indices of2449

then� f values that the leader has already received. That is, the inputs into the index-RBC2450

instances are just small subsets of indices, denotedSi , rather than the actual transactions.2451

The �nal phase is to runk ABA instances, where an honest replica will input 1 to thei-th2452

instance if it has already seenSi and all of the corresponding values from the �rst round of2453

reliable broadcasts. At least one honest replica will receive all of the input values that cor-2454

respond toSi , so reliable broadcast ensures that all honest replicas will eventually deliver2455

those values as well. When an honest replica outputs 1 for thei-th ABA instance, all honest2456

replicas are eventually guaranteed to output 1 as well. The overhead for this procedure isk2457

additional RBC instances and a single coin tossing for committee election (CE in 13a), but2458

the ABA savings dominate this overhead.2459

While Dumbo1 reduces the number of ABA instances needed, it is still necessary fork in-2460

stances to be executed. In theory, this is stillk � 1 "too many" instances. If it were possible2461

to identify a single, correct input vector, this could be further reduced. This motivates the2462

use of MVBA in Dumbo2. In MVBA, each replica submits an input value, and the output2463

is a single value that satis�es a prede�ned predicate. Since MVBA is inef�cient when there2464

are large inputs, and the inputs to the ACS protocol may indeed be large, it is necessary to2465

�gure out how to safely reduce the size of the MVBA input. This is done through the clever2466

use of a short "indicator" value, denotedWi in Figure 13b, which is used as the MVBA input2467

instead of the much larger original data. The MVBA protocol will output a single indicator2468

that honest replicas use to work backward to select the corresponding reliable broadcast2469

instance. Unfortunately, honest replicas may end up outputting the indicator from a Byzan-2470

tine replica. This problem is addressed through the use of a new primitive,provablereliable2471

broadcast (PRBC), which provides a succinct proof that at least one honest replica received2472

the input. PRBC can be realized through the use of threshold signatures on the RBC index:2473

when honest replicas receive a value from a sender, they multicast a signature share on the2474

index and can construct the full signature as the proof upon seeingf + 1 signature shares2475

for the same index.2476

The indicator value will include a set of these proofs and their corresponding RBC in-2477

dices. The predicate used for MVBA requires thatn� f of these indices exist and that their2478

corresponding proofs are valid. As a result, an honest replica knows that the transactions2479

corresponding to the included RBC indices were received by enough replicas to know that2480

at least one (other) honest replica received them and that all honest replicas will eventually2481

receive them. Therefore, if an honest replica initiated MVBA after seeingn � f PRBC2482

instances complete, all honest replicas simply need to wait to receive the values from the2483

PRBC phase.2484

The Dumbo protocols can also be combined with an optimistic fast path to substantially2485

improve latency when network conditions are good [102]. In this case, a much faster2486

consensus protocol is executed, and Dumbo is used as a fallback mechanism in a way that2487
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is similar to a view change.2488

6.2. An Asynchronous Permissioned DAG: Hashgraph2489

The protocols above allow a set of replicas to maintain a sequentially ordered log of trans-2490

actions or batches of transactions in the form of a blockchain. This section explores Hash-2491

graph – an asynchronous BFT protocol that operates over a DAG. Like HoneyBadgerBFT,2492

Hashgraph is a leaderless protocol that uses randomization to achieve consensus with prob-2493

ability 1 [103]. The protocol is similar to Blockmania (Section 4.4) in that it involves2494

"gossip about gossip" and utilizes "virtual voting" to interpret the resulting communication2495

graph (called ahashgraphthroughout this section). That is, replicas tell each other about2496

the communications that they have received from other replicas, and the communications2497

themselves are used to infer how the replicas would vote.2498

In the Hashgraph algorithm, aneventis a vertex in the hashgraph structure that is signed2499

by its creator. When Bob gossips to Alice and sends her his current view of the hashgraph,2500

an event is created and signed by Alice. This event contains the hashes of Alice's most2501

recent event (called itsself-parent), Bob's most recent event prior to the gossiping, and2502

a timestamp. It can also include transactions that Alice proposes to the network. The2503

algorithm occurs in rounds, and the �rst event that any given replica creates in a round is2504

called awitness. Only witness events are considered in virtual voting. Afamous witnessis2505

a witness that – according to the hashgraph – was received by a supermajority of replicas2506

by the start of the next round. Byzantine agreement is sought over the witnesses rather than2507

all events, and transactions are ordered based on whether witnesses are famous or not.2508

A few more terms must be de�ned before presenting the algorithm. An eventx is an2509

ancestorof eventy whenx is y or whenx can be reached fromy through any sequence of2510

parent relationships. Further,x is a self-ancestorof y if x is y or whenx can be reached2511

from y by a sequence of self-parent relations. A pair of events –(x;y) – is afork if x and2512

y were created by the same replica, but neither is a self-ancestor of the other. Forks re�ect2513

inconsistencies in the hashgraph. An eventx canseeeventy wheny is an ancestor ofx,2514

and the ancestors ofx do not include a fork by the creator ofy. Finally, an eventx strongly2515

seeseventy whenx can seey, there exists a set of events by more than2n
3 replicas such that2516

x can see every event in the set, and every event in the set can seey. Figure 14 shows an2517

example of strongly seeing.2518

The security of Hashgraph can be argued based on quorum intersection. In particular, if2519

a pair of events(x;y) is a fork, andx is strongly seen by eventz in hashgraphA, theny2520

will not be strongly seen by any event in any hashgraphB that is consistent withA. The2521

Hashgraph protocol itself involves replicas running two loops in parallel:2522

1. Pick a random replica, gossip to them all known events, and create another event to2523

record this gossip.2524

2. Receive gossip from another replica, create a new event, and then call three subpro-2525
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Fig. 14. Hashgraph strongly seeing. Time advances from the bottom of the hashgraphs to the
top. The yellow event at the top of each hashgraph can strongly see an orange event on the
bottom row. In each hashgraph, the orange event is an ancestor of four (or �ve) red events by
di�erent block creators, each of which is an ancestor of the yellow event. If the four orange
events and both parents of the yellow event were created in roundr, then the yellow event is
created in roundr + 1 because it strongly sees more than2n

3 witnesses created by di�erent
replicas in roundr. [103]

cedures:divideRounds() , decideFame() , and f indOrder() .2526

• divideRounds(): For every eventx, the replica setsr as the maximum round2527

of the parents ofx. Then, if x can strongly see more than2n
3 of the witnesses2528

from roundr, the replica setsx's round to ber + 1. Otherwise, it is roundr.2529

Regardless, the replica then determines whetherx is a witness by checking ifx2530

has no self-parent or ifx's round is greater than the round ofx's self-parent.2531

• decideFame(): This is the step where Byzantine agreement occurs. For each2532

witness that has been identi�ed, the replica checks whether it is a famous wit-2533

ness. Given a witnessx in roundr, each witness from roundr + 1 votes (im-2534

plicitly) that x is famous if it can see it. If more than2n
3 agree thatx is a famous2535

witness, agreement has been found and the election is over. This continues for2536

as many rounds as necessary to reach agreement. In normal rounds, the witness2537

votes in line with the majority of the witnesses it strongly sees from the prior2538

round. There are also periodic rounds where the vote is determined via a coin2539

�ip in order to get around FLP impossibility when networks are asynchronous.2540

• �ndOrder(): At this point, all witnesses from roundr have had their fame de-2541

cided. The replica removes any famous witness with the same creator as any2542

other in that set. The unique famous witnesses that remain are used to totally2543

order events. An event has a "received round" ofr if that is the �rst round in2544

which every unique famous witness is a descendent of the event, and the fame2545

of each witness was decided by roundr. The timestamp of the event is taken2546

as the median of the timestamps of the events where each replica �rst received2547

it. Events are then sorted by received round with ties broken by the median2548

timestamp and further ties broken based on the signature on the event XORed2549
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with the signatures of the unique famous witnesses in the same received round.2550

One of the alleged advantages of the Hashgraph protocol is "fairness" in transaction order-2551

ing (see Section 7.1). In particular, it is claimed that it would be challenging for an attacker2552

to "manipulate which of two transactions will be chosen to be �rst in the consensus order"2553

[103]. Unfortunately, it fails to achieve this, as there is a method that allows an adversary to2554

determine the order of transactions by exploiting the use of the median of the timestamps2555

[104].2556

Other asynchronous DAG-based protocols that interpret a communication graph in this2557

way exist, including Aleph [105] and DAG-Rider [106]. Aleph improves upon Hashgraph2558

by using a more ef�cient binary agreement subprotocol than thedecideFame()procedure2559

above [105]. DAG-rider improves upon both Hashgraph and Aleph by removing the need2560

for signatures to maintain safety and by providingeventual fairness, such that all block2561

proposals by honest replicas are guaranteed to eventually be included in the ledger [106].2562

7. Miscellaneous Permissioned BFT2563

This section demonstrates some additional properties attainable by or techniques useful2564

for BFT algorithms. These properties go beyond agreement and liveness to provide extra2565

guarantees or functionality. For example, protocols can prevent replicas from manipulating2566

the order of transactions, detect and expel replicas that behave maliciously, or dynamically2567

recon�gure the set of replicas participating in consensus. Other protocols give certain repli-2568

cas special roles to enhance performance, allow clients to have �exibility with respect to2569

beliefs about network assumptions or the number of faults, or favor availability over con-2570

sistency during network partitions (while maintaining deterministic �nality). The details of2571

the protocols here are omitted.2572

7.1. Fairly Ordering Transactions2573

There are situations in which the ability to choose the order of transactions included in the2574

ledger provides an unwarranted or undesirable advantage to a replica. A major problem in2575

traditional �nance isfront-running, where a participant uses the knowledge of somebody2576

else's transactions for sel�sh advantage in their own dealings. For example, Bob may2577

submit an order to his broker Alice to purchase 1000 shares of stock in company A. Before2578

Alice �lls the order, she can submit her own order to purchase 1000 shares and immediately2579

turn around and sell the 1000 shares to Bob at a higher price for a guaranteed pro�t. For2580

many distributed applications, the privileged position of block producers that choose the2581

order of transactions makes them a potential adversary. Some consensus protocols attempt2582

to reduce the ability of replicas to perform this and other kinds of manipulation by reducing2583

the power of replicas to order transactions [104, 107–109].2584

An early attempt to achieve fairness in transaction ordering was the Helix protocol [108],2585

which used threshold cryptography to limit the ability of replicas to censor transactions2586
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proposed by each other. Threshold decryption is used to create a randomness beacon that2587

is then used to elect the next PBFT-esque committee in an unpredictable way and to force2588

replicas to randomly sample the choice of transactions they include. Because clients en-2589

crypt transactions before sending them to replicas, the replicas lack information that would2590

be useful to exploit ordering. However, this allows clients to arbitrarily spam the network2591

with invalid transactions, so it may require identity veri�cation for clients.2592

More recently, the Aequitas family of protocols [104] attempted to provide a property2593

dubbedorder fairness, such that if suf�ciently many replicas receive transactiontx1 be-2594

fore a different transactiontx2, then all honest replicas will outputtx1 beforetx2. While2595

it was proven that this property is impossiblewithin blocks, the Aequitas protocols can2596

provide this propertybetweenblocks. That is, if enough replicas receivetx1 beforetx2,2597

thentx2 will appear in either the same block astx1 or a later block. The protocols rely2598

on a primitive – FIFO-broadcast – that guarantees that broadcasts are delivered by honest2599

replicas in the same order in which they were originally broadcast. Replicas use FIFO-2600

broadcast to gossip their local transaction ordering and then later come to agreement on the2601

set of replicas whose local orderings should be considered for a given transaction before2602

ultimately �nalizing the global ordering based on these local orderings.2603

A variety of similar fairness-related de�nitions can be found in [107], which presents a2604

set of protocol extensions or "widgets" that provide fairness. They can be added as a2605

preprocessing step to blockchain protocols at the expense of increased latency. As with2606

Aequitas, true fairness is impossible because it would require blocks to be of potentially2607

unlimited size (this is a trade-off that the Aequitas protocols accept). A variety of more2608

relaxed notions are possible, including that fairness be provided with a �xed probability or2609

that if all honest parties saw a transactiontx1 by timeT and another transactiontx2 after2610

timeT, thentx1 will be committed beforetx2.2611

Another proposal, Pomp¯e, decouples the transaction ordering process from the agreement2612

process in order to obtain an alternative version of fairness [109]. The replicas involved in2613

consensus express their preferences regarding the ordering of transactions, and given these2614

sets of preferences, some possible total orderings are not considered valid. Speci�cally,2615

if replicas base their ordering preferences on the time they �rst see a transaction, then the2616

protocol guarantees the following: if the lowest timestamp that any honest replica assigns2617

to tx2 is higher than the highest timestamp that any honest replica assigns totx1, thentx12618

will precedetx2 in the ledger. Unlike the order fairness property from [104], this ordering2619

property is expressed based on the preferences of honest replicas rather than some fraction2620

of all of the replicas, which may include Byzantine ones. This restriction results in pro-2621

tocols with improved fault tolerance compared to the Aequitas protocols, which require at2622

least 4f + 1 replicas in order to toleratef failures.2623

In addition to providing some notion of fairness in transaction ordering, other possible no-2624

tions of fairness can exist in permissioned systems. For instance, protocols with leaders2625

tend to have an uneven distribution of effort for replicas since the leader does a dispropor-2626
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tionate amount of work. Rotating leaders or using leaderless protocols can help. Along2627

these lines, [110] proposes a protocol designed to fairly balance the processing load based2628

on past performance. It is similar to PBFT but with multiple simultaneous leaders. This2629

system partitions client transactions among replicas according to each replica's process-2630

ing ability, which prevents replicas from facing "unfairly" large resource burdens. Another2631

possible notion of fairness arises if the protocol provides rewards to replicas, such as trans-2632

action fees. For example, FairLedger is a protocol that – assuming that otherwise-honest2633

replicas are rational – ensures that each replica receives fair shares of the fees [111]. Along2634

similar lines, [112] proposes the notion ofstrongly fair validity: if n replicas are involved in2635

an instance of Byzantine agreement, then the probability that a particular replica's proposal2636

is accepted by the honest replicas is lower-bounded by1
n � e, wheree is negligible.Weakly2637

fair validity captures the same idea but over repeated blocks, whereas strongly fair validity2638

is with respect to a single-shot BA instance.2639

7.2. Accountability Against Malicious Replicas2640

Another useful property – and one that is occasionally used to make proof-of-stake proto-2641

cols more robust – is accountability. In anaccountableBA protocol, honest nodes that are2642

not in agreement can exchange suf�cient information to provably identify at leastn
3 mali-2643

cious nodes iff � n
3. This property relies on the idea that malicious equivocation can be2644

detected due to the existence of two signatures from the same key on con�icting messages.2645

When misbehavior can be detected by honest parties and individual responsibility can be2646

assigned, it may be possible to relax some security assumptions while maintaining system2647

security [113]. Accountability can also be used to help make BFT protocols more secure2648

when some participants are rational rather than altruistic [114].2649

A protocol that provides this is Polygraph, which increases the communication complexity2650

of the BA protocol it builds off of by a linear factor [115]. Polygraph relies on the leaderless2651

Democratic BFT protocol proposed in [116] and used in the Red Belly Blockchain project2652

[117]. It is also used in the Long-Lasting Blockchain (LLB) protocol in order to tolerate2653

considerably more than the typicalf Byzantine failures [118]. When there are more than2654

f Byzantine replicas, a fork can be created and detected via con�icting signed messages.2655

When LLB detects a fork, there is a recovery procedure that merges the con�ict instead of2656

discarding one of the con�icting blocks.2657

Reference [119] shows how to provide an alternative notion of accountability in a variety2658

of BFT algorithms, including PBFT and HotStuff. Speci�cally, iff < n
3 is the maximum2659

number of Byzantine faults that the protocol tolerates butt > f Byzantine faults occur, then2660

this notion of accountability guarantees that the protocol can detect at leastf + 1 Byzantine2661

faults, where 2f + 1� t honest replicas can testify to that effect, and proof of malfeasance2662

only requires communicating with one of those honest replicas.2663
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7.3. Specially Designated Roles for Replicas2664

Instead of requiring every replica to perform the same actions throughout a protocol ex-2665

ecution, some protocols may assign special roles to some replicas in order to enhance2666

performance. A simple example of this was seen in the HotStuff protocol (see Section 5.3),2667

where replicas sent their signature shares directly to the leader for aggregation instead of2668

multicasting them to every replica. The use of threshold signatures in this way is fairly2669

common because it can reduce the communication complexity from quadratic to linear.2670

This technique is also employed in SBFT, where the aggregating party is called a "collector"2671

[120]. In addition, SBFT uses the optimistic fast path from Zyzzyva, where the client2672

can be viewed as the collector (see Section 4.3), but makes it more resilient by adding2673

redundancy such that more thanc faulty replicas are required to leave the fast path. A2674

trade-off is that including this redundancy requires more replicas to maintain the same2675

degree of fault tolerance (n � 3f + 2c+ 1). SBFT recommendsc � f
8 and usesc+ 12676

collectors who rotate in round-robin fashion. SBFT further reduces client communication2677

via threshold signatures. Instead of waiting forf + 1 replies from replicas, an "execution2678

collector" gathers the replies into a single signature over the result to send to the client.2679

Another technique, employed in the Proteus protocol, is to elect a subset ofc replicas with2680

c << n as a "root committee," which is responsible for executing a BFT algorithm among2681

themselves [121]. The block proposed by the committee is then validated by the remainder2682

of the replicas, and if valid, the replicas sign it and return it to the root committee. When2683

the root committee sees 2f + 1 signatures, they commit the block and send the signatures2684

to the remainder of the replicas who will then commit as well. Proteus ensures stable per-2685

formance regardless of the number of failures. View changes do not just change the leader2686

but rather the full committee ofc replicas. Compared to the typicalO(n2) communication2687

complexity of PBFT (andO(n4) for view changes), Proteus has a complexity ofO(c2+ cn)2688

for normal and view change modes. The root committee tolerates up to2c
3 failures because2689

the remainder of the replicas initiate a view change of the committee if the committee fails2690

to propose a block.2691

7.4. Deterministic Longest Chain Protocols2692

Another style of BFT algorithm is the deterministic, longest-chain protocol, such as the2693

"proof of authority" (PoA) algorithms Aura and Clique, which have been used for permis-2694

sioned deployments of Ethereum. This kind of protocol favors availability over consistency2695

during network partitions, not unlike Bitcoin and other "longest chain" protocols (see Sec-2696

tion 10 on Nakamoto Consensus) [122]. This means that the chain can fork temporarily.2697

Unlike with Bitcoin, the protocols mentioned here are deterministic, so the schedule of2698

block proposers is known in advance. In other BFT protocols, leader election and voting2699

are separate processes, but deterministic longest chain protocols combine them. When a2700

replica is elected leader, it has the opportunity to vote, and honest replicas vote on the most2701

"popular" ledger seen so far.2702
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Aura assumes that replicas have synchronized clocks, and the next leader is elected at reg-2703

ular intervals. In Aura, the leader broadcasts a signed block to the other replicas, the leader2704

is rotated in round-robin style, and future leaders build on the longest chain that they have2705

seen. A block is considered �nal after a suf�cient number of the replicas sign blocks on2706

the same chain extending it. This uses only two rounds of communication as opposed to2707

PBFT's three. Clique allows multiple simultaneous block proposers, resolves forks using2708

the GHOST protocol (see Section 11.2), and only requires a single round of communication2709

to commit. Early variants of both of these algorithms were subject to various attacks, in-2710

cluding the "cloning" attack that allowed double-spending during network partitions [123].2711

Note that using GHOST as the fork-choice rule in a permissioned system may be dan-2712

gerous due to thebalance attack, where an adversary keeps the network partitioned and2713

prevents transactions from being �nalized by keeping the two partitioned blockchains at2714

similar lengths for a period of time [124, 125].2715

In [126], the security of a variant of Aura is proven whenn � 3f + 1 in synchronous2716

networks while simultaneously pointing out a vulnerability in an existing implementation.2717

The attack prevents consistency by having the network constantly switch back and forth2718

between equal-length chains. Prior to this analysis, it had been wrongly believed that the2719

protocol was secure as long as the majority was honest. Randomized variants of longest2720

chain protocols like Nakamoto Consensus have a better security margin (honest majority)2721

and better con�rmation times, but deterministic variants are secure against a more powerful2722

adversary capable of "after-the-fact message removal," where "the adversary can observe2723

what an honest nodei wants to send in some roundr, adaptively corrupt nodei, erase the2724

message it originally wanted to send, and then insert arbitrary corrupt messages on behalf2725

of nodei in roundr" [126].2726

Ouroboros-BFT is a deterministic longest chain protocol similar to Aura and secure when2727

n � 3f + 1 [127]. It is synchronous and, thus, not optimally resilient for synchronous2728

protocols (though it is optimally resilient for deterministic longest chain protocols). In the2729

covertsetting, where an adversary does not want to create evidence of their misbehavior2730

(the accountability property discussed in Section 7.2 is relevant here), Ouroboros-BFT can2731

toleraten � 2f + 1. The clock advances in slots every few seconds. Each time the clock2732

advances to a new slot, replicas receive some transactions and blockchain candidates from2733

the network and 1) update their mempool with the new transactions, 2) update their local2734

preferred blockchain via the longest chain rule, and 3) check whether they are the current2735

round-robin slot leader. If so, they extend their longest chain with a new block and diffuse2736

it to the other replicas. A block is �nalized when it has a slot timestamp more than 3f + 12737

slots in the past.2738

Ouroboros-BFT has a few advantages and trade-offs compared to algorithms like PBFT and2739

Zyzzyva. Ouroboros-BFT is simpler in that replicas perform the same steps in each slot2740

independently of their view, whereas replicas in PBFT execute different steps depending2741

on their current state. Synchrony assumptions differ, and PBFT maintains consistency with2742

unbounded delays. When the network delay boundD is violated in Ouroboros-BFT, the2743
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chain forks, but replicas will regain a consistent view when the delay bound is respected2744

again. Ouroboros-BFT provides speculative execution immediately, while the longest chain2745

mechanism orders transactions over time, and communication complexity is optimistically2746

Q(n) per round andQ(n f) in the worst case. Transactions have guaranteed liveness after2747

5f + 2 rounds, but a speculative outcome is produced in only two rounds. Zyzzyva has the2748

same optimistic performance but requires the client to be actively involved in consensus,2749

unlike PBFT and Ouroboros-BFT.2750

7.5. Flexible BFT2751

Most BFT algorithms provide safety and liveness for all users under certain conditions,2752

such as a synchronous network with the majority of replicas being honest. Flexible BFT2753

separates the fault model from the protocol design itself, allowing �exible beliefs about2754

the network and number of faults. A client may specify a fault threshold and a maximum2755

message delay, and safety and liveness will be maintained for any client with correct be-2756

liefs (and any two clients with correct beliefs will be in agreement with each other) [128].2757

Replicas commit transactions the way other BFT algorithms do: only clients commit, and2758

they may do so at different times. The �exibility provided here is akin to the recipient de-2759

ciding how many con�rmations to wait for in Bitcoin. A $10 million transaction deserves2760

a lengthier con�rmation period than a $10 one. Further, clients may update their beliefs2761

based on observation, such that if they notice more votes on con�icting values or lengthier2762

message delays, they may become more conservative.2763

Flexible BFT also introduces a newalive-but-corrupt(a-b-c) fault model, where an ad-2764

versary will try to violate the safety of the protocol but, failing that, will not try to disrupt2765

liveness. This model may be justi�ed when violating safety could reward an adversary with2766

more money (e.g., via double-spending) but violating liveness may not (because keeping2767

the service running may allow the adversary to collect transaction fees). This relaxation of2768

the fault model allows for protocols that remain secure despite a combination of a-b-c and2769

Byzantine faults in excess ofn
3 under partial synchrony andn2 under synchrony. To achieve2770

these properties, Flexible BFT uses two key techniques:2771

1. Replicas run a partially synchronous protocol, but clients assume synchrony bounds2772

for committing, which allows �exible assumptions regardingD. That is, the timing2773

assumptions for replicas and for clients are distinct.2774

2. Replicas will use a particular quorum size while executing the protocol, but clients2775

choose their own quorum sizes before committing. This allows clients to have diver-2776

gent beliefs about the security threshold.2777

The use of quorums in proving the security of BFT protocols is discussed in Section 4.2.2778

Quorum intersectionboth within and across views can prove safety by demonstrating that2779

at least one honest replica would have needed to misbehave to violate safety.Quorum avail-2780

ability can be used to prove liveness by showing that a suf�ciently large quorum contains2781
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no Byzantine replicas, and thus there are enough honest replicas to respond to an honest2782

leader.2783

Flexible BFT separates out the quorums needed for different parts of the algorithm: locking2784

on a value or forming a certi�cate requiresqlck, while unlocking requiresqulck. The quorum2785

that clients need for learning certi�cate uniqueness isqunq, and the quorum required for2786

safely committing isqcmt. Clients require aqunq fraction of votes in the �rst round and a2787

qcmt fraction of votes in the second round to commit.2788

Flexible BFT can ensure quorum intersection within a view by ensuring that everyqlck2789

quorum intersects with everyqunq quorum at a minimum of one honest replica, which2790

requires that the fraction of faulty replicas is less thanqlck + qunq � 1. This guarantees2791

that if a client commits a value, it is the only value with a certi�cate in this view. To2792

ensure quorum intersection across views, everyqulck quorum must intersect with every2793

qcmt quorum at a minimum of one honest replica, which requires that the fraction of faulty2794

replicas to be less thanqulck + qcmt � 1. This guarantees that when a client commits a2795

value, replicas that have locked on that value will not later unlock it. To ensure quorum2796

availability within a view and thus liveness, the fraction of Byzantine replicas must be less2797

than 1� max(qunq;qcmt;qlck;qulck).2798

Balanced quorum sizes are optimal, such thatqlck = qulck = qr andqunq = qcmt = qc. Ad-2799

ditionally, qc � qr , because theqr votes that replicas use to lock can also be used in the2800

qcmt quorums by clients. Here,qr is the quorum that replicas need to lock a value (qr is2801

chosen by the system designer), andqc is the quorum that clients need for safety (chosen by2802

clients, along withD). Taken together,�exible quorum intersectionholds when the fraction2803

of faulty replicas is< qc + qr � 1, and�exible quorum availabilityholds when the fraction2804

of Byzantine replicas is� 1 � qc. For example, ifqr = 0:7 andqc = 0:75, a client can2805

maintain security when the fraction of Byzantine replicas is 0.25 and the fraction of a-b-c2806

replicas is up to 0.2.2807

Other protocols have similar goals to Flexible BFT in that they attempt to accommodate a2808

wider variety of assumptions simultaneously. For example, the protocols in Section 8 can2809

allow replicas with different trust assumptions to maintain agreement. The Heterogeneous2810

Paxos protocol allows different clients to set their own mixed failure tolerances for crash2811

and Byzantine faults using differently trusted sets of replicas, essentially combining some2812

of the bene�ts of Flexible BFT and the protocols from Section 8 [129]. The Highway2813

protocol allows �exible assumptions regarding the number and types of faulty replicas and2814

then uses these assumptions to establish different con�dence thresholds for the �nality of2815

blocks [130]. Other protocols provide similar �exibility to Flexible BFT, but rather than2816

using PBFT as the basis for the algorithm, ones with better communication complexity like2817

HotStuff and Streamlet are used instead [131].2818

72



NIST IR 8460 ipd
April 2023

7.6. View Change Algorithms2819

In partially synchronous permissioned consensus protocols with leaders,view changesare2820

the mechanism used to maintain liveness despite a malicious leader. Aviewcan be consid-2821

ered a phase of the protocol where a particular replica acts as the leader and is generally2822

represented as a monotonically increasing integer. A view change algorithm, sometimes2823

called apacemakeror synchronizer, has every replica start at view zero. The algorithm al-2824

lows replicas to signal that they wish to advance to the next view but only actually advances2825

the replica to a new view when the synchronizer emits a noti�cation to the higher-level con-2826

sensus protocol.2827

The challenge of view synchronization is that during good periods, progress can be main-2828

tained by thef Byzantine replicas combined with the lowest latency group off + 1 honest2829

replicas. In this case, it is possible that only the quickestf + 1 honest replicas recognize2830

that a block has been agreed upon and advance to the next round of the consensus proto-2831

col, while the f slowest-but-honest replicas fall behind. Later, if thef Byzantine replicas2832

stop behaving as though they were honest, the view change mechanism is required in order2833

to get thef slow replicas to "catch up" to the same view as thef + 1 quicker ones. The2834

Byzantine view synchronization problemis solved by algorithms with the following two2835

properties [132]:2836

1. View Synchronization: All honest nodes must execute the same view with an honest2837

leader for a suf�ciently long time, and there must be an in�nite number of views with2838

an honest leader.2839

2. Synchronization Validity: A synchronizer will only signal a new view if an honest2840

node wished to advance to it.2841

A naive approach to view synchronization is to simply double the duration of each view,2842

which ensures that there will be a suf�ciently long period where all honest nodes share2843

the same view. This has the advantage of requiring no communication between parties but2844

is clearly impractical due to the unbounded latency that it introduces into the system. A2845

more practical approach is the broadcast-based view change mechanism used in PBFT (see2846

Section 4.1), which has high communication complexity but O(D) expected latency and2847

O(f D) worst-case latency. Using this approach, when a replica sees messages suggesting2848

that f + 1 replicas wish to enter the same view, it relays its own wish to advance to that2849

view using reliable broadcast.2850

These algorithms leave room for improvement, and several works have proposed new view2851

synchronizers with better performance [132–134]. For example, the Cogsworth synchro-2852

nizer matches the latency and communication complexity of the broadcast variant but, in2853

some scenarios, can improve the communication complexity by a linear factor [132]. In-2854

stead of having every replica multicast messages to every other replica, they send a message2855

directly to the leader of the view to which the replica wishes to advance. An honest leader2856

then broadcasts a single message with an aggregated threshold signature with only linear2857

73



NIST IR 8460 ipd
April 2023

communication complexity. If the leader of a view is Byzantine instead, then replicas may2858

need to time out and attempt each of thef + 1 subsequent leaders until they �nd an honest2859

leader who will help relay the aggregated signature.2860

The Cogsworth protocol involves four types of messages, including two sent from replicas2861

to leaders and another two sent from leaders to the rest of the replicas. Replicas send to2862

prospective leaders(WISH;v) and(VOTE;v) messages when they want to move to the2863

next step of the protocol, wherev is the view number in question. The two that leaders2864

send are "time certi�cate" and "quorum certi�cate" messages, each with one aggregated2865

threshold signature: the leader sends(TC;v) upon receivingf + 1 (WISH;v) messages2866

or sends(QC;v) upon receiving 2f + 1 (VOTE;v) messages. When a replica wishes to2867

advance to another viewv, it sends(WISH;v) to the leader of viewv. If the leader of2868

view v receivesf + 1 of these messages, they broadcast(TC;v). However, if 2D time2869

passes after the replica sends its �rst(WISH;v) without receiving a corresponding(TC;v)2870

message, it sends(WISH;v) to the leader of viewv+ 1. The replica continues to wait in2871

2D increments, sending(WISH;v) to the leader of viewv+ 2 until it eventually receives a2872

(TC;v) message. Upon receiving(TC;v), replicas send(VOTE;v) to the leader of viewv,2873

even if they had not already sent a(WISH;v) message. The replica waits 2Dtime to receive2874

a (QC;v) message and contacts subsequent leaders as above if time runs out. In this case,2875

the replica sends leaders both(VOTE;v) and(TC;v). Replicas enter viewv immediately2876

upon receiving(QC;v) from a leader.2877

A follow-up work proposed an alternative view change algorithm built off of Cogsworth2878

[133]. One issue with Cogsworth is that its expected linear communication complexity2879

with benign failures becomes quadratic with Byzantine failures in the average case. The2880

algorithm in [133] maintains an expected linear message complexity, even with Byzantine2881

failures. To achieve this, the algorithm modi�es Cogsworth by adding another phase to the2882

algorithm and having replicas' signed messages to leaders include the identity of the leader2883

it is intended for.2884

One problem with both of the above algorithms is that they rely on a modi�ed variant of par-2885

tial synchrony where there is no clock drift, and messages sent before GST cannot be lost2886

and will necessarily arrive by time GST +D. This is potentially problematic because prior2887

to GST, if clocks diverge, then the replicas' notion of the duration of a view can become2888

desynchronized. Further, messages that may be needed in order to get replicas to be in the2889

same view can be lost. Worse, the above algorithms require potentially unbounded memory2890

space in order to store each(WISH;v) message that falls below the required threshold for2891

relaying, as well as maintaining a copy of every message it sends in order to enable it to be2892

sent again. The FastSync synchronizer was designed to work under true partial synchrony2893

with unbounded clock drift and the possibility of message loss before GST while running in2894

bounded space [134]. FastSync works almost exactly like Bracha's broadcast (see Section2895

1.2), but replicas are not constrained to only acting on identical messages. Instead, replicas2896

maintain only the highest(WISH;v) message received from each process and can act on2897

sets ofWISHmessages for non-identical views.2898
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One of the risks of the leader-based view-by-view progression of partially synchronous2899

protocols is that leaders can be targeted in adaptive denial-of-service attacks in order to in-2900

duce asynchrony and eliminate liveness. A leader-based view abstraction was designed in2901

[135], which takes any view-by-view consensus protocol, wraps it in an API, and builds an2902

asynchronous SMR system from it. This reduces performance in optimistic cases while dra-2903

matically improving liveness while under attack or while poor networking conditions hold.2904

Separately, an asynchronous view change algorithm has been proposed as a replacement2905

for the synchronizers discussed above. When combined with HotStuff, the resulting SMR2906

system has linear communication complexity while the network is synchronous, quadratic2907

complexity when the network is asynchronous, and always maintains liveness [136].2908

Strongly related to the idea of view changes is the ability to dynamically recon�gure con-2909

sensus committees, such that replicas may join or leave the system over time. A variety of2910

proposals exist that can provide such a functionality [137–142]. Recon�guration can even2911

be bundled with accountability (described in Section 7.2) in order to immediately change2912

the committee upon detecting Byzantine behavior [142]. A system that is run by a sin-2913

gle organization may not need to dynamically recon�gure the consensus committee, but2914

when the replicated state machine is operated by a consortium of different organizations or2915

individuals, the ability to add new members and remove others becomes more important.2916

To enable recon�guration, the initial consortium members and their public keys are stored2917

in the system's genesis block. In the scheme presented in [137], transactions that recon-2918

�gure the committee are included in separaterecon�guration blocks. Each normal block2919

(the ones that execute client-issued transactions) includes a pointer to the previous recon-2920

�guration block in the chain, so veri�ers have access to the public keys needed to validate2921

the signatures over proposed blocks. The primary security challenge while dealing with re-2922

con�guration is preventing faulty replicas active in previous views from causing problems2923

in later ones, as shown in Figure 15. The attack is analogous to long-range attacks against2924

proof of stake, which is discussed in Section 12.1.2.2925

One way to resolve this problem is to separate a replica's "permanent" key pair from their2926

"consensus" key pair, which is what is used for block signing. For each new con�gura-2927

tion that a replica is involved in, it generates a new consensus key pair and discards the2928

prior one (discarding the old key pair can be done using the "forgetting" scheme described2929

in [143]). Securely discarding the old consensus key pair ensures that the faulty replica2930

cannot recover the key and sign blocks corresponding to an old con�guration should they2931

become corrupted after a recon�guration (as is done by replicasB andC in Figure 15). Re-2932

con�guration blocks store the identities of the replicas and each of their consensus public2933

keys in the new con�guration.2934

For a new replica to join the system, it �rst asks the current replicas for permission. The2935

current replicas choose to accept or reject the new replica, and if they accept, they send2936

a signed reply message that includes the replica's intended consensus public key for the2937

next con�guration. Upon receivingn� f signed acceptance messages, the prospective new2938
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Fig. 15. Committee recon�guration attack. While the threshold of faulty replicas is respected
in each view, replicasA, B, andC work together to create a fork by extending the blockchain
without the recon�guration block at heightK. This is possible even though none of the original
replicas remain in the committee. If a client, aware of the initial con�gurationC0, is o�ine
during recon�guration and then reconnects, they will contact the committee members fromC0.
If this happens at any time afterTK+ 1, the corrupted quorum will convince the client to follow
the wrong chain starting from heightK.

replica creates a recon�guration transaction that bundles these signatures together. When2939

this transaction is included in a recon�guration block and executed, the new replica can2940

begin participating. Replicas can leave the system by themselves or by being kicked out by2941

the rest of the replicas. If leaving by choice, the exiting replica gathers consensus public2942

keys from existing replicas for a new con�guration, bundles them together, and issues a2943

recon�guration transaction. If the replica is being kicked out, then existing replicas issue2944

special recon�guration transactions that ask the network to remove the target replica and2945

provide a new consensus public key for the following con�guration. Upon seeingn� f of2946

these transactions that remove the same replica, a new recon�guration is generated without2947

the replica.2948

8. Localizing Trust Over Incomplete Networks With Open Membership2949

The consensus protocols described in Sections 4 through 7 require that alln replicas in2950

the system be fully aware of each others' identities. Further, they must all trust each other2951

equally despite real-world relationships that may have varying levels of trust. Prior works2952

have explored how to loosen restrictions on the knowledge of other replicas when net-2953

works are not fully connected [144, 145]. However, these BFT-CUP (Consensus with Un-2954

known Participants) protocols still require that the unknown replicas be equally trusted2955

as the known ones; that a �xed set of consensus replicas exist, each with a unique and2956
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Sybil-resistant ID; and that all replicas are aware of the maximum failure thresholdf . It is2957

also possible to design permissioned agreement algorithms that are unaware of the precise2958

values ofn and f but maintain optimal resiliency [146]. Another line of work introduces2959

asymmetric trust assumptions, where the replicas in the system do not adhere to a sin-2960

gle global trust assumption [147, 148]. In these systems, each replica can choose which2961

combinations of other processes it trusts and which may be considered faulty.2962

The protocols described later in this section combine some of the bene�ts of these sys-2963

tems. The key feature of these Federated Byzantine Agreement Systems (FBAS), some-2964

times called Federated Byzantine Quorum Systems (FBQS), is that each replica chooses2965

its own group or quorum of trusted replicas to believe without needing to be aware of the2966

existence of all other replicas or trusting them to the same degree. These systems represent2967

a middle ground between permissioned and permissionless, though in practice, they are far2968

closer to permissioned networks in both operation and trust levels. Section 4.2 contains2969

some background information on Byzantine quorums.2970

8.1. Stellar2971

The Stellar Consensus Protocol (SCP) was introduced by Mazieres in [149] and further2972

described by the Stellar Development Foundation in [150]. A generalization of Stellar's2973

quorum system with security proofs is provided in [151].2974

8.1.1. FBAS Background2975

Stellar and similar protocols allow each user of the system to unilaterally de�ne their own2976

sets of trusted replicas, calledquorum slices. A single organization may have multiple2977

slices, any one of which suf�ces to convince them of a statement in case the others fail. A2978

replica should choose their quorum slices such that they believe that2979

• If every member of a slice agrees about the state of the system, then they are correct2980

about the state, and2981

• At least one of its slices will be available to provide information about the state of2982

the system in a timely manner.2983

Let Sbe the set of replicas from which a set of messages originated. Every replica speci�es2984

its quorum slices in every message it sends, and it considers the set of messages to have2985

reached the quorum threshold when every member ofShas a slice included inS. A quorum2986

is a non-empty setSof replicas that includes at least one quorum slice of each non-faulty2987

member. IfSis unanimous, the agreement requirements for all of its members are satis�ed.2988

Two honest replicasv1 andv2 are consideredintertwinedwhen every quorum ofv1 inter-2989

sects every quorum ofv2 in at least one honest replica. In an FBAS, agreement is only2990

ensured between intertwined replicas. A set of replicasI is intact if I is a quorum whose2991

replicas are uniformly honest, such that every pair of members ofI is intertwined even2992
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Fig. 16. Federated voting stages. [149]

if every replica outside ofI is faulty. An intact setI cannot be harmed by the actions of2993

non-intact replicas, and the union of two intact sets that intersect is an intact set. Stated2994

differently, intact sets are partitions of the honest replicas, where each partition maintains2995

safety and liveness under certain conditions but where different partitions may have diver-2996

gent outputs.2997

A v-blocking setis a set of replicas that intersects every quorum slice ofv. A v-blocking2998

setB of faulty replicas can block progress by replicav because liveness requires thatv has2999

at least one quorum slice comprised solely of honest replicas. IfB unanimously votes for3000

a valuex, thenv knows that eitherx is true orv is not intact. A full quorum is required in3001

order forv to know thatx will not be contradicted by intertwined replicas. This requirement3002

adds an additional round of communication to Federated Byzantine Agreement protocols3003

compared to standard BFT protocols. Ultimately, there are three levels of con�dence that3004

a replica can have regarding consensus on a particular value: uncommitted,accepted(i.e.,3005

safe to assume among intact replicas), andcon�rmed (i.e., safe to assume among inter-3006

twined replicas). If replicas broadcast the values that they accept and a full quorum accepts3007

a value, these values will propagate through intact sets due to thecascade theorem:3008

If I is an intact set,Q is a quorum of any member ofI , andS is any superset3009

of Q, then eitherS� I or there is a memberv 2 I such thatv =2 SandI \ S is3010

v-blocking. [150]3011

8.1.2. Stellar Consensus Protocol (SCP)3012

The Stellar Consensus Protocol is a partially synchronous protocol, where each single-shot3013

attempt at achieving consensus on a value is called aballot, and ballots employ increasing3014

timeouts in order to synchronize replicas on the same ballot. Ballots are typically called3015

views in other protocols. For each ballotn, a process calledfederated votingoccurs on3016

both PREPARE and COMMIT statements for a valuex. Federated voting is the main3017

subprotocol that provides agreement, and its stages can be seen in Figure 16.3018

A replicav will vote for any valid statementx that does not contradict its other outstanding3019

votes and accepted statements by broadcasting a signed vote message. It then acceptsx3020
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(a) (b) (c) (d) (e)

Fig. 17. Cascade e�ect in federated voting. Each replica has a single quorum slice indicated by
arrows to members of the slice. All trust relationships are bidirectional with the exception of
replica 5 including replica 1 in their quorum slice, but replica 1 does not reciprocate. (a)
Contradictory statementsX andY are introduced. (b) Replicas vote for valid statements. (c)
Replicas 1, 2, 3, and 4 acceptX after their quorumf 1;2;3;4g unanimously votes forX. (d) Set
f 1g is 5-blocking, so replica 5 acceptsX and overrules its previous vote forY. (e) Set f 5g is 6-,
7-, and 8-blocking, so replicas 6, 7, and 8 each acceptX and overrule their previous votes forY.

if x is consistent with other accepted statements and either 1)v is a member of a quorum3021

where each replica either votes forx or acceptsx, or 2) av-blocking set acceptsx even3022

if v did not vote forx. In this case, ifv had previously cast votes that contradictedx,3023

those votes are overruled and forgotten. Replicav then broadcasts an accept message for3024

x and con�rmsx when it is in a quorum that unanimously acceptsx. Figure 17 shows an3025

example execution of federated voting that demonstrates the cascading effect described by3026

the cascade theorem.3027

Replicas will begin ballotn by initiating federated voting on a PREPARE(n;x) message. If3028

a previous PREPARE message was successfully con�rmed via federated voting, the replica3029

will choosex as the con�rmed PREPARE of the highest ballot. Otherwise, it setsx as the3030

output of anominationsubprotocol. A replica attempts federated voting on COMMIT(n;x)3031

if and only if the replica successfully con�rms a PREPARE(n;x) in ballot n. If this suc-3032

ceeds, then the message is committed. However, if the replicas are unable to con�rm a3033

COMMIT message in the current ballot, they will employ increasing timeouts in order to3034

synchronize on a particular ballot.3035

The nomination subprotocol involves federated voting over messages of the form3036

NOMINATE(x). Once a replica con�rms a single NOMINATE message, it stops voting3037

to nominate new values, so the set of nominated values is �nite. This process creates an3038

evolving, deterministic combination of all values in con�rmed NOMINATE messages. In-3039

tact replicas will eventually converge on the same set of values at some point arbitrarily late3040

in the protocol execution. To reduce the number of values nominated, only a leader who3041
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Fig. 18. FBAS Quorum intersection insu�cient for safety. Quorumsf v1;v2;v3;v7g,
f v4;v5;v6;v7g, and f v7g intersect atv7, but becausev7 is Byzantine, agreement is not
guaranteed. [149]

has not already voted for a NOMINATE message may introduce a newx value. To tolerate3042

failures, the set of leaders grows as timeouts occur.3043

The leader election mechanism employed in Stellar uses two hash functions,H0 andH1,3044

whereHi(m) = SHA256(ijjbjj r jjm), b is the block number, andr is the leader election round3045

number. De�nepriority(v) = H1(v). De�ne weight(u;v) 2 [0;1] as the fraction of replica3046

u's quorum slices containing replicav. Whenu is selecting a new leader, it only consider3047

its neighbors:neighbors(u) = f v j H0(v) < 2256 � weight(u;v)g. Replicau starts with an3048

empty set of leaders, and it adds the replicav in neighbors(u) with the highestpriority(v)3049

at each round. When the set is empty for a round, replicau instead adds the replicav with3050

the lowest value of H0(v)
weight(u;v) .3051

The normal-case operation of Stellar involves six messages: two to vote and accept a NOM-3052

INATE, two to accept and con�rm a PREPARE, and two to accept and con�rm a COMMIT.3053

8.1.3. SCP Security3054

Quorum intersection is a necessary but insuf�cient condition for the safety of the SCP pro-3055

tocol. This can be seen in Figure 18, where the replica shared across quorums is malicious.3056

Instead, SCP requires that quorum intersection continues to hold, even after deleting all of3057

the faulty replicas from the trust graph.3058

The federated voting procedure of SCP guarantees that no two members of an intertwined3059

set con�rm contradictory messages because the two quorums would share an honest replica3060

that would not accept contradictory messages. However, a split vote can result in a state-3061

ment becoming permanently stuck waiting for a quorum and not being con�rmed. An3062

intact set would not become stuck if a replica in it con�rms a statement because replicas3063

will vote on a value when av-blocking set accepts it, and the cascade theorem ensures that3064

this eventually spreads to the remainder of the intact set. Once the members of the intact3065

set vote unanimously, con�rmation is guaranteed.3066

To see why SCP itself maintains safety, consider an intertwined setS. The safety of fed-3067

erated voting ensures that, for a given ballot, a maximum of one value can be con�rmed3068
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prepared by members ofS. This implies that at most one value can be con�rmed com-3069

mitted in a given ballot as well. Now assume that COMMIT(n;x) is con�rmed. This3070

implies that PREPARE(n;x) was also con�rmed. PREPARE(n;x) would contradict any3071

COMMIT(n0;x0) of different values from earlier ballots (n0< n), so federated voting guar-3072

antees that no other value was decided by members ofS in any earlier ballot number.3073

Therefore, SCP provides safety when quorum intersection holds in the quorums where3074

misbehaving replicas are removed from the trust graph.3075

In addition to a suf�ciently long period of network synchrony, liveness requires that a quo-3076

rum exists and remains available even after deleting the Byzantine replicas. Speci�cally,3077

a replica remains live only if it has at least one quorum slice comprised solely of honest3078

replicas. The set of faulty replicas must not bev-blocking for any honestv in the system.3079

As mentioned in Section 8.1.1, liveness can be guaranteed for intact sets.3080

If replicas do not start at the same time or have become desynchronized for any reason,3081

timeouts alone will not suf�ce to achieve quorum availability within a ballot. Replicas3082

begin their timers for ballotn only once they are part of a quorum where each replica is at3083

ballot n or later, which prevents members of intact sets from staying too far ahead of the3084

rest of the set. Additionally, if a replicav ever notices av-blocking set at a later ballot,v3085

will immediately skip to the lowest ballot such that this is no longer the case, regardless of3086

timers. These mechanisms combined with the cascade theorem will help replicas that fall3087

behind to catch up to the same ballot once the network experiences synchrony.3088

Assume that a ballotn is synchronous for a "long enough" time and thatI is an intact set. By3089

ballotn+ 1, all replicas inI will have con�rmed the same (possibly empty) set of PREPARE3090

messages,P. If P = /0, the nomination subprotocol will converge on a valuex. If P is not3091

empty, letx be the value from the PREPARE message with the highest ballot number inP.3092

In either case, replicas inI will perform federated voting on PREPARE(n+ 1;x) in ballot3093

n+ 1, so there will be a decision onx if ballot n+ 1 is also synchronous. This demonstrates3094

that termination is guaranteed if the following conditions hold: the network is synchronous3095

for two consecutive ballots, and the faulty members of honest replicas' quorum slices fail3096

to interfere during those ballots.3097

Liveness, therefore, assumes that every replica in a quorum of a member ofI must become3098

synchronized or not send any messages at all for a suf�ciently long period, which may3099

require members ofI to adjust their quorum slices. In an FBAS, replicas can unilaterally3100

adjust their quorum slices at any time, making recovery from liveness failures substantially3101

easier in an FBAS than in a typical closed BFT system. In a closed BFT system, consensus3102

must be achieved on the replica recon�guration events themselves, as described in Section3103

7.6, and this is especially challenging when the system has lost liveness.3104

Because quorum slices are user-con�gured, there is no guarantee that the emergent struc-3105

ture actually satis�es the security requirements regarding quorum intersection and avail-3106

ability. In fact, the actual Stellar network in January 2019 was suf�ciently centralized that3107

if a mere two replicas – both owned by the Stellar Foundation – were hacked or knocked3108
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of�ine, a liveness failure would have ensued, though improvements have been made since3109

then [152]. Another line of work has shown that determining whether all quorums of a3110

given FBAS intersect is actually an NP-complete problem, but there are some heuristic3111

algorithms that can increase con�dence that a particular con�guration is secure [153–156].3112

Despite these heuristics, [155] points out that many of the likely ways that an FBAS would3113

end up being con�gured revolve around a "top tier," or small group of replicas that are3114

essential to providing safety and liveness to the whole system. The membership in this3115

top tier cannot change without either the active involvement of existing top tier replicas or3116

a loss of safety guarantees, which calls into question how "open" membership truly is in3117

practice.3118

8.2. Ripple3119

The Ripple protocol was originally introduced in [157], but more up-to-date analyses are3120

provided in [158, 159], which demonstrate that the original Ripple protocol has problems3121

with both liveness and safety. Ripple-af�liated researchers have suggested a different algo-3122

rithm – Cobalt (Section 8.3) – that could be used as an alternative for the network [160].3123

Not unlike Stellar, the Ripple protocol is designed to guarantee consistency even with only3124

partial agreement on who participates in consensus. Each user who wants to participate3125

de�nes aunique node list(UNL), which is the set of replicas that the user will trust for3126

making decisions about the state of the network. Safety is determined by the intersection3127

of UNLs between pairs of correct replicas. The original protocol authors believed that3128

the minimum overlap necessary for security was 20%, but a later analysis suggested it3129

was 40%, and �nally [158] showed that it is actually more than 90%, which is a dif�cult3130

condition to satisfy. This is the primary motivation for Cobalt, which only requires a 60%3131

overlap. Further, if there is not universal agreement on the participants, the network can3132

get stuck and lose liveness even with 99% UNL agreement and no faulty nodes, requiring3133

manual intervention to continue making progress. In contrast, Cobalt can make progress3134

during asynchrony.3135

In the following description of Ripple's consensus protocol, let the size of a UNL for replica3136

Pi beni , and de�ne a quorum,qi , to be 80% of the UNL size. That is, replicaPi can tolerate3137

no more than 20% of its UNL being faulty. Additionally, the term "ledger" is often used3138

synonymously with "block" or "state" in the description. The consensus algorithm involves3139

three steps: deliberation (proposing), validation (voting), and preferred branch (fork-choice3140

rule). The algorithm is similar to GHOST (Section 11.2) or leaderless versions of longest-3141

chain permissioned protocols (Section 7.4).3142

In the deliberation phase, replicas iteratively propose sets of transactions to the other repli-3143

cas in their UNL over the course of several rounds. In roundr of deliberation, a replica3144

will only include transactions present in at leastthreshold(r) of the recently received pro-3145

posals from their UNL, where the thresholds increase from 0:5 ! 0:65! 0:70! 0:95 asr3146
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increases. The increasing thresholds are intended to prevent slow replicas from preventing3147

consensus. When a replica sees a quorumqi of its trusted nodes agree on the transaction3148

set, it applies the transactions to its ledgerL, broadcasts avalidation(vote)VL;i on the set,3149

and begins a new round of deliberation.3150

Replicas will only issue a validation on one block with a given sequence number. More3151

formally, replicaPi only issues a validationVL;i for a block L if its height or sequence3152

numberseq(L) is greater than that of any previous block validated byPi . If the replica3153

determines that it is not on the preferred branch, it will switch to the preferred one but will3154

not issue validations until it catches up to the sequence number it was on prior to switching.3155

In the validation phase, replicas listen for validations from other replicas in their UNL. If3156

replicaPi sees a quorumqi of validations for blockL, thenPi sets the new fully validated3157

tip to L.3158

The preferred branch phase is the chain-selection or fork-choice rule, and it is used to3159

determine how to make progress when the network is not synchronous. The preferred3160

branch selection algorithm only switches to a different branch when it knows that enough3161

replicas have committed to that chain of blocks such that an alternative chain cannot have3162

more support. LetlastValsbe the set of most recently validated ledgers (blocks). The three3163

types of support used in the algorithm are:3164

1. Tip support : The number of trusted replicas whose most recently validated block is3165

L3166

supptip(L) = jf VL0;i 2 lastVals: L = L0gj3167

2. Branch support: The number of trusted replicas whose most recently validated3168

block is eitherL or descended fromL3169

suppbranch(L) = supptip(L)+ jf VL0;i 2 lastVals: L 2 ancestors(L0)gj,3170

whereancestors(L0) traces back to the genesis block3171

3. Uncommitted support on sequence numbers: The number of trusted replicas whose3172

most recent validated block has either a sequence number lower thansor lower than3173

that of the highest blockL validation that the replica has personally broadcast3174

uncommitted(s) = jf VL0;i 2 lastVals: seq(L0) < max(s;seq(L))gj3175

To �nd the preferred ledger, a replica walks down the blockchain starting from the blockL3176

that is the common ancestor of the most recently validated blocks. The replica then selects3177

the child blockL02 children(L) with the highestsuppbranch(L0) that would still have the3178

most support even if alluncommitted(seq(L0)) picked a con�icting fork. If no child ofL3179

satis�es this requirement, thenL is the preferred ledger. However, ifL0 does exist, then3180

the process is repeated on the children ofL0. To break ties on forked blocks, the one with3181

the higher hash value is selected. If this process leads to a block that is an ancestor of3182

the replica's current working ledger, they keep that ledger as preferred, since they do not3183
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Fig. 19. Ripple "support" example. Each ledger is labeled with the tuple (supptip, suppbranch,
uncommitted) from the view of a replica that last validatedLF and has �ve UNL members.
Two trusted replicas had last validatedLF , and one each had last validatedLB, LD, and LE.
The preferred branch isLD. [158]

yet know that they are on the wrong branch. See Figure 19 for an example of the support3184

de�nitions being used to choose a preferred branch.3185

8.3. Cobalt3186

Cobalt is another algorithm intended for use in open networks with individualized trust as-3187

sumptions, and it is slated to be implemented in the Ripple network [160]. As mentioned in3188

Section 8.2, Cobalt lowers the UNL overlap requirement from 90% to 60% while provid-3189

ing liveness in any network that satis�es this overlap bound between every pair of honest3190

replicas. Further, the overlap condition for safety islocal, so two replicas with suf�cient3191

overlap with each other cannot arrive at inconsistent ledger states, regardless of the over-3192

laps between other pairs of nodes. That is, poorly con�gured replicas are unable to harm3193

properly con�gured replicas. This makes evaluating whether the network is in a safe con-3194

dition easier in comparison to Stellar and the original Ripple protocol, where evaluating3195

whether a con�guration is safe is an NP-complete problem. Unlike the earlier Ripple pro-3196

tocol and SCP, Cobalt maintains liveness in asynchronous networks. The Cobalt algorithm3197

is similar to Bracha's broadcast (see Section 1.2) but generalized to incomplete networks3198

and combined with a few other techniques.3199

8.3.1. Background3200

To generalize classic BFT algorithms and techniques to operate in a setting with incomplete3201

networks, some additional concepts must be introduced. De�ne theextended UNLfor3202

replica Pi , denotedUNL¥
i , to recursively include the UNLs from all honest replicas in3203

UNL¥
i . The extended UNL isPi 's view of the whole network and includes any replica that3204

may have some impact onPi . Similar to the idea of quorums in Ripple, replicas have a set of3205

essential subsets, ESi , such thatUNLi =
S

E2ESi
E. If S2 ESi for Pi , de�nenS= jSj, and two3206

parameterstS (the maximum tolerable number of Byzantine replicas inS for safety), and3207

qS (the number of correct replicas needed to guarantee liveness) that satisfy the following:3208
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1. 0� tS;qS � nS.3209

2. tS < 2qS � nS. This means that any two subsets ofqS replicas must intersect at an3210

honest replica unless the number of Byzantine replicas exceeds thetS threshold. This3211

guarantees consistency.3212

3. 2tS < qS. This ensures that liveness holds for replicas withS2 ESi .3213

Replicas can con�gureqS andtS for eachS2 ESi on an individual basis, and the above3214

conditions hold whennS > 3tS+ 1 andqS = nS� tS.3215

ReplicasPi andPj are consideredlinked if there is an essential subsetS2 ESi \ ESj such3216

that fewer thantS replicas inS are Byzantine.Pi andPj arefully linked if there is some3217

essential subsetS2 ESi \ ESj such that at leastqS replicas inS are honest, at mosttS3218

replicas inS are Byzantine, andtS � nS � qS. Linkage is important for consistency while3219

full linkage helps provide liveness. A replica is said to behealthyif it is honest and no3220

more thanminf tS;nS � qSg replicas in each of its essential subsets are not healthy. If a3221

replica is healthy, then even the in�uence of Byzantine replicas cannot cause it to accept or3222

broadcast arbitrary messages. Similarly, a replica isunblockedif it is healthy and at most3223

minf tS;nS� qSg replicas in each of its essential subsets are not unblocked. Blocked nodes3224

can be arbitrarily prevented from terminating. ReplicaPi is strongly connectedif every pair3225

of healthy replicas inUNL¥
i are fully linked with each other andweakly connectedif it is3226

fully linked with every healthy replica inUNL¥
i .3227

A replicaPi seesstrong supportfor a messageM if Pi receivesM from qS replicas in every3228

essential subsetS2 ESi . Similarly, Pi seesweak supportfor a messageM if Pi receivesM3229

from tS+ 1 replicas in some essential subsetS2 ESi . The security of Cobalt can be derived3230

based on the following two principles, which suf�ce to translate normal BFT techniques3231

that work in complete networks to ones that can operate securely in incomplete networks:3232

1. If two replicas are fully linked, then their essential subsets will overlap to the point3233

where if one of the replicas sees strong support for a message, the other replica will3234

eventually see weak support.3235

2. If two replicas are linked, then their essential subsets will overlap to the point where3236

the replicas cannot simultaneously see strong support for messages that contradict3237

each other.3238

The Cobalt protocol itself combines a number of subprotocols that are each adapted to3239

work in incomplete networks. In particular, it uses an adapted form of reliable broadcast3240

(RBC) and a multi-value Byzantine agreement (MVBA) that itself uses asynchronous bi-3241

nary Byzantine agreement (ABA). In essence, proposers distribute their proposals using a3242

variant of reliable broadcast called democratic RBC (DRBC), which is described in detail3243

in the next section, and then use MVBA to agree on the assignment of a single proposal for3244

each slot. The ABA algorithm is adapted from Mostéfaoui's protocol described in Section3245

6.1.1. An extra messaging round is added to Cobalt's version in order to guarantee that3246
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the ABA's consistency holds as a local property, which is a signi�cant advantage in open3247

networks. The MVBA algorithm is out of scope for this document.3248

8.3.2. Broadcast in Incomplete Networks3249

The broadcast problem and Bracha's solution to it are described in 1.2. Cobalt generalizes3250

the problem and solution to incomplete networks. A solution to the broadcast problem in3251

this environment with designated senderBi has the following properties:3252

1. Consistency: If an honest replica accepts a messageM, no honest replica linked to3253

it ever accepts an alternative messageM06= M.3254

2. Reliability : If a replica is strongly connected and any healthy replica in its extended3255

UNL accepts a message, then all unblocked replicas in the extended UNL eventually3256

accept the message.3257

3. Validity : If Bi is honest and broadcasts a messageM, then any healthy replica that3258

accepts a message must acceptM.3259

4. Non-triviality : If Bi is honest and can broadcast to every honest replica in the net-3260

work, then every unblocked replica will eventually accept the message.3261

A solution to the democratic reliable broadcast problem has two additional properties that3262

replace non-triviality, and allows replicas to elect to support or oppose a message.3263

1. Democracy: If a healthy and weakly connected replica accepts a messageM, then3264

there is an essential subsetS2 ESi such that the majority of all honest replicas inS3265

supportedM.3266

2. Censorship-resilience: If Bi can broadcast to every honest replica in the network and3267

all honest replicas supportM, then every unblocked replica will eventually acceptM.3268

The reliable broadcast protocol below begins by having the designated senderBi multicast3269

INIT(M) to everyone who will listen. Then all replicasPj perform the following steps,3270

where an empty parenthesis implies an arbitrary message.3271

1. If a replica receives an INIT(M) message directly fromBi , it multicasts ECHO(M)3272

if it has not already sent ECHO().3273

2. If a replica sees weak support for ECHO(M), it multicasts ECHO(M) if it has not3274

already sent ECHO().3275

3. If a replica sees strong support for ECHO(M), it multicasts READY(M) if it has not3276

already sent READY().3277

4. If a replica sees weak support for READY(M), it multicasts READY(M) if it has not3278

already sent READY().3279
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5. If a replica sees strong support for READY(M), it acceptsM.3280

This RBC protocol can be modi�ed to convert it into a DRBC protocol by having replicas3281

only send ECHO(M) messages if they actually support the proposalM. Even if a replica3282

opposes the proposal, it must participate in the READY phase as normal.3283

The ECHO phase of the protocol is used to guarantee consistency, while the READY phase3284

is used to provide reliability. To see why the protocol provides consistency, note that a3285

replica only accepts a messageM if it sees strong support for READY(M). If two honest3286

replicas are linked and both accept a message, then by principle (2) above, the messages3287

must be the same.3288

Proving reliability is trickier due to having much stronger network assumptions than con-3289

sistency. If a replicaPk is strongly connected, and two healthy replicasPi andPj in its3290

extended UNL send READY(M) and READY(M0) messages, thenM = M0. Steps 3 and 43291

of the protocol have an honestPi send READY(M) if it saw strong support for ECHO(M) or3292

weak support for READY(M). ForPi to see weak support for READY(M), then a healthy3293

replica inUNLi � UNL¥
k must have already sent READY(M) beforePi . This means that3294

there was some healthy replica – say,Pi0 – that was �rst to send READY(M), and they did3295

so because they saw strong support for ECHO(M). Therefore, one can assume that two3296

healthy replicas exist,Pi0;Pj0 2 UNL¥
k such thatPi0 saw strong support for ECHO(M) and3297

Pj0 saw strong support for ECHO(M0). By the de�nition of strongly connected,Pi0 andPj03298

are fully linked, soM = M0.3299

The insight from the previous paragraph can be used to prove reliability. Note that every3300

pair of healthy replicas inUNL¥
k are fully linked. IfPi 2 UNL¥

k acceptsM, then by principle3301

(1), all unblocked replicas inUNL¥
k will see weak support for READY(M). The previous3302

paragraph shows that a healthy replica inPk's extended UNL cannot have already sent a3303

READY(M0) for M0 6= M. Step 4 of the protocol ensures that a healthy replica in this3304

extended UNL will eventually send READY(M). If Pj 2 UNL¥
k , then all healthy replicas3305

in UNL j � UNL¥
k eventually send READY(M). If Pj is unblocked, it will eventually see3306

strong support for READY(M) and thus acceptM.3307

It is clear that the protocol provides validity: healthy replicas do not send ECHO(M) with-3308

out having received either INIT(M) from the designated sender or ECHO(M) from another3309

healthy replica. Since the sender is honest, it sends INIT(M), and no healthy replica will3310

send an ECHO(M0) with M06= M. Similar logic holds for the READY messages, implying3311

that no healthy replica will see enough READY(M0) messages to acceptM0. Non-triviality3312

is even simpler: every replica can receive INIT(M) from the designated sender, so all3313

healthy replicas will send ECHO(M) and eventually READY(M), such that all unblocked3314

replicas eventually acceptM.3315

The proof of censorship-resilience for the DRBC variant is identical to the proof of3316

non-triviality for the standard incomplete networks variant. To see why the democracy3317

property holds, letPk be a healthy and weakly connected replica that acceptsM. Let3318

87



NIST IR 8460 ipd
April 2023

Pi 2 UNL¥
k be the �rst healthy replica to have sent READY(M). Then Pi saw strong3319

support for ECHO(M). Weak connectivity implies thatPi and Pk are (fully) linked, so3320

there exists an essential subsetS2 ESk where at leastqS � tS honest replicas inS send3321

ECHO(M) and no more thannS � qS honest replicas inS did not send an ECHO(M).3322

BecausetS < 2qS � nS (the second assumption on the parameters, from Section 8.3.1),3323

qS� tS > qS� (2qS� nS) = nS� qS, so a majority of honest replicas inSsupportedM.3324

9. Proof of Work: The Basics3325

The concept of proof of work was �rst suggested by Dwork and Naor as a way to counter3326

email spam by adding a small cost to sending emails [161]. The term "proof of work" was3327

later coined by Jakobsson and Juels [162]. The proof-of-work scheme used in Bitcoin was3328

inspired by Adam Back's "Hashcash" [163]. More recently, "resource burning" has been3329

studied in general, which includes proof of work but also proof of space, which is discussed3330

in Section 14.1 [164].3331

In the context of a replicated state machine, a proof-of-work consensus algorithm will con-3332

sist of a speci�c proof-of-work puzzle, a dif�culty adjustment algorithm, a fork-choice rule3333

(and implicitly, a data structure to work on, like a blockchain or DAG), and an incentiviza-3334

tion scheme. This section marks a shift in this document's discussion from permissioned3335

to permissionless consensus algorithms and will discuss the basic functionality of proof of3336

work and how it operates as a Sybil-resistance mechanism for distributed ledger systems.3337

9.1. Proof of Work and Sybil Resistance3338

The actual mechanics behind constructing a proof of work are quite simple. Some proof-3339

of-work function must be de�ned, and a cryptographic hash function is typically used. A3340

puzzle dif�culty is chosen (in the consensus context, this is done with a dif�culty adjust-3341

ment algorithm, discussed in Section 9.2), that then determines the range of hash function3342

outputs that would constitute a successful proof.3343

To �nd a proof of work, entities try to �nd partial hash collisions using the given func-3344

tion, dif�culty target, and speci�ed message format. The message needs to include any-3345

thing that should be "tied" to the proof. For example, in the context of email spam, the3346

message should include the contents of the email to be sent. For a proof-of-work cryp-3347

tocurrency like Bitcoin, the proof must cover the entire contents of the block to be mined3348

and the previous block hash (if a DAG is used instead of a blockchain, then multiple pre-3349

vious block hashes may be included). Given a proof-of-work function (H), a dif�culty3350

target to satisfy (Target), a previous block hash to mine on top of (prevHash), and a set3351

of transactions to mine into a block (txs), a miner will repeatedly try different nonces until3352

H(prevHashjjtxsjjnonce) < Target.3353

A good proof-of-work function has several important properties. First, the puzzle must be3354

moderately hard, have this hardness be tunable, and be very fast to verify. Partial hash3355
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inversions are a good example of this, where the dif�culty of the puzzle can be tuned by3356

changing theTarget, and veri�cation is as fast as a single hash query. The function must3357

also bememoryless, such that the time it takes to solve the puzzle does not depend on how3358

much time has already elapsed or the history of attempts to solve the puzzle. That is, if a3359

miner spends �ve minutes trying to mine a block, they are no closer to having found it than3360

when they began. This is why veri�able delay functions by themselves are inadequate for3361

proof of work. An adversary with a single processor with sequential processing speeds just3362

slightly faster than honest parties will almost inevitably solve every puzzle �rst. Contrast3363

this with a cryptographic hash function, where guessing nonces can be performed in parallel3364

and where previous guesses do not bring the miner closer to �nding a solution to the puzzle.3365

Finally, the most fundamentally important property of a good proof-of-work function is that3366

there should be no strategies or shortcuts that aid in solving the puzzle. A cryptographic3367

hash function (or at least one modeled as a random oracle) is a good example because there3368

is no strategy better than arbitrarily guessing nonces. It is this property that ensures that3369

any veri�ed proof-of-work solution implies that the prover invested a suf�cient amount of3370

computational effort. This is what makes proofs of work useful tools in consensus: by3371

imposing a cost on participants who want to send messages, parties running the consensus3372

protocol have opportunities to synchronize their local views regarding the state of the sys-3373

tem [165]. An adversary with a shortcut would be able to out-compete other miners and3374

ultimately centralize the system under their control.3375

An example that vividly demonstrates the signi�cance of potential shortcuts is AsicBoost,3376

a technique that improves the ef�ciency of Bitcoin mining by about 20% [166]. Bitcoin's3377

mining algorithm involves performing a double SHA-256 hashing of the 80-byte block3378

header. SHA-256 operates on 64-byte chunks of the message at a time, so two chunks must3379

be hashed. The Bitcoin block header – including how it is broken down into chunks for3380

mining – is displayed in Figure 20a. The two chunks are processed in the manner shown in3381

Figure 20b.3382

The outer loop of the mining process – shown in green in Figure 20b – preprocesses the3383

�rst chunk using the expander and compressor functions of SHA-256 and results in an3384

output called themidstate. The inner loop – shown in red in Figure 20b – preprocesses3385

the second chunk analogously but then takes the midstate from the outer loop as input to3386

a second round of SHA-256 expansion and compression. Awork itemin Bitcoin consists3387

of the midstate generated from preprocessing the �rst chunk, as well as the tail, timestamp,3388

and bits �elds from the second chunk. The nonce is incremented in each run through the3389

inner loop, requiring another two expansions and two compressions. The performance3390

gains from AsicBoost come from reusing the �rst expansion of the second chunk across3391

multiple work items. To do so, the miner needs multiple block header candidates that share3392

the same tail, timestamp, and bits �elds.3393

Notice how the Merkle root, which commits to every transaction included in the block,3394

spans both chunks of the block header. The AsicBoost technique exploits collisions in3395
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(a) Bitcoin block header (b) Bitcoin's Double-SHA256 mining.

Fig. 20. Bitcoin mining and AsicBoost. (a) Bitcoin block header, as used for mining. (b)
Bitcoin's double SHA-256 mining. The outer loop is in green, while the inner loop is in red.
[166]

the last four byte "tail" of the Merkle root. A miner employing the technique will �nd a3396

set of Merkle roots that collide in these bytes by varying and/or rearranging the order of3397

transactions included in the block (�nding four byte collisions is not too challenging due3398

to the birthday paradox). That is, the miner will have a large set of differing �rst chunks3399

(and their corresponding midstates) that remain valid when paired with a particular second3400

chunk. By reusing the current value of the second chunk with Merkle roots colliding in the3401

tail, a miner can simply swap out midstates to their precomputed values while skipping the3402

�rst expansion of the inner loop. As a result, the inner loop only has three large operations3403

instead of four.3404

Suppose that a miner �nds three Merkle roots where the �nal four bytes collide, and call the3405

resulting midstates that arise from the �rst chunkA, B, andC. The resulting mining loop3406

will begin with the miner setting the nonce to zero and using midstateA, requiring four large3407

operations. The miner then keeps the same nonce but swaps in midstateB, which allows3408

skipping the �rst expansion and only performing three operations. If this fails, computing3409

using midstateC also only requires three operations. Then the miner sets the nonce to one3410

and resets the midstate toA, computes the inner loop using four operations, and continues3411

in this way, swapping midstates before incrementing the nonce.3412

One of the major reasons why the discovery of AsicBoost was a signi�cant event in the Bit-3413

coin community was due to patents. The technique itself was patented, but if the technique3414

could not be used universally, it would provide a likely insurmountable mining advantage3415

to the patent-holder. The AsicBoost patent is now held under the Blockchain Defensive3416

Patent License, which obligates any participating entity to share their own mining-related3417

patents. As a result, this is less likely to be an issue in the future. Further, the version of3418

AsicBoost described above is no longer possible on Bitcoin due to the Segregated Witness3419
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soft fork performed in 2017. An overt version of AsicBoost that simply adjusts the version3420

number in the �rst chunk instead of �nding Merkle root tail collisions is still possible.3421

9.1.1. Mining Pools3422

Rewards for mining are provided to miners when new blocks are found. In Bitcoin, new3423

blocks are found approximately every 10 minutes or 144 per day. Other networks produce3424

blocks more frequently, though network latency places fundamental bounds on how quickly3425

blocks can be produced (this latency issue is discussed in detail in Section 10.2.1). Because3426

there are relatively few opportunities to mine blocks and thus collect rewards, it can take an3427

exceedingly long time for small miners to �nd a block once there are a signi�cant number3428

of miners on the network. As a result, small miners could easily go out of business before3429

mining a single block, and the variance in rewards for these miners is substantial.3430

This high variance in mining rewards is the primary motivation formining pools, where a3431

variety of hardware operators cooperate in mining and share the rewards among themselves.3432

This allows smaller, more frequent mining payouts, which makes mining viable to a much3433

wider variety of entities, including those with fewer resources. Pools operate by setting a3434

dif�culty level that is a small fraction of the dif�culty of mining an actual block, and proofs3435

of work at these lower dif�culty levels are calledshares. Participating miners submit shares3436

to the pool operator in exchange for a portion of the pool's reward income (various reward3437

schemes and attacks against them are discussed in Section 9.3). Because there are far more3438

shares than blocks, there are many more opportunities for small miners to collect payouts.3439

Mining pool operators run full nodes and assemble block templates to send to the miners,3440

providing each miner with a particular nonce range to search in. Miners themselves simply3441

operate the hardware. They do not necessarily validate blocks or otherwise participate3442

in the network. The protocol that pool servers use to communicate with miners is called3443

Stratum, which lacks authentication and has resulted in some miners losing their payouts3444

due to network-layer attacks [167].3445

It is a common misunderstanding that mining pools and miners are effectively the same3446

thing, even though individual miners can easily switch pools at will. If a small set of min-3447

ing pools are responsible for mining the vast majority of blocks, many people conclude that3448

only a handful of entities control the network, oversimplifying the nature of "control." Un-3449

der the current Stratum protocol, there issometruth to this. By assembling block templates3450

and thus choosing which transactions to include in a block, mining pools can launch certain3451

attacks or otherwise engage in nefarious behavior. This is one of the primary motivations3452

for the ongoing development of Stratum v2, which eliminates these risks by letting miners3453

select transactions while still pooling rewards [168]. Currently, due to the privileged po-3454

sition of mining pools as the entities that select transactions, the following behaviors are3455

indeed possible:3456

• A mining pool can censor the inclusion of transactions that it does not like or that3457
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regulators tell them to. If a majority of the computational power of the network is not3458

directed at censorship, however, it will only cause increased latency for transaction3459

con�rmation. Further, pools lose out on transaction fees by censoring, so even if the3460

majority of the hash rate is malicious, there is an incentive for miners to deviate from3461

the censoring cartel in order to capture more fee revenue.3462

• Pools can attempt chain reorganizations for double-spending. This is unlikely to suc-3463

ceed without a majority of the computational power of the network involved, and3464

the miners themselves may have strong incentives not to go along with it. Addi-3465

tionally, as miners detect an attack in progress, they can migrate to another pool.3466

If a successful double-spend would decrease the value of a miner's virtual assets or3467

the hardware used to mine them, there is a signi�cant incentive to deviate from the3468

double-spending cartel.3469

• Pools can use their position to in�uence the rules of the network, using the miners3470

as leverage. For example, if the pool operator believes that the rules of the net-3471

work should change to allow higher throughput, they can mine empty blocks and3472

allow a backlog of transactions to accumulate in order to increase fees and frustrate3473

users. Pools can also direct hashpower to networks with alternative rules (but the3474

same proof-of-work algorithm) without the consent of miners. For instance, miners3475

who thought they were mining Bitcoin can be made to mine Bitcoin Cash instead.3476

Similarly, one of the more common mechanisms employed in changing the rules of3477

the network is miner signaling: miners set a bit in their block headers to signify ap-3478

proval. Pools can thus signal on behalf of miners who may or may not agree. As3479

with the other possible attacks, miners can switch pools to those more aligned with3480

their values (including, perhaps, pro�tability) once they detect that their current pool3481

is behaving in ways that they do not approve of. To be clear, neither mining pools nor3482

miners can arbitrarily change the rules of the network, even with a majority of the3483

hash rate. Blocks that are invalid under the "old" rules will be rejected and ignored3484

by the rest of the network.3485

An interesting consequence of having only a handful of major mining pools operating si-3486

multaneously is that many pool operators are known, identi�ed entities. The implications3487

of this are mixed: it should be easier for pool operators to coordinate nefarious activity or3488

be coerced into performing attacks, but they can also be held more accountable for mis-3489

behavior due to a desire to maintain their reputation. Again, miners themselves can easily3490

switch pools, so a pool that acts against the best interests of its miners may not survive for3491

long.3492

Even if a (small) majority mining cartel is formed, deviating from the cartel can be highly3493

pro�table both for pool operators and the miners themselves. If the deviation pushes the3494

cartel's in�uence back under 50%, then participants in the cartel gain no rewards, and the3495

deviating party (as well as those who never participated in the �rst place) temporarily face3496

less competition and thus collect greater rewards. Any pool operator representing enough3497
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hash rate to reduce the cartel back to a minority has a strong incentive to be the one who3498

deviates. If the cartel agreement is only between pools, miners within those pools are3499

likely to switch to other pools once the attack is detected. The miners themselves face3500

electricity and other operational costs to participate in the attack but get no bene�t from it3501

(while risking the value of their assets, as described above). As a result of these factors,3502

an attack by one or more mining pools is likely to only succeed in the short term rather3503

than establishing long-term control over the contents of the blockchain. There are many3504

more miners than pools, and miners may operate anonymously, so organizing a majority3505

cartel of miners is far more challenging in practice. For these reasons, it is a signi�cant3506

oversimpli�cation to suggest that the network is controlled by very few entities.3507

Due to the perceived centralization of mining into pools, there have been efforts to remove3508

or reduce their power, including the aforementioned Stratum v2 protocol. Another effort is3509

P2Pool, a more distributed mining pool. P2Pool miners create their own blockchain that3510

is composed of their lower dif�culty shares, and the dif�culty is set such that shares are3511

expected to be found every 30 seconds (or 20 times more frequently than blocks). The3512

P2Pool sharechain holds 8,640 shares at a time, and payouts are performed proportionally3513

to a miner's fraction of those shares. To enforce this, miners verify that any shares they3514

build off of include the appropriate payouts in the coinbase transaction. Unfortunately,3515

P2Pool has not been able to gain a signi�cant amount of hash rate, in large part because the3516

latency problems that arise in proof of work are magni�ed substantially, resulting in a very3517

high rate of stale shares.3518

A more extreme way to neutralize the power of mining pools is to design a proof-of-work3519

algorithm that entirely precludes pools from existing pro�tably in the �rst place. Specif-3520

ically, non-outsourceable puzzleshave the property that if a pool operator is able to out-3521

source work to a miner, the miner is capable of stealing the reward in a way that does not3522

implicate themselves [169]. There are two major problems with this approach:3523

1. In many cases, it is possible to devise smart contracts where miners must submit col-3524

lateral that can be seized by the pool operator should a miner steal the block reward3525

[170]. This essentially recreates pools but with higher overhead and complexity.3526

2. By reducing the variance of payouts, pools provide a valuable service. Many small3527

mining operations simply would not be viable in the �rst place if it were not for3528

pools. If non-outsourceable puzzles successfully eliminated mining pools, it is quite3529

likely that there will be far fewer miners overall, resulting in even more centralization3530

of mining.3531

9.1.2. Hardware: ASICs and ASIC Resistance3532

One of the more signi�cant debates among cryptocurrency enthusiasts is whether it is de-3533

sirable for the proof-of-work algorithm to be mined with specialized hardware, such as3534

custom-built application-speci�c integrated circuits (ASICs) or general-purpose hardware3535
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like CPUs and GPUs.3536

ASIC resistanceis a property of a proof-of-work algorithm that stipulates that it would be3537

challenging to build specialized hardware that is capable of solving proofs of work much3538

more ef�ciently than general-purpose hardware. Proponents of ASIC resistance argue that3539

the wider availability of CPUs and GPUs results in a far lower barrier to entry for small min-3540

ers while providing a mechanism for hobbyists to acquire cryptocurrency without needing3541

to identify themselves to a centralized exchange. Large segments of the population already3542

possess general-purpose hardware or can acquire it without revealing their speci�c interest3543

in cryptocurrency. Contrast this with ASICs, which tend to cost hundreds or thousands of3544

dollars per machine and which leave no plausible deniability for their purpose. ASICs can3545

be intercepted at national borders or otherwise stopped by hostile governments or shipping3546

companies, and their manufacturers can be identi�ed and targeted. Additionally, ASIC3547

manufacturers themselves can become important players in the "politics" of the networks3548

they produce hardware for, which can include advocating for controversial rule changes3549

and selectively selling machines to preferred partners.3550

Many approaches have been used in attempts to gain the ASIC resistance property, but the3551

overwhelming majority of them have failed within a few years. Once there is suf�cient3552

money at stake – that is, when a proof-of-work cryptocurrency becomes valuable enough3553

– it seems that hardware manufacturers �nd a way to build an ef�cient ASIC for the al-3554

gorithm. It is unclear to what extent long-term ASIC resistance is even possible in the3555

�rst place. One of the more promising attempts at ASIC resistance is called RandomX,3556

which has most prominently been used for the Monero cryptocurrency since November3557

2019 [171]. RandomX is designed to be mined on CPUs. The algorithm relies on a pseu-3558

dorandom key that is periodically extracted from the blockchain. This key is used to help3559

generate random programs in a very general, low-level instruction set where any random3560

string is a valid program. This is translated into machine code and executed in a way that3561

uses as many components of the CPU as possible before being hashed into a �nal result.3562

This use of many CPU components should complicate the design of an ASIC, which is pro-3563

grammed to only execute a very speci�c task. Only time will tell if ASICs are eventually3564

built for RandomX as well.3565

On the other side of the debate are those who feel that proof of work is more secure when3566

specialized hardware is widely used for mining. In this way of thinking, it is good for the3567

security of a given network if its proof-of-work algorithm is the dominant application of a3568

particular piece of hardware. An ASIC-resistant algorithm is likely to have a huge quantity3569

of (unused)potentialhash rate and may be more likely to have the security assumptions3570

of the network (e.g., honest majority of hash rate) be violated. Every CPU or GPU in the3571

world could potentially be turned on to attack the network. This is not solely a concern3572

for ASIC-resistant algorithms. If two cryptocurrencies are mined using the same proof-3573

of-work algorithm (e.g., Bitcoin and Bitcoin Cash), the less valuable one will suffer a3574

security de�cit for the same reason. In addition, ASICs – by only being useful for a limited3575

purpose – require miners to have a vested interest in the network. If the network is attacked,3576
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ASIC owners will lose out on their initial hardware investment, which cannot be repurposed3577

except to mine an alternative cryptocurrency using the same algorithm that may also be3578

attacked by the same hardware.3579

Because many believe that long-term ASIC resistance is futile, attempting to provide ASIC3580

resistance merely imposes barriers to entry for hardware manufacturers. This makes it even3581

easier for the market to become concentrated, perhaps with a single major manufacturer that3582

can build ASICs and mine with them in secret. A related risk is that frequently hard-forking3583

to eliminate ASICs from the network creates strong incentives for collusion between de-3584

velopers and hardware manufacturers and, thus, introduces a strong point of centralization3585

around the development of the mining algorithm. A related concern is that the designer of3586

an ASIC-resistant algorithm that will initially be executed mostly on CPUs can develop an3587

optimized GPU implementation that they can run in secret, providing a signi�cant mining3588

advantage.3589

Some of these security claims have been investigated in the literature. For instance, when3590

multiple cryptocurrencies use the same proof-of-work algorithm but one has much higher3591

dif�culty than the other, rational miners from the dominant chain may be incentivized to3592

migrate to the minority chain to perform a 51% attack [172]. Several works have contem-3593

plated what happens when multiple cryptocurrencies share the same proof-of-work algo-3594

rithm and some portion of miners automatically switch between networks in order to mine3595

the more pro�table coin [173, 174]. The primary �nding of these works is that there exists3596

a hash rate equilibrium between the competing networks based solely on the market price3597

of their respective coins and that miners allocating their hash rate off-equilibrium merely3598

creates a pro�table arbitrage opportunity for other miners. As a result, miners "loyal" to the3599

minority chain – that is, miners who will continue mining on the lower dif�culty network3600

– will mine alone if they exceed the equilibrium allocation. The security of the lower value3601

network cannot be improved by allocating more hash rate below the equilibrium value, and3602

loyal miners would centralize the network above the equilibrium value by causing other3603

miners to migrate back to the stronger network. The only way to alter the equilibrium is to3604

change the relative prices of the respective assets, which is non-trivial.3605

The relationship between a ledger's security and the price of its native asset appears to have3606

better dynamics under certain conditions that are far more likely to hold when ASICs are3607

involved in mining rather than just GPUs and CPUs. A combination of high �xed costs to3608

buy hardware and set up a mining operation plus a low salvage value for the hardware itself3609

leads to asymmetric hash rate changes in response to price changes [175, 176]. Speci�cally,3610

when a network relies on ASICs, miners will deploy more hardware as prices increase but3611

do not decrease to the same degree when prices decline. By responding less to adverse3612

exchange rate shocks, ledgers secured by ASICs are less likely to suffer double-spend3613

attacks after a price decline. Empirically speaking, Ethereum's hash rate responded to price3614

symmetrically at �rst, but after ASICs were developed for Ethash (Ethereum's formerly3615

ASIC-resistant proof-of-work algorithm), hash rate changes in response to price became3616

more asymmetric [176]. This bene�cial asymmetry is reduced if the ASIC is transferable3617
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to another cryptocurrency, though it is likely to still exist if the secondary network is small3618

relative to the network they are actually mining on. A paper by Garratt and van Oordt3619

explains the economic reasoning behind these insights [175]:3620

Fig. 21. In the face of an unanticipated price decline, the behavior of miners depends on the
type of hardware they use. Because miners using general-purpose hardware can leave freely,
they leave in proportion to the decline in the block reward. In contrast, miners who have
already invested in ASICs, which cannot be used for other purposes, may continue to mine.

• Without �xed costs, the decline in the hash rate is proportional to the decline in the3621

exchange rate due to free entry and exit into mining. With �xed costs and small3622

exchange rate declines, miners continue mining to recover some of these �xed costs3623

and will do so until it becomes more pro�table to sell the hardware for scrap. ASICs,3624

which are useless for anything other than mining on a particular ledger, have very3625

low scrap value. This difference is shown in Figure 21.3626

• With �xed costs and low scrap value, launching a double-spending attack results in a3627

loss in the present value of future mining rewards due to the attack's negative impact3628

on the asset's price. Without �xed costs, the only costs of attempting a double-3629

spending attack are the potential loss of mining rewards during the attack if it fails3630

and the variable costs of mining for the duration of the attack.3631

• With �xed costs and low scrap value, the determination of whether a double-spending3632

attack is pro�table or not is path-dependent. At any exchange rate, the hash rate will3633

be higher if the current exchange rate is less than a previous peak because mining op-3634

erations will expand as the price approaches its peak. The price decline implies a de-3635
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creased present value of future mining rewards, such that pro�table double-spending3636

attacks are more likely if the current price is the result of a decline from a previous3637

peak. The principle here holds regardless of the hardware used but presents a more3638

substantial security risk for general-purpose hardware due to the �rst point above.3639

• When multiple cryptocurrencies are mined with the same hardware and an attack on3640

one of the networks is not expected to impact the price of other cryptocurrencies that3641

can be mined with the same equipment, double-spending attacks are more likely to3642

be pro�table than if only a single cryptocurrency were available. Whether an attack3643

can be expected to reduce the price of alternative cryptocurrencies using the same3644

hardware likely depends on their relative sizes. It is hard to imagine a successful3645

attack on the larger cryptocurrency not causing a decline in value for the smaller3646

one because it demonstrates the insecurity of the smaller network. An attack on the3647

smaller one is less likely to have the same impact and is unlikely to signi�cantly3648

affect the expected return from a given piece of hardware.3649

These arguments strongly suggest that there is a security advantage to a network when it3650

is the dominant application of a given piece of hardware. However, the wider availability3651

of general-purpose hardware offers other advantages that are dif�cult to measure but worth3652

considering.3653

9.1.3. Mining Centralization in Practice3654

Some believe that – due to economies of scale – proof of work in the long term is likely3655

to result in a concentration of power among an oligopoly consisting of a handful of large3656

miners. For instance, in the model presented in [177], even relatively small economies3657

of scale resulted in few miners operating simultaneously, and a miner with anX% cost3658

advantage over any other miner will have at leastX% of the total hash rate. As a result,3659

a world in which a miner is able to gain a signi�cant cost advantage over the competition3660

is likely to result in a centralized mining network. That said, the model assumes that3661

all potential miners decide whether to make investments in equipment simultaneously at3662

particular factor prices. In the real world, these decisions are not made simultaneously, and3663

prices change, likely disturbing the equilibrium analysis.3664

It is dif�cult to obtain data on the distribution of hash rate among miners because block3665

reward payouts go to the pools rather than to the miners operating the hardware. That said,3666

Romiti et al. performed an empirical analysis of Bitcoin mining shares and inferred that3667

the addresses paid out from coinbase transactions likely belong to miners of the pool [178].3668

Their data came from three large mining pools and found that fewer than 20 distinct entities3669

collect more than half of the rewards within each pool and that rewards from multiple3670

pools often go to the same entity. This may sound like a substantial degree of mining3671

concentration, but many of these payout addresses belong to exchanges, which dramatically3672

complicates the analysis. Every distinct miner who directly sends their payouts to the same3673

exchange will be considered a single entity under this methodology. As such, it is dif�cult3674
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to draw conclusions about how many actual miners operate on the network and their relative3675

computational power.3676

Regardless of the concentration among miners, it is clear that the majority of miners will3677

tend to form only a relatively small number of pools. As described above in Section 9.1.1,3678

the centralization into relatively few pools does indeed present risks. For example, majority3679

attacks have been conducted against many small and medium-sized networks where that3680

ledger was not the dominant application for the relevant mining hardware. Further, even3681

Bitcoin had a brief period in 2014 where a mining pool – GHash.io – had more than half the3682

total hash rate of the network, though no attacks occurred at that time. On a more optimistic3683

note, the ability of miners to allocate their hashes between multiple pools tends to lead to3684

the decentralization of pools as larger pools increase their fees [179]. Large pools raise3685

fees in order to decrease their hash rate because their positive impact on the dif�culty level3686

harms them more. In practice, distributing hash power this way is easy for miners. Tools3687

exist to help and have been experimentally shown to increase a miner's Sharpe ratio (i.e.,3688

average excess reward over its standard deviation/volatility) by 260% compared to more3689

passive miners [180]. Additionally, the adoption of Stratum v2 is likely to go a long way3690

toward mitigating these pool concentration risks in the future.3691

In addition to miners and pools, hardware manufacturing and design is another potential3692

avenue of centralization for proof-of-work cryptocurrencies. Designing ASICs requires3693

specialized knowledge and capital, and there have historically been very few SHA-2563694

ASIC manufacturers (and even fewer for other proof-of-work algorithms). This market3695

concentration extends to the foundries responsible for manufacturing the integrated cir-3696

cuits. That said, in the years since the �rst Bitcoin ASIC was produced in 2013, ASIC3697

replacement cycles have grown substantially longer [181]. Early designs were obsolete3698

within a few months, but designs have caught up with Moore's Law, and ASICs now often3699

last years before more ef�cient designs make them unpro�table. This has opened up new3700

competition in ASIC design, resulting in far more competition in the Bitcoin ASIC indus-3701

try [181]. As it becomes harder and harder to squeeze out further optimizations for these3702

chips, ASIC production is expected to become further commoditized, reducing the power3703

of manufacturers.3704

Besides general concentrations of power, there may be other concerns regarding geographic3705

centralization in certain regions or political jurisdictions. If miners or mining pools are3706

concentrated in relatively few geographical areas, it becomes substantially easier for the3707

governments of those jurisdictions to disrupt the network. It also creates certain risks that3708

might not otherwise exist, such as �ooding in a region popular for mining, which can take3709

a large fraction of the network hash rate of�ine simultaneously.3710

There are a number of reasons why miners may cluster into relatively few geographical3711

regions. First, miners are inclined to set up their facilities wherever electricity is cheapest,3712

since it is the greatest variable cost for mining and thus one of the simplest ways to gain3713

an advantage over the competition. In practice, a number of governments offer generous3714
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electricity subsidies, which tends to attract miners. Second, the incentives of mining pools3715

are such that they bene�t most by propagating their blocks to more than 50% of the hash3716

rate as quickly as possible but not necessarily 100% for network latency-related reasons, as3717

discussed in Section 10.2.1. This latter incentive is particularly relevant when governments3718

or ISPs engage in network censorship that may slow down the distribution of blocks. If3719

the majority of the hash rate is located in such a jurisdiction, then miners outside of that3720

jurisdiction face a distinct mining disadvantage.3721

However, there are several factors that can mitigate the risks of geographic concentrations3722

of miners. For one thing, there are signi�cant operational challenges with seizing control3723

over all of the deployed physical machines within a country. It is relatively easy to relocate3724

machines, which is often done to take advantage of different electricity prices at different3725

times of year. In addition, the hardware is already spread out across a variety of regions3726

throughout the country. Seizing the vast majority of this equipment would be very chal-3727

lenging to do quickly and discreetly, and once word has gotten out that such seizures are3728

happening, the community can plan for emergency actions, such as a hard fork to change3729

the proof-of-work algorithms and render those machines useless. It would be far easier for3730

the government to target the pools instead of the miners, but again, it would be challenging3731

to do so covertly. Mining pools can quickly be set up in other locations around the world,3732

and it is easy for miners to switch pools. Ultimately, when Stratum v2 is more widely used3733

by these pools, the attack vector will be closed.3734

9.2. Di�culty Adjustment Algorithms3735

Since proof-of-work cryptocurrencies lack a central authority responsible for determin-3736

ing who can mine and with what machines, there will inevitably be a varying amount of3737

hash power deployed to the network as the exchange rate and mining pro�tability changes.3738

Nevertheless, in order to maintain a speci�c monetary policy and provide a better user ex-3739

perience, new blocks need to be found at a relatively consistent pace (e.g., roughly every3740

10 minutes in Bitcoin), regardless of the amount of hash power deployed. In these systems,3741

thedif�culty adjustment algorithm(DAA) is responsible for adjusting the dif�culty of the3742

mining puzzle in response to changes in the network's total hash rate in order to keep block3743

production consistent. Without a DAA, an increasing hash rate would result in blocks being3744

found more and more frequently, in�ating the currency more quickly and making payments3745

less predictable and secure for users.3746

Although the primary purpose of a DAA is to maintain consistent inter-block arrival times3747

over the long term despite �uctuations in hash rate, there are a variety of possible consid-3748

erations that may go into its design. The algorithm should ideally avoid sudden dif�culty3749

changes when the hash rate remains constant, discourage wild oscillations from the feed-3750

back between hash rate and dif�culty, and avoid exceptionally long intervals between new3751

blocks. Generally speaking, DAAs face a trade-off between being more stable or being3752

more quickly responsive to changes in hash rate. More stable algorithms, such as Bitcoin's3753
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DAA, result in more blocks that are "inappropriately" cheap or expensive because they3754

measure hash rate less accurately and are more disruptive to users if the hash rate drops3755

suddenly, but they are more secure and easier to reason about [182–184]. In Bitcoin, the3756

dif�culty is adjusted every 2,016 blocks (about two weeks) proportional to the degree to3757

which blocks were found too quickly or slowly. For instance, if it takes four weeks to3758

mine 2,016 blocks, the dif�culty for the following 2,016 block epoch will be cut in half.3759

Algorithms that adjust the dif�culty more frequently will maintain more consistent block3760

times but are easier for miners to game for unfair advantage [185]. Common DAAs include3761

variants of simple moving averages and exponential moving averages that adjust after every3762

block, though there is a wide design space.3763

In a world where more than one proof-of-work ledger exists, there is a risk that dif�culty3764

changes in one network cause a behavioral shift among miners that affects another network.3765

For example, an interaction between the DAAs of Bitcoin and Bitcoin Cash (which share3766

the same hardware) caused wild �uctuations and instability in the Bitcoin Cash hash rate3767

until a hard fork changed the Bitcoin Cash DAA [186]. More generally,coin-hopping3768

attacksare possible between networks that share the same hardware [187]. At the beginning3769

of a dif�culty epoch, an adversarial or strategic miner can switch to mining on an alternative3770

network and then switch back to the original network at the beginning of the following3771

dif�culty epoch when the dif�culty is lower due to the adversary's withdrawn hash rate.3772

This allows the miner to mine at a lower average dif�culty and cost than competing miners3773

that do not hop between coins. In some circumstances, it may be pro�table to perform3774

similar strategic deviations for a single network, mining during one dif�culty epoch and3775

turning machines off during the next, or using only a portion of the miner's available hash3776

rate during some epochs in order to lower the dif�culty for future epochs [188, 189].3777

9.3. Attacks Against Mining Pools: Pool-Hopping and Block Withholding3778

Mining pools allow miners to lower the variance in their revenue by allowing them to3779

split the block reward based on how many shares each miner submits to the pool operator.3780

An intuitive scheme for doling out a pool's rewards to its constituent miners would be to3781

de�ne a round as the period between two blocks being found by a given pool and then3782

have individual miner payouts be proportional to the number of shares that each miner3783

submitted during the round. Unfortunately, while this proportional reward allocation may3784

be simple, it is also insecure due to thepool-hopping attack[190]. In fact, any pool reward-3785

sharing scheme where the pro�tability of mining depends on the current state of the pool is3786

potentially subject to pool-hopping.3787

In a pool-hopping attack, a miner will join a pool, mine within it for some period of time,3788

and then leave for another pool in such a way that they receive a disproportionate amount of3789

revenue at the expense of other miners who remained in the pool. Under the proportional3790

reward scheme, the payout for every share is equal to the block reward divided by the3791

number of shares submitted in the round. As more time passes within a round, more shares3792
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are submitted, and thus the reward per share decreases. Therefore, an individual miner3793

bene�ts if they submit shares to the pool during its shorter rounds but mine in other pools3794

during longer rounds. This can be approximated simply by mining within a given pool for3795

a short period and then switching to another pool if the round has not completed yet. As3796

a result of this attack, honest miners who continuously participate in the pool can, in the3797

worst case, receive 43% less than their "fair share." Unsurprisingly, mining pools no longer3798

use the proportional payout scheme.3799

Another attack that can be launched against mining pools is theblock withholding attack,3800

where a malicious miner submits valid shares to the pool operator but does not submit3801

blocks when a full proof of work is found [190]. Block withholding can be especially nasty3802

when mining pool operators are also miners. With multiple competing mining pools, the3803

Nash equilibrium is a mixed strategy where miners use some of their hash rate to in�ltrate3804

competing pools to withhold blocks [191, 192]. This is analogous to the famous prisoner's3805

dilemma in game theory: while everyone would be best off if all parties refrained from3806

block withholding, each party bene�ts from their own malicious deviation. The result is3807

that all parties will deviate and withhold blocks, and all parties will be worse off. If mining3808

pools are attacking each other in this way, the total potential network hash rate will not be3809

fully utilized, and the network will be less secure than it otherwise would be. If the network3810

hash rate is static during a dif�culty epoch, the attack only becomes pro�table after the next3811

dif�culty adjustment. Until then, block withholding lowers the revenue for both the attacker3812

and the victims, though it harms the victims to a greater degree. This has occurred in the3813

real world, such as when the Eligius mining pool suffered a 300 bitcoin loss in June 20143814

due to block withholding [193]. However, the need to wait for a dif�culty epoch before3815

it becomes pro�table and the low returns from the attack combine to make it relatively3816

uncommon. A related but much stronger attack –fork after withholding– operates the3817

same as block withholding, except that when the attacker detects that a competing block3818

from a different pool is found, they release the withheld block in order to create a deliberate3819

fork [194].3820

It is possible to mitigate the threat of block withholding through an adjustment to the pool3821

payout scheme. For example, the "incentive compatible" scheme described in [195] makes3822

block withholding unpro�table. LetD be the expected number of shares found per full3823

proof-of-work solution (i.e.,D is the ratio between the full dif�culty and the share dif�-3824

culty). When a miner within a pool �nds a block and submits it to the pool operator,D is3825

compared with the number of shares submitted in that round,S. If S� D, then rewards are3826

proportional. On the other hand, ifS< D, each share receives a �xed reward of1
D , while3827

the remainder of the available block reward goes to the miner who submitted the full solu-3828

tion. By providing a larger reward for the miner who found the block, they are incentivized3829

to report it. Unfortunately, this reward scheme is also susceptible to pool-hopping, as with3830

the proportional scheme, and is therefore not appropriate for real-world use. Most existing3831

mining pools follow one of three styles of alternative reward-sharing mechanisms:3832
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1. Pay-per-share (PPS): Each submitted share immediately credits the miner with a3833

�xed payout, and the pool operator keeps the full block reward when blocks are3834

found. This minimizes variance-related risks for the miner [196] but turns the pool3835

operator into a �nancier who takes on the full mining variance risk. During short3836

rounds, the pool operator wins, whereas they lose money during long rounds in which3837

many shares are submitted. Due to this risk, PPS pools tend to charge miners higher3838

fees. PPS is fully immune to pool-hopping attacks.3839

2. Pay-per-last-N-shares (PPLNS): This method eschews the idea of rounds, and in-3840

stead, the pool operator maintains a queue of the most recentN shares submitted to3841

it. Whenever a miner within the pool �nds a block, payouts are proportional to the3842

number of shares each miner found that remains on the queue. A randomized version3843

of PPLNS is also possible, where instead of a queue in which the oldest share is re-3844

moved when each new share is found, a random one is removed [197]. While mining3845

reward variance is higher for PPLNS than PPS, it has the lowest variance for schemes3846

where the mining pool does not risk running out of funds and having a de�cit with3847

respect to the miners [196].3848

This payout scheme is less susceptible to pool-hopping than the proportional method3849

but is not hopping-proof. Miners can bene�t from joining a pool immediately before3850

the dif�culty is about to decrease and leave a given pool when the dif�culty is about3851

to increase [190]. PPLNS is fairly robust, but there are situations where miners can3852

bene�t from strategic deviations, such as hoarding a certain number of shares and3853

only submitting them to the pool upon �nding a block. This can prevent old shares3854

from exiting the queue [198].3855

3. Share-scoring methods: This includes the original Slush method and the superior3856

geometric method that it inspired, which is fully resistant to pool-hopping. These3857

schemes give each newly submitted share a score that depends on how much time3858

has elapsed since the beginning of the current round: as more time passes, the score3859

increases. At the end of the round, payouts are proportional to the total score rather3860

than the total number of shares. Early shares are worth more than late shares when3861

using the proportional method, but the increasing scores over time help to counter3862

this effect by reducing the value of early shares. The geometric method includes a3863

variable fee that is higher earlier in the round but decays throughout and is parame-3864

terized such that the score given to any new share is always the same relative to both3865

existing and future scores. This removes any advantage that a miner could gain by3866

timing when to enter or leave the pool [190].3867

Note that the victim of a block withholding attack depends on the payout scheme used. If3868

PPS is used, then the pool operator is the victim because they do not get to collect the block3869

reward yet must still pay a constant amount to each miner for their shares. In methods that3870

do not have operator risk, such as proportional, PPLNS, and geometric, the other miners3871

within the same pool suffer when block withholding attacks are performed.3872
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(a) Bitcoin DAA (b) Variable DAA

Fig. 22. Sel�sh mining strategy. With a DAA that adjusts the di�culty every block, the
e f f ectiveStatevariable captures the di�erence in total work between the sel�sh miner's private
chain and the main chain. For Bitcoin's DAA, it is su�cient to keep track of the di�erence in
blocks instead of work. Thei f Losevariable represents what the di�erence in work would be if
the honest miners won the next block. It is used to address situations in which the sel�sh miner
currently has the most work chain but would give up if honest miners win the next block.
[185, 199]

9.4. Sel�sh Mining3873

Satoshi Nakamoto believed that in the Bitcoin system, it is in miners' rational interest3874

to behave honestly so long as the adversary does not control more than half of the net-3875

work's computational power [1]. This was later shown to be false due to thesel�sh mining3876

phenomenon, where strategically withholding blocks from the network can be more prof-3877

itable than honest mining, even with only a minority of the network's hash rate [199–201].3878

While the original attack was described assuming constant dif�culty blocks, the strategy3879

was expanded to account for variable dif�culty blocks in [185]. The attack is relevant to3880

Nakamoto Consensus (see Section 10) but also applies to longest-chain proof of stake and3881

several other proof of work protocols.3882

Sel�sh mining works by forcing honest miners to waste their energy mining blocks on a3883

chain that is "destined" to be reorganized and become stale. When the attacker success-3884

fully mines blocks, they keep them private and only reveal them to the rest of the network3885

when the honest chain is closer to being caught up with the adversarial chain. The attack3886

allows the sel�sh miner to gain a disproportionate share of the mining rewards (i.e., it re-3887

duces chain quality and improves the adversary'srelative revenue) and becomes pro�table3888

sometime after the dif�culty level drops to re�ect the reduced block production rate. The3889

detailed strategy is listed in Figure 22a for the case of Bitcoin's DAA (or any DAA where3890

the dif�culty remains constant for an epoch before changing) and in Figure 22b when the3891

dif�culty changes with every new block.3892
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The attack is parameterized by two variables,a andg, with 0� a ;g � 1. a is the fraction of3893

the total hash rate that is engaged in sel�sh mining, andg represents the fraction of honest3894

miners that will add blocks to the chain on top of the sel�sh miner's block during a block3895

race (and thus relates to the adversary's control over the network).g can be considered a3896

measure of the rushing capabilities of the adversary in that it captures the advantage that3897

the sel�sh miner has when reacting to blocks found by honest peers.3898

Whether the sel�sh mining strategy is rational or not depends on the values ofa andg. The3899

hash rate where a sel�sh miner can improve their relative revenue above and beyond what3900

they would earn from mining honestly is given in the following inequalities:3901

1� g
3� 2g

< a <
1
2

(1)

If g = 1
2, sel�sh mining is pro�table whena � 1

4, and ifg = 0, sel�sh mining is pro�table3902

when a � 1
3. The g = 1

2 scenario corresponds to the situation in which miners – upon3903

seeing two equal-work chain tips – choose randomly between them. Further, ifg = 1,3904

sel�sh mining is bene�cial to the attacker at any hash rate. In the optimized attack from3905

[202], the required adversarial hash rate is decreased from 25% to 23.21% wheng = 1
2.3906

Nayak et al. proposed three additional "stubborn" variants of the strategy, which may3907

perform better than sel�sh mining under some conditions [203]:3908

1. Lead stubborn: When a sel�sh miner has a lead of two blocks, but the honest miners3909

�nd a block and cut the lead to one, the sel�sh miner publicizes their longer chain to3910

win the race. In contrast, a lead-stubborn miner will only publicize the �rst block to3911

"match" the honest chain and try to cause a race.3912

2. Equal-fork stubborn: In normal sel�sh mining, when there is a block race between3913

equal length forks and the attacker mines a block, they reveal it immediately to win3914

the fork. In equal-fork stubborn mining, they would withhold the new block and just3915

have a one block lead again.3916

3. Trail stubborn (Tj -stubborn): When a sel�sh miner falls behind the honest chain,3917

they simply adopt the honest chain. ATj -stubborn miner will continue mining on3918

their private chain until they arej + 1 blocks behind the honest chain.3919

Sel�sh mining is one of the most well-studied attacks in the permissionless ledger litera-3920

ture and has been investigated under a wide variety of scenarios. For example, heteroge-3921

neous network connectivity among honest miners helps a sel�sh mining attacker becauseg3922

rapidly increases as the variance in block propagation delay increases [204]. In [205], self-3923

ish mining was found to be far more pro�table with larger network delays, but technologies3924

that speed up block propagation – such as compact blocks and relay networks – effectively3925

eliminate this difference for blocks of moderate size (compact blocks and relay networks3926

are discussed in Section 10.2.1).3927
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Most sel�sh mining research assumes the existence of a single adversary, but a line of3928

work investigates what happens with multiple sel�sh miners simultaneously operating on3929

the same network [206–209]. Unsurprisingly, the security of the network is further re-3930

duced with multiple sel�sh miners. For example, with two independent sel�sh miners, the3931

threshold for pro�tably sel�sh mining drops from 25% to 21.48% [206]. As the number of3932

simultaneous sel�sh miners increases, the pro�tability threshold for each miner decreases3933

[207, 209]. A necessary condition forn sel�sh miners to simultaneously bene�t from the3934

attack is that each of their individual hash ratesa i is in the range 1
n+ 1 < a i < 1

n� 2, such that3935

up to seven adversaries can operate with 12% of the hash rate each [209].3936

The pro�tability of sel�sh mining depends on the network against which it is applied. The3937

DAA is a signi�cant factor. For example, in systems where the dif�culty is able to rapidly3938

adjust downward when blocks are slow, sel�sh mining tends to be more pro�table. When3939

the DAA only looks at a relatively short period of time as the basis for the adjustment,3940

sel�sh miners can dramatically increase their pro�ts by manipulating the timestamps they3941

include in block headers [185].3942

Ethereum, in particular, has received the most attention outside of Bitcoin [210–212].3943

Ethereum's consensus algorithm, GHOST (discussed in Section 11.2), differs from Bit-3944

coin's in that it includes the existence of stale blocks ("uncles") as part of the DAA as3945

well as the reward scheme. Most signi�cantly, Ethereum miners are rewarded even if3946

their blocks do not make it into the main chain so long as they are referenced as uncle3947

blocks shortly after being mined. As a result, the threshold for sel�sh mining pro�tabil-3948

ity is reduced because even when the attacker loses a block race, they are likely to still3949

get some reward for taking the risk. Using the observed uncle block ratio from Ethereum3950

in December 2017, [211] showed that the pro�tability threshold for sel�sh mining was3951

a = 0:185� 0:012. Another model found that sel�sh mining was pro�table witha > 0:163,3952

and that beneath this value, the sel�sh miner loses far less than they would by attacking Bit-3953

coin [212].3954

Despite being perhaps the most signi�cant theoretical attack on many permissionless sys-3955

tems (aside from the majority attack), signi�cant sel�sh mining attacks have not been ob-3956

served in the real world. There are a number of reasons why this may be the case:3957

• Executing the sel�sh mining strategy requires speci�c software for implementation.3958

The expertise to develop this is not widespread and the software itself is likely to be3959

bug-prone and challenging to test. Due to the costs imposed by proof of work, a bug3960

could cause tens or hundreds of thousands of dollars in losses for the attacker.3961

• Most models assume that the exchange rate for the asset being mined sel�shly re-3962

mains constant throughout the duration of the attack and beyond. However, if sel�sh3963

mining was discovered on a network, one might reasonably expect it to decrease the3964

exchange rate of the asset in question, which can dramatically reduce the pro�tability3965

of the attack (especially if the relevant hardware cannot be repurposed).3966
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• For larger networks, like Bitcoin, it would be prohibitively expensive for individ-3967

ual miners to acquire enough computational power to pro�tably perform the attack.3968

While mining pools can perform sel�sh mining, it is likely to be discovered quickly,3969

at which point the individual miners can defect to honest pools. Unfortunately, these3970

miners are incentivized to remain in the pool and take advantage of the pro�ts that3971

come from sel�sh mining so long as the exchange rate remains constant (but this3972

assumption is questionable). Sel�sh mining detection is facilitated by the common3973

behaviors of individual miners belonging to multiple pools, as well as pools moni-3974

toring each other.3975

• If enough computational power can be acquired to perform sel�sh mining, it is often3976

easier and perhaps more pro�table to double-spend with a majority attack. This is3977

likely the case for small networks where markets exist to rent signi�cant portions of3978

the hash rate.3979

• The parameterg is important to the pro�tability of the strategy, but estimating it is3980

challenging, and it is likely to change throughout the duration of the attack.3981

• Sel�sh mining is not pro�table until sometime after the dif�culty adjusts downward3982

to re�ect the adversary "dropping off" the network. Most research assumes that no3983

new miners are enticed to (honestly) mine on the network based on this lower dif�-3984

culty, which may not be realistic. If this assumption turns out to be false, the sel�sh3985

miner may never recoup their losses from prior to the dif�culty adjustment.3986

On the other hand, sel�sh mining immediately lowers the pro�tability of honest miners. If3987

this induces some of them to quit mining, sel�sh mining becomes even more pro�table for3988

the attacker [213].3989

10. Nakamoto Consensus3990

Satoshi Nakamoto �rst proposed what has been dubbed "Nakamoto Consensus" in 2008,3991

and it ushered in a new era of consensus algorithm research and innovation [1]. The term3992

"Nakamoto Consensus" is used frequently and inconsistently in the consensus literature.3993

Sometimes, it is used merely to describe the longest chain rule without specifying what3994

mechanism is used to prevent Sybil attacks. However, that is not the de�nition used here.3995

In this document, Nakamoto Consensus is de�ned by two things:3996

1. Proof of work is used as the Sybil-resistance mechanism and for randomized leader3997

election.3998

2. The longest chain rule (LCR) is used as the fork-choice rule to form a blockchain.3999

Technically, the LCR is a misnomer because the "longest" chain is de�ned as the4000

heaviest one or the one that proves the most work rather than the chain with the4001

greatest number of blocks.4002
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Nakamoto Consensus is most prominently used in Bitcoin but is also one of the more4003

commonly deployed consensus models overall. In the permissionless design space, it is by4004

far the most well-understood protocol with formal security proofs under a wide variety of4005

models. Having been deployed in Bitcoin since January 2009, Nakamoto consensus has4006

the most real-world battle testing of any permissionless protocol. The assumptions upon4007

which its security is derived are simpler than most:4008

1. Honest majority. The majority of the work that can be applied to the network is4009

being used by honest participants rather than malicious ones. See Section 10.2.2 for4010

more details.4011

2. Bounded network delay. Messages that are sent by participants must propagate to4012

the rest of the network within some bounded period of time. See Section 10.2.1 for4013

more details.4014

3. Collision-resistant hash function.A collision-resistant cryptographic hashing func-4015

tion is required in order to maintain the integrity of the blockchain itself and ensure4016

that each block acts as a commitment or vote on all preceding blocks in the chain.4017

Nakamoto Consensus is also very ef�cient in terms of minimizing communication over-4018

head. Other protocols often require the exchange of additional information regarding which4019

validators have already seen which blocks or allow duplicate or invalid transactions inside4020

of blocks that are only later �ltered out. In addition, the simple blockchain structure – as4021

opposed to multiple parallel chains or DAGs – ensures that transactions are globally or-4022

dered as soon as blocks are generated. This reduces transaction con�rmation latency and4023

is compatible with all smart contract programming models. In contrast, using a different4024

structure requires some care to ensure that the transactions are totally ordered so as to be4025

suitable for smart contracts. As such, it would not make sense to describe other, more4026

recent consensus algorithms as strict improvements over Nakamoto Consensus but rather4027

as having trade-offs. Proof-of-work variants that stay close to Nakamoto Consensus are4028

described in Section 11.1, while a wider variety are discussed throughout Section 11.4029

The mechanics of Nakamoto Consensus are simple. All nodes begin with thegenesis block,4030

a common reference string that initializes the state of the system. Miners then search for4031

proof-of-work solutions to a random puzzle that includes the genesis block as an input (as4032

well as a list of transactions and some other metadata). A miner who �nds a proof-of-work4033

solution is elected leader and produces a block, which is then published and gossiped over4034

a peer-to-peer network. When other nodes see this block, they validate the proof of work4035

and the transactions, forward the block to their peers, and begin trying to �nd solutions to4036

the next puzzle using the new block as input. Over time, this builds a chain of blocks that4037

extend from the genesis block, adding transactions to the ledger and updating the system4038

state.4039

Due to random chance, network delays, or malice, it is possible for more than one com-4040

peting proof of work to be found at the same height in the blockchain. For instance, if4041
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Alice and Bob both �nd blocks at height one immediately after the genesis block, then it4042

is unclear whether miners should consider legitimate and thus build new blocks on top of4043

Alice's chain or Bob's chain. In this case, there is a tie, and miners can choose arbitrarily4044

(though they typically prefer the one they saw �rst). At some point, a miner will extend4045

the chain from either Alice's block or Bob's block, and then that chain will have the most4046

work backing it. This breaks the tie, and all honest nodes will switch to the chain with the4047

new block because honest nodes follow the chain with the most work supporting it. This4048

process continues inde�nitely with honest miners building blocks that extend the longest4049

(most work) chain they are aware of and results in a growing ledger of transactions.4050

10.1. Theory of Nakamoto Consensus4051

Nakamoto Consensus (and sometimes just Bitcoin) is frequently brought up as a solution to4052

the Byzantine Generals Problem (see Section 1.1), thus making it a broadcast algorithm. At4053

other times, it is presented as an agreement algorithm. Despite these frequent contentions, it4054

is not strictly true that Bitcoin and Nakamoto Consensus perfectly �t into these paradigms.4055

In particular, the "validity" property of BGP and BA does not hold for Nakamoto Consen-4056

sus. Recall that BGP validity guarantees that if the leader is honest and begins with input4057

valuev, then all honest nodes decidev. BA validity guarantees that if all honest nodes4058

propose the same value, then any correct node must decidev. There is also weak validity,4059

which requires that each honest node's output must be the input of some honest node. The4060

randomized proof-of-work process interferes with achieving these notions of validity. Un-4061

less the adversary has a negligible fraction of the total computing power of the network,4062

they will eventually be �rst to produce a proof of work, at which point all honest nodes will4063

immediately switch to and extend the chain from this adversarial block and abandon the4064

original "honest" input.4065

Similarly, the probabilistic guarantees provided by Nakamoto Consensus as a result of4066

its proof-of-work process can be framed as providing agreement but not termination or,4067

alternatively, termination but not agreement [214]. Ultimately, Nakamoto Consensus sat-4068

is�es "eventual consistency" or "probabilistic consistency," where the probability of agree-4069

ment on a particular block at a particular position increases exponentially as additional4070

blocks extend the chain's tip from the block in question. One can, therefore, consider4071

Nakamoto Consensus to satisfy agreement but not termination: if the blockchain protocol4072

executes forever, then agreement will hold probabilistically with probability 1. Alterna-4073

tively, Nakamoto Consensus may satisfy termination but not agreement: ifx blocks exist4074

and the system runs for a �nite duration ofk blocks, then consensus is achieved for block4075

x, but the probability that agreement is satis�ed is less than 1 and grows exponentially with4076

k.4077

By now, there is a considerable amount of literature proving that Nakamoto Consensus and4078

Bitcoin provide particular security properties under a variety of assumptions [9, 165, 182–4079

184, 215–230]. Ultimately, Nakamoto Consensus creates a state machine that operates4080

108



NIST IR 8460 ipd
April 2023

over a distributed ledger that satis�espersistenceandlivenesswith security parameterk,4081

sometimes called the "Bitcoin Backbone."4082

• Persistence. Once a transaction is at leastk blocks "deep" in the blockchain of4083

an honest node, then with overwhelming probability, the same transaction will be4084

included at the same position of every other honest node's blockchain and remain4085

there permanently.4086

• Liveness.Transactions sent by honest clients will eventually be at a depth of more4087

thank blocks in honest nodes' blockchains.4088

The �rst security proof for Nakamoto Consensus in synchronous networks is from [9],4089

where persistence and liveness follow from thecommon pre�xandchain qualityproperties.4090

It was then shown in [215] that an additionalchain growthproperty was, in fact, required4091

for liveness.4092

• Common pre�x. For a security parameterk, the blockchains of two honest nodes4093

differ only in the lastk blocks from the tip. That is, if one were to "chop off" the4094

�nal k blocks of two honest nodes' chains, one of the resulting subchains would be4095

a pre�x of the other. A related requirement isfuture self-consistency, such that at4096

any two points in time, with high probability in the security parameterT, the chain4097

of an honest node differs only within the lastT blocks (i.e., alternating between two4098

completely different chains is not allowed).4099

• Chain quality. For parametersmandT, it holds that for anyT consecutive blocks in4100

the blockchain of an honest party, the ratio of honest blocks is at leastm. Stated differ-4101

ently, it should be the case that "enough" of the blocks that end up in the blockchain4102

were proposed by honest nodes.4103

• Chain growth. For parameterst ands and any honest partyP with chainC in a4104

given view, it holds that for anys rounds, there are at leastt � s blocks added to the4105

chain ofP. In other words, the blockchains of honest nodes must continuously grow4106

at a certain pace over time.4107

The model used in [9] assumed a �xed set ofn equally powerful miners (but withn un-4108

known), where each party can make the same number of queries,q, to a hash function4109

modeled as a random oracle. This is considered a "�at" model because each miner is equal,4110

but one can imagine differences as being represented by real-world entities controlling vari-4111

able numbers of players. The adaptive, rushing adversary controlsf < n
2 of those parties4112

and can thus makef � q proof-of-work queries per round. In this environment, iffn� f < 1,4113

honest parties will have blockchains with large common pre�xes when pruning the most4114

recentk blocks from the tip of the chain, except for some small probability that drops ex-4115

ponentially withk. Further, the blockchains of honest parties will include blocks from both4116

honest and malicious parties, but so long as the majority of the hash power is honest, the4117

ratio of blocks produced by honest parties compared to malicious parties is bounded by4118
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f
n� f . This chain quality is fairly low unless there is a large majority of honest miners (see4119

Section 9.4 on sel�sh mining for one adversarial strategy that reduces chain quality). For4120

example, if an adversary controls1
3 of the hash power, they may end up contributing nearly4121

half the blocks. Finally, if the network is unable to remain suf�ciently synchronized (i.e.,4122

if the message latency between honest miners approaches the expected time that it takes4123

to �nd proof-of-work solutions), then maintaining the common pre�x property requires a4124

larger and larger hash rate (super)majority.4125

The analysis in [216] provides security proofs in the "D-bounded delay" model. This model4126

comports with the standard de�nition of partial synchrony presented in [26], where there4127

exists a �xed, unknown upper boundDon message delay. However, it does not �t the game-4128

based description that immediately followed in [26], where the protocol designer designs4129

a protocol and the adversary then choosesD. Interestingly, this makes systems that depend4130

on Nakamoto Consensus, like Bitcoin, behave like asynchronous or partially synchronous4131

protocols while still technically being synchronous.4132

It is instructive to consider why it is more challenging to address network delays in a proof-4133

of-work model than in most permissioned systems. To transform a synchronous permis-4134

sioned protocol into aD-bounded delay one, honest replicas can simply waitD time steps4135

before responding to any messages. In the permissionless setting using proofs of work, the4136

adversary can increase its use of computational resources by a factor ofD to try to solve4137

puzzles while the honest miners "wait."4138

In the context of Nakamoto Consensus, the delay must not only be bounded but suf�ciently4139

bounded. An arbitrary but �nite delay will not suf�ce. If the delay were truly arbitrary (as4140

it would be in an asynchronous network), an adversary with a small fraction of the hash rate4141

could simply delay the arrival of honest parties' messages long enough to guarantee that4142

the adversary creates an even longer chain than the ones acknowledged by honest nodes,4143

forcing honest nodes to adopt the adversarial chain. Without any adversarial hash power,4144

it is still possible for this network adversary to cause common pre�x violations. However,4145

in a model where the adversary can delay messages with only some probability less than 1,4146

Nakamoto Consensus can remain secure even when delays may be quite a bit larger [217],4147

which may motivate the use of satellite or radio technologies to broadcast blocks in ways4148

that are more dif�cult for adversaries to disrupt.4149

Even under partial synchrony, ifr is the fraction of the hash power controlled by the ad-4150

versary,n is the number of miners, andp is a mining hardness parameter that captures4151

the probability that a single random oracle hash query generates a valid proof of work, the4152

common pre�x property (and thus persistence) will not hold whenp > 1
nr D.4153

As a result, the mining puzzle's dif�culty must be appropriately set as a function of the4154

maximum network delay in order to maintain security. The primary result from [216] is4155

that so long asr < 1
2, then for any delay boundD, there exists a suf�ciently smallp such4156

that Nakamoto Consensus maintains consistency. The consistency proof relies on a con-4157

cept dubbedconvergence opportunities, which provide honest nodes the opportunity to4158
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synchronize themselves and converge upon the same blockchain. A convergence opportu-4159

nity occurs when:4160

1. There is a period ofD rounds where no honest miners mine a block.4161

2. A round occurs where a single honest miner mines a block.4162

3. Another period ofD rounds occur without any honest miners mining a block.4163

Note that in step 2, only a single honest miner can mine a block during that time. If mul-4164

tiple honest miners mine competing blocks, there is no convergence opportunity because4165

honest miners may be split over which block they ought to mine on top of (later works4166

tightened the security proof by relaxing this requirement [225, 226]). To prove the security4167

of Nakamoto Consensus, [216] shows that convergence opportunities occur with suf�cient4168

frequency and that attackers can only prevent them by mining a block that is accepted by4169

the honest nodes during this time. An adversarial block that prevents a convergence op-4170

portunity cannot have been mined and withheld particularly long before the time period in4171

question because the honest mining majority will quickly produce and distribute a longer4172

chain, making the adversarial block irrelevant. When the adversarial hash rate is suf�-4173

ciently bounded, the number of adversarial blocks will be outnumbered by the frequency4174

of convergence opportunities, guaranteeing that honest nodes will eventually converge on4175

a consistent chain.4176

10.1.1. Nakamoto Consensus With Chains of Variable Di�culty4177

The above analyses assumed that the mining dif�culty remained constant throughout the4178

execution of the protocol. In actuality, the dif�culty adjusts with the addition or removal4179

of computing power so as to maintain an average target block interval (for instance, in4180

Bitcoin, the target block interval is 10 minutes or 600 seconds). Several works extend the4181

prior analyses to distributed ledgers where the dif�culty changes over time [182–184].4182

In [182], the authors extend the synchronous model from [9] to account for Bitcoin's dif-4183

�culty adjustment algorithm, which recalibrates the dif�culty parameter after every 2,0164184

blocks (approximately two weeks) in order to account for changes in hash rate during that4185

time. The new model does away with the �xed number of minersn and instead allows4186

the number of miners to vary. There are bounds on how quickly the number of players4187

can change over time while maintaining consistency, and if these bounds are respected and4188

miners do not deviate too far from expectation, the block production rate should remain4189

suf�ciently stable to maintain the common pre�x and chain quality properties. The most4190

crucial result from the analysis is that the length of a dif�culty epoch needs to be suf�-4191

ciently large in order to bound the probability of attacks, which helps to justify the lengthy4192

epochs used in Bitcoin (while raising questions as to the security of more rapidly adjusting4193

DAAs). Further, Bitcoin's DAA utilizes "dampening �lters" such that the dif�culty adjusts4194

by no more than a factor of four in either direction, and this dampening is required in order4195

to prevent attacks against the common pre�x property [200].4196
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Some limitations from [182] are addressed in other papers that account for variable dif-4197

�culty [183, 184]. In particular, [182] relies on two key assumptions: 1) a synchronous4198

network prevents the adversary from delaying network messages between honest parties,4199

and 2) the adversary cannot adaptively choose how many players – and thus how much4200

hash rate – is deployed in any given round but must instead schedule this in advance.4201

Clearly, these assumptions do not hold in the real world, but [183, 184] prove the se-4202

curity of Nakamoto Consensus with an adaptive work schedule andD-bounded message4203

delays. Note that changes in computing power must not occur too quickly or else the min-4204

ing dif�culty will not be appropriately set relative to the network delay. The only other4205

condition required in the proof from [183] is that the initial dif�culty is set appropriately to4206

the network delay and available computational power. That is, if the dif�culty is properly4207

calibrated from the start and does not change too quickly, Nakamoto Consensus remains4208

secure.4209

The dif�culty adjustment algorithm employed in [183] differs slightly from that of Bitcoin.4210

In particular, for an additional security parameterk0, the dif�culty calculation "chops off"4211

the �rst and lastk0 blocks of the epoch, which helps maintain consistency and avoids the4212

need to deal with epoch boundaries in the analysis. In addition, the timestamp validity4213

rules for a given block differ slightly from that of Bitcoin: all timestamps must strictly4214

increase, and honest nodes reject blocks where the timestamp is in the future. Assuming4215

that the chain quality property holds, these rules ensure that an honestly produced block4216

occurs periodically, forcing adversarial blocks to be located between two nearby honest4217

blocks and thus preventing adversarial blocks' timestamps from deviating too far from the4218

actual time. The analysis in [184] uses the real Bitcoin DAA but with similarly modi�ed4219

timestamp rules.4220

10.1.2. Additional Analyses of Nakamoto Consensus4221

There are quite a few additional security analyses of Nakamoto Consensus and Bitcoin that4222

often use different models. For example,4223

• Bitcoin was proven secure withuniversal composability(UC) in [218] in networks4224

with bounded delays. A UC-model proof is important because it means that a Bitcoin-4225

like ledger can be arbitrarily composed with other protocols that may rely on it, such4226

as running multi-party computations on top of a blockchain.4227

• The Bitcoin Backbone was proven secure in the quantum random oracle model in4228

[220, 231], assuming a suf�ciently bounded quantum adversary.4229

• In [221], the Bitcoin Backbone was proven secure when different miners have differ-4230

ent hash rates (i.e., it avoids the "�at" model where each miner is considered to have4231

an equal amount of hash power).4232

• The Bitcoin Backbone remains secure even when some of the nodes "prune" their4233

blockchains by removing old blocks from their local ledger [224].4234
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• A simple proof of the security of Nakamoto Consensus in the continuous time model4235

(instead of using discrete rounds) was provided in [229].4236

• The trade-off between con�rmation latency and security was formalized in [232],4237

which provides guidance for optimizing throughput by choosing appropriate param-4238

eters for block size and expected block times.4239

• Permissionless longest-chain protocols, including Nakamoto Consensus, were proven4240

secure in a generalization of the synchronous communication model, where message4241

delays are independent, identically distributed, and thus potentially unbounded [233].4242

• Some works have attempted to remove the random oracle assumption from their se-4243

curity proofs. For example, [223] formalizes a primitive called "signatures of work,"4244

which enables honest majority consensus in permissionless settings analogously to4245

how digital signatures allow honest majority consensus in permissioned settings. The4246

"key" for these "signatures" is the most recent block hash seen by a miner, so the key4247

ensures timeliness of the work. Unfortunately, the only known instantiations of the4248

primitive rely on random oracles themselves. A standard model proof of security4249

without the use of a random oracle for the Bitcoin Backbone protocol was provided4250

in [165].4251

• Several works have tightened the consistency bounds for longest-chain protocols like4252

Nakamoto Consensus [222, 225, 226, 230]. One reason why earlier bounds were not4253

tight was due to the negative in�uence on security that occurs when multiple honest4254

miners mine blocks close to each other (see the discussion on convergence opportu-4255

nities in Section 10.1), and [226] uses proof techniques that mitigate the impact of4256

this. The resulting consistency bound – wherera is the expected number of adver-4257

sarial proofs of work generated per unit time,rh is the expected number of honest4258

proofs of work, and the maximum message delay isD0 – is4259

ra <
1

D0 + 1
rh

(2)

The analysis in [222] produced security bounds in terms of the expected number of4260

network delays until a block is mined,c (e.g., if it takes 10 seconds before all miners4261

receive and validate a block and the expected block interval is 600 seconds,c = 60).4262

In this case, ifh is the honest fraction of the hash rate andf is the adversarial fraction,4263

consistency is maintained so long as4264

c >
2h

ln( h
f )

(3)

• A particularly interesting result is that the Bitcoin Backbone can maintain its primary4265
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security properties (i.e., chain quality, chain growth, and common pre�x) even in4266

situations where a dishonest majority temporarily exists so long as there is an honest4267

majority in expectation over time [227, 228]. This would capture situations where,4268

for example, a mining pool has suffered a denial of service that creates a temporary4269

dishonest majority of miners that will be recti�ed when the pool comes back online.4270

One more analysis that deserves special attention is [219], which uses the game-theoretic4271

rational protocol design framework to show that – assuming a particular class of incentives4272

within the Bitcoin protocol – the honest majority assumption can be replaced by the weaker4273

assumption that miners seek to maximize their pro�ts. The utility function that accounts4274

for these incentives incorporates the block subsidy, transaction fees, and mining costs but4275

does not include any incentives external to the protocol, such as exploiting the transaction4276

ordering for front-running or shorting the bitcoin asset in order to pro�t from a decrease in4277

its price. A number of important conclusions can be drawn from this:4278

• In the less realistic model where transaction fees are excluded from the analysis,4279

Bitcoin is incentive-compatible, and even large coalitions of miners lack an incentive4280

to deviate from the protocol so long as the price of Bitcoin is high enough for mining4281

to be pro�table.4282

• When transaction fees are included, the system remains incentive-compatible so long4283

as fees are suf�ciently large. However, the same is not true for arbitrary transaction4284

fee distributions. If some fees are much higher than others, an attacker may try to4285

build two chains in parallel with the high fee transactions and maintain the fork long4286

enough to spend those fees on both chains. On the other hand, if an honest majority of4287

computing power exists, the only pro�table deviation by the adversary is to withhold4288

high-fee transactions from the rest of the miners in order to claim them without the4289

risk of a competitor collecting those fees. As a result, the security assumption for4290

Bitcoin can be relaxed from needing an honest majority to needing many high fee4291

transactions and only requiring an honest majority when fees are low.4292

• As the block subsidy in Bitcoin is reduced over time and miners increasingly rely4293

on transaction fees for revenue, there must be a signi�cant transaction fee backlog4294

in order to maintain incentive compatibility. Speci�cally, the total reward for mining4295

blocks must be non-decreasing. That is, after a block is mined, other miners must4296

have enough transaction fees available in their mempools to be incentivized to move4297

the chain forward instead of creating a fork that includes more fees. Ultimately, this4298

motivates having a maximum block size limit that is small enough that miners cannot4299

build blocks that claim "too much" of the outstanding transaction fees. This issue is4300

discussed in more detail in Section 19.1.1.4301
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10.2. Violating the Nakamoto Consensus Security Assumptions4302

Roughly speaking, there are three major ways that Nakamoto Consensus can fail. The4303

following sections look at each of these concerns in turn:4304

1. The network delay is not suf�ciently bounded such that blocks take "too long" to4305

propagate.4306

2. The majority of the computing power deployed to the network can be malicious.4307

3. An adversary is able to create hash function collisions.4308

10.2.1. Network Delay and Block Propagation4309

Section 10.1 described how an adversary who can arbitrarily delay the transmission of4310

blocks to honest miners would be capable of causing consensus failure. Whether adversar-4311

ially induced or simply a result of typical network latency, any delay in block propagation is4312

detrimental to Nakamoto Consensus. Speci�cally, latency in block propagation can cause4313

the blockchain to fork. Two different miners may produce blocks at the same height of the4314

chain at approximately the same time because they were both unaware of the competing4315

block. Whenever forks occur, honest miners temporarily work on different problems, so4316

the actual work that secures the chain is reduced.4317

The creation of new blocks is a Poisson process, which means that the times between4318

two blocks being mined follow an exponential distribution. Thus, the probability of an4319

unintentional fork in the blockchain is 1� e
� x
T , wherex is the propagation delay andT is4320

the expected block interval. For example, with Bitcoin's 600 second block interval and4321

a 10 second propagation delay, there is approximately a 1.7% chance of con�icting forks4322

appearing on the network when a block is found, so forks would be expected every 604323

blocks on average. If the block interval were one minute instead, there would be more4324

than a 15% chance of forks or forks every 6 or 7 blocks. According to an early study4325

on Bitcoin's block propagation, it took 12.6 seconds for a block to propagate to 90% of4326

the network [234]. However, that was prior to the deployment of techniques that reduced4327

latency, such as compact blocks and the Fast Internet Block Relay Engine (FIBRE). Since4328

then, accidental forks have become extremely rare.4329

The concerns regarding frequent forks relate to more than just maintaining consistency4330

among nodes. Due to the permissionless nature of Nakamoto Consensus, adequate incen-4331

tives are required for the system to work properly. When forks occur, only one of the4332

competing blocks will actually remain in the chain for the long term, while the others are4333

discarded and become stale, leaving their creators with no reward. Unfortunately, this im-4334

plies that frequent forks can lead to mining power becoming concentrated among a smaller4335

and smaller set of larger and larger entities. For example, consider a fork that occurs be-4336

tween a miner with 35% of the network's hash rate and a miner with only 5%. Both send4337

their block out to the rest of the network and immediately begin mining on top of their own4338
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block. In this case, the larger miner instantly has an additional 30% of the network hash4339

rate supporting their block compared to the small miner and thus has a 30% lower stale4340

block rate. If it takes 30 seconds for a block to propagate to the rest of the network, there4341

would be an approximately 4.88% chance of a con�ict, so the larger miner gains an overall4342

1.46% revenue advantage. Dif�culty adjustments make mining a low-margin business, so4343

this revenue advantage can be substantial. In other words, big miners will create larger4344

and larger blocks in order to squeeze out the competition over time (in the absence of a4345

suf�ciently small maximum block size limit).4346

Similar centralization issues arise based not just on the relative size of the miners but also on4347

their relative network connectivity [235–237]. Miners who have low latency connections4348

to other miners have the same types of advantages during forks that large miners do – the4349

remaining miners are more likely to build off of the well-connected miner's block because4350

they will see it �rst. In addition, better latency improves a miner's ability to include high fee4351

transactions in their blocks before the transaction has fully propagated through the network.4352

A related concern is that miners are not strictly incentivized to get their blocks propagated4353

to 100% of the network hash rate as quickly as possible but rather somewhere above 50%4354

and less than 100% (see Section 9.4 on sel�sh mining, which is a related problem). This4355

implies that crafting big blocks that reach the majority quickly but slowly propagate to the4356

rest can harm small miners. It also implies that networking impediments like the Great4357

Firewall of China are problematic. If the majority of the hash rate is on one side of the4358

�rewall, that side has a signi�cant advantage over the miners on the other side. Miners can4359

intentionally slow down block propagation in a few ways, such as stuf�ng blocks full of4360

transactions that have not been forwarded to the rest of the network or including transac-4361

tions in blocks that are deliberately slow to validate (see Section 19.2 for more information4362

on slow to validate transactions).4363

Improving block propagation signi�cantly reduces security issues with Nakamoto Consen-4364

sus. One way of doing this is to increase the number of network connections that each node4365

has, though that comes with the cost of increased bandwidth consumption [238]. There are4366

also a variety of techniques that can be used to reduce block propagation time. Only com-4367

pact blocks and the FIBRE relay network are described here because they are used on the4368

Bitcoin network, though a variety of other block transmission mechanisms have been pro-4369

posed (e.g., Xthin, Xthinner, Graphene, BlockTorrent, Falcon relay network, etc.). While4370

important, these techniques have some limitations:4371

• They rely on the assumption that nodes have relatively synchronized mempools and4372

perform poorly when this is not the case. That is, if there are many transactions4373

that are included in a block but have not propagated to all of the miners, the extra4374

network round trips and bandwidth of transmitting those transactions will reduce the4375

effectiveness of compact blocks and increase latency and orphan rates. As block sizes4376

increase and expected block intervals decrease, more transactions will exist that have4377

not propagated fully.4378

116



NIST IR 8460 ipd
April 2023

Fig. 23. Compact block message �ow in which node A receives a block and sends it to node
B. [239]

• While they may reduce latency and bandwidth for nodes that are currently online,4379

nodes that were of�ine for a period of time or are being booted up for the �rst time4380

must still download the complete block. Therefore, these techniques do not improve4381

the performance of an initial synchronization and thus do not represent a complete4382

scaling "solution."4383

• An adversary who does not want their block quickly propagated to all of the miners4384

may use these techniques solely for personal advantage by, for example, using com-4385

pact blocks to send blocks to a favored portion of the network and sending full blocks4386

or nothing at all to a disfavored portion.4387

The compact blocks technique involves transmitting only the 80-byte block header, short-4388

ened transaction identi�ers (txid) that are hardened to prevent denial-of-service attacks, the4389

coinbase transaction, and a small selection of full transactions that the sending peer predicts4390

the receiving peer may not have seen yet [239]. The receiving peer then tries to reconstruct4391

the block themselves using the information provided and their own mempool and then re-4392

quests any missing transactions. There's also a high-bandwidth mode where the receiving4393

peer has a few of their peers send new blocks without asking �rst, which increases band-4394

width (because the node may receive the block multiple times simultaneously) but reduces4395

latency. The message �ow can be seen in Figure 23. Typically, these can reduce what4396

would have been a 1 MB block transmission to approximately 20 KB of data over the wire.4397

The short txids are created by taking a SHA-256 hash of the block header and nonce, using4398

the fast hashing algorithm SipHash on the txid and some of the output of the SHA-256 hash,4399
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and removing the two most signi�cant bytes of the result. The short txid is the remaining six4400

bytes. Without this hashing procedure, it would be possible to create short txid collisions4401

too easily, allowing attackers to prevent the scheme from working. While a 48-bit hash4402

is not suf�cient to prevent intentional collisions, the use of the block hash as a key to the4403

hashing algorithm prevents an attacker from predicting the actual keys that will be used4404

when the adversarially created transactions are included in a block. Additionally, peers4405

have a 64-bit nonce that they share with each other and are unique per connection. These4406

are mixed in to prevent even the block creator from controlling where collisions occur. The4407

use of SHA-256 for this mixing is much slower than SipHash but is only performed once4408

per block, so it does not add much overhead.4409

Another way that block propagation has been sped up is with the use of FIBRE,1 which uses4410

UDP instead of TCP and encodes (compact) blocks using forward error correction (FEC).4411

TCP requires receiving the network packets that include the block in order, whereas UDP4412

allows data to be consumed as fast as the network allows. FEC helps by better handling4413

dropped packets. A FIBRE network is essentially an allowlist of miners who prioritize ex-4414

tremely low latency in block transmission. Because it consists of a curated or permissioned4415

set of nodes, the network operator can theoretically perform censorship. However, anyone4416

can set up a FIBRE network, so it is not conceptually dependent on a single centralized4417

entity. Miners who utilize a relay network are substantially more likely to win in a block4418

race than those who do not participate [240].4419

10.2.2. Majority Hash Rate Attacks (51% Attacks)4420

For Nakamoto Consensus (and other pure proof-of-work consensus mechanisms), a secu-4421

rity assumption has been violated if the majority of the hash rate is malicious. An entity4422

that controls the majority of the computational power deployed to the network has com-4423

plete control over the content of blocks and can thus double-spend or censor transactions4424

with certainty given enough time. This does not give the adversary the ability to change4425

the rules arbitrarily, but it does allow them to decide which subset of valid transactions are4426

added to the ledger and in which order.4427

One of the more unfortunate aspects of majority attacks is that they are largely self-funding.4428

The majority attacker can replace any blocks created by honest miners with their own4429

and thus claim 100% of the block rewards. Once an attacker acquires the majority of the4430

computational power deployed on the network, incentive compatibility requires that the4431

block rewards must be large relative to the bene�ts of attacking the chain. This condition4432

is dif�cult to maintain unless "(i) the mining technology used to run the blockchain is both4433

scarce and non-repurposable, and (ii) any majority attack is a 'sabotage' in that it causes a4434

collapse in the economic value of the blockchain" [241]. Stated differently, to dissuade a4435

majority attacker, the proofs of work and the hardware used to create them must be useless4436

outside of the network in question, and an attack must cause a decrease in the purchasing4437

1https://bitcoin�bre.org/
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power of the underlying asset.4438

Part of the security argument against majority attacks is that a rational attacker is not going4439

to harm the system that pays them. Of course, this does not hold in what is known as a4440

Gold�nger attack– when an attacker expects to gain utility by causing the asset price to4441

crash, perhaps because they have shorted the asset or are a central bank that fears currency4442

competition.4443

This rationality argument is also inapplicable if a temporary majority can be created by4444

renting hash rate. This is easier when the dif�culty is low, perhaps because the network4445

is still young or when the proof-of-work algorithm is ASIC-resistant and does not require4446

specialized hardware. One strategy for renting computational power would be to form a4447

negative fee mining pool that would have higher payouts than honest pools, which entices4448

otherwise honest miners to the attacker's pool [242]. This is also possible using bribery4449

via out-of-band payments, which require more trust, orwhale transactions[243], which4450

are high-value transactions intended to bribe miners onto a particular side of a fork. To4451

create whale transactions, the attacker needs to �rst move some money to an address in4452

the �rst block of their preferred fork so that spending from that address cannot happen on4453

the other side of the fork. The attacker then creates a transaction withj outputs that are4454

spendable by anyone but "timelocked" so that they can only be claimed in a series ofj4455

escalating blocks from the fork point. Miners who mine on this fork can then claim these4456

bribes in the blocks they mine, but the bribes are never paid if the attacker's fork does not4457

take over. As an alternative to this anyone-can-spend output method, a stream of high-fee4458

transactions could work but would be less effective than the timelocks. Larger miners are4459

more likely to switch to the whale transaction branch than smaller miners because the fork4460

is then more likely to succeed, and larger miners may collect a higher proportion of blocks4461

on the forked chain. It is also possible to use smart contracts deployed on other systems in4462

order to facilitate bribery attacks [244–247].4463

In an extension to the model in [241], the ability for 51% attack victims to retaliate with4464

their own rented hash rate or whale transaction bribes – which appears to have occurred on4465

the Bitcoin Gold blockchain in February 2020 – disincentivizes majority attacks in the �rst4466

place [248]. This result makes the relatively weak assumptions that the cost of the attacks4467

and counterattacks increase over time and that the victim would suffer a cost in reputation4468

for being the victim of a double-spending attack. This assumption is likely true for entities4469

like cryptocurrency exchanges, which are also most likely to be the victims of majority4470

attacks. However, this argument does not hold if the attacker is merely trying to censor4471

transactions instead of double-spend. The simplest defense against censorship attacks is4472

to have high transaction fees, which increases the opportunity cost of censorship to the4473

attacker.4474
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10.2.3. Hash Function Collisions4475

If there were ef�cient ways to produce hash collisions, then proof of work would not be4476

effective as a Sybil-resistance mechanism, and consensus would trivially fail. In addition,4477

the hash references to previous blocks in the blockchain would no longer commit to the4478

entirety of the chain up to that point and would fail to properly commit to the data in4479

the blockchain itself. For example, an adversary capable of �nding hash collisions would4480

be able to arbitrarily change the content of blocks at any point in the blockchain without4481

actually breaking the chain itself and could thus arbitrarily manipulate the state of the4482

system to their advantage. As a consequence, none of the data in the blockchain would be4483

tamper-resistant or have any integrity, and it would be impossible for nodes to agree on the4484

state of the system.4485

10.3. (More) Attacks Against Nakamoto Consensus4486

Even when the typical security assumptions for Nakamoto Consensus hold, there are still4487

possible attacks against users of the system. In particular, attackers with less than half4488

of the network's hash rate can still attempt to double-spend or censor transactions. The4489

Bitcoin white paper [1] considered double-spending with less than half the computational4490

power assuming a �xed hash rate and constant dif�culty, although the calculations were4491

�awed and later corrected by Rosenfeld in [249]. The updated probabilities can be found4492

in Figure 24.4493

The �rst step of the attack is to mine a block that includes a transaction in which the at-4494

tacker sends some of their funds to themselves. They withhold this block from the network4495

and then broadcast a transaction that sends those same funds to a merchant. The merchant4496

waits for k con�rmations before giving the attacker whatever they purchased, and the at-4497

tacker continues mining on their secret branch of the chain during this time. If the attacker4498

manages to build a longer chain, they broadcast it to the network, which then adopts that4499

chain as the best one. This overwrites the transaction sending funds to the merchant, and4500

the attacker can walk away with both their original funds and the goods they did not pay4501

for.4502

A piece of Bitcoin folk wisdom is that merchants should wait for six con�rmations before4503

accepting a transaction. This number was selected by bounding the risk of a double-spend4504

to 0.1%, assuming that the attacker has amassed no more than 10% of the network's hash4505

power. However, these numbers are arbitrary, and as the attacker's computational power4506

gets closer to 50%, the number of required con�rmations blows up toward in�nity. On the4507

other hand, small valued transactions are likely safe after just one or two con�rmations. To4508

be pro�table (rather than just probable), the attacker should incorporate a stopping thresh-4509

old for when their private chain falls too far behind and success is unlikely [250].4510

The attack can also be run multiple times concurrently to steal from multiple merchants at4511

once. This makes it harder for a merchant to calculate how long to wait based on the value4512
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Fig. 24. Probability of successful double spend as a function of the attacker's hash rateq and
number of con�rmations. These probabilities assume that the attacker has already mined and
withheld a single block that includes the self-paying double-spend transaction. [249]

of a transaction, and they may conservatively have to consider the value of an entire block.4513

Further, an attacker with arbitrarily low hash rate can pro�tably implement a double-spend4514

by combining it with sel�sh mining. In this case, the attacker mines in secret for a double-4515

spend, but when it is unlikely that they will be able to reorg a suf�cient number of blocks,4516

they switch to sel�sh mining and publish their secret blocks to get the block rewards.4517

Sometimes, for small transactions, a merchant may accept a transaction without any con-4518

�rmations (colloquially called "0-conf"), even though the protocol provides no security4519

guarantees for these transactions even against adversaries that do not control any computa-4520

tional power. Assuming that most spenders are honest, this might be acceptable from a risk4521

management perspective. However, when the attacker does control computational power,4522

additional attacks are possible, including theFinney attackandvector76 attack. Both of4523

these attacks can be generalized in order to attack merchants who require con�rmations as4524

well [251].4525

The Finney attack was proposed by cryptographer Hal Finney and starts with the attacker4526

mining a block that contains a transaction sending their funds to another address that the4527

attacker controls. Instead of broadcasting the block to the network, the attacker broadcasts a4528

transaction from the original address to the merchant, collects the goods from the merchant,4529

and �nally broadcasts the pre-mined block to double-spend [252]. The Finney attack can4530

also be used when the merchant requiresk con�rmations before accepting a transaction. In4531
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Fig. 25. Finney attack example. [251]

this case, the adversary works on a secret chain that embeds the double-spend transaction,4532

tx2, which con�icts with the merchant transaction,tx1. The attacker attempts to createk+ 14533

blocks more than the honest miners but aborts if the honest miners ever get ahead of the4534

attacker, potentially restarting at a later block in the chain. Once the attacker has ak+ 14535

block lead, they broadcasttx1, wait for the honest miners to produce enough blocks for4536

tx1 to havek con�rmations, and then broadcast their private chain to overtake the network4537

and reversetx1. An example of a 1-conf generalized Finney attack appears in Figure 25.4538

Importantly, if the attacker can choose when they want to submit a transaction, the pre-4539

mining stage can be attempted repeatedly until the attack can be executed with a near-4540

guarantee of success.4541

The vector76 attack requires the adversary to have a direct connection to the victim [253].4542

The attacker mines a block that includes a transaction sending funds to the merchant but4543

does not broadcast the block or the transaction to the rest of the network. The attacker then4544

waits until another block is mined at the same height by the honest miners before sending4545

the pre-mined block directly to the victim (hopefully before the victim sees the other block)4546

and collecting the goods. Finally, the attacker broadcasts a con�icting transaction that4547

refunds themselves. The network adds this double-spend transaction to a block, and the4548

original pre-mined attack block becomes stale.4549

There is a generalized version of this attack that works against victims that do not relay4550

blocks they have received, like light clients [251]. This is one reason why light clients4551

are less secure than full nodes and why merchants using light clients should wait for more4552

con�rmations than they otherwise would. For example, say that a merchant only uses a light4553

client for validation and requiresk con�rmations to accept a transaction. The attacker starts4554

pre-mining a secret branch that includes a transaction to the merchant,tx1, in the �rst block4555

of their private chain. They continue mining on this branch untiltx1 hask con�rmations.4556

If the attacker's branch is longer than the honest branch, they show the merchant their4557

pre-mined chain, collect the goods, and stop mining on the private branch. Finally, the4558

attacker broadcasts a con�icting transaction,tx2, to the network, which is unaware of the4559

attack chain that is known only to the attacker and the merchant. Eventually, the honest4560

network will build a longer branch than the private one that includestx2, thus reversing4561

tx1. Figure 26 shows an example of this attack executed against a merchant requiring two4562
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Fig. 26. Vector76 attack example. [251]

con�rmations.4563

So far, this section has only considered ways in which a minority hash rate attacker can4564

double-spend against adversaries who require only a small number of con�rmations. An4565

adversary could also attempt to censor transactions viafeather-forking[254]. In a feather-4566

forking attack, the miner with a minority of the hash rate commits to not mining on top4567

of any chain that contains an address or transaction that they would like to censor, at least4568

for several blocks. If the attacker makes it credibly known to other miners that they are4569

following this policy, then other miners are less likely to include the address or transaction4570

in question for fear that their block might be reorged. If the attacker is able to coax more4571

than half of the total hash rate to censor, they have succeeded.4572

11. More Proof-of-Work Protocols4573

Nakamoto Consensus is the paradigmatic proof-of-work consensus algorithm, but many4574

others have been proposed or implemented. This section begins by considering some more4575

modest adjustments to Nakamoto Consensus. Most of these protocols attempt to address4576

one of its primary �aws: the degradation of security that occurs when block transmission4577

latency is too high. Several also attempt to improve upon its low chain quality in order4578

to resist sel�sh mining attacks. The GHOST fork-choice rule is used to allow blocks to4579

be produced more quickly and reduce the time until transaction settlement. FruitChains4580

modify the blockchain structure in order to achieve better chain quality guarantees.4581

Other protocols run Nakamoto Consensus over multiple separate blockchains in paral-4582

lel, which can substantially reduce the latency of transaction settlement. By giving these4583

blockchains different roles, the Prism construction is able to increase throughput and im-4584

prove latency. Several protocols utilize DAGs instead of linear blockchains. These ap-4585

proaches address Nakamoto Consensus's block transmission issue by largely doing away4586

with the concept of stale blocks in the �rst place and allowing all competing blocks to ulti-4587

mately be incorporated into the ledger. This comes with increased complexity in protocol4588

design and analysis and, in some cases, only results in a partial rather than total ordering of4589

transactions, making them unsuitable for generic smart contracts.4590
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Finally, there are protocols that use proof of work as a Sybil-resistance mechanism to con-4591

trol who may participate in classical permissioned BFT consensus. These protocols allow4592

responsive transaction commitment, where settlement occurs at the actual speed of network4593

communication rather than based on the maximum network delay. This advantage comes4594

at the cost of increased trust assumptions that are more in line with proof-of-stake protocols4595

than the other proof-of-work ones discussed here.4596

Note that many of the protocols presented in this section have a proof-of-stake "equivalent"4597

or can be used as subprotocols in proof-of-stake systems. The security rami�cations would4598

need to be considered in their respective environments, but the protocols are included here4599

because they were originally proposed and analyzed in the proof-of-work context. This is4600

the case for GHOST, FruitChains, Parallel Chains, and several of the DAG protocols.4601

11.1. Nakamoto Consensus Protocol Adjustments4602

Recall that the primary security challenge with Nakamoto Consensus relates to the network4603

latency of block transmission (see Section 10.2.1). A variety of algorithms attempt to work4604

around this limitation.4605

11.1.1. Weak Blocks and Pre-Consensus4606

Weak blocks are a way to slightly modify Nakamoto Consensus in order to help synchro-4607

nize mempools between miners. The idea is that there are two separate proof-of-work4608

dif�culty targets: the typical one for mining blocks and a substantially easier one for min-4609

ing weak blocks (analogous to mining pool shares). For example, the weak block dif�culty4610

may be set to1
10 of the normal block dif�culty such that, in expectation, there are 10 weak4611

blocks found in between normal blocks.4612

Like normal blocks, weak blocks carry transactions. This helps miners know which trans-4613

actions other miners have seen in the meantime. Essentially, blocks are transmitted piece4614

by piece during the standard block interval rather than all at once in a burst when blocks4615

are found. This helps minimize block propagation delays and allows for higher through-4616

put without increasing the risk of stale blocks. Weak blocks also allow "pre-consensus"4617

on transactions that have yet to be con�rmed, slightly increasing the security of accepting4618

transactions with no con�rmations. Weak blocks require additional overhead and are only4619

effective if the majority of miners participate. Further, non-mining full nodes may not be4620

incentivized to broadcast weak blocks because they use bandwidth but only bene�t miners4621

directly.4622

Speci�c weak block proposals include Subchains [255] and Flux [256]. The Subchains4623

idea is merely an addition to Nakamoto Consensus, whereas Flux actually modi�es the4624

consensus algorithm. The Subchains protocol works as follows, starting from the point4625

where a miner sees and accepts a regular block:4626

1. The miner begins working on the next block, including a hash pointer to the block that4627

124



NIST IR 8460 ipd
April 2023

was just accepted, and �nds a proof-of-work that satis�es the weak block dif�culty.4628

The miner broadcasts this weak block to the network.4629

2. Miners verify the weak block. If valid, miners adjust the coinbase transaction's re-4630

ward to include the new transaction fees, add any new transactions to their block4631

candidate that they desire, and compute a new Merkle root for the block header.4632

They then continue looking for a valid nonce to �nd another proof of work. Denote4633

the new coinbase transaction, the newly included transactions, the Merkle root, and4634

the previous block hash as aD-block.4635

3. When miners compute new proofs of work that create weak blocks, they broadcast4636

only theD-block and the hash of the previous weak block. That is, miners essentially4637

cooperate to build the next block incrementally by building a subchain.4638

4. Eventually, a miner will �nd a regular block that satis�es the more dif�cult target.4639

When they do so, they broadcast only theirD-block and the hash of the previous weak4640

block. Note that this should require signi�cantly less bandwidth than broadcasting a4641

full block, thus improving latency.4642

If there are multiple competing subchains, honest miners build on top of the longest sub-4643

chain that they are aware of. If con�icting transactions exist, any transaction included in a4644

subchain is prioritized over competing transactions that only exist in their mempool.4645

Flux modi�es the fork-choice rule to include the work from weak blocks in the total work4646

when deciding which chain is "longest" so that a lengthy chain of weak blocks can reorg a4647

normal block. Flux also changes the incentives to include revenue sharing among those who4648

mine weak blocks. When building a subchain of weak blocks, miners must include the prior4649

weak block miner addresses in their coinbase transaction in order to be considered valid,4650

proportional to the number of weak blocks found. This revenue-sharing scheme reduces4651

the variance of the mining reward and may reduce the pro�tability of sel�sh mining. On4652

the other hand, miners who have already created weak blocks in the subchain lose rewards4653

when new weak blocks are added, so they may try to create forks in the subchain or not4654

propagate other miners' weak blocks. Additionally, once a long subchain exists, miners4655

may no longer �nd it pro�table to mine until the next regular block is found.4656

11.1.2. Bitcoin-NG4657

Bitcoin-NG ("next generation") was one of the earliest proposals for modifying Nakamoto4658

Consensus to reduce block transmission latency [257]. The primary idea is to separate4659

the leader election process from transaction serialization, which is achieved by havingkey4660

blocksandmicroblocks. Key blocks are like normal Bitcoin blocks from a consensus per-4661

spective but do not include transactions and that specify a public key for the leader. Mi-4662

croblocks are produced between key blocks and contain transactions. Mining a key block4663

makes the public key holder the leader of the next epoch, and they are entitled to mine4664

microblocks at a �xed rate (microblocks do not require proof of work but rather are signed4665
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by the speci�ed public key). Bitcoin-NG uses the longest chain rule for the chain of key4666

blocks but changes the incentives: the block subsidy goes to whomever �nds the key block,4667

but transaction fees are split so that 40% goes to the leader (and thus microblock producer)4668

and 60% goes to the miner who �nds the next key block.4669

Microblocks do not include a proof of work, so a malicious leader can split the chain (of4670

microblocks) for free. To prevent this, Bitcoin-NG usespoison transactionsto invalidate4671

the rewards of malicious leaders. Poison transactions include the header of the �rst mi-4672

croblock of a con�icting fork to prove that fraud has occurred. This special transaction can4673

be included in any key block during the coinbase maturity window of the malicious leader's4674

key block and rewards the leader who includes it with a fraction of the forfeited funds.4675

Because key blocks do not include transactions, they are small and should propagate through4676

the network quickly, so increasing transaction throughput does not increase the risk of a key4677

block becoming stale. However, there are a number of trade-offs, including making SPV4678

light clients impractical, eliminating the ability of individual miners to choose which trans-4679

actions are in a block (only mining pool leaders can do so), and potentially encouraging4680

denial-of-service attacks against leaders by revealing their identity before they have pro-4681

duced microblocks.4682

Several works have revisited Bitcoin-NG's incentives [258, 259]. In [258], it is shown that4683

the reward split should provide only311 of the reward to the leader instead of 40% because4684

the original analysis ignored the possibility that a miner in one epoch also gets the key4685

block for the next epoch. Several additional sel�sh mining-related attacks are shown in4686

[259], and the microblock architecture increases the pro�tability of sel�sh mining when4687

the attacker has more than 35% of the network's hash rate.4688

11.1.3. Tie-Breaking Schemes4689

When multiple blocks are mined simultaneously, miners must decide which block to mine4690

on top of. In Bitcoin, nodes accept the �rst block they see until one side of the fork has4691

more work than the other. In Ethereum and Bitcoin-NG, nodes choose uniformly at random4692

which side of the fork to prefer (UTB). In the following sections, additional schemes called4693

DECOR+ and Publish or Perish (PoP) suggest other tie-breaking methods (DECOR+ is4694

discussed in more detail in Section 11.1.4, and PoP is detailed in Section 11.1.5). An early4695

DECOR+ proposal broke ties using the chain tip with the smallest hash (SHTB) [260]. The4696

updated DECOR+ uses an unpredictable deterministic tie-breaking scheme (UDTB) where4697

the winner is chosen based on a pseudorandom function taking all competing blocks as4698

inputs [261]. PoP compares chain "weights," and blocks published after their competitors4699

do not contribute weight, while blocks that incorporate links to their parents' competitors4700

have higher weights. Thus, blocks that are kept secret until competing blocks are published4701

will contribute to neither or both branches and thus confer no advantage in winning the4702

block race [262].4703

126



NIST IR 8460 ipd
April 2023

Each of these choices has its own security rami�cations, particularly with respect to self-4704

ish mining resistance (see Section 9.4 for background). By accepting the �rst seen block,4705

Bitcoin allows the honest computational power to become split such that suf�ciently well-4706

connected adversaries can sel�sh mine pro�tably at arbitrarily low hash rates. However, if4707

the attacker is not well-placed on the network, it is the tie-breaking method most resistant4708

to sel�sh mining. UTB and UDTB have nearly identical resistance to sel�sh mining, and4709

neither outperforms Nakamoto Consensus wheng � 0:5. By not taking into account the4710

time that a block was received, both UTB and UDTB allow an attacker who mines "from4711

behind" to still win the block race with a tie [263]. SHTB has the lowest chain quality4712

of all because a miner who �nds a block with a particularly low hash can continue self-4713

ish mining privately and feel con�dent that they will win block races when they occur, so4714

they can strategically deviate when the odds are in the attacker's favor. SHTB also suffers4715

from the same mining from behind issue as UTB and UDTB. Wheng = 0, none of these4716

protocols have better chain quality than Nakamoto Consensus fora < 0:39. However, PoP4717

begins to outperform Nakamoto Consensus whena � 0:4 [263]. The poor chain quality4718

of Nakamoto Consensus and these other tie-breaking variants is caused by an informa-4719

tion asymmetry, where the attacker has more information than the honest miners regarding4720

network connectivity [263].4721

11.1.4. DECOR+4722

DECOR+ (deterministic con�ict resolution) is a revenue-sharing mechanism intended to4723

incentivize miners to converge on the same block during block races [260, 261]. It tries4724

to share the reward among all miners who mined a block at the same height (uncles) in4725

order to allow faster block production. DECOR+ was designed such that if all nodes have4726

access to the same blockchain state, any con�icts will be quickly resolved in a deterministic4727

fashion that is incentive-compatible for miners [260]. This prevents honest miners from4728

splitting their hash rate between two forks for long. Originally, it was supposed to break4729

ties using the block with the highest fees and then the smallest hash if fees were tied, but4730

fees are gameable by miners (e.g., they can include their own transactions with arbitrary4731

fees paid to themselves, and users can also pay fees to miners out-of-band). In [261], a4732

different selection function was proposed: hash all block headers and then take the XOR-4733

sum, modulo the number of competing blocks. This way, the miner cannot compute their4734

block in a way that gives them a higher chance of winning.4735

A number of possible reward functions were described in [261], each of which accounts4736

for uncle blocks in order to incentivize the inclusion of uncle references in blocks. To4737

bound the maximum money supply, the reward function can bound the number of uncles4738

for which a reward is provided. For instance, the reward function may put theL competing4739

block headers in order by block hash and reward theN lowest ones. There can also be a4740

punishment fee if a miner does not follow the deterministic selection function. For example,4741

let X be the deterministically selected block,Z the block selected by the miner,Y the mined4742

block, r the total block reward,i the inclusion reward per uncle, andp the punishment fee.4743
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If X 6= Z, let ry = r(1� p)
N+ 1 . Otherwise, letry = r

N+ 1. Then the reward array is:.4744

[r i1; � � � ; r iN ; r iN+ 1; � � � ; r iN+ L ;RY] := [
r

N + 1
; � � � ;

r
N + 1

;0; :::;0; rY + iN] (4)

By punishing miners who deviate from the deterministic block of choice, DECOR+ is more4745

resistant to sel�sh mining and double-spending but at the cost of being more susceptible4746

to feather-forking censorship [263]. This is because a malicious miner has an easier time4747

decreasing the income of honest miners.4748

11.1.5. Publish or Perish4749

Publish or Perish (PoP) was proposed as a defense against sel�sh mining and makes it so4750

that withholding blocks does not provide a miner with an advantage in winning block races4751

[262]. In this scheme, a node will consider a blockin timeif the height of the block is larger4752

than the node's local best chain height or if its height matches the local best chain height4753

and is received within a bounded length of time (corresponding to a typical network delay)4754

from seeing the �rst block of that height. PoP uses a nonstandard de�nition of "uncle"4755

blocks, where an "uncle" must be in time, and the height of a block's "uncle" must be one4756

less than the height of the block. Miners are encouraged to include references to these4757

"uncles" in the blocks that they mine.4758

The fork-choice rule nodes follow in PoP uses theweightof a chain, which is the number4759

of in-time blocks plus the number of in-time "uncles" referenced in the in-time blocks. It4760

also uses a security parameterk (wherek = 3 is suggested by the authors), which manages4761

a trade-off between sel�sh mining resistance and the ability of nodes to quickly recover4762

from network partitions. Speci�cally, when a block race occurs, the fork-choice rule is as4763

follows:4764

1. If one chain is longer than another by at leastk blocks, then follow the longest chain.4765

2. If the difference is less thank blocks, then follow the chain with the most weight.4766

3. If chains are tied for highest weight, then follow a random one.4767

If a sel�sh miner withholds a block and keeps it secret until after a competing block has4768

already been published, then the sel�sh miner's block will not contribute to the weight of4769

the attacker's chain. Alternatively, if the attacker's block is published around the same time4770

as the competing honest block, then the next honest block that is produced can include an4771

"uncle" reference to the previously secret block, which increases the weight of the honest4772

chain. In either case, the sel�sh miner does not gain an advantage in the block race by4773

withholding. Because of the trade-off between sel�sh mining resistance and tolerating4774

network partitions, merchants in a system that uses the PoP fork-choice rule may want4775

to wait at leastk blocks before considering a transaction of non-trivial value suf�ciently4776

con�rmed.4777
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(a) NC-Max proposal window (b) Block propagation in NC vs. NC-Max

Fig. 27. NC-Max block propagation mechanism. Panel (a) shows the NC-Max proposal
window withwf ar = 4 and wclose= 2. If a transaction is proposed in blockU and committed in
B, the transaction fee goes to the miner of blockN. Panel (b) shows how compact blocks can
propagate more quickly using NC-Max compared to Nakamoto Consensus. [264, 265]

11.1.6. NC-Max4778

NC-Max attempts to remove the latency-related scalability bottleneck of Nakamoto Con-4779

sensus by separating transaction synchronization from transaction con�rmation [264, 265].4780

It builds off of the compact blocks idea (see Section 10.2.1) and attempts to work around4781

the issue of requiring more round-trip communication to handle transactions that have not4782

propagated through the network when blocks are found. It does so via a two-step process4783

of transaction proposal and transaction commitment.4784

In NC-Max, miners include references to uncle blocks (stale blocks in the same dif�culty4785

epoch) within the blocks that they �nd. The part of the block that contains transactions4786

is called the transaction commitment zone. Each block also has atransaction proposal4787

zonethat includes txpids, or the �rst few bytes of the transaction ID, and a transaction is4788

considered proposed if it is included here (or if it was proposed in an uncle block that was4789

referenced). The transactions referenced in the transaction proposal zone need not be valid4790

transactions for the block itself to be valid. A new validity rule is added for transactions in4791

the commitment zone at heighth: it must have been proposed during theproposal window4792

in a block of heighth� wf ar to h� wclose. An example is shown in Figure 27a. Note that4793

the coinbase transaction is excluded from this mechanism.4794

Nodes forward compact blocks that include the transactions in the proposal zone to their4795

peers once they themselves have reconstructed the commitment zone. They should have all4796

of these transactions after receiving the blocks in the proposal window. In the meantime,4797

the node requests any proposed transactions they have not yet seen from their peers. As4798

a result, the extra round-trips required to receive these transactions do not impact block4799

propagation time. A comparison of compact block propagation in Nakamoto Consensus4800

and NC-Max is in Figure 27b.4801

NC-Max also adjusts the reward distribution and the dif�culty adjustment algorithm. When4802

a transaction is committed, the fee is split 70%-30% between the miner who commits it and4803
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Fig. 28. GHOST fork choice rule, assuming all blocks have the same di�culty. An attacker
chain would overtake the "longest" chain but not the GHOST chain, which consists of blocks
0, 1B, 2C, 3D, and 4B. In this example, the subtree that begins at block 1B has 12 blocks,
whereas its competitor at 1A only has six. The subtree of block 2D has four blocks, for 2C has
�ve blocks, and for 2B has only two blocks. The subtree beginning at block 3D has two blocks,
as opposed to only one block for 3E and 3C. Every block added to the subtree of block 1B,
regardless of block height, contributes to the security of block 1B. [266]

the miner who proposes it [265]. Uncle miners do not collect any reward. The details of4804

the dif�culty adjustment are out of scope for this document but take into account the uncle4805

blocks from the prior epoch in order to target a pre-speci�ed stale block rate.4806

11.2. Greedy Heaviest-Observed Sub-Tree (GHOST)4807

One of the earliest proposed fork-choice rules aside from the longest chain rule was GHOST,4808

a variant of which was later used in the Ethereum network [266]. It allows the expected4809

block interval to be much shorter than Nakamoto Consensus because the proofs of work4810

used for stale blocks are counted when deciding which chain is canonical. In other words,4811

blocks that do not make it into the main blockchain still contribute to the total work for the4812

chain. Contrast this with Nakamoto Consensus, where stale blocks contribute nothing to4813

the security of the chain.4814

In a GHOST blockchain, blocks contain an extra �eld that is used to reference uncle blocks.4815

This creates a DAG of blocks and block references but still only chooses a linear chain of4816

blocks by using the information contained in the DAG. When a fork exists, the GHOST4817

algorithm greedily selects the heaviest subtree of blocks that begin from any fork point,4818

starting from the genesis block. See Figure 28 for an example of the GHOST fork-choice4819

rule. As one may infer from the example, GHOST leads to a small weakening in the chain4820

growth property compared to Nakamoto Consensus, but this does not adversely impact the4821

security of the chain.4822

GHOST has been proven secure in a synchronous network with constant dif�culty and4823

has superior liveness (when not under attack) though worse chain quality compared to4824
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Nakamoto Consensus [267]. The consistency property of GHOST was also proven in4825

[230], but contrary to many peoples' expectations, it has the same consistency bounds4826

as Nakamoto Consensus. Therefore, GHOST is unable to handle a signi�cantly higher4827

throughput with the same security from a consistency perspective. It will degrade in secu-4828

rity just as Nakamoto Consensus does (though it can still tolerate shorter block intervals).4829

GHOST's liveness can suffer due to an attack that requires less than half of the network's4830

computational power [230]. The adversary attempts to maintain forks for as long as possi-4831

ble and thus delay transaction con�rmation. When a fork occurs, the adversary attempts to4832

keep both subtrees balanced by using their computational power on whichever side of the4833

fork requires it. When the block interval is low compared to block propagation time, [230]4834

showed that forks can be maintained for 10 or more blocks with non-negligible probabil-4835

ity. GHOST is more susceptible to this attack because blocks mined by the adversary can4836

be withheld from the network for longer than they can in Nakamoto Consensus and still4837

contribute to the subtree as uncle blocks.4838

Due to its use in Ethereum, GHOST has been subject to more real-world testing than any4839

fork-choice rule other than the longest chain rule of Nakamoto Consensus. However, be-4840

cause it is not as simple of a rule, it makes other aspects of the system – such as incen-4841

tivization and the choice of dif�culty adjustment algorithm – more complicated and less4842

well-studied. This can lead to security issues. For instance, Ethereum's variant of GHOST4843

provides incentives for miners of uncle blocks, and an old version of the protocol allowed4844

a strategy that would create undesirable in�ation and allowed greedy miners to gain at the4845

expense of coin-holders [268]. This issue resulted in a change to Ethereum's dif�culty ad-4846

justment algorithm. Additionally, GHOST with uncle rewards is more susceptible to sel�sh4847

mining than Nakamoto Consensus [210–212]. Asa increases, the revenue of both sel�sh4848

and honest miners increases due to uncle rewards, which may lead to greater in�ation of4849

the supply of ether. Rewarding uncle blocks may also encourage block withholding and4850

fork-after-withholding attacks [269, 270].4851

11.3. FruitChains4852

Unlike GHOST, which reduces chain quality, the FruitChains protocol was designed in or-4853

der to improve chain quality and reduce the ef�cacy of sel�sh mining [271]. Speci�cally,4854

FruitChains ared-approximately fair: any honest miners that control af fraction of com-4855

putational power are guaranteed (with high probability) to get at least a(1� d)f -fraction4856

of the rewards in anyW( k
d ) length portion of the chain, withk as a security parameter. This4857

prevents any adversarial minority of the hash rate from improving their revenue more than4858

a factor of(1+ 3d) compared to honest mining.4859

The FruitChains protocol has miners simultaneously mine normal blocks as well asfruits,4860

which have a lower dif�culty. As with Nakamoto Consensus, miners follow the chain of4861

blocks with the most work. However, unlike Nakamoto Consensus, blocks contain fruits4862

instead of transactions, and the fruits are where transactions are recorded. A fruit must be4863
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Fig. 29. FruitChains architecture. Assume the recency parameterT0 = 3. In this case, fruitsF3

and F4 are valid fruits included in blockB4, because they point to only the two most recent
blocks. FruitF1 could not be included in blockB4, because it isn't su�ciently recent. FruitF2

also cannot be included, because it points to a stale block.

suf�ciently "recent" to count; that is, it must include a reference to a block not too far in4864

the past from the block that contains the fruit (say, withinT0 blocks). This prevents fruits4865

mined long in the past from being included. It also prevents fruit-withholding attacks,4866

where the attacker builds up a bank of fruits and then mines them all into the chain in4867

a short period of time, causing a large fraction of fruits to be adversarial. To construct4868

a linearized log of transactions, an ordered sequence of distinct fruits must be extracted4869

from the chain, including only the �rst fruit if duplicates exist. Then the transactions are4870

extracted in order from this chain of fruits, also removing duplicates as needed. The block4871

reward and transaction fees for a block are evenly distributed to the miners of a constant-4872

length number of blocks preceding the block in question. The FruitChains architecture is4873

shown in Figure 29.4874

The simultaneous mining of fruits and blocks utilizes a "2-for-1" proof-of-work technique4875

described in [9], which allows a singe random oracleH() to operate as two independent4876

oracles,H0() andH1() . In other words, miners can attempt to compute proofs of work4877

for two different schemes for the cost of one oracle query without the ability to use their4878

compute power to favor one process over the other. An example would be to use them4879

most signi�cant bits of the hash function's output for one scheme (e.g., mining blocks) and4880

then least signi�cant bits for another (mining fruits).4881

A detailed security analysis of FruitChains was provided in [263]. In FruitChains, mining4882

a block provides no direct reward (except a share of the rewards from future blocks), which4883

has signi�cant security implications. For example, a sel�sh miner has no incentive to pub-4884

lish blocks when neither the secret chain nor the honest chain have reachedT0 blocks since4885

the fork point – the attacker's fruits that were mined before theT0-th block – will also ap-4886

pear in the honest chain. If the attacker is able to win a block race of at leastT0 blocks, they4887

can invalidate all honest fruits, so double-spending is more pro�table against FruitChains4888
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than against Nakamoto Consensus. IncreasingT0 makes this more challenging and reduces4889

the incentive to sel�sh mine, but the safe transaction con�rmation delay increases linearly4890

with T0. By making fruit mining increasingly less dif�cult compared to block mining (a4891

larger fruit-to-block ratio), sel�sh mining becomes less pro�table but at the expense of4892

having more repeated transactions and fruits that need to be removed from the ledger, thus4893

wasting bandwidth. On the positive side, FruitChains are more censorship-resistant than4894

Nakamoto Consensus because the attacker would need to overwriteT0 blocks to invalidate4895

honest fruit.4896

11.4. Parallel Chain Approaches4897

One way to reduce the latency of transaction settlement is to run multiple blockchains4898

in parallel and then use some procedure to combine the contents of the separate chains4899

[272, 273]. To that end, [272] generalizes the "2-for-1" mining technique of [9] (and4900

described in Section 11.3) into anm-for-1 mining scheme. Then, given an underlying4901

blockchain protocol, the technique can be used to executeminstances of it in parallel while4902

the same mining operation is used across allm instances without allowing a deviant miner4903

to focus their computational power onto a particular chain. A generic technique for then de-4904

terministically combining thesem (nearly) independent ledgers into a singlevirtual ledger4905

was described in [273]. Care must be taken when handling the design of the dif�culty ad-4906

justment algorithm for schemes that employ parallel chains because naive adaptations of4907

common DAAs are insecure in this context [274].4908

Nakamoto Consensus has relatively high transaction settlement latency due to the need to4909

wait for enough blocks to con�rm a transaction and stabilize an agreed-upon chain pre�x,4910

where the possibility of a common pre�x violation decreases exponentially in the num-4911

ber of blocks. This settlement latency is directly related to and limited by the latency of4912

block propagation on the underlying network. By combiningm ledgers like this in paral-4913

lel, settlement time can be reduced by up to aQ(m) multiplicative factor when including a4914

transaction in each ledger. This is done by using a ranking algorithm for each underlying4915

ledger and then combining these ranks by an exponential sum of the ranks of the transaction4916

from each individual chain. This allows for a trade-off between transaction fees and set-4917

tlement time: clients can issue a transaction on a single ledger and pay one transaction fee4918

with settlement times roughly on par with the settlement time of the underlying blockchain4919

or alternatively pay up tom transaction fees to achieve the multiplicativeQ(m) reduction4920

in settlement time.4921

The details of how this ranking and combining are performed are beyond the scope of4922

this document, but roughly, the ranking for a blockchain using Nakamoto Consensus could4923

be the timestamp embedded in the block that contains the transaction in question. The4924

combined rank is then essentially an average of the ranks in the individual blockchains,4925

which ampli�es the exponential rate at which transactions are settled:4926
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e� combinedrank(tx)
L =

1
m

�
m

å
i= 1

e� ranki (tx)
L ; (5)

whereL is a parameter that is proportional to the security parameter of the system.4927

The following subsection presents the Prism algorithm, which is a concrete instantiation of4928

a parallel chains approach rather than the abstract and generic one presented here.4929

11.4.1. Prism4930

Unlike the generic parallel chains construction discussed above, Prism optimizes through-4931

put in addition to latency [275, 276]. It is capable of achieving optimal throughput by4932

taking advantage of the network's full communication bandwidth and near-optimal trans-4933

action settlement latency of approximately the network propagation delay.4934

In a longest chain protocol, blocks perform several functions: they elect leaders, add trans-4935

actions into the ledger, and vote for their ancestor blocks via parent link relationships.4936

Prism separates these roles by using three separate types of blocks: proposer blocks for4937

leader election, transaction blocks for transaction inclusion, and voter blocks to con�rm4938

transactions. Whenever a block is mined, it is randomly sortitioned into one of the three4939

types of blocks and, if it is a voter block, further sortitioned into one ofm voter chains4940

(m = 1000 is suggested). This sortition process ensures that miners are unable to choose4941

which type of block they mine. Rather, they simultaneously mine for each chain and only4942

learn the type of the mined block after a valid proof of work is found. Proposer blocks4943

contain a list of references to transaction blocks, as well as a single reference to a par-4944

ent proposer block. As with Nakamoto Consensus, honest miners will mine on top of the4945

longest proposer chain they are aware of. However, it is the voter chains that determine the4946

�nal sequencing of proposer blocks (and thus elected leaders).4947

De�ne the levelof a proposer block as its distance from the genesis block of the proposer4948

chain and theheightof the proposer chain as the maximum level containing any proposer4949

blocks. Voter blocks include a reference to a proposer block in order to cast a vote on it that4950

is subject to two requirements: 1) the voter block is in the longest chain of its respective4951

voter tree, and 2) each voter chain votes for exactly one proposer block at each level. The4952

leader sequence, then, is the proposer block at each level with the highest number of votes4953

among all proposer blocks at that level with ties broken by the smallest hash of the proposer4954

blocks. With the proposer blocks ordered, their references to transaction blocks create4955

an agreed-upon ordering of transaction blocks and thus transactions. The ordered list of4956

transactions must then be sanitized in order to remove invalid or duplicate transactions.4957

See Figure 30 for Prism's structure.4958

Ultimately, the security of the system is provided by the voter trees that give con�rma-4959

tions/votes to the proposer blocks. Changing an elected leader requires reversing a suf�-4960

cient number of voter blocks, and each vote is secured by following the longest chain rule4961
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Fig. 30. Prism structure. [276]

in its voter tree. Due to the large number of voter chains and the global hash rate being split4962

among them, it is possible to minimize the amount of forking in each voter chain. So long4963

as the voter chains are secure, the proposer chain will be secure as well. As with the more4964

abstract parallel chain protocol above, the existence of many voter chains substantially im-4965

proves the latency of the transaction settlement.4966

Prism has security proofs in synchronous networks in a couple of different models [277,4967

278], and it can be made capable of handling smart contracts [279]. On the other hand, the4968

protocol as described does not have a clear way of supporting light clients, which would be4969

especially important for a protocol designed to maximize throughput. More research must4970

also be performed to develop a suitable incentive system for Prism.4971

11.5. Proof-of-Work DAGs4972

One of the more common design decisions in the distributed ledger space is to utilize DAGs4973

rather than singularly linked blockchains. The primary motivation – as with most of the pro-4974

tocols described above – is to increase the transaction throughput of the system by reducing4975

the negative security rami�cations of block propagation latency. DAG-based ledgers are4976

similar to GHOST (Section 11.2) in that blocks incorporate references to more than one4977

previous block but go further by including those blocks directly into the ledger rather than4978

merely using them as input to determine a particular chain to follow. While not a perfect4979

analogy, each block produced acts as a con�rmation for all prior blocks it references rather4980

than just one. As a result of this architectural change, blocks can be produced dramatically4981

more frequently, which allows miners to maintain eventual consistency with incomplete4982

information about the state of the DAG.4983

On the other hand, it also complicates the design and analysis of these systems. For ex-4984

ample, [280] investigates the fairness (i.e., whether a miner's rewards are proportional to4985

their hash power) and ef�ciency (i.e., the fraction of transactions broadcast to the network4986

that are included in the ledger after a certain period of time) of some DAG-based protocols.4987

They found that – unlike Nakamoto Consensus – several DAG-based protocols lack fair-4988
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ness even when all miners are honest because fairness is inherently limited by the number of4989

block pointers that can be included in a given block. Both fairness and ef�ciency may break4990

down when miners have varying connectivity to the network, and perversely, large miners4991

may bene�t from having reduced connectivity. While DAG-based schemes are promising,4992

extreme care must be taken to ensure that they can remain secure and incentive-compatible4993

in the real world.4994

11.5.1. Inclusive Blockchains and Con�ux4995

One of the early proposals for a DAG-based ledger was the Inclusive protocol [281], a vari-4996

ant of which was later employed in the Con�ux system [282, 283]. Inclusive was designed4997

to tolerate larger and more frequent blocks to enable higher throughput without penalizing4998

miners who are poorly connected to the network. The protocol is called Inclusive because4999

it includes transactions from all blocks in the DAG into the �nal ledger. Unlike some other5000

DAG protocols, Inclusive creates only a single main chain, but that chain incorporates5001

transactions from blocks that are not ultimately accepted into the main chain. In an Inclu-5002

sive protocol, miners include a reference to every chain tip that they are aware of in their5003

own blocks rather than just one. The DAG formed by these blocks and references allows5004

the "simulation" of any chain selection rule, including the longest chain rule and GHOST.5005

The �rst listed reference should be for the block that would be the preferred chain tip based5006

on the system's chain selection rule.5007

The algorithm performs a postorder traversal of the block DAG while incorporating valid5008

transactions from off the main chain into the linearized ledger of accepted transactions. For5009

a canonical chainC = B1;B2; :::;BL of blocksBi , the Inclusive rule will place all the blocks5010

of the system in a particular order, including those outside ofC. Let past(B) be the set of5011

blocks reachable fromB in the DAG. The ordering operates as follows: forBi 2 C, insert5012

beforeBi all blocks in the setpast(Bi) n past(Bi� 1). The included set of blocks are sorted5013

topologically with ties broken in favor of the lowest block hash. When blocks are ordered5014

this way, some invalid or duplicate transactions will exist, which are then removed from5015

the ledger of transactions.5016

Fees are given to the miner of the block that a transaction is included in, even if the block5017

is not in the canonical chain. Say a miner mines a blockB, and letT(B) be the set of5018

transactions included in the ledger from blockB. Depending on the block's location in the5019

DAG (speci�cally, how quickly the block is referenced by a canonical chain block), the5020

block producer may only get a fraction of the total fees included inT(B).5021

Letbe f ore(B) be the latest block from the main chain that is reachable fromBanda f ter(B)5022

the earliest block from the main chain from whichB can be reached. Ifa f ter(B) does not5023

exist, it is considered a "virtual block" with height in�nity, representing the location of5024

the next block that a miner with the same view of the ledger would produce. WhenB5025

is in the canonical chain,be f ore(B) = a f ter(B) = B. Let gap(B) := a f ter(B):height�5026

be f ore(B):heightdescribe the delay in a block's publication with respect to the canonical5027
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chain. The fraction of the fees collected by the miner ofB will be a weakly decreasing5028

function ofgap(B). Main chain blocks, as well as blocks that are relatively synchronized5029

with the main chain, receive the full reward. Asgap(B) increases, the fraction of the fees5030

that the miner collects decreases until a certain cutoff point where they no longer receive5031

a reward. For example, the reward function may work as follows, wheref ee(tx) is the5032

transaction fee for transactiontx:5033

• If 0 � gap(B) � 3, the miner collects the full reward,Stx2T(B) f ee(tx).5034

• If 3 < gap(B) < 10, the miner collects10� gap(B)
7 � Stx2T(B) f ee(tx).5035

• If gap(B) � 10, the miner gets nothing.5036

This type of fractional fee scheme has security trade-offs. Providing fees for off-chain5037

blocks is what allows poorly connected and smaller miners to continue receiving signi�-5038

cant enough rewards instead of being competed out of existence by larger miners. However,5039

to the extent that miners of off-chain blocks receive rewards, malicious behaviors are en-5040

couraged. An attacker who tries and fails to double-spend still receives some revenue from5041

their off-chain blocks, and thus the attack is subsidized. As a result, double-spending is eas-5042

ier in Inclusive than it is in, say, Nakamoto Consensus and thus requires waiting for more5043

con�rmations for the same level of security. In addition, Inclusive provides no defense5044

against sel�sh mining.5045

The authors of [281] argue that under a number of game theoretic models, miners will at-5046

tempt to include transactions that minimize collisions with other blocks rather than merely5047

include those with the highest fees. The higher performance of Inclusive stems from5048

this collision-avoiding transaction selection policy because collisions waste bandwidth and5049

other resources. Unfortunately, this may make miners less likely to broadcast transactions5050

with high fees to the network because they would prefer to keep those fees to themselves5051

without risking collisions.5052

The Con�ux protocol is distinct from Inclusive but highly related [282, 283]. The primary5053

difference is that Con�ux blocks include two distinct types of references to other chain5054

tips instead of treating all references equally, as Inclusive does. By distinguishing between5055

parent edgesandreference edges, Con�ux's safety follows more directly from the safety5056

of the GHOST fork-choice rule that it employs (see Section 11.2 to review this rule). In5057

Con�ux, the parent edges act as votes on the proper chain history, whereas reference edges5058

demonstrate only that the referenced blocks were produced before the block that referenced5059

them. When a miner mines a block, it sets the parent edge to be the chain tip that follows5060

GHOST, and the sequence of parent edges create a canonical chain called thepivot chain.5061

In other words, miners compute the pivot chain based on GHOST, then set the tip of the5062

pivot chain as their parent edge, and any other chain tip off of the pivot chain is set as a5063

reference edge. Each pivot chain block establishes a newepoch, where an epoch contains5064

every block in the DAG that is reachable from the pivot chain block and is not in a prior5065
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Fig. 31. Example of local Con�ux DAG state. The pivot chain is composed of the yellow
blocks, which are used to partition the DAG into epochs. The block total order is: Genesis, A,
B, C, D, F, E, G, J, I, H, and K. The transaction total order is:Tx0, Tx1, Tx2, Tx4, with Tx3

and a duplicateTx4 excluded. [282]

epoch.5066

Con�ux then totally orders the blocks and uses the block ordering to totally order the trans-5067

actions. To totally order the blocks, the blocks are �rst grouped together by epoch – all5068

blocks in an epoch come before any block in the following epoch. Within each epoch,5069

blocks are ordered based on a topological ordering that follows the reference edges, break-5070

ing ties in some deterministic way (e.g., the smallest hash). The total ordering of trans-5071

actions follows logically from the ordering of the blocks, with invalid and duplicate trans-5072

actions removed. Figure 31 shows an example of Con�ux's procedure for creating a total5073

ordering of transactions from the block DAG.5074

Con�ux includes an additional rule that is intended to mitigate the threat of certain liveness5075

attacks against GHOST [283, 284]. The structure of the past-subgraph of the DAG is used5076

to detect when an attack is underway, at which point the fork-choice rule is adjusted to5077

assign blocks an adaptive weight: the weight ish with probability 1
h, or zero otherwise.5078

When no attack is detected, the weight is one. The adaptive weight should help miners5079

converge on a single chain by disrupting the ability of an adversary to balance the weights5080

of each chain against each other.5081

11.5.2. SPECTRE and Phantom5082

SPECTRE (or “Serialization of Proof-of-work Events: Con�rming Transactions via Recur-5083

sive Elections”) is a DAG-based algorithm that was designed to allow for very high block5084

creation rates without reducing the honest majority consensus bound (i.e., regardless of5085

network conditions, an attacker requires a majority of the computational power to prevent5086

agreement) [285]. Unlike the proof-of-work algorithms considered so far, SPECTRE does5087

not lead to a total ordering of transactions but rather a partial order, so it cannot be used for5088

arbitrary smart contracts. The algorithm outputs a pairwise ordering between blocks, so it5089

is possible that cycles may exist in the ordering. If a total ordering is required, the Phantom5090

protocol, which was inspired by SPECTRE, should be used instead [286, 287]. However,5091

SPECTRE's performance stems largely from not running a complete consensus algorithm.5092
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As a result, miners need not be concerned with how well-synchronized other miners are.5093

This allows very low latencies for transaction acceptance. As block creation rates increase,5094

this latency reduces approximately to the propagation delay for reaching a large amount of5095

honest nodes. To understand how these algorithms operate, a few de�nitions are needed:5096

• past(B;G) represents blocks that were provably created before blockB in the DAG5097

G. Once blockB is mined, the setpast(B;G) does not change.5098

• f uture(B;G) represents blocks that were provably created after blockB in the DAG5099

G.5100

• cone(B;G) is the set of blocks in the DAGG that have been ordered with respect to5101

B. That is,cone(B;G) := past(B;G) [ f uture(B;G) [ f Bg.5102

• anticone(B;G) is the set of blocks in the DAGG that are not directly ordered com-5103

pared toB. That is,anticone(B;G) := Gn past(B;G) [ f uture(B;G) [ f Bg.5104

• tips(G) is the set of chain tips, or the blocks without any incoming edges inG.5105

• virtual(G) is a non-existent, hypothetical block that satis�espast(virtual(G)) = G.5106

It represents the next block that a miner would create if their view of the DAG was5107

G.5108

As with other DAG protocols, miners include references to all known chain tips inside5109

their blocks. The block DAG is then interpreted in order to extract a partial ordering of5110

transactions that everyone can agree on. Naturally, if a blockX 2 past(Y), thenX precedes5111

Y, or X � Y. Similarly, if tx1 2 X andtx2 2 Y, tx1 � tx2. For a pair of blocks(X;Y) 2 G,5112

all other blocksB 2 G are interpreted as votes on the pairwise ordering ofX andY. The5113

voting rules of SPECTRE correspond to a generalization of Nakamoto Consensus's longest5114

chain rule applied to DAGs. Speci�cally, for a blockB 2 G[ virtual(G), voting uses the5115

following rules (an example of these voting rules being applied to a DAG can be seen in5116

Figure 32):5117

1. If B 2 f uture(X) but B =2 f uture(Y), thenB's vote is thatX � Y. This rule gives5118

votes to blocks that were published quickly instead of being withheld.5119

2. If B 2 f uture(X) \ f uture(Y), thenB's vote is the same vote asvirtual(past(B)) .5120

Ties are broken arbitrarily in some agreed upon way. This rule, as well as rule 4,5121

gives more votes to blocks that are already supported by the majority in order to help5122

nodes quickly converge on the same precedence relations.5123

3. If B =2 f uture(X) [ f uture(Y), thenB's vote will match that of the majority of blocks5124

in f uture(B). This rule counters pre-mining attacks where a block is withheld for a5125

long time.5126

4. If B = virtual(G), thenB's vote will match that of the majority of blocks inG.5127
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Fig. 32. SPECTRE voting example. BlocksX and 6-8 voteX � Y because they seeX but not
Y in their past() . BlocksY and 9-11 voteY � X for the same reason. Blocks 6-11 vote based
on rule 1 in the text, and blocksX andY vote using rule 5. Blocks 1-5 voteX � Y because
they see moreX � Y than Y � X votes in their f uture() . Blocks 1-5 use rule 3 to determine
their votes. Because block 12 is inf uture(X) \ f uture(Y), it votes according to a recursive call
on the DAG that does not include blocks 10, 11, or 12, which are not in itspast() . Block 12
votes using rule 2. Finally, a miner with this view of the DAG would create a block that
references blocks 11 and 12, and its vote would be thatX � Y based on rule 4. [285]

5. If B 2 f X;Yg, thenB's vote is such that for any blockZ 2 past(B), Z � B, and for5128

any blockZ0 =2 past(B), B � Z0.5129

For a merchant to consider a transactiontx as con�rmed, all of the transaction's inputs must5130

be con�rmed. Two additional conditions must hold, assumingtx is contained in a blockB.5131

If there are con�icting transactions inanticone(B), then the blocks where those con�icting5132

transactions reside must be preceded byB. Finally, any con�icting transactions inpast(B)5133

must have been rejected.5134

The voting procedure described above is fairly unintuitive, but a few key ideas can help5135

show why SPECTRE is secure. First, if a block is seen by honest miners, then those5136

miners will (directly or indirectly) reference it, such that it ends up in the past sets of newly5137

created honest blocks. By rule 5, blocks support other blocks in their past. This implies5138

that an attacker who withholds their blocks will lose votes. Second, when a blockX has5139

the majority of votes compared to a potentially con�icting blockY, this majority quickly5140

becomes ampli�ed, allowing miners to converge and making it challenging for an attacker5141

to reverse the precedence relation. This is because, by rules 2 and 4, new blocks will vote5142

the same way as the majority of blocks in their past. Third, by rule 1, blocks created in the5143

past will vote based on which competing block is in its future. This incentivizes miners to5144

reference recently created blocks in order to solicit those blocks' votes. A block created5145

by an attacker that does not reference recent blocks (perhaps because it was withheld in5146
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order to try to double-spend) will lose votes compared to the honest miners. Finally, blocks5147

from the past will counter-balance pre-mining attacks where blocks are withheld. By rule5148

3, blocks produced by honest miners who are unaware of the pre-mined block will vote5149

in line with the majority of blocks in their future set. To see why this matters, consider5150

an attacker who attempts to double-spend by pre-mining a long secret chain and sending5151

a con�icting transaction to a merchant, which ends up in a publicly known block. Honest5152

blocks produced while the double-spending block was withheld will vote with the majority5153

of blocks in their future set. As long as the attacker does not have the majority of the5154

computational power, it becomes exponentially more likely as time passes that past blocks5155

will support the block paying a merchant.5156

Unfortunately, SPECTRE has a number of implementation complexities. The handling of5157

dif�culty adjustments and transaction fees are out of scope for this document. Further-5158

more, there are practical limits to how many blocks can be referenced by any given block5159

and, thus, the extent to which block creation rates can be increased before the overhead5160

of the references themselves becomes prohibitive. That said, the throughput and latency5161

improvements are still substantial.5162

The Phantom protocol is based off of the same ideas as SPECTRE but uses some additional5163

techniques to enforce a total ordering of transactions. Thus, it is suitable for a broader5164

variety of settings at the cost of higher transaction settlement latency [286, 287]. Note5165

that the original Phantom protocol from [286] suffered from a liveness issue where a low-5166

hash-rate attacker could delay transaction con�rmation inde�nitely, as pointed out in [282].5167

This is �xed in [287]. Technically, Phantom requires solving an NP-hard problem, and5168

GHOSTDAG is the algorithm that approximates an "ideal" Phantom, but this section will5169

use the more well-known name Phantom for both.5170

Honest miners in Phantom (as well as other systems) are expected to broadcast their blocks5171

as quickly as they are found. They are also expected to reference as many chain tips as5172

they are aware of and ideally be well-connected to each other. If the majority of miners5173

are honest, this should result in a cluster of blocks that are well-connected to each other.5174

Adversarial miners may, in contrast, withhold blocks temporarily or create new blocks5175

that do not reference publicly visible chain tips in order to overwrite other blocks. These5176

malicious behaviors are detectable based on the structure of the DAG because they will not5177

be as well connected to the majority honest cluster (although, as with Nakamoto Consensus,5178

this malicious behavior cannot be distinguished from a network partition).5179

In more detail, letD be the upper bound on the network's propagation delay, and assume5180

that an honest miner found a blockB at timet. Then all blocks that were broadcast by5181

timet � Dwill be in past(B), andB will be in the past set of any honestly produced blocks5182

after t + D. Recall thatanticone(B) is the set of blocks that are not referenced byB and5183

that do not referenceB. This implies thatanticone(B) will contain only malicious blocks5184

(ignoring network partitions) and a small number of honest blocks produced in the 2D-5185

sized interval[t � D;t + D]. Due to the nature of proof of work, this number of blocks will5186
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be bounded by somek with high probability. That is, the parameterk is a function of the5187

network delay. The idea behind Phantom is to recognize and select the largest cluster of5188

blocks in the DAG by observing these anticones. Speci�cally, Phantom attempts to solve5189

themaximum k-cluster subDAG problem: given a DAGG = ( V;E), Phantom attempts to5190

output a maximally sized subsetS� � V such thatjanticone(B) \ S� j � k for all B 2 S� .5191

Phantom generalizes Nakamoto Consensus to a DAG, where every block produced ulti-5192

mately ends up in the ledger, but adversarially produced blocks should appear later in the5193

total ordering. This is done by extracting a well-connected cluster of blocks that are pre-5194

sumed to be honest by the honest majority assumption and then totally ordering blocks in5195

a way that prioritizes blocks inside of the cluster. Phantom uses a greedy algorithm that5196

approximates a solution to the maximumk-cluster subDAG problem, where blocks within5197

the cluster are called Blue blocks, and ones outside of the cluster are Red. The algorithm,5198

OrderDAG(G;k), outputs a set of Blue blocks and an ordered list of all blocks inG:5199

1. If G = f genesisg, then return[f genesisg; f genesisg].5200

2. ForB2 tips(G) do: [BlueBlocksB;OrderedBlocksB]  OrderDAG(past(B);k). That5201

is, use recursion on the chain tips in order to �nd the best tip.5202

3. Inherit the Blue set of the best tip, and add this tip to the Blue set and the end of the5203

ordered list.5204

• Bmax  argmaxfj BlueBlocksBj : B 2 tips(G)g (break ties according to lowest5205

hash)5206

• BlueBlocksG  BlueBlocksBmax5207

• OrderedBlocksG  OrderedBlocksBmax5208

• addBmax to BlueBlocksG5209

• addBmax to the end ofOrderedBlocksG5210

4. For B 2 anticone(Bmax;G) do (in some topological ordering): IfBlueBlocksG [5211

f Bg is a k-cluster, then addB to BlueBlocksG. Either way, addB to the end of5212

OrderedBlocksG.5213

5. Return[BlueBlocksG;OrderedBlocksG].5214

To summarize, the DAG is colored recursively, so the Blue set will include all of the Blue5215

blocks from the chain tip with the largest Blue set in its past (denotedBmax). New Blue5216

blocks are then added from blocks that lie outside ofpast(Bmax) but not before checking5217

whether thek-clustering would be violated by their inclusion (step 4). The ordering works5218

similarly and begins by inheriting the ordering fromBmax. ThenBmax is next, and then5219

blocks that lie outside ofpast(Bmax) are topologically ordered in some agreed-upon way.5220

An example of this algorithm is in Figure 33. Once blocks are totally ordered, transac-5221
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Fig. 33. Phantom example, constructingBlueBlocksG with parameterk = 3. For each block,
the circle near it represents its "score," or the number of Blue blocks in its past set. The
algorithm begins at the highest scoring tip,Bmax= M, and greedily selects its predecessors:K,
H, D (arbitrarily breaking the tie betweenC, D, and E), and the genesis block. This creates a
chain fromBmax back to genesis. The blockV is a hypothetical "virtual" block that references
all tips of the DAG. The setBlueBlocksG begins empty and is constructed recursively as
follows. (1) VisitD, and add the genesis block toBlueBlocksG since it is the only block in
past(D). (2) Visit H, and add blocksC, D, and E to BlueBlocksG because they are inpast(H).
(3) Visit K, and add blocksH and I to BlueBlocksG. Block B is in past(K), but anticone(B)
has 4 Blue blocks and thus is not included. (4) VisitM, and addK to BlueBlocksG. Block F is
not added because, like blockB, anticone(F) has more thank Blue blocks. (5) Visit the virtual
block,V, and addM to BlueBlocksG. Block L is not added becauseanticone(L) includesC, H,
K, and M, which exceedsk (there is an error in the image, andL should not be colored Blue).
Block J is not added because the inclusion ofJ would add another Blue block to to
anticone(I ), which already contains blocksC, D, and H. [287]

tions are totally ordered in the natural way, removing duplicates and invalid transactions.5222

Note that, similar to Inclusive (Section 11.5.1), miners are incentivized to randomize their5223

transaction selection in order to maximize fees, though this may also encourage them to5224

withhold high-fee transactions.5225

It is instructive to compare Phantom to other protocols. Recall thatD is the upper bound5226

on network propagation delay, but as with Nakamoto Consensus, its value is unknown.5227

That said, it is assumed to be smaller than a constantDmax, which is used to derive the5228

hard-coded parameterk. This parameter is the maximum number of blocks that may not be5229

referenced by each other that can be created by the full mining network over the course of a5230

single delay (and a largerk requires increasing the waiting time for transaction settlement).5231

Phantom's security model differs from that of SPECTRE primarily due to the reliance on5232

Dmax, which must be used explicitly in Phantom but is what allows a total order to be5233

established.5234
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Let the block creation rate of a system bel (l = 1
600 blocks per second in Bitcoin, for5235

example). In Nakamoto Consensus, the security threshold of the system decreases toward5236

zero asDl increases. That is, the less time there is to synchronize between blocks being5237

found, the lower the security threshold. In contrast, as long asD � Dmax, Phantom's se-5238

curity threshold is at least12 � (1� e) for some smalle. As a result, Phantom can tolerate5239

much higher block creation rates and throughput while maintaining security under honest5240

majorities. Put differently,5241

• Nakamoto Consensus assumes thatDl � 1.5242

• The parallel chains approach withm chains, described in Section 11.4, assumes that5243

Dl
m � 1.5244

• Phantom assumesDl � k.5245

11.5.3. Tangle5246

The other DAG-based protocols discussed in this section construct DAGs where the vertices5247

are blocks, but some designs – including the Tangle – use transactions as vertices instead5248

[288]. A primary motivation for the Tangle structure is to enable fee-less transactions by5249

allowing typical clients to operate as miners. Instead of submitting transaction fees, each5250

transaction is accompanied by a small proof of work that includes validating and approving5251

two other transactions within the Tangle.5252

The most important concept in a Tangle-based system is thetip selection strategy, or5253

how a client chooses which two transactions at the "tip" of the DAG to reference and ap-5254

prove. This policy cannot be imposed by the network, so it is imperative that an incentive-5255

compatible and secure default exists. The security assumption behind the Tangle is that5256

there must be a large enough in�ow of transactions posted to the network that are gener-5257

ated by honest clients to outweigh the computational ability of an adversary. Honest clients5258

must frequently issue transactions for this to happen and for the Tangle to work in a permis-5259

sionless environment without centralized coordination [289]. If this assumption holds, the5260

Tangle can maintain a partial order (not a total order) over transactions. As with SPECTRE5261

(Section 11.5.2), this makes it unsuitable for generic smart contracts.5262

Transactions in the Tangle have aweightassociated with them, which corresponds to the5263

amount of work performed to issue it. Theown weightof a transaction speci�cally refers5264

to the work performed to issue a transaction, which is normalized to one in this document.5265

Transactions also have acumulative weight, which is the transaction's own weight plus the5266

sum of the own weights of every transaction that approves of it (directly or indirectly). A5267

transaction'sscoreis its own weight plus the sum of the own weights of all transactions5268

directly or indirectly approved by it. Stated differently, a transaction's cumulative weight5269

is the sum of the own weights of the transaction's future set and itself, while the transac-5270

tion's score corresponds to the own weights of all transactions in its past set and itself. A5271
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transaction'sheightis the length of the longest path from it to the genesis transaction, and5272

its depthis the length of the longest (reverse) path from it to some chain tip.5273

The originally proposed tip-selection algorithm is dubbed theMarkov chain Monte Carlo5274

algorithm (MCMC). It starts by choosing some locations in the Tangle and then performing5275

random walks toward chain tips. Speci�cally, whereHtx is the cumulative weight of a5276

transactiontx in the Tangle, and usingW anda as parameters, a client selects chain tips to5277

approve as follows:5278

1. Consider all transactions in a particular range of the Tangle,[W;2W], as possible5279

starting locations. Randomly chooseN of these transactions.5280

2. Perform independent, biased random walks from theseN locations based on prior5281

approvals, such that the walk moves fromtx1 to tx2 only if tx2 directly referencedtx1.5282

Let the set of transactions that directly referencetx1 be denotedTX. The probability5283

of transitioning fromtx1 to tx2 is e� a (Htx1� Htx2)

Stx2TX e� a (Htx1� Htx2) .5284

3. Once two of these random walks end at chain tips, select those tips. However, if a5285

random walk ends up at a chain tip "too quickly," it may be considered alazy tipand5286

discarded. A lazy tip is one that approved of an old transaction in order to avoid the5287

effort of verifying transactions. Lazy tips have a low probability of being selected5288

because the cumulative weight of the lazy tip and any others would be substantial.5289

The parametera used in MCMC is important. Higher values ofa (closer to one) are more5290

"deterministic" and provide a better defense against various adversarial strategies because5291

they increase the chance of the random walk moving to high-scoring tips. A lower value5292

of a (closer to zero) makes the system more stable with respect to transaction con�rmation5293

times. A higha will result in many stale tips that need to be reattached to the Tangle in5294

order to achieve con�rmation.5295

Some potential attacks on the Tangle includeparasite chainattacks,large weightattacks,5296

andsplitting attacks. The parasite chain attack, displayed in Figure 34, is a classic double-5297

spend attack. The attacker builds a subtangle in secret while occasionally referencing the5298

main Tangle in order to in�ate the secret subtangle's score. When the attacker has less5299

computational power than the honest portion of the network, the parasite chain attack is5300

challenging for the same reason that selecting lazy tips is unlikely: the attacker's subtangle5301

is likely to have lower cumulative weight, so the random walks will likely remain on the5302

main Tangle. Other techniques for detecting and mitigating parasite chain attacks have5303

been proposed as well [290].5304

In a large weight attack, as shown in Figure 35, an adversary attempts to double-spend by5305

putting an especially large amount of work into the double-spending transaction in order to5306

outweigh the honest portion of the Tangle. To protect against this attack, there should be5307

an upper bound on the own weight of any given transaction.5308
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Fig. 34. Parasite chain attack against the Tangle. The two red circles indicate a double-spend
attempt by the attacker. [288]

Finally, a splitting attack is one in which the adversary attempts to divide the Tangle into5309

two incompatible branches and then keep them balanced over time until they can spend5310

the same funds on both sides of the split. The attacker issues con�icting transactions near5311

the beginning of the split so that the two sides cannot be reconnected. If honest miners5312

are divided between the two subtangles, a low-hash-rate attacker can attempt to mine on5313

whichever side of the split is required to maintain balance. Starting the random walks at5314

transactions with greater depths in the Tangle makes this attack more challenging to pull5315

off. In addition, the splitting attack is much easier with lowa . When higher, random walks5316

quickly converge toward the subtangle with higher cumulative weight.5317

In addition to the explicit attacks on the Tangle, there are potential game-theoretic issues5318

relating to the incentives of the participants. Intuitively, in order to encourage more clients5319

to approve of one's transactions, one would want to place their transactions in the heavier5320

subtangles because that is where the random walks are more likely to end up. This sug-5321

gests that incentives are aligned properly, but an alternative strategy would be to simply5322

remember the last 10 or so transactions that were gossiped and approve two of those when5323

issuing a transaction instead of storing the full Tangle.2 Assuming that most other clients5324

are honest, then the most recently seen transactions are likely to be where random walks5325

end up. If the majority of clients were to use this strategy, then transactions would con-5326

tinue to be approved and everything would appear normal, but the actual security bound5327

Fig. 35. Large weight attack against the Tangle. [288]

2Suggested in https://twitter.com/AlexSkidanov/status/1130505820930695169.
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decreases toward zero. An attacker can cause a deep fork by quickly posting multiple (in5328

this case, more than 10) transactions in a row on a different subtangle, at which point all of5329

the lazy clients will immediately switch to it and begin approving them.5330

A number of works have explored the rami�cations of alternative tip-selection algorithms5331

[291–294]. Simple algorithms – such as uniformly random tip selection and the use of5332

unbiased random walks – are highly susceptible to parasite chain attacks, while using bi-5333

ased random walks (MCMC) with largea protects against attacks [291]. A modi�cation to5334

the MCMC algorithm that makes parasite chain attacks more dif�cult while maintaining a5335

lowera is to incorporate the derivative of the cumulative weight with respect to time in the5336

random walk probabilities [292]. Another proposal, dubbed G-Iota, attempts to maintain a5337

highera while mitigating the issue that this leads to more honest chain tips becoming stale5338

[293]. Finally, the E-Iota proposal attempts to reduce the number of random walks that5339

need to be executed while maintaining the best security guarantees of MCMC and G-Iota5340

[294]. The algorithm is parameterized byp1 < p2 < 1. Any time the client needs to select5341

new tips, it generates a random numberr. If r < p1, the client usesN uniform random5342

walks for tip selection. Ifp1 � r < p2, it usesN biased random walks with a lowa value.5343

If r � p2, it usesN biased random walks with higha .5344

11.5.4. Meshcash5345

Meshcash is a modular consensus algorithm that combines aspects of proof of work with5346

asynchronous binary Byzantine agreement (ABA) protocols (see Section 6.1.1) [295]. It5347

involves a slower proof-of-work protocol, dubbed the "tortoise," that provides eventual5348

consensus, as well as a quicker "hare" protocol. If the hare protocol succeeds, agreement5349

occurs quickly, but if it fails, the tortoise protocol will ensure eventual consistency. The5350

Meshcash protocol provides the following minimal security guarantees, which are not tight:5351

• If an adversary controlling less than1
3 of the system's computational power is unable5352

to disrupt the hare protocol, then the Meshcash protocol achieves consensus.5353

• The tortoise protocol achieves consensus against adversaries who control less than5354

1
15 of the computational power, regardless of the outcome of the hare protocol.5355

Both the ABA protocol and the tortoise protocol rely on aweak common coin(as de�ned in5356

Section 2.7). This is implemented via the proof-of-work algorithm with an expected block5357

time of T (e.g.,T = 600 seconds in Bitcoin). For a playerP beginning at timet, the weak5358

common coin protocol works as follows:5359

1. P waits until timet + T and keeps track of the set of valid blocks received between5360

timet andt + T, denotedSP.5361

2. P sorts the blocks inSP by their hashes. The weak common coin output is the least5362

signi�cant bit of the smallest hash block inSP.5363
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The Meshcash ledger is constructed as a layered DAG, where each block belongs to a5364

particular layer and references blocks from earlier layers (the number of layers that can5365

be referenced by miners depends on the hare protocol). The hare protocol is used for5366

consensus on blocks from more recent layers, while the tortoise protocol orders blocks in5367

the more distant past. Honest miners must remain relatively synchronized with respect to5368

the layers they are participating in, so the layer counter is incremented whenever a miner5369

sees a threshold of valid blocks in a given layer. The hare protocol has two additional5370

requirements:5371

1. Blocks on layeri are valid only if there are at leastTmin valid blocks on layeri � 1 in5372

their past sets. This prevents miners from pre-mining blocks in future layers.5373

2. For a blockB in layer i, honest miners with layer counters in the range[i + t; i +5374

s] agree on the validity ofB and will continue to do so throughout the interval5375

[starti+ t ;starti+ s+ 1), wherestarti is the time that the �rst honest miner entered layer5376

i. This property is calledlimited [t;s]-consistency.5377

A variety of suitable hare protocols are possible. In the hare protocol, blocks on a given5378

layer are used to elect a committee that runs a traditional ABA protocol (e.g., the one5379

described in Section 6.1.1) off-chain in order to get agreement on the blocks within the5380

layer and then to append signatures to these blocks to attest to their validity. An ABA5381

instance is run for each block in the layer. A block claiming to be in layeri is valid if and5382

only if it has valid signatures from the majority of layer-i committee members.5383

The tortoise protocol is derived from a hare protocolP with output interval[t;s]. In addition5384

to any requirements fromP, the tortoise protocol requires that honestly produced blocks5385

include references to every chain tip (view references) as well as references to all valid5386

blocks in layers[i � s; i � t] (voting references). Additionally, given a network propagation5387

delay upper bound ofD, miners include acoin bit, abefore coin bit, and anearly block bit.5388

The coin bit is the result of the weak common coin protocol that begins at timestarti + D.5389

The before coin bit is set to indicate whether the block was produced before the common5390

coin protocol concluded in order to abstain from voting when the coin bit matters. Finally,5391

the early block bit is set if the block was produced less thanD time after the layer began5392

so that these blocks abstain from voting if late blocks from the prior layer would make a5393

difference.5394

The tortoise protocol's block voting procedure, an example of which is in Figure 36, is5395

performed on any blockB in layeri0< i � s. All valid blocks in the range[i0+ 1; i � 1] vote5396

onB if they were received bystarti + D. Votes are weighted by the proof-of-work dif�culty5397

of the blocks, andB is valid if this weighted sum is positive. A blockQ in layer j > i0votes5398

on blockB using the following rules and a protocol-de�ned thresholdq:5399

1. Whenj < i0+ t, Q votes zero becauseQ was generated before the hare protocol had5400

a chance to achieve consensus onB.5401
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Fig. 36. Example of Meshcash block voting. Here,s= 4 and t = 3. The blocks in layers
[i � s; i � t] vote 0 by rule 1. The blocks in layers[i � 2; i � 1] vote according to rule 2. Three of
these blocks have voting edges toB, and two do not. BlockA considers blockB valid by rule 3
because the sum of block votes in its past in favor ofB is positive. This assumes that, weighted
by the proof-of-work di�culty, this sum is greater thanq. [295]

2. Whenj is in the range[i0+ t; i0+ s], Q votes 1 if it has a voting reference toB and -15402

otherwise.5403

3. Whenj > i0+ s, Q will vote in agreement with the weighted sum of blocks in its past5404

set so long as this sum is outside of the range[� q;q]. However, if this weighted sum5405

is in the range[� q;q], thenQ's vote will be determined by the coin bit and before5406

coin bit:5407

• If the before coin bit is set to 1, thenQ votes 0.5408

• If the before coin bit is set to 0 and the coin bit is set to 1, thenQ's vote is 1.5409

• If the before coin bit is set to 0 and the coin bit is set to 0, thenQ's vote is -1.5410

This consensus protocol is compatible with any way of allocating rewards, but the authors5411

suggest that transaction fees be distributed to all miners who created blocks in recent layers5412

in order to decrease the incentive for miners to keep high-fee transactions secret. This5413

would also make Meshcash more resistant to sel�sh mining, not unlike FruitChains (see5414

discussion in Section 11.3). Speci�cally, the total fees from layeri would be split among5415

the miners of the priork blocks proportionally to the number of blocks in each layer. By5416

splitting the reward in this way, double-spending attacks become subsidized, but censorship5417

becomes more challenging.5418
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11.6. Proof of Work for Committee Selection5419

An alternative approach to permissionless consensus is to use proof of work as a Sybil-5420

resistance measure for electing a committee of miners to act as replicas in a standard per-5421

missioned BFT protocol. Some of the best advantages of proof of work are removed when5422

using schemes that elect committees in this way. In particular, this introduces theposterior5423

corruption issue that separates proof-of-stake protocols from many proof-of-work ones,5424

making the protocolsweakly subjective(see Section 12.1.2). Essentially, this means that a5425

new node joining the network (or returning online after an extended absence) must acquire5426

a copy of the chain from a trusted party. If past committees are compromised, they can5427

create alternative histories that would be believed by these newly online nodes. In addition,5428

these protocols are less safe against bribery attacks because once a node is in the commit-5429

tee, no additional proof-of-work resource expenditure is needed for it to issue malicious5430

statements.5431

On the other hand, these protocols are able to provideresponsiveness, or the ability to5432

con�rm transactions at the speed of the actual network delay, rather than the worst-case5433

delay (see Section 5.2). For a permissionless proof-of-work system to be responsive, [296]5434

proved that four conditions must hold:5435

1. The protocol must know an upper bound on the network delay,D.5436

2. There must be a non-responsive "warmup" period, after which transaction con�rma-5437

tion can become responsive.5438

3. There must be some "stickiness" to honest nodes. That is, it must take some time for5439

an adversary to corrupt a node or knock it of�ine. These protocols can only be secure5440

against mildly adaptive adversaries, not fully adaptive ones.5441

4. Fewer than13 of the nodes can be corrupt.5442

11.6.1. Hybrid Consensus5443

The Hybrid Consensus algorithm uses proof of work to agree on a rotating committee, and5444

the committee uses a traditional BFT algorithm to select transactions [296]. The protocol5445

utilizes an underlying blockchain protocol, such as Nakamoto Consensus or FruitChains,5446

though FruitChains is preferable (see Section 11.3 for discussion on FruitChains). Miners5447

who have successfully mined blocks in the recent past are elected to a committee that then5448

runs the classic PBFT algorithm among themselves (PBFT is described in Section 4).5449

In more detail, Hybrid Consensus works as follows, wherel is the common pre�x con-5450

sistency parameter (all nodes agree on the contents of the blockchain, except for possibly5451

the trailing l blocks). A new committee is elected whenever the underlying blockchain5452

adds an additionall blocks. To elect the committee safely, the trailingQ(l ) blocks must5453

not be considered because they are potentially unstable. The most recentl blocks' min-5454

ers within the common pre�x are the new committee members. This means that the same5455
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miner may occupy multiple spots in the committee proportional to the number of blocks5456

they have mined in the stable portion of the chain. Prior works that attempted to elect BFT5457

committees using proof of work failed to remove the trailingQ(l ) blocks, which made5458

them insecure because there was no agreement on the members of the committee itself. By5459

the chain growth property, new committees are elected at regular, somewhat predictable5460

intervals.5461

Finally, consider chain quality. If the underlying blockchain has at least2
3-chain quality,5462

then it can guarantee that for each period ofl consecutive blocks, at least2
3 of them will be5463

mined by honest replicas. This is necessary to ensure that at least2l
3 of the BFT committee5464

members are honest. If Nakamoto Consensus were used for the underlying blockchain5465

protocol, then3
4 of the hash rate would need to be honest in order to achieve2

3-chain quality5466

(see discussion on sel�sh mining in Section 9.4). This motivates the use of FruitChains as5467

the underlying ledger because it has a higher chain quality than Nakamoto Consensus and,5468

thus, allows near optimal resilience.5469

As described, if an old committee ever surpasses the adversarial corruption threshold, Hy-5470

brid Consensus is subject to the issue of posterior corruptions, where new nodes will be5471

unable to tell which of two con�icting chain forks is the correct one. To protect against5472

this, whenever a committee is switched out and a new committee is elected, at least1
3 of5473

the old committee will sign a hash of the ledger (or rather, the portion of the ledger that the5474

committee worked on) and include those signatures in the blockchain. This prevents old5475

committees from equivocating.5476

Transitioning smoothly between multiple consensus committees is also non-trivial. The old5477

committee must undergo some stopping procedure that will overlap with the new commit-5478

tee's reign. Because of this overlap, the new committee's output should be deferred until5479

the old committee has fully completed its term. The stopping procedure involves sending5480

special signed stop instructions until more than1
3 of the committee have done so, at which5481

point transactions are ignored.5482

11.6.2. Solida5483

Solida is another proposal that combines aspects of proof of work with classical BFT con-5484

sensus [297]. Unlike with Hybrid Consensus, Solida does not use proof of work to es-5485

tablish an underlying blockchain but rather as a more generic Sybil-resistance mechanism5486

for leader election. A modi�ed version of PBFT (Section 4) is used to commit blocks of5487

transactions orrecon�guration eventsfor the consensus committee into the ledger. In order5488

to join the committee, miners must �nd a proof of work for a computational puzzle, and the5489

existing committee tries to commit the miner's public key, the proof of work, and the sys-5490

tem state into the ledger. The miner then joins the committee, pushing the oldest member5491

of the committee out of it.5492

The normal PBFT leader cannot be in charge of these recon�guration events because a5493
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Byzantine leader can stall the network until the adversary can generate more proofs of5494

work and become over-represented on the committee. Instead, it is the successful miner5495

who leads the attempt to elect themselves onto the committee. The new member immedi-5496

ately becomes the new PBFT leader for committing transactions. The challenge with this5497

approach is how to address contention issues – that is, when more than one miner �nds a5498

proof of work at around the same time. Solida addresses this with a ranking scheme, such5499

that only higher ranked miners can interrupt the recon�guration of lower ranked miners.5500

Solida is essentially composed of three subprotocols: the steady state protocol to commit5501

transactions intoslots, denoteds; the view change protocol to replace faulty leaders; and the5502

recon�guration protocol. Any given con�gurationc can have multiplelifespans, denoted5503

e, and each lifespan can have multiple viewsv. Each Solida leaderL(c;e;v) is ranked inc,5504

e, v order and uses the following rules:5505

1. When recon�guration events are committed, each committee member switches to a5506

new con�guration by incrementingc and settinge= v = 0.5507

2. When a new proof of work is found under the current con�guration, each committee5508

member incrementseand setsv = 0.5509

3. If a timeout occurs and a faulty leader is detected, each committee member incre-5510

mentsv. For some hash functionH in a system withn committee members, let5511

l = H(c;e)+ v mod n. ThenL(c;e;v) is thel -th member of the existing committee.5512

The steady state protocol for committing blocks of transactions is nearly identical to PBFT5513

with two changes: 1) the original pre-prepare, prepare, and commit phase messages include5514

extra contextual information, particularly the(c;e;v) tuple; and 2) an additional "notify"5515

step occurs at the end. After committing a block, replicas send a NOTIFY message that5516

includes a commit certi�cate and move to slots+ 1. Upon receiving a NOTIFY message,5517

replicas commit, broadcast their own NOTIFY message, and move to slots+ 1. The view5518

change protocol requires more substantial adjustments and works as follows when the net-5519

work delay upper bound isD:5520

1. Upon advancing to the next slots, replicas set a timer and initiate a view change5521

if it reaches 4D before the replica has committed anything in slots. It does so by5522

broadcasting a VIEW-CHANGE(c;e;v) message to the rest of the committee. If a5523

replica sees 2f + 1 matching VIEW-CHANGE(c;e;v) messages and has not already5524

advanced to a higher view, it forwards the set of VIEW-CHANGE(c;e;v) messages5525

to the new leaderL(c;e;v+ 1). The replica then listens for a NEW-VIEW message5526

from the new leader, and if they do not receive it within 2D time, they broadcast a5527

VIEW-CHANGE(c;e;v+ 1) message.5528

2. WhenL(c;e;v+ 1) receives 2f + 1 matching VIEW-CHANGE messages, they broad-5529

cast a NEW-VIEW(c;e;v+ 1) message (which includes the set of VIEW-CHANGE5530

messages) and enter(c;e;v+ 1). When replicas receive this message and are not5531
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already in a view higher than(c;e;v+ 1), they begin the new view and start another5532

timer. If the timer hits 8D and no slot has been committed, replicas give up on the5533

current leader and broadcast another VIEW-CHANGE message.5534

3. When entering view(c;e;v), a replica sends a STATUS message toL(c;e;v) that5535

contains the slot numbers� 1, the value committed in that slot (denotedh), the5536

corresponding commit certi�cateC, the value accepted in slots (denotedh0), and5537

the corresponding prepare certi�cateP. When the leader receives 2f + 1 STATUS5538

messages, they concatenate them into a status certi�cate,S. The leader then �nds the5539

STATUS message that corresponds to the highest last-committed slots� , breaking5540

ties using the message that contains the highest ranked prepared value in slots� + 1.5541

Denote the commit certi�cate and prepare certi�cate from this message asC� and5542

P� , respectively.5543

4. The new leader broadcasts a REPROPOSE message that includess� + 1, h0, S, C� ,5544

andP� . ReceivingC� allows replicas to commit slots� . In addition, the inclusion5545

of S andP� prove thath0 is a safe value for slots� + 1, soh0 is reproposed for that5546

slot. If the message is valid, replicas commit slots� if they have not already and then5547

move into the prepare phase of the steady state protocol for slots� + 1.5548

The recon�guration protocol requires miners to submit a proof-of-work solution to a con�guration-5549

speci�c puzzle,puzzle(c). The puzzle dif�culty is periodically updated in order to maintain5550

an expected average recon�guration interval that is analogous to the block interval in other5551

systems. Naively, this would allow an adversary to gain an advantage over the honest por-5552

tion of the network by withholding their puzzle solutions analogously to sel�sh mining. To5553

bound the advantage that withholding provides an attacker,puzzle(c+ 1) includes any set5554

of f + 1 commit certi�cates from the NOTIFY messages in the most recent recon�gura-5555

tion. This ensures that adversaries learn a puzzle at most 2D earlier than honest miners.5556

The recon�guration protocol operates as follows:5557

1. A successful miner broadcasts their puzzle solution to the committee members. Com-5558

mittee members then enter view(c;e+ 1;0) with the miner as the new leader and start5559

a timer. If no slot is committed by the time the timer hits 8D, replicas initiate a new5560

view change.5561

2. In the new lifespan, replicas perform the same actions that they would in the STATUS5562

step of the view change protocol.5563

3. Let h� be the committed value in the highest committed slots� in the status certi�-5564

cate andh0 be the highest ranked prepared value in slots� + 1. The new external5565

leader will then take action based on whetherh� andh0are blocks of transactions or5566

recon�guration events:5567

(a) If h� is a recon�guration event that advances to con�gurationc+ 1, the leader5568

broadcasts the commit certi�cateC and gives up joining the committee. An5569
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alternative leader has already completed recon�guration, so the miner begins5570

working onpuzzle(c+ 1).5571

(b) If h� is a block of transactions andh0 is a recon�guration event toc+ 1, then5572

the leader broadcasts a REPROPOSE message that includes(c;e;v = 0;s�5573

+ 1;h0;S;C� ;P� ) and terminates the recon�guration protocol.5574

(c) If h� is a block of transactions andh0is empty, then the leader attempts to move5575

to slots� + 1 by broadcasting a REPROPOSE message that includes(c;e;v =5576

0;s� + 1;h;S;C� ;P� ), whereh is a recon�guration event that would allow the5577

leader to join the committee. Shouldhbe committed, then in slots� + 2, replicas5578

advance to the next con�guration that includes the miner as a replacement for5579

the oldest committee member.5580

(d) If h� andh0 are both blocks of transactions, then the leader broadcasts a RE-5581

PROPOSE message that includes(c;e;v = 0;s� + 1;h0;S;C� ;P� ) in order to5582

reproposeh0 for slot s� + 1. Next, the leader tries to join the committee by get-5583

ting a recon�guration event,h, into slots� + 2. They do this with a PROPOSE5584

message that includes(c;e;v = 0;s� + 2;h). Shouldh be committed, then in5585

slots� + 3, replicas advance to the next con�guration that includes the miner as5586

a replacement for the oldest committee member.5587

Except for case 3a, committee members handle receipt of the REPROPOSE message iden-5588

tically to how they would during the view change protocol.5589

This approach differs markedly from the Hybrid Consensus protocol described earlier. One5590

bene�t of this approach is that the identities of committee members need not be buried5591

under several blocks' worth of work and, thus, are publicly exposed for a shorter period5592

of time (though they are still exposed, so Solida cannot be secure against fully adaptive5593

adversaries either). Note that as the adversarial hash rate approaches 33%, the number of5594

committee members required to maintain safety blows up toward in�nity, and the system5595

is unable to recover if a committee ever hasf + 1 Byzantine replicas in it.5596

12. Proof of Stake: The Basics5597

Proof of stake is the �rst major permissionless Sybil-resistance mechanism introduced af-5598

ter proof of work and is, in part, motivated by the desire to reduce the high electricity5599

consumption of proof of work while achieving similar goals. This section introduces the5600

idea and provides the context necessary for understanding the more advanced protocols de-5601

scribed in Section 13. First, some of the earliest proof-of-stake systems are discussed and5602

then used to demonstrate security issues that are unique to proof of stake and how they are5603

addressed in more mature protocols. Next, leader election mechanisms for provably secure5604

instantiations of proof of stake are introduced. The leader election process in proof of stake5605

is fundamentally different from that of proof of work, leading to security issues that result5606
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from being able to know in advance when a block producer will be elected. Finally, the5607

block reward mechanism is investigated with a focus on how different reward schemes can5608

lead to or avoid wealth concentration and, thus, centralization.5609

There are two broad styles of proof-of-stake consensus algorithm. Chain-based schemes5610

are modeled after Nakamoto Consensus with a major difference: using proof of work, a5611

block is constructed before it is determined whether the miner has permission to broadcast5612

it, but in proof of stake, permission to broadcast a block is provided prior to the block5613

actually being constructed [298]. BFT-based schemes effectively operate as permissionless5614

generalizations of traditional, permissioned BFT consensus. With some minor adjustments,5615

many of the permissioned BFT algorithms covered earlier in this document can be made to5616

work in a proof-of-stake context. Chain-based schemes have greater fault tolerance since5617

they are secure so long as the majority of the stake is honest. In contrast, BFT-based proof5618

of stake inherits the security threshold of the underlying BFT scheme, which is typically5619

1
3. Chain-based schemes maintain availability during network partitions, while BFT-based5620

ones sacri�ce availability for consistency. Unlike chain-based schemes, BFT-based proof5621

of stake can result in low latency while �nalizing transactions. The speci�c properties, of5622

course, depend on the design of the proof-of-stake algorithm.5623

12.1. Early Attempts at Proof of Stake5624

The �rst network to use proof of stake was Peercoin, proposed in 2012 [299]. The network5625

retained an element of proof of work in order to distribute the coins fairly, but the fork-5626

choice rule used for consensus replaces total work accrued with totalcoin age destroyed.5627

Coin age is de�ned as the number of units of currency times the length of time that the units5628

have been held without use. Peercoin blocks include a special transaction where the block5629

producer consumes their coin age by sending funds to themselves. The �rst input from this5630

transaction is called thekernel, and the kernel is hashed and checked against a target value5631

similarly to how this is performed in proof of work. The target is calculated per unit of coin5632

age spent in the kernel such that consuming more coin age proportionally increases the5633

chance of being able to produce a block. As with Nakamoto Consensus, this process can5634

result in multiple blocks being produced at the same time, but instead of choosing which5635

fork to stay on based on the greatest total work, Peercoin validators prefer the fork with the5636

highest coin age destroyed, where every transaction in a block contributes to the consumed5637

coin age.5638

This system includes protection against some very basic attacks. For instance, to prevent5639

users from moving their stake from one output to another in order to increase their chance5640

of producing a block, the coin age computation requires a minimum age of one month and5641

is considered zero below this. Centralized, developer-signed checkpoints are then periodi-5642

cally issued in order to ensure that every node agrees on transactions older than one month,5643

which is necessary for verifying the kernel. A winning block producer could potentially5644

use their single proof of stake to create many valid blocks for use in a denial-of-service5645
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attack. To prevent this, nodes collect all kernels and associated timestamps they have seen5646

and ignore any blocks with the same (kernel, timestamp) tuple as a previously received5647

block.5648

After Peercoin, a second generation of proof-of-stake networks launched that entirely es-5649

chew proof of work, including BlackCoin and NXT. BlackCoin's consensus, PoS v2, is5650

similar to Peercoin but removes coin age and makes several other small changes [300]. The5651

use of coin age has the unfortunate side-effect of encouraging users to stay of�ine most of5652

the time and only open their wallets to stake once every month or so. Further, when a user5653

has a large amount of coin age built up, they can produce new blocks almost immediately5654

and more easily execute double-spend attacks. Another observation was that of predictabil-5655

ity – the input into the hashing algorithm for leader election does not prevent an adversary5656

from precomputing future proofs of stake, which allows them to know in advance when5657

they might produce several blocks in a row which facilitates double-spend attacks (this is5658

discussed in detail in Section 12.2). PoS v2 mitigates this by including astake modi�er5659

in the hash calculation that changes relatively frequently and allows for shorter precompu-5660

tation windows. Finally, BlackCoin considerably restricts the timestamp rules for blocks,5661

such that a node only accepts blocks with timestamps less than 15 seconds ahead of local5662

time, while the timestamp granularity is changed from one second to 16 second intervals.5663

This gives potential block producers less freedom to produce more blocks by trying to hash5664

kernels with different timestamps.5665

The previous point is important. If a staker has a large degree of freedom in selecting the5666

input to the hash function used in leader election, they can perform astake grindingattack,5667

where they iterate through these potential inputs until they �nd one that is especially advan-5668

tageous to them. An attacker can go through the history of the blockchain and – wherever5669

their stake was selected to be the next block producer – modify the next block header or5670

kernel over and over until it �nds one that helps elect them as the next block's producer as5671

well. By changing the granularity of timestamps from one second to 16 seconds, Black-5672

Coin reduced the number of grinding attempts by a factor of 16. Later, a set of incremental5673

improvements was made to PoS v2, leading to the creation of PoS v3 [301]. The staking5674

process for PoS v3 works as follows and loops forever:5675

1. Nodes check their system clocks and set the (potential) block timestamp to the system5676

time modulo 16.5677

2. The network dif�culty is computed, and the local dif�culty target is computed by5678

multiplying network dif�culty by the number of coins held in a particular UTXO.5679

3. The node iterates through each UTXO in its wallet. For each UTXO, the node com-5680

putes a SHA-256 hash of several pieces of data, including the previous block's stake5681

modi�er, some data from the UTXO, and the timestamp.5682

4. These hashes are compared to the local dif�culty targets for each UTXO, and if the5683

value of a hash is less than the target, the node can create a new block. The block5684
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hash is then signed by the public key speci�ed in the special staking transaction.5685

5. If no hash satis�es the target, then the node waits 16 seconds and tries again with the5686

new timestamp.5687

Unlike BlackCoin and Peercoin, NXT uses an account model instead of UTXOs [302]. The5688

entire NXT supply was distributed up front in a presale and then encoded into the genesis5689

block. That is, there is no in�ationary block subsidy, and block producer rewards consist5690

solely of transaction fees. The NXT leader election protocol is called "forging" (instead of5691

mining) and is described below.5692

As with Peercoin and BlackCoin, potential block producers hash some input in the hopes5693

that the hash is less than a particular target value, which changes from block to block in a5694

manner analogous to proof-of-work dif�culty adjustment algorithms (Section 9.2) in order5695

to maintain 60-second block intervals on average. This target is computed individually for5696

each account and determined in part by abase targetvalue common to all users. LetSbe5697

the average block interval for the last three blocks,Tp the base target for the previous block,5698

andTb the base target being calculated for the current block. Then,5699

Tb =

(
Tp� min(S;67)

60 S> 60

Tp � Tp� 0:64� (60� max(S;53))
60 S� 60

Here, the constants 67 and 53 bound the size of target adjustments, while 0.64 is included5700

to allow block intervals to be shortened more rapidly than they can increase, which helps5701

reduce the incidence of extremely lengthy block intervals. Each account can then compute5702

its individual target value,T, asT = Tb � Sp � Be, whereSp is the number of seconds that5703

have passed since the previous block andBe is the effective balance of the account. Only5704

coins that have been in the account for at least 1440 blocks (one day) count toward the5705

effective balance for staking.5706

Each block includes ageneration signature, which is a 32-byte hash output. Stakers will5707

concatenate the previous block's generation signature with their public key and hash it5708

to form the next block's potential generation signature. The �rst eight bytes of this hash5709

are interpreted as an integer called thehit. As with proof of work, if the hit is less than5710

the target, the account holder is authorized to produce a block. Unlike with proof of work,5711

generation signatures make it possible to predict which account will produce the next block5712

with fairly high accuracy. The target value increases with every second passed since the5713

previous block, so even if most accounts are of�ine, a block will eventually be produced. If5714

multiple blocks are produced around the same time, nodes prefer the fork with the highest5715

cumulative dif�culty (dif�culty being the inverse of the target value). The current block5716

dif�culty, Dcb, is calculated asDcb = Dpb+ 264

Tb
, whereDpb is the previous block's dif�culty.5717

In addition, NXT eschews centralized checkpoints and instead just maintains a local rule5718

that nodes will never reorg more than 720 blocks.5719
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Another early proof-of-stake variant,delegated proof of stake(DPoS), continues to be5720

widely used despite not being formally studied to the degree that many other protocols5721

have been. Technically, a variety of proof-of-stake protocols, including some chain-based5722

ones, allow nodes to delegate their stake to another party, which allows the delegator to5723

contribute to the network's security even while they are of�ine. Here, DPoS is used to refer5724

to a speci�c type of protocol where only elected delegates participate directly in consensus5725

as block producers, but all users have the ability to delegate their stake in order to elect a5726

committee of delegates. The �rst DPoS system, BitShares, went live in July 2014 [303].5727

Since then, it has been used in a variety of projects, including EOS, Lisk, Steemit, and5728

Tron, as well as some sidechains (sidechains are discussed in Section 16.3).5729

The mechanics of DPoS are relatively simple: users with stake in the system vote for a5730

committee ofn delegates who execute a permissioned BFT algorithm among themselves.5731

Stake delegation usually involves signing a message from the public key that holds the5732

stake, which assigns that user's stake to another user. In many systems, stakeholders can5733

delegate their stake to several potential delegates at a time. Users are ordered by the amount5734

of stake assigned to their keys. The topn become the delegates that make up the committee,5735

and more act as backups who are ready to take over should votes change. This delegation5736

occurs on a continuous basis, so the delegates themselves can be swapped in and out at any5737

time based on changes to the stake delegation distribution. The actual consensus algorithm5738

executed by the committee may differ, but one possibility is that leaders rotate in round-5739

robin fashion, where a block is �nalized after2n
3 delegates have voted for it by building5740

blocks on top of it. Validators follow the longest chain but will not reorg past a �nalized5741

block.5742

By having only a small number of delegates participate directly in consensus, DPoS can5743

maintain high transaction throughput because the few delegates can run expensive, high-5744

performance servers. In addition, it has relatively low latency due to �nalization, unlike5745

most proof of work or chain-based proof-of-stake systems. These performance bene�ts5746

come at the cost of the increased security risks related to centralization. Delegates are5747

likely to be easier to locate and conduct denial-of-service attacks against because they are5748

likely to be recognized, fairly static entities who operate nodes in data centers, possibly5749

with public IP addresses, and the time slots in which they are supposed to produce blocks5750

are publicly known in advance. This also makes it easier for block producers to collude and5751

perform censorship, and if throughput is high and validation is expensive, it can be hard to5752

vote them out and �nd replacements.5753

In DPoS systems, there is a distinct risk of having factions or cartels form, resulting in a5754

form of oligopoly among delegates. In most DPoS models, delegates share block rewards5755

with stakeholders who delegate to them. One implication of this is that stakeholders are5756

likely to delegate only to those potential delegates who are highly likely to be elected, which5757

implies that delegates who have already been elected to the committee are more likely to5758

be voted for and remain in place. To maintain their position in power, these delegates may5759

organize into factions that vote for each other and then impose a requirement that stake-5760
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holders must delegate to every member of the cartel in order to receive their "kickback"5761

payment. This is exacerbated by low voter turnout combined with highly unequal distri-5762

butions of stake, resulting in a handful of big players dominating. This occurred in Lisk,5763

where two large factions controlled a combined 85% of the 101 delegates, with one alone5764

controlling more than half of the total delegates [304]. Similarly, Steemit's top delegates5765

are rarely replaced, and the support of only a few large stakeholders is suf�cient to keep5766

them in place [305].5767

Social choice theory suggests that there may be some risks to the use of delegation in proof-5768

of-stake systems. If some potential delegates are malicious but honest stakeholders are un-5769

able to tell whether a potential delegate is malicious or not, it is possible for malicious ones5770

to gain disproportionate power in some circumstances [306]. In addition, delegation favors5771

a minority view, which could amplify the power of a malicious minority of stake [307].5772

On the other hand, there may exist delegation schemes that avoid the over-representation5773

of minority views on a committee and make it as expensive as possible to elect a certain5774

threshold of delegates (say,1
3 of the committee) [308]. More research is needed to gain a5775

better understanding of how delegation impacts the security of proof of stake.5776

12.1.1. Nothing-at-Stake and Costless Simulation5777

The most obvious and fundamental difference between proof of work and proof of stake5778

with respect to their ability to act as Sybil-resistance mechanisms is thenothing-at-stake5779

problem, sometimes calledcostless simulation. In proof of work, a signi�cant amount of5780

computation is required in order to determine who has the right to produce a block, whereas5781

it takes only a handful of hashing operations to elect a leader under proof of stake. As a5782

result, it costs (practically) nothing for a block producer to append a new block simulta-5783

neously to as many chains as possible. This costlessness, combined with the reward for5784

creating blocks, implies that block producers may update the ledger at any opportunity,5785

even if the update would perpetuate disagreement. That is, if a proof-of-stake block pro-5786

ducer is presented with multiple competing chains, they do not need to commit to one of5787

them as miners must when using proof of work but rather can produce blocks on both5788

chains for free, giving them the best chance of having a block they produced end up in5789

the canonical chain. As a result, validators may struggle to converge on a single chain as5790

everyone builds on every chain they see.5791

Costless simulation does not present an insurmountable problem for a proof-of-stake sys-5792

tem, and there are some who argue that it hardly presents a real problem for consensus at5793

all [309]. In short, the argument states that equivocating block producers undermine the5794

utility of the system, which should lead to a loss in the exchange value of their stake, and5795

thus there are indeed real costs to producing blocks on multiple chains simultaneously. In5796

order to make sure this condition is suf�cient to induce an incentive to maintain consensus,5797

[309] recommends that:5798

1. There should be a minimum stake requirement in order to participate as a block5799
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producer. A small stakeholder only undermines their own wealth to a very small5800

degree by trying to delay consensus through taking advantage of costless simulation,5801

whereas larger stakeholders undermine their own wealth to a larger degree.5802

2. Block rewards should be suf�ciently low. Under proof of stake, stakeholder incen-5803

tives come from both the value of the initial coin holdings as well as the block reward.5804

By keeping the block reward component small relative to the initial stake, maintain-5805

ing coin value by honestly participating in consensus becomes more important than5806

short-term rewards from block inclusion. As the block reward decreases, the mini-5807

mum stake requirements can become looser.5808

Consider a scenario in which block producers receive no explicit reward for publishing5809

blocks. If the value of the underlying stake is lowered by delaying consensus, then taking5810

advantage of costless simulation indeed imposes a cost with no offsetting reward. If other5811

stakeholders are honestly following the longest chain rule, then a malicious costless simu-5812

lator undermines their own wealth both by refusing to add a block to the longest chain and5813

by adding blocks to a shorter chain (and not being compensated for doing so). As a result,5814

following the longest chain rule is an equilibrium for stakeholders when there is no block5815

reward. With a block reward, this equilibrium continues to hold so long as the minimum5816

stake is high enough [309].5817

In practice, the most common solution to nothing-at-stake instability is to require potential5818

stakers to submit a bond that may beslashed(i.e., seized and destroyed by the protocol) if5819

malicious behavior is detected. For example, in Ethereum 2.0 (Section 13.2), participating5820

in consensus requires depositing 32 ETH into a smart contract that is capable of verifying5821

that a particular stakeholder signed equivocating blocks and then seizing the stake from5822

them. Another possible solution is the idea of "virtual ASICs," which mimics proof of work5823

in a proof-of-stake context – stakeholders purchase virtual mining machines and power5824

them with virtual electricity, inducing an operational cost for block production [310].5825

The early schemes described in the previous section did not take steps to address the5826

nothing-at-stake problem, with the possible exception of NXT. NXT has no block sub-5827

sidy, so as long as transaction fees are suf�ciently small, consensus should be stable based5828

on the argument presented in [309]. None of the other protocols imposed a minimum stake5829

requirement or eliminated block rewards, so they are likely susceptible to costless simula-5830

tion attacks. Delegated proof of stake is especially susceptible to costless simulation since5831

the value of the stake used to elect delegates is not fully owned by the delegates themselves.5832

For example, these protocols are more likely to fall victim to bribery attacks than their5833

proof-of-work equivalents. Consider a merchant who waits for six con�rmations before5834

providing a good to a customer. After six con�rmations, a malicious customer could pub-5835

licly announce the intention to create a fork that would revert those six blocks and offer5836

a bribe to any stakeholders who would sign blocks on the attacker's branch [311]. Unlike5837

with proof of work, stakeholders who collude with the attacker in this way risk nothing if5838
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the attack fails. Proof-of-work miners have real-world costs imposed on them while mining5839

on the attacker's fork, whereas there is nothing at stake for stakeholders (except for causing5840

consensus delay, as described above).5841

Proof of work also acts as a rate limiter of how quickly consensus-related messages can be5842

generated in a way that proof of stake cannot. A bug shared by at least �ve proof-of-stake5843

cryptocurrencies using PoS v3 resulted in improper validation of stake and allowed nodes5844

without any stake at all to perform resource exhaustion attacks against any victim node,5845

completely �lling RAM or disk space [312].5846

A concept strongly related to costless simulation is that ofstake shift. Ideally, leader elec-5847

tion would be based on the most up-to-date stake distribution possible in order to provide5848

the maximum amount of Sybil resistance. Unfortunately, this distribution cannot be as5849

recent as desired for two main reasons. First, in chain-based systems such as the ones de-5850

scribed above, there is no agreement on the most recent few blocks, so they cannot be used5851

as part of the stake distribution. More generally, even in BFT-based systems where con-5852

sensus is achieved on a single block before proceeding to the next, the most recent stake5853

distribution cannot be used because the distribution must be fully determined before an5854

adversary can acquire any information on the randomness used to sample from the stake5855

distribution. As a result, for all known proof-of-stake systems, there is a gap between the5856

current stake distribution that establishes the actual incentives for participants and the stake5857

distribution that is in fact used for leader election. This is problematic because a stakeholder5858

can divest themselves of their stake between the time that their stake is used in leader elec-5859

tion and the time they are entitled to produce a block. When it comes time to produce the5860

block, they no longer have anything at stake to prevent bad behavior. This suggests that an5861

additional security requirement for proof-of-stake ledgers is that stake cannot change hands5862

"too quickly" [313, 314].5863

The stake distribution in deployed proof-of-stake protocols typically has a lag of one to5864

10 days, with chain-based protocols like Snow White and the Ouroboros family being5865

on the longer side, while BFT-based protocols like Algorand have lags on the lower end5866

of that range [315]. The degree of stake shift that occurs during this lag should count5867

directly as part of the adversarial stake when evaluating the security margin of proof-of-5868

stake consensus. More formally, ifs is the stake shift,a is the fraction of adversarial5869

stake, andT is the normal security threshold of the system (i.e.,1
2 for most chain-based5870

systems and13 for most BFT-based ones), a proof-of-stake protocol maintains safety if5871

a < (1� e) � T � s for somee> 0. Stake shifts for some more established cryptocurrencies5872

can be seen in Figure 37 and appear to be a few percentage points for typical lags.5873

12.1.2. Long-Range Attacks, Posterior Corruption, and Weak Subjectivity5874

Most of the early proof-of-stake protocols described in Section 12.1 included a mechanism5875

for establishingcheckpointsin the ledger, such that a node will never reorganize the chain5876

to overwrite the checkpointed block. This is due to the possibility oflong-range attacks,5877
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Fig. 37. Empirical measurements of stake shift for some high market capitalization
cryptocurrencies. While these assets do not use proof of stake, there is little reason to believe
that fund movements would di�er based on the Sybil-resistance mechanism. Stake shift appears
to be smaller on longer-running, more established networks. [315]

where an adversary creates a fork very deep in the chain in an attempt to overwrite the5878

canonical chain. Because producing blocks in a proof-of-stake system is free, a malicious5879

stakeholder suffers no additional costs for attempting to fork the chain from further back in5880

time (even all the way back to the genesis block), as opposed to forking near the chain tip.5881

Checkpoints limit how far back such a reorg can go.5882

Consider a proof-of-stake system without checkpoints where participating nodes do not5883

have synchronized system clocks. A malicious stakeholder could create a competing blockchain5884

that forks the chain far into the past. If other stakeholders are honest, however, they will5885

not build on the malicious chain unless it is also the longest one, which is unlikely if the5886

attacker has a minority of the stake. However, without synchronized clocks, the adversary5887

can continue to construct blocks that appear to be from the future, ultimately creating the5888

longest chain and succeeding in the attack regardless of the adversarial fraction of stake.5889

As a result, proof-of-stake protocols require synchronized clocks, so most schemes have5890

an external dependency on a clock synchronization protocol, such as the Network Time5891

Protocol (NTP) [316].5892

Assuming that clocks are synchronized but checkpoints are not in use, such a long-range5893

attack is extremely unlikely to succeed without a majority of the stake backing the attack5894

chain. It is generally assumed that acquiring the majority of the network's stake at any point5895

in time would be prohibitively expensive. However, due to the possibility ofposterior cor-5896

ruption, this may not be the case. Former stakeholders who have since traded away their5897

stake can collude to extend the ledger from any point at which they did have the majority5898

of stake in the past. This can be rational because it is costless to build an alternate chain5899

and is not detrimental to them because they do not have current stake in the success of the5900
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network. Thus, old private keys have some positive value and may be kept after spend-5901

ing the associated stake and then sold to malicious parties. In case of majority posterior5902

corruption, the honest chain can be overwritten from a point deep in the blockchain.5903

Another variant of long-range attack isstake bleeding[317], which exploits the ability5904

of transactions that are valid on the canonical chain to be equally valid on a competing5905

chain. This allows a long-range attacker to use the history of transactions from the canon-5906

ical ledger on their own attack chain, collect their transaction fees and block rewards, and5907

increase their amount of adversarial stake on the attack chain. As a result, a minority stake5908

attacker can become a majority attacker, particularly if the network has been running for a5909

long time. A �x that prevents stake bleeding – though one with high overhead – is to make5910

transactions context-aware by requiring that they include a recent block hash and are only5911

valid in chains where that block hash exists before the transaction is included.5912

The most common and simplest �x to implement for each of these long-range attacks is5913

the aforementioned checkpointing. Unfortunately, checkpointing fundamentally changes5914

the system model to one that isweakly subjectiverather than objective. When a system5915

is objective, a new node (or one that has been of�ine for an extended period of time)5916

that properly implements the protocol and receives the full set of blocks or other relevant5917

consensus messages will fully agree with the rest of the network regarding the current state.5918

However, a subjective system can have stable states in which nodes do not agree, thus5919

necessitating a social context (e.g., reputation) in order to work. In a weakly subjective5920

system, the new node can come to agree with the rest of the network so long as it has a5921

properly implemented protocol, the complete set of consensus-related messages and blocks,5922

and – crucially – a suf�ciently recent (say,N blocks) state that is known to be valid; that is,5923

a checkpoint.5924

There are two ways in which a node can acquire a suf�ciently recent known-valid state:5925

1) being online frequently (at a minimum, at less thanN block intervals) and witnessing5926

the checkpoint block as an active participant of the network or 2) by getting the checkpoint5927

from a trusted party if the node has been of�ine for more thanN blocks (or is �rst joining5928

the network). As a result, the security model for new nodes and those that have been of�ine5929

for a while is fundamentally different because they are required to get a checkpoint from a5930

trusted party. Without a trusted checkpoint, these nodes would be unable to differentiate the5931

canonical chain from alternative valid chains. This must be contrasted with (most) proof-5932

of-work schemes that can be objectively validated without introducing a trusted component5933

because total work can be evaluated without having been online.5934

When a new node attempts to connect to a proof-of-stake blockchain for the �rst time (or5935

the �rst time in more thanN blocks), it is that user's responsibility to verify a recent state5936

out-of-band by checking a block explorer website, asking businesses they would like to5937

interact with, or asking a friend for a recent block hash. In fairness to proof of stake, there5938

is always a certain degree of subjectivity in terms of downloading a software client from a5939

trusted source because the software must properly implement the protocol for the network5940
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that the user wants to connect to. That is, a user who downloads software that falsely5941

claims to implement the Bitcoin protocol can accept a non-canonical, attacker-controlled5942

chain. That said, code signing can help by allowing a user to verify that they are running5943

the desired software for a given network.5944

In addition to checkpoints, a number of long-range attack mitigations are possible [318].5945

As mentioned earlier, context-aware transactions can prevent stake bleeding but do not �x5946

posterior corruption. Another mitigation is to usekey-evolving signatures. Key-evolving5947

signatures allow signatures to be valid only for short time periods while also allowing the5948

private key to evolve as these periods advance despite maintaining the same public key.5949

In the erasure model, where honest nodes are assumed to securely delete their old private5950

keys from local systems, key-evolving signatures can address posterior corruption but not5951

stake bleeding. These kinds of signatures were suggested for use in Ouroboros Praos [319].5952

Long-range attacks can also be addressed by a change in the fork-choice rule, as is done5953

in Ouroboros Genesis. Roughly speaking, stakeholders using the new rule will prefer the5954

chain that has a greater density of blocks for some period of time after the block where the5955

chains diverge. As discussed in Section 13.1.3, this is not entirely without trade-offs. It5956

may also be possible to protect against long-range attacks using veri�able delay functions,5957

which can be used to prevent an adversary from producing blocks from a time when they5958

were not online but with a signi�cantly reduced security margin [320].5959

Finally, note that security deposits are not a solution to long-range attacks. While they can5960

address short-term nothing-at-stake issues, users need to be able to eventually withdraw5961

their stake for other uses. Once the security deposit is withdrawn, the ability to hold the5962

stakeholder accountable is eliminated, and they can freely engage in long-range attacks5963

without penalty.5964

12.1.3. Leader Election, Anonymity, and Security Against Adaptive Adver-5965

saries5966

In the early proof-of-stake protocols described above, two different types of leader election5967

are performed. Most of them use a Bitcoin-esque process of hashing some data, called5968

the kernel, and checking to see if the hash is beneath an agreed-upon target. The kernel5969

structure itself should be designed to reduce or eliminate opportunities for stake grinding.5970

With this style of leader election, of�ine users do not contribute stake to the security of the5971

system, so the majority ofonline stake must be honest for security to hold. DPoS leader5972

election simply establishes a list of delegates based on stake delegated to them and assigns5973

leaders in round-robin fashion. This is deterministic and results in leaders being known in5974

advance with high probability.5975

These leader election processes leave much to be desired. Luckily, as proof-of-stake pro-5976

tocols are studied further, the security properties of the leader election subprotocol have5977

become better understood. This section provides a brief overview of some possible im-5978

provements in proof-of-stake leader election but is not intended to be comprehensive. More5979
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details on a variety of these and other schemes are provided in Section 13.5980

The �rst major alternative is a method calledfollow the satoshi, which is used in the Chains5981

of Activity protocol described in Section 13.1.1. In Bitcoin, the smallest possible atomic5982

unit of cryptocurrency is called asatoshi. Given a random index into the set of all exist-5983

ing satoshis, one can �nd the block in which that particular satoshi was minted and then5984

trace the transaction �ow from that block to the present to �nd the public key of whoever5985

currently owns that satoshi. To generate the random seed, each block producer includes5986

a uniformly random bit in their blocks, and at the end of an epoch, the seed is a concate-5987

nation of these bits. The seed is used for the follow-the-satoshi elections two epochs later5988

(that is, after skipping an epoch). This procedure results in leaders who are publicly known5989

in advance and, thus, is insecure against adaptive adversaries. To address the problem of5990

of�ine stake, when an output is selected by follow the satoshi three times without a block5991

being produced, that output can no longer produce blocks until they have spent their coins.5992

This helps maintain consistent block production even when a signi�cant amount of stake5993

may be of�ine.5994

Snow White (Section 13.1.2) uses two separate phases to determine each epoch's leaders5995

and the random seed. Each phase lasts for roughlyk blocks, withk a security parameter.5996

As with Chains of Activity, Snow White block producers include random data in their5997

blocks, which are used in the second phase. In the �rst phase, the stake distribution used5998

for leader election is determined as the distribution that existed 2k blocks in the past. The5999

random seed is extracted from the blocks inchain[� 2k : � k ]. As long as a single block is6000

produced by an honest user during thisk -block epoch, the seed can be used securely (this6001

assumption only holds if the majority of the stake is honest). Because the stake distribution6002

is set in stonek blocks prior to the seed being known, an adversary is unable to adaptively6003

select their public key to perform stake grinding by sending funds to themselves at public6004

keys that would give them an advantage. However, once the adversary knows the next seed6005

used for leader election, they have a one epoch delay in which to try to adaptively corrupt6006

the leaders for the epoch in which the seed will be used. The actual mechanics of leader6007

election are similar to the kernel hash ones above, where a hash of the seed, public key, and6008

timestamp are checked against a dif�culty target.6009

Ouroboros Praos was the �rst proof-of-stake consensus algorithm to achieve security against6010

fully adaptive adversaries (Section 13.1.3), which it accomplished through the use of a ver-6011

i�able random function (VRF). The VRF provides the property that only the block produc-6012

ers themselves are aware that they have been elected to produce a block in a given time6013

slot, so other validators – and the adversary – do not know who the leader will be until they6014

have received a signed block with a valid VRF proof from the leader. At that point, it is6015

already too late to perform an adaptive corruption or denial-of-service attack against the6016

leader. Although secure against adaptive adversaries, this method still results in stakehold-6017

ers knowing locally and in advance when they will have the right to produce a block. This6018

predictability has security rami�cations that are discussed in Section 12.2.6019
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In addition to the leader election mechanisms mentioned above and in Section 13, a variety6020

of schemes have been proposed in the literature. Of note is the idea ofsingle secret leader6021

election(SSLE), which has some advantages over VRFs [321, 322]. In particular, while6022

VRFs have the bene�t of hiding the identity of potential block producers until the blocks6023

are announced, they can result in there being no leaders elected to a given time slot or6024

multiple leaders being elected within the same time slot. In the latter case, multiple leaders6025

can cause undesirable forks in the chain. An SSLE scheme has the following properties:6026

• Uniqueness: Each election results in exactly one leader chosen.6027

• Fairness: If there areN registered users in the system, then each user has a1
N chance6028

of being elected in a given time slot. Further, a single honest user participating in6029

the protocol should suf�ce to prevent a set of malicious participants from biasing the6030

results of the election.6031

• Unpredictability: If the adversary does not control the elected leader, the adversary6032

cannot learn which user was elected.6033

Unfortunately, concrete protocols for SSLE tend to rely on very advanced cryptographic6034

primitives, such as indistinguishability obfuscation, threshold fully homomorphic encryp-6035

tion, and public key encryption with keyword search. Another, more practical one is secure6036

under the decisional Dif�e-Hellman assumption and uses random shuf�es but requires re-6037

laxing a security property. SSLE protocols are promising, but more work should be done6038

to improve their performance and make them secure using less exotic cryptography.6039

The leader election schemes discussed thus far provide neither privacy nor anonymity to6040

the leader. That is, in each case, the leader must reveal their public key to the network in6041

order to create a block. Similarly, the above schemes also provide some information on6042

the quantity of stake owned by the block producer. It is desirable to have leader election6043

protocols that can hide such information, and some work has been done toward this end.6044

For example, in the Ouroboros family of protocols, the Ouroboros Crypsinous proposal6045

is designed so that leader election can occur even in a system where privacy-preserving6046

techniques are used to hide the number of coins associated with each public key, although6047

it does not provide anonymity for the chosen leader and their public key [323].6048

Other proposals focus on providing anonymity for proof-of-stake leader election [324,6049

325]. Note how in proof of work, the leader election process does not depend on the6050

identity of the miner because they can include a fresh public key in every block they mine,6051

and the proof is just a valid puzzle solution. Proof of stake, on the other hand, cannot sep-6052

arate the identity of the selected leader from their proof of eligibility. That said, advanced6053

techniques can be used to hide this identity, even if it is used as part of the proof.6054

The approach in [324] has the ledger store commitments to the total number of coins as-6055

sociated with a public key rather than the amount itself, and stakeholders use NIZK proofs6056

to show that they were elected properly. By itself, this would still leak information based6057
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on the frequency with which a given public key is elected and thus provide clues as to6058

the balance of an account. A newanonymous VRF(AVRF) primitive addresses this. In6059

an AVRF, multiple veri�cation keys exist for the same private key, and given two proofs6060

for different inputs under different veri�cation keys, an eavesdropper cannot tell whether6061

the proofs were generated using the same private key. The proof statement for the private6062

leader election takes the list of all accounts as an input, proves knowledge of a private key6063

corresponding to a public key in the list, and proves that the stake in that particular ac-6064

count won the election. Unfortunately, the approaches used in both [323] and [324] fail to6065

account for information leaks at the network level and can have their anonymity attacked6066

by an adversary who can control the network delay facing targeted parties. By in�uencing6067

stakeholders' local views of the network, the adversary can infer stake quantities based on6068

how their targets publish blocks and which views those blocks are consistent with [326].6069

An alternative approach is described in [325], which proposes an anonymous variant of6070

Algorand's leader election scheme (further detailed in Section 13.4.2). Each partyPi is6071

identi�ed by a public keypki . All roles that one could be a leader for are given a tag,tag,6072

that may include things like the protocol round, the speci�c step or role in the round, and the6073

random seed.Pi checks whether they are eligible fortag by signingtag with their private6074

key ski , creating signatures i . This signature is input into a hash functionH, generating6075

y = H(s i). If this output is below a thresholdT, Pi has been selected, and proves this with6076

(y;s i). Verifying this requirespki and, thus, is not anonymous.6077

To anonymize this, [325] utilizes a trapdoor permutation,TRP. EachPi has a public value6078

associated with it for each possible tag,Vi = H(ijtag), as well as a public keyTRP:pki for6079

a trapdoor permutationf . PartyPi checks whether they are a leader fortag by using their6080

private trapdoor keyTRP:ski to calculatevi = f � 1
TRP:ski

(Vi) and then checks ifvi is less than6081

the relevant threshold. If so, they compute a zk-SNARK that proves they know a preimage6082

of one of theVi that makes them eligible.6083

To summarize this section, there are certain desirable properties that proof-of-stake leader6084

election should have:6085

• The selection function should resist stake grinding. That is, stakeholders should have6086

minimal �exibility when it comes to computing their eligibility query. This often6087

necessitates having restrictive rules on timestamps.6088

• The stake distribution used for leader election should be �xed prior to generating6089

a random seed to prevent the speci�c form of stake grinding that comes from an6090

adversary adaptively choosing their public keys.6091

• Ideally, the selection function should be privately evaluated, such that only the stake-6092

holder knows that they are elected before they announce this to the network. This6093

can be done by making the selection function depend on the stakeholder's secret key,6094

most commonly using a VRF. This is necessary for preventing adaptive corruptions.6095
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• The selection function should be fair in that a stakeholder's chance of being elected6096

leader is proportional to their share of the total system stake. Part of this involves6097

minimizing the bias that an adversary can force into the random seed. This bias can6098

be suf�ciently bounded by allowing block producers to include random data in their6099

blocks and having enough blocks in an epoch such that – with high probability – at6100

least one block producer is honest.6101

• Selecting multiple leaders in a time slot can lead to forks, so it is better to have only6102

a single leader per slot. VRFs can lead to multiple leaders, but SSLE protocols can6103

solve this.6104

• Protecting the anonymity of the block producer would be ideal, but most existing6105

leader election procedures do not provide this property.6106

12.2. Leader Predictability and Security6107

Every proof-of-stake scheme discussed thus far suffers, to some extent, from the problem6108

of predictability. When proof of work is used, a miner does not know that they are a block6109

producer until the moment they have succeeded in generating a proof. In contrast, a proof-6110

of-stake system necessarily results in stakeholders being aware of their right to produce a6111

block a minimum of one block in advance. This advance knowledge of leadership slots6112

provides important information to an adversary, which can help them more con�dently6113

engage in sel�sh mining/staking, double-spending, and bribery attacks [327, 328]. Before6114

explaining these attacks, some additional de�nitions are useful. In the following, a block6115

denotedPred(B) is the predecessor of blockB, andPredD(B) is theD-th predecessor block6116

of B.6117

• D-locally predictable: A unit of stakeshas this property if, at blockA, the owner ofs6118

knows that they will be able to produce a blockB afterD blocks. That is, after seeing6119

A, the owner ofsknows that they can produce a blockB such thatPredD(B) = A.6120

• D-globally predictable: A unit of stakes has this property if, at blockA, every6121

stakeholder knows that the owner ofs will be able to produce a blockB after D6122

blocks. That is, after seeingA, all participants know that the owner ofs can produce6123

a blockB such thatPredD(B) = A.6124

• D-recent: This is a negation of local predictability. A unit of stakeshas this property6125

if, at block A, the owner ofs does not know whether or not they will have the right6126

to produce a blockB such thatPredD(B) = A. The validity of blockB depends on6127

some information contained in the most recentD predecessors ofB.6128

All proof-of-stake protocols, including BFT-based ones, are (at least) 1-locally predictable.6129

This is necessarily the case because all information used as input into the leader election6130

procedure must be agreed upon prior to the leader election. Additionally, for anyD and6131

any blockA, a given unit of stake is eitherD-locally predictable orD-recent. Protocols6132
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with recency have security risks in that competing chains may use different random seeds6133

for leader election, which can make it more challenging to detect certain malicious pro-6134

tocol deviations. As a result, there are security trade-offs between protocols with recency6135

compared to those with local predictability.6136

As mentioned above, predictability facilitates more advanced versions of sel�sh mining,6137

double-spending, and bribery. In protocols with global predictability, sel�sh mining and6138

double-spending attacks can be conducted in a way that is guaranteed to succeed. With6139

local predictability, these attacks are not entirely risk-free, but the adversary is still provided6140

with a signi�cant statistical edge due to knowledge of the attacker's future blocks. Luckily,6141

global predictability is not necessary. The use of VRFs allow leader election to be privately6142

evaluated and publicly veri�ed. That said, globally predictable protocols do exist, so the6143

security concerns relating to them cannot simply be dismissed.6144

Predictable sel�sh mining and double-spending operate almost identically, so the following6145

description of sel�sh staking applies to both (sel�sh mining was introduced in Section 9.4).6146

Let blockA be the current best chain tip on a protocol withD-global predictability andt be6147

the current timestamp, and letS() be a score function for a chain (e.g.,S(B) may be equal to6148

the number of predecessor blocks in a longest chain protocol). Globally predictable sel�sh6149

mining works as follows [327]:6150

1. For allk2 f 1; :::;Dg, lett0
k be the earliest time that the adversary is entitled to produce6151

a blockB such thatS(B) > S(A) + k and where the adversary is the block producer6152

of all blocks betweenA andB.6153

2. For allk 2 f 1; :::;Dg, let t �
k be the earliest time that the rest of the network is able to6154

produce a blockB such thatS(B) > S(A) + k and where the adversary is the block6155

producer for none of the blocks betweenA andB.6156

3. At timet, if a k exists such thatt0
k < t �

k , the adversary should immediately stop pub-6157

lishing blocks untilt0
k, at which point they publishB and every block along the path6158

from A to B from the �rst step. If multiplek exist where this holds, the strongest6159

attack is to use the largest one.6160

This works exactly like sel�sh mining in the proof-of-work case, except that all of the6161

risks are eliminated for the attacker. An adversary only withholds blocks from the net-6162

work when they know for sure that the attack will succeed. Predictable double-spending6163

works the same way, except for the details of including the speci�c transactions on each6164

side of the fork. With local predictability, the attacker cannot perform the second step but6165

can choose to perform the attack when they know they will produce a disproportionately6166

large number of blocks in a certain window to maximize their chance of success. These6167

prediction attacks were studied as applied to the Tezos blockchain, where it was found that6168

it is often pro�table to create two-block reorgs for sel�sh mining and that opportunities for6169

predictable double-spending could be frequent. An adversary with 36% of the stake could6170

expect to perform a predictable 20-block reorg once per year, and a 40% stakeholder could6171
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expect an opportunity for a 20-block predictable double-spend on a daily basis [329, 330].6172

Using a VRF for leader election, as Ouroboros Praos does, provides security against adap-6173

tive adversaries. However, the adaptive adversary model used in this and other protocols6174

fails to account for bribery attacks, such as the one depicted in Figure 38a [328]. Consider6175

a proof-of-stake protocol withD-local predictability, where a merchant – and potential vic-6176

tim – considers a transaction �nal when the block it is included in hask con�rmations.6177

First, consider the typical case whereD > k . An adversary can announce to the world that6178

they would like to bribe block producers to contribute to an adversarial chain, and block6179

producers can use their VRF proofs to demonstrate their eligibility. If the adversary can get6180

k + 1 eligibility proofs, they send a transaction to the victim merchant that is included in6181

the next block. The attacker allows the honest chain to grow byk blocks until the merchant6182

provides whatever the adversary purchased. With goods in hand, the adversary creates a6183

double-spend transaction and uses thek + 1 eligibility proofs to publish a longer chain.6184

For this attack to work, it is only necessary thatk + 1 out of the next 2k block producers6185

participate, but each of those block producers can have an in�nitesimally small amount of6186

stake. In addition, the bribed block producers have plausible deniability, as they need not6187

sign con�icting blocks.6188

A naive solution to this problem would be for merchants to increase their required number6189

of con�rmations to something beyond the prediction window (k > D). Note, however, that6190

the security of these proof-of-stake protocols depends on generating random seeds with6191

minimal bias. If the majority of block proposers in an epoch are bribed, the adversary can6192

control the random seed to perform stake grinding and enlarge the prediction window into6193

future epochs.6194

While BFT-based proof of stake may appear to be largely immune to this kind of attack,6195

this is not necessarily true. Consider Algorand, where Byzantine agreement must occur6196

over every block, each step of the agreement protocol has a separate committee, and the6197

committees are 1-locally predictable. An adversary who can bribe2
3 of the committee at6198

any given step can sign a block that con�icts with the one that honest stakeholders agreed6199

on in an earlier step, as shown in Figure 38b. Because Algorand has relatively small,6200

constant-sized committees, this2
3 supermajority may represent only a small fraction of the6201

total stake.6202

Revisiting the leader election schemes discussed in Section 12.1.3, one can see that both6203

Chains of Activity and Snow White have global predictability, while Ouroboros Praos and6204

Algorand are locally predictable, though with very different predictability windows. Pro-6205

tocols with (short) recency face a different security obstacle: the undetectable nothing-at-6206

stake attack, shown in Figure 39.6207

Let A be the highest scoring chain tip that an adversary is aware of in someD-recent6208

protocol, and assume that the adversary has spread their coins across many public keys.6209

To perform an undetectable nothing-at-stake attack, the adversary �nds a blockA0, where6210

S(A0) is maximal over all blocks that are not descendants ofPredD(A) (i.e.,A0 is the "next6211
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