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Abstract

This short paper introduces an approach to producing explanations or justifications of decisions
made in some artificial intelligence and machine learning (AI/ML) systems, using methods derived
from those for fault location in combinatorial testing. We show that validation and explainability
issues are closely related to the problem of fault location in combinatorial testing, and that certain
methods and tools developed for fault location can also be applied to this problem. This approach
is particularly useful in classification problems, where the goal is to determine an object’s
membership in a set based on its characteristics. We use a conceptually simple scheme to make it
easy to justify classification decisions: identifying combinations of features that are present in
members of the identified class but absent or rare in non-members. The method has been
implemented in a prototype tool called ComXAlI, and examples of its application are given.
Examples from a range of application domains are included to show the utility of these methods.
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1 Background

Artificial intelligence and machine learning (AI/ML)
systems have exceeded human performance in nearly
every application where they have been tried. Al is also
starting to be incorporated into commercial applications
such as loan qualification, diagnostics, and steering and
braking functions in passenger vehicles. This trend is
accelerating, and Al will be increasingly used in safety-
critical systems. Al systems are good, but sometimes make
mistakes, and human users will not trust their decisions
without explainable justification. There is a tradeoff
between Al accuracy and explainability: the most accurate
methods, such as convolutional neural nets (CNNs),
provide no explanations; understandable methods, such as
rule-based, tend to be less accurate [1][2][3][4].

Traditional expert systems based on rules such as "if
symptom A is present with symptom B or C, then diagnosis
is X" provide understandable explanations, but their
accuracy is typically lower than obtained through methods
such as neural networks. Conversely, neural nets provide
a conclusion with no explanation of internal calculations
that led to a particular result. Such black-box predictions
are generally inadequate, because explanations must be
understandable by non-specialists, who know their own
subject area but may not be familiar with AI/ML
algorithms. Subject matter experts are more likely to think
in terms of the original expert systems, looking for the
presence or absence of various values or properties that
indicate a particular result. Consequently, an extensive
body of research has been developed with the goal of
explaining black-box AI/ML predictions [2][3].

In many ways, the classification problem in machine
learning is closely related to the problem of fault location
in combinatorial testing for software. The objective in both
cases is to identify combinations of properties or values,
out of a very large number that trigger a failure in the
system under test (in combinatorial testing) or produce a
conclusion (in machine learning). Methods and tools
developed for fault location in combinatorial testing can
be adapted to ML problems, to identify those rare
combinations of variable values that produce conclusions
in these systems.

2 Fault location

The fault location problem in combinatorial testing is
extremely difficult to solve, but simple to state: given a
set of tests for which the system under test fails, which
combinations of the values of only a few factors triggered
the failure? The reason this is a challenging problem is that
more than one factor may be involved in triggering a
failure of the system. For example, if four factors or values
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must be present to induce a failure, and we have 15 input
variables, every test includes (145) = 1365 4-way

combinations. If there are multiple failing tests, then the
number of failure-triggering combinations which need to
be checked can number in the thousands. The question for
testers is which of these thousands of combinations of the
values of only a few factors cause the failure.

The conventional paradigm for solving this problem is to
identify combinations that occur in failing tests but not in
passing tests. If a combination of factor values occurs in a
passing test, then clearly it did not trigger the failure. Thus,
combinations that occur only in failing tests are those that
are considered in narrowing down the set of suspect
combinations. This is illustrated in Fig. 1. Some
combinations occur in both passing tests (P/pattern) and
failing tests (F/gray), but those in failing tests only are the
suspect combinations.
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Figure 1: Passing and failing combinations

After identifying combinations that appear in only failing
tests, a variety of heuristics can be used in identifying the
likely cause of a failure. For example, combinations that
occur more frequently in failing tests may be considered
first. Additional tests containing suspect combinations can
then be executed (run) to rule out irrelevant combinations
and incrementally reduce the set of potential causes. In all
cases, though, there are combinations of the values of only
a few factors that are unique to the failing tests.

Now consider the classification problem for AI/ML.
Given an individual item in a particular class, what is it
about this item that distinguishes it from non-class
members? For example, a cat may have features furry,
brown, whiskers, claws, and so on, while living things not
in the cat class do not have these features. In other words,
certain combinations of features justify classifying the
animal as a cat, and not some other animal. The individual
animal shares features with cat class but does not share
features with non-cat classes. As shown in Fig. 2, there is
a parallel with the fault location problem in combinatorial
testing. Some combinations of features occur in both non-
class (N) and class (C) items, but others are unique to the
cat class, explaining why a particular animal can be
categorized as a cat.
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Figure 2: Class and non-class combinations.

A combinatorial testing tool, referred to as ComXAlI, that
applies this strategy has been developed and can be used
to identify combinations that explain a classification
result, treating the classifier as a black box system and not
requiring any modification of the AI/ML algorithms.

The ComXAI tool is designed to accept as input a single
observation of a particular classification, or a small
number of observations. A much larger set of observations
outside of the classification is also entered. Observations
contain fields of categorical data, or partitions of
numeric/continuous value data. For example, Fig. 3 shows
a portion of the data used in Example 1, with 16 fields of
categorical data (see Table 1), an observation classified as
a reptile, and 96 observations classified as non-reptile.
Also shown are the number of combinations for each -way

set: (126) = 120 2-way combinations, 560 3-way

combinations, etc. Traits or properties of the class
observation are shown as well.

To determine combinations of traits or properties that are
relevant in making a classification, ComXAI computes the
proportion of ¢t~-way combinations of traits that occur in
non-class observations. In example 1, single-value
observations are shown in Fig. 3 and 2-way combinations
are shown in Fig. 4. As seen in Fig. 4, 2.1 % of the non-
reptiles have properties toothed=0 and number of legs = 4.
Thus this 2-way combination of traits does not uniquely
identify a reptile and therefore does not explain why the
“reptile” conclusion was reached.

Class File: |Class file repl.czv; rows=1; colz=16

Neminal File: |Nominal file notreptile. cav: rows=596; cols=161|  Z-way: 120 3-way: 560

Class File Contents: | hair feathers eggs milk. airborne anui
0 0 1 0 0

Figure 3: ComXAI example.
3 Examples

Example 1, animal classification: Consider the problem
of explaining why an animal with the traits shown in Table
1 is classified as a reptile, where 0 = trait absent, 1 = trait
present [5][6].
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Table 1: Animal traits for identification.

hair=0, feathers=0 egg laying=1 milk=0
airborne=0 aquatic=0 predator=0 toothed=0
backbone=1 breathes=1 venomous=0 fins=0
nlegs=4 tail=1 domestic=0 cat size=1

Fig. 4 shows the proportion of other animals, i.e., non-
reptiles, in the database that possess the specified traits.
Clearly no single feature is sufficient to identify the animal
as areptile, because it shares any of these single traits with
more than 40 % of the other animals (e.g., 55.2 % are
hairless, 79.2 % are featherless, etc.).

0036 occcurrences = 0.375 of cases, nlegs = 4
.729 of cases, tail = 1

.865 of cases, domestic = 0

0070 occcurrences =
0083 occurrences =

0053 occurrences = 0.552 of cases, hair = 0
007& occcurrences = 0.792 of cases, feathers = 0
0055 occeurrences = 0.573 of cases, eggs = 1
0055 occurrences = 0.573 of cases, milk = 0
0072 occcurrences = 0.750 of cases, airborne = 0
00&8l cccurrences = 0.635 of cases, aquatic = 0
0044 occurrences = 0.458 of cases, predator = 0
0039 occurrences = 0.40&8 of cases, toothed = 0
0078 occurrences = 0.813 of cases, backbhone = 1
007& occurrences = 0.792 of cases, breathes = 1
0090 occurrences = 0.938 of cases, venomous = 0
0079 ocecurrences = 0.823 of cases, fins = 0

0

0

0

0

0043 occurrences = .448 of cases, catsize = 1

Figure 4: Animal traits.

Similarly, no pair of features is sufficient to identify the
animal as a reptile, as shown in Fig. 5. For example, 2.1 %
of the non-reptiles are both toothless and have four legs,
5.2 % are hairless and have four legs, and so on.

However, consider the 3-way combinations of traits shown
in Fig. 6. Non-reptiles in the database do not have these
3-way combinations.

0002 occurrences = 0.021 of cases, toothed,nlegs = 0,4
0005 occurrences = 0.052 of cases, hair,nlegs = 0,4

0005 occurrences = 0.052 of cases, milk,nlegs = 0,4

0006 occurrences = 0.063 of cases, eggs,nlegs = 1,4

D008 occurrences = 0.083 of cases, toothed,catsize = 0,1
0011 cecurrences = 0.115 of cases, milk,catsize = 0,1
0012 occurrences = 0.125 of cases, eggs,catsize = 1,1
0013 cecurrences = 0.135 of cases, hair,catsize = 0,1
0015 occurrences = 0.156 of cases, predator,catsize = 0,1
0015 occurrences = 0.156 of cases, predator,nlegs = 0,4
D017 occurrences = 0.177 of cases, airborne, toothed = 0,0
0019 occurrences = 0.198 of cases, feathers, toothed = 0,0
0D0Z0 occurrences = 0.2Z08 of cases, predator, toothed = 0,0
0021 occurrences = 0.219 of cases, hair,predator = 0,0
D021 occurrences = 0.219 of cases, toothed,backbone = 0,1
0022 occurrences = 0.229 of cases, hair, aquatic = 0,0

Figure 5: 2-way combinations of traits.

.000 of cases, aquatic,toothed,nlegs = 0,0,4
.000 of cases, eggs,aquatic,nlegs
.000 of cases, hair, aquatic,nlegs
.000 of cases, hair,nlegs,catsize
.000 of cases, milk, aquatic,nlegs
.000 of cases, milk,nlegs,catsize
.000 of cases, predator,toothed,nleg
.010 of cases, eggs,nlegs,catsize = 1,4,
.010 of cases, =ggs,predator,nlegs = 1,0,4

.010 of cases. feathers.toothed.backbone = 0.0.1

00000 occurrences
00000 occurrences
00000 occurrences
00000 occurrences
00000 occurrences
00000 occurrences
00000 occurrences
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00001 occurrences
00001 occurrences
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Figure 6: 3-way combinations of traits.
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Thus, each of these 3-way combinations will distinguish
this animal from other animal types in this database. Only
reptiles have these combinations of features

not aquatic AND not toothed AND four legs
OR egg-laying AND not aquatic AND four legs
OR not hairy AND four legs AND cat size
OR not milk-producing AND not aquatic AND four legs
OR not milk-producing AND four legs AND cat size
OR not predator AND not toothed AND four legs

In other words, the presence of any of these combinations
of traits justifies the conclusion that the animal is a reptile.
A single trait would not justify this conclusion, because the
individual traits are present in large percentages of other
animals (Fig. 4). Similarly, no pair of features (Fig. 5) is
unique to reptiles, because small percentages of the other
animals have these pairs as well. However, by considering
3-way combinations of traits, we can produce the easily
understood rule below:

IF not aquatic AND not toothed AND four legs
OR egg-laying AND not aquatic AND four legs
OR not hairy AND four legs AND cat size
OR not milk-producing AND not aquatic AND four legs
OR not milk-producing AND four legs AND cat size
OR not predator AND not toothed AND four legs
THEN classification = reptile

Example 2, sensor data analysis: Another example [7][8]
is a data set captured from sensors deployed for
determining if rooms are empty or human-occupied.
Variables are temperature, humidity, light, CO2, and
humidity ratio. The objective is to develop rules to
determine if a room is occupied, based on sensor readings.
A variety of machine learning algorithms provide
successful predictions, but an explanation is needed. No
single variable value is sufficient, and as shown in Fig. 7,
2-way combinations include some strong indications of
occupancy, but do not uniquely identify an occupied room.

That is, there are two combinations, with particular ranges
of humidity/light, and light/CO2, that occur in only 0.2 %
of empty rooms, so these value combinations suggest that
the room is occupied. Considering 3-way combinations,
shown in Fig. 8, we have a combination that is not found
in any empty room, i.e., it occurs only in occupied rooms.

COMBINATORIAL METHODS FOR EXPLAINABILITY
IN Al AND MACHINE LEARNING

File: Information

Class File: ‘Cla:: file 01.czv; rows=1: cols=5
Nominal File: ‘Nom\na\ file empty.csv; rows=7703; cols=5 ||  2-way: 10 3way: 10 4way:5 Sway 1  Bway 0
Class File Contents: | Temperature  Humidity Light o2 HunidityR atio

B3 B3 B2 B2 B4

{2Wa] 3Way | 4Way | 5Way | EWay |
[¥ Enabled

Combinations = 10, Settings = 210

0016 occurrences 002 of cases, Humidity,Light = B3,BZ

002 of cases, Light,CcOZ = BZ,BZ2

005 of cases, Temperature,Light = B3, B2

005 of cases, COZ,HumidityRatio = BZ,B4

006 of cases, Light, HumidityRatio = B2,B4

007 of cases, Temperature,COZ = B3,B2

010 of cases, Humidity,CoZ = B3,BZ

027 of cases, Temperature, HumidityRatio = B3, B4
032 of cases, Temperature, Humidity = B3, B3

D64 of cases, Humidity, HumidityRatio = B3, B4

001& occurrences
0036 occurrences
0040 occurrences
0043 occurrences
0054 occurrences
0078 occurrences
0205 occurrences

OCoococoooooo

0247 occurrences
0495 occurrences
0523 occurrences 068 of cases, Temperature = B3
314 of cases, Humidity = B3

011 of cases, Light = BZ

069 of cases, COZ = B2

.284 of cases, HumidityRatio = B4

2415 occurrences
0085 occurrences

0534 occurrences

LI | I T A [
cococoo

2190 occurrences

Figure 7: Sensor data, room occupancy.

00003 occurrences
00005 occurrences
00008 occurrences
00011 occurrences

0.000 of cases, Light,C02, HumidityRatio = BZ,BZ, B4
0.001 of cases, Humidity,Light,c0Z = B3,BZ,BZ2
o
0

.001 of cases, Temperature,Light,COZ = B3, BZ,BZ
.001 of cases, Humidity,Light, HumidityRatio = B3,BZ,B4

Figure 8: Sensor data, 3-way combinations.

An explanation for the conclusion of occupied for this data
set could thus point out to the user that this 3-way
combination of light, CO2, and humidity ratio is unique to
occupied rooms, and that there are two 2-way
combinations that are hardly ever found (0.2 %) in empty
rooms.

Example 3: Lymphography. A lymphography data set that
has been used in several machine learning experiments
provides categorical data with 18 attributes on lymphoma
[9][10]. Four possible class values to be predicted from
the attributes are normal find, metastases, malign lymph,
fibrosis.

] 3Way | 4Way | SWay | 6Way |
|v Enabled

Combinations = 153, Settings = 1358

0000 occurrences = 0.000 of cases, chnode, chstru
.000 of cases, chnode,disloc
.000 of cases, chnode,num = 4,2

.000 of cases, chnode,spec =

0000 occurrences

0000 occurrences

0000 occurrences

0002 occurrences
0003 occurrences .037 of cases, lymphatic,disloc = 4,1
.049 of cases, chstru,spec = 8,1

.049 of cases, lymphatic,chstru = 4,8
.062 of cases, lymphatic,chang = 4,2
.074 of cases, chstru,num = 8,2

0004 occurrences
0004 occurrences
0005 occurrences

[u]
o
0
=0
0000 occurrences = 0.000 of cases, defect,chnode = 2,4
0000 cccurrences = 0.000 of cases, extravas,chnode 1,4
0000 occcurrences = 0.000 of cases, lymphatic,chnode = 4,4
D001 occurrences = 0.01Z2 of cases, bypass,chnode = 1,4
0001 occurrences = 0.01Z of cases, chang,chnode = 2,4
0001 ceccurrences = 0.012 of cases, chnode, exclu = 4,2
D001 occurrences = 0.01Z2 of cases, lymc,chnode = 1,4
0001 occurrences = 0.012 of cases, lymphatic,spec = 4,1
0002 occurrences = 0.025 of cases, lyms,chnode = 1,4
0002 cecurrences = 0.025 of cases, affere,chnode = 2,4
0002 occurrences = 0.025 of cases, dimin,chnode = 1,4
0002 occurrences = 0.025 of cases, earlyup,chnode = 2,4
0002 occcurrences = 0.025 of cases, enlar,chnode = 2,4
D002 occurrences = 0.025 of cases, regen,chnode = 1,4
= UG0S (68 (SRR, Sl miba S akE
=0
=0
=0
=0
=0

000& occurrences

L

Figure 9: Lymphography data set 2-way combinations.
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Analysis shown in Fig. 9 identifies seven 2-way
combinations, out of 1358, that are unique to the example
case. These combinations are characteristic of lymphoma
that arises in a lymph node instead of metastatic that spread
to the node from somewhere else.

4 Discussion

The method and tool described in this paper have been
designed to provide intuitive explanations by identifying -
way combinations that are present in a given member of a
class, and not present or extremely rare in non-members of
the class. We believe this is a natural form of explanation
because it relies on observable features but quantifies the
degree to which feature combinations occur in the class
and non-class sets. Using methods developed for fault
location makes it possible to apply the approach across a
very large number of f-way combinations, providing
strong justifications for AI/ML conclusions.

It should also be noted that identifying t~-way combinations
of features that distinguish a class member is essentially
the same as specifying predicates in a rule-based expert
system. Referring back to Example 1, the six 3-way
combinations could be mapped directly to a rule such as
“if not aquatic && not toothed &<& four legs || egg-laying
&& not aquatic && four legs .... then genus = Testudo”.
It is often suggested that rule-based expert systems are the
most interpretable, so this correspondence between f-way
combinations and rule-based predicates also suggests that
the ComXAI explanations can be understood well by
users. At this preliminary stage, the approach has not been
validated with human users, but this will be done in future
research.

The correspondence between t-way predicates and rules
discussed above also suggests the possibility of using the
ComXAI approach to implement a machine learning
algorithm for building a classification model, rather than
only for explaining conclusions of other ML algorithms.
While this may be practical, and could be considered in the
future, there may be some limitations for this type of
application. Since thousands of combinations can be
included for even small problems, rule sets may become
very large. Overfitting, in which a learning model
incorporates noise variation from the training data, might
be a problem with using combinations in this way. Work
would be needed to determine if overfitting would occur
and if it could be avoided to produce useful models, in
addition to determining the accuracy that could be
achieved.

5 Conclusions and Research Directions

The methods described in this note have been successfully
implemented for fault location in combinatorial testing,
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and show potential for explanations in AI/ML. For both
problems, the objective is to identify a combination of the
values of only a few factors that lead to a specified result,
either triggering an identified error, or uniquely
identifying an individual observation as part of a class. As
shown in this paper, after identifying combinations that are
unique to a class, it is trivial to map these combinations
into the form of if-then rules that are considered the most
easily understandable AI/ML scheme for human users.
This method can be applied to any black-box machine
learning algorithm.

In future work, the approach described here may be
implemented in tools with improved user interfaces or
integrated into existing AI/ML platforms. This method
may also have utility for validation of AI models.
Combinations of few factor values that characterize a class
should conform with user expectations. If not, there may
be a deficiency in the derived model, or some
unanticipated relationship may be affecting results, in
either case leading to better understanding of the model.
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