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Introduction
This example provides a potential structure for a cybersecurity supply chain risk management (C‑SCRM) plan using the system plan elements provided in NIST Special Publication (SP) 800‑18r2 (Revision 2) and following the C‑SCRM Plan Template provided in SP 800‑161r1 (Revision 1), Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations, Appendix D.3.1, which is available at https://doi.org/10.6028/NIST.SP.800-161r1-upd1.
The authorizing official approves the C‑SCRM plan prior to control implementation and/or assessment. Organizations have the flexibility to develop and implement a C‑SCRM plan based on their unique needs and requirements. Automated tools can help capture recommended C‑SCRM plan information (e.g., component inventory, individuals filling roles, supply chain control implementation details, system diagrams) and related artifacts (e.g., contractual agreements, supplier risk assessments).
C-SCRM plans contain detailed information about the organization’s risk posture; therefore, the organization should carefully consider the mechanisms of development and access throughout its lifecycle. Redact sensitive system information as required.


C-SCRM Plan Outline Example
System Name and Identifier
Designate a unique system name and identifier and include applicable historical names.
System Description
Provide a high-level overview of the system characteristics with a brief summary of the system purpose, the type of system, and how the system supports the organizational mission. Identify technologies or factors that present additional supply chain risks.
System Information Type and Categorization
Identify the SP 800‑60v2 information types that are processed, stored, or transmitted by the system; the security categorization that was determined by the impact level of each information type for each security objective (i.e., confidentiality, integrity, availability); and justifications for adjustments to the provisional impact levels following the guidelines in SP 800‑60v1.
Security impacts are determined using inputs from risk management activities, system artifacts (e.g., Risk Assessment Report, PIA, SORN), and guidance regarding the categorization of federal information and systems in Federal Information Processing Standards (FIPS) publication 199. Designate an impact level of low, moderate, or high for each security objective.
Determine the overall information system impact and security categorization by considering justifications for adjustments, special factors that are applied to the information type provisional impact levels, and the high-water marks for each of the security impacts.
System Operational Status
Indicate the operational status of the system: 
· Under development: The system is being designed or developed and is not fully functioning in an operational environment.
· Operational: The authorized system is operating in the operational environment.
· Undergoing a significant modification: The authorized operational system is undergoing a major change to the operational environment.
· Disposal: The system is no longer authorized, operational, or under development.
If more than one status is selected, list which part of the system is covered under each status.
System/Network Diagrams, Inventory, and Life Cycle Activities
Include a detailed topology narrative and supporting system diagrams that clearly depict the components of the system architecture within the authorization boundary. Reference available system, network architecture, and data flow diagrams that provide a visual representation of the authorization boundary and environment of operation. Redact sensitive system information as required.
Create an inventory of the components being used within the authorization boundary. Describe the types of system components and summarize the component inventory. If the organization uses automation tools to capture the component inventory (e.g., an endpoint management application), provide the location of the authoritative data source. Independent validation of component inventories provided via third parties, or verification of artifact signing, is desired when feasible. Additionally, component inventories should be updated to account for the most current component versions, configurations, and suppliers on an ongoing basis. 
The information captured about each component may include:
· Hardware
· Component description[footnoteRef:2] [2:  Based on the technologies used by the system, the component description includes whether the component is a physical hardware device or hosted virtually on a physical or cloud-based platform. The purpose of the component (e.g., hosting an application public front end interface, a database back end for a specific application, a repository for storing files) can be identified.] 

· Component technology (e.g., information technology, operational technology, Internet of Things, privacy-enhancing technologies, high-performance computing, public or private cloud services, virtualized hosts or networking, other emerging technology)
· Component function (e.g., server, workstation, laptop, router, switch)
· Component role (e.g., office automation, system and software development, data processing, data repository)
· Component deployment date
· Disposal date for components that are removed from the environment of operation
· Unique component identifier (e.g., serial number, other service codes that identify supply chain information)
· Unique organization asset tracking identifier (e.g., barcode or property number used for asset management associated with the component identifier)
· Unique component name (i.e., the name used to identify the component on a network)
· Manufacturer and model, including sub-model identifiers or distinctions (e.g., subcomponent country of origin)
· Firmware vendor, version, and build identifiers
· Installed operating system, including version, build, and end of support information
· Warranty duration, expiration date, and/or maintenance support contract status
· Physical location of components (e.g., a rack in a server room)
· Software
· Software product, including version, revision number, and build information
· Software type (e.g., commercial-off-the-shelf [COTS], open-source, internally developed)
· Software developer, manufacturer, or source, including for subcomponents 
· Software vendor
· Software warranty
· Secure software development attestation[footnoteRef:3] [3:  SP 800‑218 discusses the Secure Software Development Framework (SSDF), which supports the provisions of Executive Order (EO) 14028 for ensuring the secure functionality of software. OMB M-26-05 provides flexibility for how an organization can confirm the implementation of specific security practices in the development of software products accounting for associated hardware risks.] 

· Software subcomponents and direct dependencies, where available via a Software Bill of Materials
· Product license type (e.g., single user, volume license, public license, freeware)
· Product license quantity (e.g., number of single user licenses or seats licensed as part of a volume license)
· Product license identifier (e.g., license key, authorization code)
· Product license holders or users, including limits for distinct license registrations and concurrent license usage
· Product license expiration date
· Maintenance support contract status
Information Exchange and System Connections
Provide an overview of the information exchanges in which the system participates and the following details for each information exchange agreement:
· Type of agreement used for the information exchange (e.g., interconnection security agreement, memorandum of agreement, memorandum of understanding)
· Effective start and end date of the agreement
· Systems participating in the agreement, including:
· Name, role, title, and organization of the system owner and authorizing official
· System name and unique system identifier assigned by the system owner’s organization
· FIPS 199 categorization of the system and that of the information being exchanged
· System authorization decisions status
· Brief description of the exchange, including purpose, type of data, and expected outputs 
· Method of information exchange (e.g., virtual private network, extranet, dedicated data transfer application)
· Interface characteristics that explain how the information is being exchanged between the systems
· Diagrams that show the data flows, system components, and technologies involved
· Findings and mitigation strategies that are relevant to the components involved in the information exchange and may be identified in:
Security, privacy, or cybersecurity supply chain risk assessment reports;
Security and privacy control assessments; or
Information security continuous monitoring processes that identify security and privacy risks and mitigation strategies.
Include a summary of confidentiality, integrity, and availability considerations related to each agreement, which may inform the controls selected for the system.
Security Control Details
Identify the selected controls — starting with the control selection approach used — to provide implementation details for all of the controls that are allocated to the system. Reference organizational policies and/or processes to determine control selection, tailoring, and allocation.
Provide a thorough description of how allocated controls are or will be implemented. Reference relevant artifacts for control implementation and incorporate control tailoring decision justifications as needed. Include additional control specification information from tailoring activities and decisions that may not be part of the control implementation details.
Control implementation status
For each control, identify the status of the control implementation:
· Planned: Control is selected but implementation has not started.
· Partially Implemented: Planned control implementation has started but has not been completed. This may indicate that an implemented control is in the process of being changed based on items in POA&Ms.
· Fully Implemented: The “as-implemented” state of the control has been fully realized in the operational system.
Control assessment status
For each control, indicate the control assessment status:
· Satisfied: For the portion of the control addressed by the assessment determination statement, the assessment objective for the control has been met and produces a fully acceptable result.
· Other than Satisfied: For the portion of the control addressed by the assessment determination statement, potential anomalies have been identified in the operation or implementation of the control that may need to be addressed by the organization or insufficient information was available to make the determination called for in the determination statement.
For each control assessment status indicator, include the date of the assessment, a reference to the assessment report and assessment plan. For an “other than satisfied” indicator, include references to associated POA&M and retest artifacts.
Role Identification
Identify authorizing officials, system owners, third party suppliers, and other key roles with system responsibilities, accountability, and risk ownership. Include the individual’s name; system-specific and organizational roles; organizational unit, department, or division; primary and alternate business phone numbers; and email address for the following key points of contact:
· Authorizing official and authorizing official designated representative
· C-SCRM Program Management Office representative
· Common control provider
· Information owner or steward
· System owner
· Senior agency information security officer
· Senior procurement executive or Chief Acquisition Officer
· System security officer
List other personnel or designated contacts (e.g., vendors, facility personnel, on-site security) as well as their roles, names, addresses, primary and alternate business phone numbers, and email addresses.
Restrict contact information to business information to avoid exposing personal information. Using personal information (e.g., a home phone or personal cell phone number as the “alternate business phone number”) may create unnecessary privacy risks for individuals.
Describe policies, processes, and procedures for supplier governance, including establishing benchmarks for performance management and compliance with system-specific requirements.
Contingencies and Emergencies
Organizations that choose to acquire products in the event of contingency or emergency operations may need to bypass the C‑SCRM acquisition processes to allow for mission continuity. Contracting activities that are not vetted using approved C‑SCRM plan processes introduce operational risks.
Where appropriate, describe abbreviated acquisition procedures to follow during contingencies and emergencies, such as the contact information for C-SCRM, acquisitions, and legal subject-matter experts who can provide advice absent a formal tasking and approval chain of command.
Related Laws, Regulations, and Policies
List applicable laws, executive orders, directives, policies, and regulations that establish specific requirements for C-SCRM.
Revision and Maintenance
Maintain records of reviews and changes to the C-SCRM plan. Review and change logs may be combined or logged separately. The review log includes the review date, the individual or team who completed the review, and associated notes. The change log may include additional information, such as:
Date of review and revision
Plan revision or version identifier
Description of change or revision
The section or pages affected
Changes made by name, title, and/or organization
C‑SCRM Plan Approval
Include an electronic or handwritten signature and date when the C-SCRM plan is reviewed and approved.
Acronym List and Glossary
Define organization- and system-specific acronyms and terms that are used in the C‑SCRM plan.
Attachments
Provide or identify the location of artifacts that are referenced in the C-SCRM plan, such as:
Contractual agreements
C‑SCRM plans of contractors or suppliers
Due diligence assessments on suppliers or products
Supplier risk assessments
Supply chain risk assessments
Component-specific risk assessments
Other artifacts that would be directly relevant to specific control implementations
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