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[bookmark: _Toc232423993]System Plan Roles and Responsibilities Overview
The roles and responsibilities identified in this document are specific to the development, approval, and maintenance of system security, system privacy, and cybersecurity supply chain risk management (C‑SCRM) plans. The naming conventions for the roles and responsibilities associated with system plan development may vary by organization.
When multiple roles are fulfilled by the same individual, additional considerations for the separation of duties may require compensating controls that are documented in the system plan. For example, the system owner and the information owner can be the same individual, depending on the mission or business function of the system.
Organizations ensure that there are no conflicts of interest among personnel when assigning the same individual to multiple roles. For instance, the authorizing official cannot occupy the role of system owner or common control provider for the systems or common controls that they are authorizing.
This document is not intended to be a comprehensive list of all possible roles and their respective responsibilities within an organization. Rather, it highlights key roles and responsibilities in the development, maintenance, and utilization of system plans. NIST Special Publication (SP) 800-37, Appendix D, provides additional information about the roles and responsibilities associated with the NIST Risk Management Framework (RMF) steps.
Other individuals in an organization may aid in the development and maintenance of system plans, including physical security, quality assurance, contingency planning staff, privacy management personnel, and personnel in the C‑SCRM program office or who are working in a C‑SCRM capacity at all levels of the organizational hierarchy. The organization determines whether to identify individuals who support the system plan’s development and maintenance.


[bookmark: _Toc232423994]Authorizing Official
The authorizing official is a senior management role with the authority to formally assume responsibility for the operation of a system at an organizationally acceptable level of risk to operations, assets, or individuals. For federal agencies, the role of the authorizing official is an inherent U.S. Government function and is assigned to government personnel only.
Responsibilities that are associated with system plans include:
· Reviewing and approving the system categorization before controls are selected
· Reviewing and approving the planned implementation of selected and allocated controls before implementation activities start
· Reviewing and approving the system plans to:
· Ensure that they accurately reflect the authorization boundary and control implementation details
· Determine whether significant changes in the system or environments of operation require updating and reapproving the system plans
· Supporting the review and approval of the system privacy plan by senior organizational officials who are responsible for privacy
· Reviewing and approving the C‑SCRM plan
· Reviewing the authorization package to determine the system operational status within the organization to:
· Issue an authorization to operate, common control authorization, or authorization to use if security, privacy, and supply chain risks are acceptable to the organization
· Deny authorization when security, privacy, or supply chain risks are unacceptable to the organization; actions taken to address the specific reasons for the authorization denial may require updates to the system plan
· Reviewing and approving plans of action and milestones (POA&Ms) that are associated with the operation of the system, including the acceptance of risks
Only the authorizing official can 1) accept the risks associated with the operation of a system and 2) issue an authorization to operate, common control authorization, or authorization to use if security, privacy, and supply chain risks are acceptable to the organization.


[bookmark: _Toc232423995]Authorizing Official Designated Representative
The authorizing official designated representative is designated by the authorizing official and carries out duties on behalf of the authorizing official to conduct day-to-day risk management activities. This includes making decisions regarding the planning and resourcing of the authorization process, such as approving system plans for completeness and consistency and ensuring that the stated security, privacy, and C‑SCRM requirements for the system are satisfied as delegated.
The authorizing official designated representative cannot 1) accept risks associated with the operation of a system nor 2) issue an authorization to operate, common control authorization, or authorization to use if security, privacy, and supply chain risks are acceptable to the organization.
[bookmark: _Toc232423996]Common Control Provider
The common control provider is responsible for the development, implementation, assessment, and monitoring of controls that are available for inheritance by other organizational systems. Common controls may be provided through internal organizational services or external service providers.
Responsibilities that are associated with system plans include:
· Documenting organization-identified common controls in a system plan or equivalent document, as prescribed by the organization
· Providing a list of common controls that are available for inheritance to the organization and system management personnel
· Monitoring changes to the common controls and their environment to ensure that the system plan reflects the as-implemented state of the common controls.
· Ensuring that inheritable privacy controls (e.g., data minimization, consent management, access control mechanisms) are clearly documented in the system privacy plan or equivalent documents and align with organizational security and privacy programs and policies
· Ensuring that the privacy controls inherited by other systems comply with relevant privacy laws and regulations, assessing the effectiveness of inherited privacy controls across systems that inherit the controls and providing guidance on how to adjust the controls to meet legal obligations
· Assessing the effectiveness of inheritable privacy controls to ensure that they adequately respond to privacy risks across multiple systems, including verifying that the controls align with the privacy engineering objectives in the NIST Privacy Framework and that common controls can be inherited without introducing privacy risks[footnoteRef:2] [2:  The NIST Privacy Framework explains the privacy engineering objectives of predictability, manageability, and disassociability. ] 

[bookmark: _Toc232423997]Control Assessor
The control assessor is an individual, group, or organization that is responsible for conducting a comprehensive assessment of the controls and control enhancements employed within or inherited by a system to determine their overall effectiveness. Assessors use the information provided in the system plans as the basis for planning a control assessment.
Responsibilities that are associated with system plans include:
· Reviewing system plans and referenced artifacts to understand:
· The mission, functions, and business processes of the system
· The system architecture, including subsystems, technologies, components, and relationships with organizational architectures and internal/external information exchanges
· The organizational entities responsible for the development and implementation of the inheritable controls
· Developing and tailoring the control assessment plan based on organizational objectives, the scope for the control assessment, and the information available in the system plans and related artifacts
[bookmark: _Toc232423998]C‑SCRM Program Management Office (PMO)
The C‑SCRM PMO[footnoteRef:3] supports the risk executive (function) and acts as a service provider for other mission and business processes that are responsible for selecting and requesting services from the C‑SCRM PMO to meet organizational C‑SCRM goals and objectives. A centralized program management office may provide a variety of beneficial services, including: [3:  SP 800-161r1, Sec. 2.3.5, provides details about the C-SCRM PMO operating model.] 

· Organizational C‑SCRM plans that may be leveraged for system-level C‑SCRM plans to ensure organization-wide coordination as well as plan approval by the appropriate authority
· Advisory services and subject-matter expertise
· Supplier and product risk assessments
· Information-sharing management
· C‑SCRM risk register management, project and performance management, briefings, presentations, and reporting
· Acting as: 
· Chair for internal C‑SCRM working groups, councils, or other coordination bodies
· Liaison to external stakeholders
· Centralized hub for tools, job aids, awareness, and training templates
· Secretariat/staffing for organizational C‑SCRM governance
The C‑SCRM PMO services may be provided by other organizational management structures commensurate with C‑SCRM requirements and available resources.
[bookmark: _Toc232423999]Information Owner or Steward
The information owner or steward has statutory, management, or operational authority for specified information and the responsibility to establish policies and procedures that govern the information life cycle stages.
Responsibilities that are associated with system plans include:
· Providing input for the system plans to system owners regarding the security and privacy requirements and controls for the systems in which the information resides
· Establishing the rules for appropriately using and protecting information and retaining that responsibility even when the information is shared with or provided to other organizations, including suppliers with incidental access
[bookmark: _Toc232424000]Security Architect and Privacy Architect
The roles of security architect and privacy architect contribute to both the system security and system privacy plans. While the security architect is primarily responsible for documenting and maintaining controls related to system security within the system security plan, the privacy architect focuses on ensuring that privacy-specific controls (e.g., those related to data minimization, consent, and transparency) are appropriately reflected in the system privacy plan.
Both the security architect and privacy architect share responsibilities for the system architecture and work with the enterprise architect to protect the security and privacy of data. In practice, the collaboration between these two roles is crucial for integrating both privacy and security controls into the system design and ongoing operation. This includes protecting the confidentiality, integrity, availability, predictability, manageability, and disassociability of information as it flows through the system; managing privacy and security risks in a unified and coordinated manner; and aligning the system with regulatory requirements and organizational risk management strategies.
Responsibilities that are associated with system plans include:
· Working closely with system security and privacy officers to advise key stakeholders (e.g., authorizing officials, chief information officers, senior accountable officials for risk management, senior agency officials for privacy) on issues related to security and privacy risk management
· Supporting the development, review, and acceptance of the system security plan, system privacy plan, and C‑SCRM plan with system owners and the authorizing official
· Ensuring that protections are built-in and maintained throughout the system life cycle via the security and privacy architectures
Security architect-specific responsibilities that are associated with system plans include:
· Ensuring that security requirements are applied throughout the system life cycle to protect the architecture of each system against threats to broader organizational assets (e.g., implementing encryption, access controls, incident response mechanisms, and system hardening to prevent unauthorized access)
· Protecting systems from unauthorized activity by designing and implementing controls that ensure the confidentiality, integrity, and availability of information (e.g., safeguarding privacy information from data breaches and unauthorized access)
Privacy architect-specific responsibilities that are associated with system plans include:
· Ensuring that privacy-specific requirements are embedded into the system life cycle to continually assess and address privacy risks
· Ensuring compliance with privacy requirements and managing privacy risks to individuals (e.g., integrating privacy engineering objectives into the architecture of each system) 
[bookmark: _Toc232424001]Senior Accountable Official for Risk Management
The senior accountable official for risk management leads the risk executive (function), which serves as the common risk management resource for stakeholders with a vested interest in the mission and business success of organizations (e.g., senior leaders, managers, system owners, common control providers, enterprise architects, system security or privacy officers).
Responsibilities that are associated with system plans include:
· Supporting reviews by the authorizing official or designated representative to determine whether the system plans are complete, consistent, and satisfy system risk management requirements
· Aligning information security, privacy, and C‑SCRM processes with strategic, operational, and budgetary planning processes
· Approving the organizational C‑SCRM plan and common control allocations
[bookmark: _Toc232424002]Senior Agency Information Security Officer (SAISO)
The senior agency information security officer is responsible for carrying out the responsibilities specified by the Federal Information Security Modernization Act (FISMA) and serving as the primary liaison between the chief information officer and authorizing officials, system owners, common control providers, and system security officers.
Responsibilities that are associated with system plans include:
· Supporting the development, review, and acceptance of system plans with system owners, the senior agency official for privacy, and the authorizing official
· Overseeing the development of system plans across the organization
· Coordinating the identification, implementation, and assessment of common controls
· Ensuring that privacy risks are integrated into the system privacy plan by coordinating with the senior agency official for privacy 
· Supporting the selection and implementation of privacy controls, including common and system-specific privacy controls that respond to identified data processing risks 
· Reviewing assessment results to verify that appropriate data protection measures (e.g., encryption, access control, monitoring) are implemented within the system privacy plan
· Ensuring that the system privacy plan adheres to relevant legal, regulatory, and organizational privacy requirements and that privacy risks are documented and managed in line with organizational risk tolerance levels
· Coordinating continuous monitoring processes with security monitoring to provide a comprehensive view of the overall system risk posture
· Overseeing updates to the system privacy plan as the system evolves, new privacy risks emerge, or changes in privacy regulations occur 
[bookmark: _Toc232424003]Senior Procurement Executive or Chief Acquisition Officer
The senior procurement executive or chief acquisition officer oversees acquisition decision-making within the organization by establishing clear lines of authority, accountability, and responsibility for procurement decisions, policies, procedures, and practices that align with security, privacy, and risk management controls. This individual is responsible for organization-wide coordination and collaboration with other senior personnel, such as the chief information officer, the head of facilities/physical security, and the risk executive (function).
Responsibilities that are associated with system plans include:
· Developing and implementing organizational acquisitions or procurements policies, procedures, and practices
· Providing oversight for organizational procurement actions by personnel, such as system owners, contracting officers, contracting officer representatives, architects, system engineers, information security specialists, system integrators, and developers
· Coordinating with mission and business owners, authorizing officials, the senior accountable official for risk management, system owners, common control providers, senior agency information security officer, senior agency official for privacy, and risk executive (function) to ensure that security and privacy requirements are defined in organizational procurements and acquisitions
[bookmark: _Toc232424004]Senior Agency Official for Privacy
The senior agency official for privacy has organization-wide responsibilities for managing privacy risks and implementing privacy protections in compliance with federal laws, regulations, and policies.
Responsibilities that are associated with system plans include:
· Supporting the development, review, and acceptance of system privacy plans with system owners, the senior agency information security officer, and the authorizing official
· Overseeing privacy risk assessments (PRAs) in coordination with system owners and the senior agency information security officer to verify that the results are accurately reflected in system privacy plans and to identify and manage privacy risks in accordance with organizational and legal requirements[footnoteRef:4] [4:  The NIST Privacy Risk Assessment Methodology (PRAM) helps organizations analyze, assess, and prioritize privacy risks to determine how to respond and select appropriate solutions. ] 

· Ensuring compliance with privacy regulations by reviewing and accepting privacy controls that are documented in system privacy plans and coordinating with system owners to implement necessary updates
· Collaborating with security officials to align privacy controls with security measures during the development and review of system privacy plans
· Monitoring and reviewing the effectiveness of privacy controls on an ongoing basis to ensure that privacy controls continue to respond to risks throughout the system life cycle and are updated as necessary to reflect changes in the environment or regulations
· Documenting privacy decisions and actions in the system privacy plan 
· Ensuring that privacy risks that exceed organizational tolerances are escalated and communicated to senior leadership for further risk management actions
[bookmark: _Toc232424005]System Owner
The system owner is responsible for the overall procurement, development, integration, modification, operation, maintenance, and disposal of the system. 
Responsibilities that are associated with system plans include:
· Developing system plans in coordination with information owners, system security and privacy officers, system administrators, the senior agency information security officer, the senior agency official for privacy, C‑SCRM program management office, acquisitions personnel (if applicable), and system users
· Implementing the C‑SCRM plan throughout the system life cycle
· Providing the authorization package to the authorizing official or the authorizing official designated representative for adjudication
· Maintaining the system plans and ensuring that the system is deployed and operated in accordance with the terms and conditions stipulated in the authorization decision
· Controlling access and privileges to system plan information
· Addressing the operational interests of the user community who require access to the system to satisfy mission, business, or operational requirements
· Updating the system plans based on control implementation modifications, environmental changes (e.g., component disposal, system retirement), or updates to organizational security, privacy, and/or C-SCRM program requirements
· Ensuring that the privacy controls specified in the system privacy plan are effectively implemented and collaborating with the senior agency official for privacy to respond to privacy risks associated with the processing of system data
· Identifying, assessing, and mitigating privacy risks within the overall system risk management strategy by ensuring that the system privacy plan reflects the most current privacy requirements and risk assessments in alignment with the organizational privacy policies and relevant frameworks (e.g., NIST Privacy Framework)
· Collaborating with privacy officials to conduct regular Privacy Impact Assessments (PIAs) and updating the system privacy plan accordingly to address emerging risks or regulatory changes in compliance with privacy laws
[bookmark: _Toc232424006]System Privacy Officer
The system privacy officer is responsible for overseeing and managing privacy risks within the system and verifying compliance with applicable privacy laws, regulations, and organizational policies. By collaborating with system engineers and designers, the system privacy officer helps ensure that privacy objectives (e.g., predictability, manageability, disassociability) are effectively integrated into the system architecture.
Responsibilities that are associated with system plans include:
· Helping the system owner develop and update the system privacy plan to ensure that privacy controls commensurate with the identified privacy risks are implemented and documented in alignment with organizational privacy policies and relevant frameworks (e.g., NIST Privacy Framework)
· Collaborating with system engineers and designers to translate high-level privacy objectives into actionable controls and technical measures
· Supporting privacy risk assessments by regularly reviewing system privacy controls to ensure that the system privacy plan reflects current risks, privacy engineering objectives, and changes in the processing of system data
· Assisting with system privacy plan updates and maintenance to adapt to new privacy risks, regulatory requirements, and organizational changes in alignment with updated PIAs and PRAs
· Coordinating with the system owner regarding changes to the system and determining whether security or privacy impacts due to system modifications require updates to the system privacy plan or additional privacy controls
· Ensuring compliance with privacy laws and regulations, monitoring adherence to system requirements, and facilitating privacy audits and assessments to identify areas for improvement 
[bookmark: _Toc232424007]System Security Officer
The system security officer is responsible for ensuring that an appropriate operational security posture is maintained for the system in accordance with the system security plan and in close collaboration with the system owner.
Responsibilities that are associated with system plans include:
· Helping the system owner develop and update the system security plan to ensure the implementation and documentation of protections commensurate with risk 
· Assisting with system plan updates and maintenance
· Coordinating with the system owner to determine whether the security impacts of system changes (e.g., technology refresh or updates) require system plan modifications
· Collaborating with the system privacy officer to manage overlapping security and privacy risks, particularly in areas such as access control, data encryption, and auditing
· Implementing privacy-enhancing technologies alongside security technologies (e.g., technical measures that support privacy principles, such as data minimization, anonymization, and encryption) to ensure that data is protected from unauthorized access and misuse throughout the system life cycle
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