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Introduction
System privacy plans are informed by the organization’s privacy program and privacy risk management processes. System owners and privacy officials collaborate to identify privacy requirements that are applicable to the system based on the type of data processed, the operational context, legal requirements, and mission objectives. These requirements are documented in the system privacy plan and integrated into design and development processes early in the system development life cycle (SDLC). This ensures that privacy is embedded into the system architecture rather than retrofitted as an afterthought. The authorizing official approves the plan before control implementation and/or assessment.
This example provides a potential structure for a system privacy plan based on the system plan elements provided in NIST Special Publication (SP) 800-18r2 (Revision 2). Organizations have the flexibility to develop and implement a system privacy plan based on their unique needs and requirements. Automated tools can help document system privacy plan information (e.g., individuals filling roles, privacy control implementation details, system diagrams) and related artifacts (e.g., network diagrams, component inventory).
The system privacy plan may incorporate the required elements of a Privacy Impact Assessment (PIA) as defined in the E-Government Act of 2002 (Public Law 107-347):
· What information is to be collected;
· Why the information is being collected;
· The intended use of the agency information;
· With whom the information will be shared;
· What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared;
· How the information will be secured; and
· Whether a system of records is being created under section 552a of title 5, United States Code, (commonly referred to as the “Privacy Act”).
Privacy plans contain detailed information about the organization’s risk posture; therefore, the organization should carefully consider the mechanisms of development and access throughout its lifecycle. Redact sensitive system information as required.


System Privacy Plan Outline Example
System Name and Identifier
Designate a unique system name and identifier and include applicable historical names.
System Overview
Provide a high-level overview of the system characteristics with a brief summary of the system purpose, the type of system, and how the system supports the organizational mission. The overview explains the sources and types of information about individuals to be collected, how the organization will use the collected information in the system and related subsystems, and technologies or factors that present additional privacy-specific risks or privacy-impacting security risks.
List applicable Cybersecurity and Privacy Framework Profiles,[footnoteRef:2] PIAs, Privacy Risk Assessments, and notices to the public regarding the collection and use of information about individuals that govern the operation of the system with respect to the protection of PII. [2:  More information about CSF Profiles can be found at https://www.nist.gov/cyberframework/profiles. Privacy Framework Profiles are similar in purpose and function and available at https://www.nist.gov/privacy-framework.] 

Laws, Regulations, and Policies Affecting the System Requirements
List applicable laws, executive orders, directives, policies, and regulations that establish specific requirements for privacy risk management.
System Status
a. System Privacy Plan Approval
Include an electronic, digital, or handwritten signature and the date when the system privacy plan was reviewed and approved.
b. System Authorization Decision
Identify the current authorization decision for the system. Include the date when the decision was issued, the effective date on which the system is authorized to operate, and the termination date of the authorization.
c. System Operational Status
Indicate the operational status of the system:
· Under development: The system is being designed or developed and is not fully functioning in an operational environment.
· Operational: The authorized system is operating in the operational environment.
· Undergoing a significant modification: The authorized operational system is undergoing a major change to the operational environment.
· Disposal: The system is no longer authorized, operational, or under development.
If more than one status is selected, list which part of the system is covered under each status.
Role Identification and Responsible Personnel
Identify authorizing officials, system owners, and other key roles with system responsibilities. Include the individual’s name; system-specific and organizational role; organizational unit, department, or division; primary and alternate business phone numbers; and email address for the following key points of contact:
· Authorizing official and authorizing official designated representative
· System owner or common control provider
· Information owner or steward
· Senior agency official for privacy
· Senior agency information security officer
· System privacy officer
· System security officer
List other personnel or designated contacts (e.g., vendors, facility personnel, on-site security) as well as their roles, names, addresses, primary and alternate business phone numbers, and email addresses.
Restrict contact information to business information to avoid exposing personal information. Using personal information (e.g., home phone or personal cell phone number as the “alternate business phone number”) may create unnecessary privacy risks for individuals.
System Information Types and System Categorization
Identify the SP 800-60v2 information types that are processed, stored, or transmitted by the system. Provide the PII confidentiality impact level[footnoteRef:3] related to the loss of confidentiality for information about individuals collected, maintained, and disseminated by the system. Include any additional privacy-specific considerations for potential losses of integrity and availability. Designate an impact level of low, moderate, or high for each security objective. [3:  NIST SP 800-122, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII), explains that the confidentiality impact for a particular instance of PII is distinct from the confidentiality impact level described in Federal Information Processing Standards (FIPS) Publication 199, Standards for Security Categorization of Federal Information and Information Systems.] 

Determine the overall information system impact and security categorization by considering the justifications for adjustments, privacy-specific factors that are applied to the information type provisional impact levels, and the high-water marks for the confidentiality, integrity, and availability impacts.
Authorization Boundary Description
Define the scope of the system protections that encompass the authorization boundary, including all components of the information system to be authorized for operation by the authorizing official. Include, or provide a reference to, up-to-date environment of operation diagrams (e.g., system/subsystem, system/network architecture, and data flow) that provide a visual representation of the authorization boundary and environment of operation. Include any supporting topology narrative.
Also identify and explain privacy-specific data flows that extend beyond the system authorization boundary.
Information Exchanges Summary
Provide an overview of the information exchanges that involve privacy-related information in which the system participates and the following details for each agreement:
Type of agreement used for the information exchange (e.g., interconnection security agreement, memorandum of agreement, memorandum of understanding)
Additional laws and regulations governing the requirements for the protection of privacy data involved in the exchange
Effective start and end date of the agreement
Systems participating in the agreement, including:
Name, role, title, and organization of the system owner and authorizing official
System name and unique system identifier assigned by the system owner’s organization
FIPS 199 categorization of the system and that of the information being exchanged
PII confidentiality impact levels[footnoteRef:4] for any privacy-related information being exchanged [4:  NIST SP 800-122 explains PII confidentiality impact levels.] 

System authorization decisions status
Brief description of the exchange, including the purpose, type of data, and expected outputs
Method of information exchange (e.g., virtual private network, extranet, dedicated data transfer application)
Interface characteristics that explain how the information is being exchanged between the systems
Diagrams that show the data flows, system components, and technologies involved
Findings and mitigation strategies that are relevant to the components involved in the information exchange and may be identified in:
Security, privacy, or cybersecurity supply chain risk assessment reports;
Security and privacy control assessments; or
Information security continuous monitoring processes that identify security and privacy risks and mitigation strategies.
Include a summary of privacy considerations related to each agreement, which may inform the controls selected for the system.
System Component Inventory
Identify the hardware, software, and firmware components in the system, subsystems, and system elements that participate in functions that store, process, and/or transmit information about individuals. The component inventory presented in the privacy plan supports an understanding of the components that participate in the business process flows and the data transactions that involve individual PII data elements. While specific technical details about the components are generally included as part of the security plan, the privacy plan can associate specific privacy-related data flows with individual components or groups of components (e.g., databases, applications, file storage arrays) which are subject to privacy management requirements. If the organization uses automation tools to capture the component inventory (e.g., endpoint management application), provide the location of the authoritative data source.
Control Implementation Details
Identify the selected controls — starting with the control selection approach used — to provide implementation details for all the controls that are allocated to the system. Reference organizational policies and/or processes to determine control selection, tailoring, and allocation. State the control selection approach used (e.g., SP 800‑53B control baseline), including organizationally tailored control baselines or overlays that are applied for control selection.
Privacy risk management tools, including PIAs and the NIST Privacy Risk Assessment Methodology (PRAM), support the analysis of privacy requirements on the impact level for each security objective.[footnoteRef:5] The following information is captured in the system privacy plan: [5:  The NIST Privacy Risk Assessment Methodology (PRAM) helps organizations analyze, assess, and prioritize privacy risks to determine how to respond and select appropriate solutions. The PRAM can be found at https://www.nist.gov/itl/applied-cybersecurity/privacy-engineering/resources.] 

· System privacy requirements
· Source (e.g., PIA, PRA, notices, MOU, laws, regulations)
· Related information types
· Privacy capabilities by objectives (i.e., predictability, manageability, and disassociability) 
· Security capabilities by objectives (i.e., confidentiality, integrity, and availability)
Provide a thorough description of how allocated controls are or will be implemented. Reference relevant artifacts for control implementation procedures and incorporate control tailoring decision justifications as needed.
Include additional control specification information from tailoring activities and decisions that may not be part of the control implementation details.
a. Control implementation status
For each control, identify the status of the control implementation:
· Planned: Control is selected but implementation has not started.
· Partially Implemented: Planned control implementation has started but has not been completed. This may indicate that an implemented control is in the process of being changed based on items in POA&Ms.
· Fully Implemented: The “as-implemented” state of the control has been fully realized in the operational system.
b. Control assessment status
For each control, indicate the control assessment status:
· Satisfied: For the portion of the control addressed by the assessment determination statement, the assessment objective for the control has been met and produces a fully acceptable result.
· Other than Satisfied: For the portion of the control addressed by the assessment determination statement, potential anomalies have been identified in the operation or implementation of the control that may need to be addressed by the organization or insufficient information was available to make the determination called for in the determination statement.
For each control assessment status indicator, include the date of the assessment, a reference to the assessment report and assessment plan. For an “other than satisfied” indicator, include references to associated POA&M and retest artifacts.
Referenced Artifacts
Provide or identify the location of artifacts that are referenced in the system privacy plan, such as:
Breach notification plan
Configuration management plan
Contingency plan with testing and training records
Data sharing agreements
Incident response plan with testing and training records
Information exchange agreements
Privacy Impact Assessment
Privacy risk assessment report
Notices provided to the public
Acronym List and Glossary
If necessary, define organization- and system-specific acronyms and terms that are used in the system privacy plan.
System Privacy Plan Review and Change Records
Maintain records of reviews and changes to the system privacy plan. Review and change logs may be combined or logged separately. The review log includes the review date, the individual or team who completed the review, and associated notes. The change log may include additional information, such as:
· Date of review and revision
· Plan revision or version identifier
· Description of change or revision
· The section or pages affected
· Changes made by name, title, and/or organization
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