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1. Introduction

Many U.S. Government Information Technology (1T) systems need to employ well-established
cryptographic schemes to protect the integrity and confidentiality of the data that they process.
Algorithms such as the Advanced Encryption Standard (AES) as defined in Federal Information
Processing Standard (FIPS) 197, Triple DES as adopted in FIPS 46-3, and HMAC as defined in
FIPS 198 make attractive choices for the provision of these services. These algorithms have
been standardized to facilitate interoperability between systems. However, the use of these
algorithms requires the establishment of shared keying material in advance. Trusted couriers
may manually distribute this keying material. However, as the number of entities using a system
grows, the work involved in the distribution of the keying material could grow exponentialy.
Therefore, it is essential to support the cryptographic algorithms used in modern U.S.
Government applications with automated key establishment schemes.

2. Scope and Purpose

This Recommendation provides specifications of key establishment schemes that are appropriate
for use by the U.S. Federal Government based on standards developed by the American National
Standards Institute (ANSI) X9, Inc.: ANSI X9.42 Agreement of Symmetric Keys using Discrete
Logarithm Cryptography and ANSI X9.63 Key Agreement and Key Transport using Elliptic
Curve Cryptography. In addition, an asymmetric-key-based key transport scheme is specified as
well as a symmetric-key-based key transport scheme. It isintended that this key establishment
schemes Recommendation will be updated to contain key transport scheme(s) from ANSI X9.44
Key Agreement and Key Transport using Factoring-Based Cryptography, when they become
available.

This Recommendation provides a high level description of selected schemes from ANSI X9
standards and assumes that the reader is familiar with the details and basic concepts within those
standards. The implementation of these schemes, including details such as data conversion rules,
arithmetic, basis, encoding rules, etc., are available in the appropriate ANSI X9 standard. When
there are differences between this Recommendation and the referenced ANSI X9 standards, this
key establishment schemes Recommendation shall have precedence for U.S. Government
applications.

This Recommendation is intended to be used in conjunction with NIST Special Publication 800-
57, Guidelines for Key Management [8]. This key establishment schemes Recommendation, the
Key Management Guideline [8], and the referenced ANSI X9 standards are intended to provide
sufficient information for a vendor to implement secure key establishment using asymmetric
algorithms in FIPS 140-2 [1] validated modules.

3.  Definitions, Symbols and Abbreviations

3.1  Definitions
Approved FIPS approved or NIST Recommended.



NIST SP 800-56: Recommendation on Key Establishment Schemes

DRAFT 2.0

Bit length
Cofactor

Deterministic
Random Bit
Generator (DRBG)

Entity

Ephemeral key

|dentifier

[nitiator

Key Agreement
(KA)

Key Agreement
Transaction

Key Confirmation
(KC)

Key Establishment
(KE)

Key Establishment
Transaction

Key Transport (KT)

January 2003 DRAFT 2.0

The length in bits of a bit string.

The order of the dliptic curve goup divided by the order of the prime
subgroup.

An algorithm that produces a sequence of bits from an initial value called
aseed. A DRBG is often called a Pseudorandom Number (or Bit)
Generator.

An individua (person), organization, device, or process. “Party” isa
synonym.

An ephemera key isintended for use in exactly one instantiation of one
cryptographic scheme. Contrast with static key.

A hit string that is associated with a person, device or organization. It
may be an identifying name, or may be something more abstract (e.g., a
string consisting of an |P address and timestamp) depending on the
application.

The party that begins a key agreement transaction. Contrast with
responder.

A method of establishing keying material, whereby two parties (the
initiator and the responder) contribute to the value of a shared secret from
which (secret) keying material is then derived.

The procedure that results in shared keying material among different
parties using a key agreement scheme.

The assurance of the legitimate participants in a key establishment
protocol that the parties intended to share the keying materia actually
possess the shared secret. The parties are called a provider and a
recipient.

The procedure that results in shared keying material anong different
parties. Key establishment may be achieved through the use of either key
transport or key agreement.

An instance of establishing keying material using a key establishment
scheme,

A method of establishing a key whereby one of two parties (the sender)
selects a value for their shared secret keying material and then informs
the other party (the receiver) of that value.
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The procedure that results in shared keying materia between different
parties using a key transport scheme.

A method of encrypting keys (along with associated integrity
information) that provides both confidentiality and integrity protection
using a symmetric key.

The data (e.g., akey or keys and/or other data, e.g., 1Vs) that is necessary
to establish and maintain cryptographic keying relationships. Keying
material may include keys, 1Vs or other information.

Additiona information that is attached to data to provide integrity
protection. Thisinformation is computed on the data using a message
authentication primitive. A MacTag provides data origin authentication as
well as data integrity.

Defines afamily of one-way (MAC) functions that is parameterized by a
symmetric key.

A time-varying value that has at most a negligible chance of repeating,
for example, arandom value that is generated anew for each instance, a
timestamp, a sequence number, or some combination of these.

(1) For static keys, the entity that is authorized to use the private key,
whether that entity generated the static key itself or a trusted party
generated the key for the entity.

(2) For ephemeral keys, the entity that generated the public/private key
pair.

Anindividua (person), organization, device, or process. “Entity” isa
synonym for party.

The party in akey confirmation message exchange that provides
assurance to the other party (the recipient) that they have indeed
established a shared secret.

The party that receives keying material via a key transport transaction.
Contrast with sender.

The party that receives assurance from another party, such asan
assurance of the validity of a candidate public key, assurance of
possession of a private key associated with a public key, or assurance of
key confirmation.
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The party that receives keying materia from the initiator in a key
agreement transaction.

Aninitidization value that is used (1) as input for a deterministic random
number generator (DRBG) or (2) during domain parameter generation to
provide assurance at a later time that the resulting domain parameters
were generated randomly. For domain parameter generation, the seed
may be selected arbitrarily; for aDRBG, the seed must be selected
randomly, either with or without replacement.

The party that sends keying material to the receiver using a key transport
transaction.

The keying materia that is derived by applying the key derivation
function to the shared secret and other shared information.

A secret value that has been computed using a key agreement scheme and
is used as input to a key derivation function.

A dtatic key isintended for use for arelatively long period of time and is
typically intended for use in many instances of a cryptographic key
establishment scheme. Contrast with an ephemeral key.

For the generation of n-bit quantities, the probability of repeating an

explicit value is less than or equal tozin.

3.2 Symbols and Abbreviations

General:

CA Certification Authority, atrusted third party that performs services for its clients,
such as creating public key certificates.

CDH The cofactor Diffie-Hellman key agreement scheme.

DH The (non-cofactor) Diffie-Hellman key agreement scheme.

DLC Discrete Logarithm Cryptography, which is comprised of both Finite Field
Cryptography (FFC) and Elliptic Curve Cryptography (ECC).

EC Elliptic Curve.

ECC Elliptic Curve Cryptography, the public key cryptographic methods using an
eliptic curve, eg., ANSI X9.63 Key Establishment [11].

FF Finite Field.
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Finite Field Cryptography, the public key cryptographic methods using afinite
field, eg., ANSI X9.42 Key Agreement [9].

Integer Factorization.

Integer Factorization Cryptography, the public key cryptographic methods based
on the difficultly of the integer factorization problem, e.g., ANSI X9.44 |IF Key
Establishment [10].

An Approved hash function.
The Menezes-Qu-V anstone key agreemert scheme.

An optional bit string that may be used during key confirmation and that is sent
between the parties establishing keying material.

The first entity of akey establishment process, or the bit string denoting the
identifier of that entity.

The second entity of a key establishment process, or the bit string denoting the
identifier of that entity.

Indicates that the inclusion of string X is optional.
Bit length of bit string s.
Concatenation of two strings X and Y.

The ceiling of x; the smallest integer 3 X. For example, é&6u= 5, é5.3U= 6.

The following notations are consistent with those used in the ANSI X9 standards; however, it
should be recognized that the notation between the standards is inconsistent (e.g., x and y are
used as the private and public keysin ANSI X9.42, whereas x and y are used as the coordinates
of apoint in ANSI X9.63).

ANSI X9.42:

(p, 0,9, [SEED, The FFC domain parameters. p isthe (large) prime field order. qisthe

pgenCounter])

mod p
fu Iy

ty, tv

(small) prime multiplicative subgroup order. g isthe generator of the
subgroup of order g. SEED and pgenCounter are used in the canonical
domain parameter generation process to help ensure that p and q are
generated verifiably at random.

The reduction modulo p on an integer value.
Party U or Party V's ephemeral private key.
Party U or Party V's ephemeral public key.

10
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Xu, Xy Party U or Party V’s static private key.

Yu, W Party U or Party V’s static public key.

Z A shared secret that is used to derive keying material using a key derivation
function.

Ze An ephemeral shared secret that is computed using the Diffie-Hellman
primitive.

Zs A static shared secret that is computed using the Diffie-Hellman primitive.

ANSI X9.63:

ab Field elements that define the equation of an elliptic curve.

avf(P) The associate value of the elliptic curve point P.

ey, ey Party U’sand Party V’s ephemeral private keys.

dsu, dsv Party U’sand Party V's static private keys.

FR An indication of the basis used.

G A distinguished point on an dlliptic curve.

h The cofactor, which is calculated as the order of the eliptic curve divided by the

order of the point G.
n The order of the point G.
@] The point at infinity, a specia point in an eliptic curve group that serves as the

(additive) identity.
q The field size.
Qeu, Qev Party U’sand Party V’'s ephemeral public keys.
Qsu: Qsv Party U’sand Party V’s static public keys.

Xp The x-coordinate of apoint P.

Yp The y-coordinate of apoint P.

Z A shared secret that is used to derive key using a key derivation function.

Ze An ephemeral shared secret that is computed using the Diffie-Hellman primitive.
Zs A static shared secret that is computed using the Diffie-Hellman primitive.

11
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4. Key Establishment Schemes Overview

Cryptographic keying material may be electronically established between parties by using akey
establishment scheme, i.e., by using either a key agreement (KA) scheme or a key transport
scheme. During key agreement (where both parties contribute to the derived keying material),
the keying material to be established is not sent directly; rather, information is exchanged
between both parties that allows each party to derive the keying material. Key agreement
schemes may use either symmetric key or asymmetric key (public key) techniques. The key
agreement schemes described in this Recommendation use public key techniques. During key
transport (where one party determines the keying material), wrapped (i.e., encrypted) keying
material is transported from the sender, who selects that keying material and sends it to the
receiver. Key transport schemes may use either symmetric key or public key techniques; both
techniques are described in this Recommendation, as is the method of wrapping the keying
material to be transported.

The security of the Discrete Logarithm Cryptography (DLC) schemes in this Recommendation is
based on the intractability of the discrete logarithm problem. The schemes calculated over a
finite field (FF) are based on ANSI X9.42. The schemes calculated using elliptic curves (EC) are
based on ANSI X9.63.

This Recommendation specifies several processes that are used during key establishment (e.g., a
process for generating domain parameters or a process for deriving keying material from a
shared secret). In each case, an equivalent process may be used. Two processes are equivalent if,
when the same values are input to each process (either as input parameters or as values made
available during the process), the same output is produced.

5. Cryptographic Elements

This Recommendation assumes that the reader has, and is familiar with, ANSI X9.42 and ANS|
X9.63. These standards should be consulted to obtain specific guidance, including data
conversion rules. All calculationsin an implementation shall be done in such away that the user
of the implementation has assurance that the arithmetic calculations are correct.

51 Domain Parameters

Discrete Logarithm Cryptography (DLC), that is, Finite Field Cryptography (FFC) and Elliptic
Curve Cryptography (ECC), requires that the public and private key pairs be generated with
respect to a particular set of domain parameters. A user of a candidate set of domain parameters
shall have assurance of their validity prior to using them. Although domain parameters are
public information, they shall be managed so that the correct correspondence between a given
key pair and its set of domain parametersis maintained for all parties that use the key pair.
Domain parameters may remain fixed for an extended time period, and one set of domain
parameters may be used with multiple key establishment schemes.

Some schemes in ANSI X9.42 and X9.63 allow the set of domain parameters used and
associated with static keys to be different from the set of domain parameters used and associated
with ephemeral keys. For this Recommendation, however, only one set of domain parameters
shall be used during any key establishment transaction using any such scheme (i.e., the static-

12
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key domain parameters and the ephemeral-key domain parameters used in one scheme shall be
the same).

5.1.1 Domain Parameter Generation

5.1.1.1 FFC Domain Parameter Generation

Domain parameters for FFC schemes are of the form (p, g, 9,[SEED, pgenCounter]), where p is
the (larger) prime field order, q is the (smaller) prime (multiplicative) subgroup order, gisa
generator of the g-order cyclic subgroup of GF(p)*; and SEED and pgenCounter are values used
in the canonical process of generating and validating p and g. Note that ANSI X9.42 only
identifies SEED and pgenCounter as being among the domain parameters in Appendix A, but
this Recommendation lists them explicitly to be consistent with ANSI X9.63.

Table 1: FFC Equivalent Strengths

Bits of security 80 112 128 192 256
Bit length of subgroup order q 160 224 256 384 512
Bit length of field order p 1024 2048 3072 8192 15360

As shown in Table 1, there are five security levels that may be chosen for usein U.S.
Government applications. These five levels are given in terms of bits of security and are 80, 112,
128, 192 and 256 hits; these security |evels/strengths correspond to roughly 280, 2112 2128 2192
and 22°° operations (respectively) in order to have a reasonable expectation of breaking one key
using the best of currently known attacks. This table is based on the security equivalence table in
the Key Management Guideline [8], with the slight exception that the size of p that is associated
with 192 bits of security has been rounded up to 8192 so that all sizes of p are multiples of 1024
bits.

In general, longer FFC keys provide more security assurance but take more time and space to

use. The Key Management Guideline [8] gives guidance on selecting an appropriate security
level.

For this Recommendation, the size of p is specified as a multiple of 1024 bits. Note that ANSI
X9.42 specifies the granularity of p in 256-bit increments, but this Recommendation is less
granular. For this Recommendation, the bit length of g is an exact length for a specific bit length
of p, unlike ANSI X9.42 where the length of g isaminimum length that depends on the length of
p. See|[3] for routines that will utilize a stronger hash function and will specify how to generate
and validate p and q in a canonical way using either probabilistic primality tests or constructive
(provable) primes using the Shawe-Taylor agorithm. [3] will aso specify how to calculate the
generator g, either without transitive trust, or with transitive trust in a way to that can be
validated.

5.1.1.2 ECC Domain Parameter Generation

Domain parameters for ECC schemes are of the form (g, FR, a, b, [SEED], G, n, h), where q is
the field size; FRis an indication of the basis used; a and b are two field e ements that define the

13
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equation of the curve; SEED is an optiona bit string if the eliptic curve was randomly generated
in a verifiable fashion; G is a generating point, (X Yg) of prime order on the curve; n is the order
of the point G; and h is the cofactor (which is equal to the order of the curve divided by n). Note
that the field size g may be either a prime p (where p is an odd prime) or 2™, where m is an odd
prime.

FIPS 186-3 [3] specifies recommended €lliptic curves for the Federal Government that may be
used as ECC domain parameters.

Table 2: ECC Equivalent Strengths

Bits of security 80 112 128 192 256
Minimum bit length of subgroup order n 160 224 256 384 512
Maximum value of ECC cofactor h 65536 | 65536 | 65536 | 65536 | 65536

As shown in Table 2, there are five security levels that may be chosen for usein U.S.
Government applications. These five levels are given in terms of bits of security and are 80, 112,
128, 192 and 256 hits, these security levels/strengths correspond to roughly 280, 2112 2128 2192
and 2%°° operations (respectively) in order to have a reasonable expectation of breaking one key
using the best of currently known attacks. Thistable is based on the security equivalence table in
the Key Management Guideline [8].

In general, longer ECC keys provide more security assurance but take more time and space to
use. The Key Management Guideline [8] gives guidance on selecting an appropriate security
level.

All dliptic curves for use by the Federal Government shall have a cofactor less than or equal to
65,536 (i.e., 2'°). This ensures that the large subgroup is unique and ensures that using the
cofactor is reasonably efficient. See the ANSI X9.62-2 ECDSA Revision draft [19] Annex A for
routines that will support the generation and validation of ECC domain parameters using a
stronger hash function. Note that ANSI X9.62 does not have the restriction on the maximum
size of the cofactor h. This ANSI X9.62 draft will aso specify how to calculate the generator G
either without transitive trust, or with transitive trust in a way that can be validated.

5.1.2 Assurances of Domain Parameter Validity

Secure key establishment depends on the arithmetic validity of the set of domain parameters used
by the parties. Each party shall have assurance of the validity of a candidate set of domain
parameters. Each party shall obtain assurance that the candidate set of domain parametersis
valid in at least one of the following three ways:

1. The party itself generates the set of domain parameters according to the specified
requirements.

2. The party performs an explicit domain parameter validation as specified in:
a. FIPS 186-3 (revision of FIPS 186-2) for FFC, including a keysize check on the primes.
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b. X9.62-2 ECDSA Revision for ECC, including a keysize check on the subgroup order
and a cofactor check to ensure the cofactor is 65,536 or less.

3. The party has received assurance from a trusted third party (e.g., a CA or NIST?) that the
set of domain parameters were valid at the time that they were generated by reason of
either item 1 or 2 above.

The party shall know which method(s) of assurance were used in order for the party to determine
that the provided assurance is sufficient and appropriate to meet the application’ s requirements.

Note: Since SHA-1 provides 80 bits of security against collisiontype attacks, it is anticipated
that the use of SHA-1 for certain purposes (such as hashing a message to produce a message
digest for adigital signature) will be deprecated at some time in the future. Previoudy validated
domain parameters (that is, those that had assurance of validity before SHA-1 becomes
deprecated for some purposes) are expected to continue to be considered verifiably random even
when the use of SHA-1 for other purposes (such as digital signatures) is deprecated.

5.1.3 Domain Parameter Management

A particular set of domain parameters shall be protected against modification or substitution
until the set is destroyed (if and when it is no longer needed). Each private/public key pair shall
be correctly associated with its specific set of domain parameters (e.g., by using a public key
certificate).

5.2  Private and Public Keys

5.2.1 Private/Public Key Pair Generation
Static and ephemeral key pairs are generated using the same primitive.

For the FFC schemes, generate a private key x and apublic key y using the domain parameters
(p, 0, 9, [SEED, pgenCounter]). Each private key shall be statistically unique, unpredictable,
and created using an Approved random number generator. See ANSI X9.42 for details.

For the ECC schemes, generate a private key d and apublic key Q using the domain parameters
(0, FR, a, b, [SEED], G, n, h). Each private key shall be statistically unique, unpredictable, and
created using an Approved random number generator. See ANSI X9.63 for detalls.

5.2.2 Assurances of the Arithmetic Validity of a Public Key

Secure key establishment depends on the arithmetic validity of the public key. To explain the
assurance requirements, some terminology needs to be defined. The owner of a static public key
is the entity that is associated with the key; this isindependent of whether or not the owner
generated the key pair. The recipient of a static public key is the entity that is participating in a
key agreement transaction with the owner. The owner of an ephemera public key is the entity
that generated the key as part of akey agreement transaction. The recipient of an ephemeral
public key is the entity that receives the key during a key agreement transaction with the owner.

L |f using an elliptic curve from the list of NIST recommended curvesin FIPS 186-2[3].
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Both the owner and arecipient of a candidate public key shall have assurance of its arithmetic
validity before using it, as specified below, and shall know the type of assurance provided.

5.2.2.1 Owner Assurances of Static Public Key Validity

The owner of astatic public key shall obtain assurance of its validity in one or more of the
following ways:

1. Owner Full Validation - The owner performs a successful full public key validation (see
Sections 5.2.2.5 and 5.2.2.6). For example, the key generation routine may do full public
key validation as part of its processing.

2. TTPFull Validation — The owner receives assurance that a trusted third party (trusted by
the owner) has performed a successful full public key validation (see Sections 5.2.2.5 and
5.2.2.6).

3. Owner Generation — The owner generates the public key from the private key.

4. TTP Generation — The owner has received assurance that a trusted third party (trusted by
the owner) has generated the public/private key pair and has provided the key pair to the
owner.

The owner shall know which method(s) of assurance were used in order for the owner to
determine that the provided assurance is sufficient and appropriate to meet the application’s
requirements. Note that the use of a TTP to generate a key pair for an owner means that the TTP
must be trusted (by both the owner and any recipient) to not use the owner’s private key to
masguerade as the owner.

5.2.2.2 Recipient Assurances of Static Public Key Validity

The recipient of a static public key shall obtain assurance of its validity in one or more of the
following ways:

1. Recipient Full Validation - The recipient performs a successful full public key validation
(see Sections 5.2.2.5 and 5.2.2.6).

2. TTPFull Validation — The recipient receives assurance that a trusted third party (trusted
by the recipient) has performed a successful full public key validation (see Sections
5.2.25and 5.2.2.6).

3. TTP Generation — The recipient receivesd assurance that a trusted third party (trusted by
the recipient) has generated the public/private key pair and has provided the key pair to
the owner.

The recipient shall know which method(s) of assurance were used in order for the recipient to
determine that the provided assurance is sufficient and appropriate to meet the application’s
requirements. Note that the use of a TTP to generate a key means that the TTP must be trusted
(by both the recipient and the owner) to not use the owner’s private key to masquerade as the
owner.

16



NIST SP 800-56: Recommendation on Key Establishment Schemes
DRAFT 2.0 January 2003 DRAFT 2.0

5.2.2.3 Owner Assurances of Ephemeral Public Key Validity

The owner of an ephemeral public key has assurance of its validity because the owner generated
the key.

5.2.2.4 Recipient Assurances of Ephemeral Public Key Validity

The recipient of an ephemeral public key shall obtain assurance of its validity in one or more of
the following ways:

1. Recipient Full Validation - The recipient performs a successful full public key validation
(see Sections 5.2.2.5 and 5.2.2.6).

2. TTPFull Validation — The recipient receives assurance that a trusted third party (trusted
by the recipient) has performed a successful full public key validation (see Sections
5.2.25and 5.2.2.6). For example, atrusted processor may only forward an ephemeral
public key to the recipient if the public key passes afull public key validation.

3. Recipient ECC Partia Vaidation - If using an ECC method (only), the recipiert performs
a successful partial public key validation (see Section 5.2.2.7).

4. TTPECC Partia Validation — If using an ECC method (only), the recipient receives
assurance that atrusted third party (trusted by the recipient) has performed a successful
partial public key validation (see Section 5.2.2.7). For example, atrusted processor may
only forward an ECC ephemeral public key to the recipient if it passes a partial public
key vdidation.

The recipient shall know which method of assurance was used in order for the recipient to
determine that the provided assurance is sufficient and appropriate to meet the application’s
requirements.

5.2.2.5 FFC Full Public Key Validation Routine

candidate FFC public key to ensure that it has the unique correct representation in the correct
subgroup (and therefore is also in the correct multiplicative group) of the finite field specified by
the associated FFC domain parameters. FFC full public key validation does not require
knowledge of the associated private key and so may be done at any time by anyone. This
method shall be used with static and ephemeral FFC public keys when assurance of the validity
of the keys is obtained by method 1 or method 2 of Sections5.2.2.1, 5.2.2.2, and 5.2.2.4.

I nput:
1. (p, q, 9], seed, pgenCounter]):A valid set of FFC domain parameters, and
2. y: A candidate FFC public key.

Process:
1. Veifythaa2£y£ p-2.
(Ensure that the key has the unique correct representation and range in the field.)
2. Veify thaty? = 1 (mod p).
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(Ensure that the key has the correct order in the subgroup.)

Output: If either of the above checks fails, then output “invalid”. Otherwise, output “full
validation success’.

5.2.2.6 ECC Full Public Key Validation Routine

ECC full public key validation refers to the process of checking all the arithmetic properties of a
candidate ECC public key to ensure that it has the unique correct representation in the correct
(additive) subgroup (and therefore is also in the correct EC group) specified by the associated
ECC domain parameters. ECC full public key validation does not require knowledge of the
associated private key and so may be done at any time by anyone. This method may be used for
astatic ECC public key or an ephemeral ECC public key when assurance of the validity of the
key is obtained by method 1 or method 2 of Sections 5.2.2.1, 5.2.2.2, and 5.2.2.4.

I nput:
1. (g, FR a, b, [SEED,] G, n, h): A vaid set of ECC domain parameters, and
2. Q=(xqg, Yo' ): A candidate ECC public key.

Process:
1. Verify that Q' isnot the point at infinity O.
(Partial check of the public key for an invalid range in the EC group.)

2. Verify that Xo' andyq' are integersin the interval [0, p-1] in the casethat q = p isan odd
prime, or that Xxo' and yg' are bit strings of length m bitsin the case that q = 2™).

(Ensures that each coordinate of the public key has the unique correct representation of
an element in the underlying field.)

3. Ifg=pisanodd prime, verify that (yQ’)20 (xQ’)3+ axg' + b (mod p).
If =27, verify that (yo')* + X0’ Yo' = (xo')3+ alxq')*+ b in GF(2").
(Ensures that the public key isin the correct EC group.)

4. Verify that nQ'=0.

(Ensuresthat the public key has the correct order. Along with check 1, ensures that the
public key is in the correct range in the correct EC subgroup.)

Output: If any of the above checksfail, then output ‘invalid’. Otherwise, output ‘full validation
SUCCESS .

5.2.2.7 ECC Partial Public Key Validation Routine

ECC partia public key validation refers to the process of checking some (but not al) of the
arithmetic properties of a candidate ECC public key to ensure that it is in the correct group (but
not necessarily the correct subgroup) specified by the associated ECC domain parameters. ECC
Partial Public Key Vaidation omits the validation of subgroup membership, and thereforeis
usually faster than ECC Full Public Key Validation. ECC partial public key validation does not
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require knowledge of the associated private key and so may be done at any time by anyone. This
method may only be used for an ephemeral ECC public key when assurance of the validity of the
key is obtained by method 3 or 4 of Section 5.2.2.4
I nput:

1. (g,FR a, b,[SEED, ] G, n, h): A valid set of ECC domain parameters, and

2. Q=(xg', Yqa'): A candidate ECC public key.

Process:
1. Verify that Q' isnot the point at infinity O.
(Partial check of the public key for an invalid range in the EC group.)

2. Veify that Xxo' andyq' areintegersin the interval [0, p-1] in the case that q = p isan odd
prime, or that Xxo' and yo' are bit strings of length m bitsin the case that g = 2™.

(Ensures that each coordinate of the public key has the unique correct representation of
an element in the underlying field.)

3. Ifg= pisanodd prime, verify that (yQ’)2° (xQ’)3 + &g + b (modp).
If g =27, verify that (yo')? + X0’ Yo' = (xg')%+ alxq')* + b in GF(2").
(Ensures that the public key isin the correct EC group.)

(Note: Since its order is not verified, there is no check that the public key isin the EC
subgroup.)
Output: If any of the above checksfail, then output ‘invalid’. Otherwise, output *partial
validation success' .

5.2.3 Assurances of Possession of Private Key
Text for this section will be published in alater version of this Recommendation.

5.2.4 Key Pair Management

5.2.4.1 Common Requirements on Static and Ephemeral Key Pairs
The following are common requirements on static and ephemeral key pairs:

1. A public/private key pair shall be correctly associated with its corresponding specific set
of domain parameters. Each key pair shall not be used with more than one set of domain
parameters. See the Key Management Guideline [8].

2. Each private key shall be statistically unique, unpredictable, and created using an
Approved random number generator.

3. Private keys shall be protected from unauthorized access, disclosure, modification or
substitution. See the Key Management Guideline [8].
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4. Public keys shall be protected from unauthorized modification or substitution. Thisis

often accomplished by using public key certificates signed by a certificate authority
(CA). Seethe Key Management Guideline [8].

5.2.4.2 Specific Requirements on Static Key Pairs
The specific requirements on static key pairs are as follows:

1.

An entity’ s static key pair shall be generated before the generation of any ephemeral key
pairs with which the static key pair will be used, this includes the entity’ s own ephemeral
keys (if any) and the ephemeral keys of the other communicating party (if any). Note:
This requirement is enforced during the generation of ephemeral keys (see Section
5.2.4.3).

A recipient of astatic public key shall be assured of the association between the public
key, the set of domain parameters for that key, and the entity that owns the key pair (i.e.,
the party with whom the recipient intends to establish akey). This assurance is often
provided by verifying a public-key certificate signed by atrusted third party (e.g., aCA).

Static public keys shall be obtained in a trusted manner, e.g., from a certificate signed by
a CA that the entity trusts, or directly from the public key owner, provided that the public
key owner istrusted by the receiving party and can be authenticated as the source of the
data that is received.

A static key pair may be used in more than one key establishment scheme. However, one
static public/private key pair shall not be used for different purposes (e.g., adigital
signature key pair shall not be used for key establishment or vice versa).

An owner and arecipient of astatic public key shall have assurance of the validity of the
public key and each shall know the type(s) of assurance provided. This assurance may
be provided through the use of a public key certificate if the CA provides sufficient
assurance of validity as part of its certification process. See Section 5.2.2.

An owner and arecipient of astatic public key shall have assurance of possession of the
associated private key by the claimed owner of the key pair. The owner shall know the
type of assurance associated with the possession of his own private key; the recipient
shall know the type of assurance for the possession of the private key by the other party
(the claimed owner) (see Section 5.2.3). This assurance may be provided through the use
of apublic key certificate if the CA provides sufficient assurance of possession as part of
its certification process. See Section 5.2.3.

5.2.4.3 Specific Requirements on Ephemeral Key Pairs
The specific requirements on ephemeral key pairs are as follows:

1.

An ephemera private key is intended for exactly one use, during which it is created, used
in the calculation of a cryptographic key establishment primitive and then destroyed. As
such, an ephemeral private key shall be used only once in one key establishment
transaction.
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2. Anephemera key pair should be generated as close to its time of use as possible.
Ideally, an ephemeral key pair is generated just before the ephemera public key is
transmitted.

3. If using a scheme where the other party (B) uses a static key pair, an entity (A) shall be
assured that its ephemeral public key was transmitted strictly after the other party’s (B’s)
static key pair was generated. This assurance can be provided by the entity (A) actually
possessing a copy of the other party’s (B’s) static public key before generating the its
own (A’s) ephemeral key pair; another way to obtain this assurance is by comparing the
time of ephemeral key generation with atimestamp certified by atrusted third party on
the other party’s (B's) static public key.

4. An ephemeral private key shall be destroyed immediately after the shared secret is
computed.

5. A recipient of an ephemeral public key shall have assurance of validity of the public key
and shall know the type(s) of assurance provided. See Section 5.2.2.
5.3 Key Derivation Function (KDF)

A key derivation function (KDF) shall be used to derive keying materia from a shared secret.
There are two Approved KDF's. The concatenation KDF is the default KDF; it should be used
if no prior arrangement is made. The ASN.1 KDF is an optional KDF that may be used if both
communicating parties agree upon its use. The hash function used in the KDF shall be
Approved (see Section 5.6 for the selection of an appropriate hash function).

5.3.1 Concatenation Key Derivation Function (Default)

This section specifies the key derivation function based on concatenation. Thisis the default
KDF.

The concatenation KDF is as follows:
Function call: kdf(Z, Otherinput ),
where Otherlnput isU, V, keydatalen, hashlen, [Sharedinfq].

Input:
1. Z: A bit string that is the shared secret,

2. U and V: Bit strings that denote the identifiers of the participating parties (see notes
below),

3. keydatalen: An integer that is the length in bits of the keying material to be generated,;
keydatalen shall belessthan hashlen” (2°2-1),

4. hashlen: An integer that is the length in bits of the hash function to be used to derive the
keying material, and

5. Sharedinfo: An optional bit string that consists of data shared by parties U and V.
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Process:
1. Initiate a 32-bit, big-endian bit string counter as 000000011s.

2. | = ékeydatalen / hashlenu
3. Fori=1toj by 1, do the following:

3.1 Compute Hash; = H(Z || counter || U || V || [Sharedinfq]).
3.2 Increment counter.

4. Let Hhash be set to Haghy; if (keylen chashlen) is an integer, otherwise let it be set to the
(keydatalen-(hashlen” (j-1))) leftmost bits of Hash.

5. Set DerivedKeyingMaterial = Hash, || Hashy || ... || Hashj.1 || Hhash.
Output: The bit string DerivedKeyingMaterial of keydatalen bits.

The shared secret shall be zeroized before outputting any portion of the DerivedKeyingMaterial ;
this implies that the entire DerivedKeyingMaterial shall be computed before outputting any
portion of it. The derived keying material may be parsed into one or more keys or other
cryptographic keying material (e.g., IVs).

Any scheme attempting to call the key derivation function for a bit string of length greater than
or equal to hashlen” (2%2-1) bitsshall output “invalid” and stop.

Notes:

1. Thevauesfor U and V are each an identifier (i.e., abit string that is associated with a
person, device or organization). An identifier may be an identifying name, but it is not
required to be so; an identifier may be something more abstract (e.g., e an IP address and
timestamp) depending on the application. The values for U and V should be as specific
as feasible for their intended use.

2. When the scheme is such that the calculations performed by the initiator are different (see
Section 6.2) than the calculations performed by the responder, then U shall be the
initiator, and V shall be the responder. In a scheme where both parties do the same
calculations (see Sections 6.1 and 6.3), it is up to the protocol designer to decide who
servesasU and V. The protocol designer may decide that U isthe initiator, and V is the
responder, or the protocol may choose to select U based on alphabetic or some other
order. The requirement is that the assignment of U and V shall be unambiguous.

5.3.2 ASN.1Key Derivation Function (Optional)

This section specifies the key derivation function based on ASN.1 DER encoding. It may be used
if both communicating parties agree on its use.

Keying data shall be calculated asfollows:

Let hashlen denote the length of the output of the hash function chosen, and let maxhashlen
denote the maximum length of the input to the hash function.
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Function call: kdf(Z, Otherlnput )

where OtherInput is keydatalen, hashlen, OtherInfo, and OtherInfo is Algorithml D, counter,
PartyUInfo, PartyVinfo [, SuppPrivinfo][, SuppPublnfq].

I nput:

1. Z: A hit string that is the shared secret,

2. keydatalen: An integer that is the length in bits of the keying data to be generated.
keydatalen shall be lessthan (hashlen” (2°2-1)),

OtherlInfo: A bit string specified in ASN.1 DER encoding, that consists of the following
information.

31

3.2

33

34

35

Key specification information consisting of:

3.1.1 AlgorithmiD: A unique object identifier that indicates the algorithm(s) for
which the keying data will be used, e.g., bits 1-128 are for a 128-bit AES
key and bits 129-208 are for an 80-bit HMAC key.

3.1.2 counter: A 32-bit octet string with initial value 0000000116. This counter
may be incremented during the following process.

PartyUlInfo: A bit string that contains public information contributed by the
initiator. At aminimum, PartyUInfo shall consist of the identifier of party U;
PartyUlnfo may contain other data contributed by the initiator. See notes below.

PartyVInfo: A bit string that contains public information contributed by the
recipient. At a minimum, PartyVInfo shall consist of the identifier of party V;
PartyVInfo may contain other data contributed by the recipient. See notes below.

(Optional) SuppPrivinfo: A bit string that contains some additional, mutually-
known private information, e.g. a shared secret symmetric key communicated
through a separate channel.

(Optional) SuppPublnfo: A bit string that contains some additional, mutually-
known public information.

Note that the public information referred to above is specified in the protocols that
use this standard.

Actions. The key derivation function is computed as follows:

1.
2.
3.

Let

d = éeydatalen / hashlenu

Initialize counter= 000000014¢.
Fori=1tod,

31

32

Compute h; = H (Z || OtherInfo) where h; denotes the hash value computed using the
appropriate hash function.

Convert counter to an integer.
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3.3 Increment counter.
3.4 Convert counter to an octet string.
4. Compute DerivedKeyingMaterial = |eftmost keydatalen bitsof hy || hz || ... || he.
Output: The DerivedKeyingMaterial as a bit string of length keydatalen bits.

The shared secret shall be zeroized before outputting any portion of the DerivedKeyingMaterial ;
this implies that the entire DerivedKeyingMaterial shall be computed before outputting any
portion of it.

The key derivation function based on ASN.1 DER encoding produces keying material that is less
than (hashlen* (2%2-1)) bitsin length. It is assumed that all key derivation function calls are for
bit strings that are less than (hashlen~ (2°-1)) hitsin length. Any scheme attempting to call the
key derivation function using a bit string that is greater than or equal to (hashlen ~ (2°?-1)) bits
shall output “invalid” and stop. Similarly, it is assumed that all key derivation function calls do
not involve hashing a bit string that is more than maxhashlen bitsin length. Any scheme
attempting to call the key derivation function on a call involving hashing a bit string that is
greater than maxhashlen bits shall output “invalid” and stop.

Notes:

1. Thevauesfor U and V are each an identifier (i.e., abit string that is associated with a
person, device or organization). An identifier may be an identifying name, but it is not
required to be so, instead an identifier may be something more abstract (e.g., an IP
address and a timestamp) depending on the application. The valuesfor U and V should
be as specific as feasible for their intended use.

2. When the scheme is such that the calculations performed by the initiator are different
than the calculations performed by the responder (see Section 6.2), then U shall be the
initiator, and V shall be the responder. In a scheme where both parties do the same
calculations (see Sections 6.1 and 6.3), it is up to the protocol designer to decide who
servesas U and V. The protocol designer may decide that U istheinitiator, and V is the
responder, or the protocol may choose to select U based on alphabetic or some other
order. The requirement is that the assignment of U and V shall be unambiguous.

54  Message Authentication Code (MAC) Algorithm

A Message Authentication Code (MAC) agorithm defines a family of one-way (MAC) functions
that is parameterized by a symmetric key. In key establishment schemes, an entity is sometimes
required to compute a MacTag on received or derived data using the MAC function determined
by a symmetric key derived from a shared secret. The MacTag is sent to another entity in order
to confirm that the shared secret was correctly computed. This Recommendation requir es that an
Approved MAC agorithm be used to compute a MacTag, e.g., HMAC [6].

The MAC algorithm shall be used to provide key confirmation, when desired, and shall be used
to validate implementations of the key establishment schemes specified in this
Recommendation.. MacTag computation and checking are defined in Sections 5.4.1 and 5.4.2 of
this Recommendation, in Section 7.8 of ANSI X9.42 and in Section 5.7 of ANSI X9.63.
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5.4.1 MacTag computation
The computation of the MacTag is represented as follows:

MacTag = MACwackey (MacData).

The MacTag computation shall be performed using an Approved MAC agorithm. In the above
equation, MAC represents an Approved MAC agorithm, MacKey represents a symmetric key,
MACwackey represents the MAC function that is determined by MacKey, and MacData represents
the data on which that function is evaluated.

5.4.2 MacTag Checking

To check a MacTag for a given MacKey and MacData, the MacTag is computed by the receiver
using the received or derived MacData (as specified in Section 5.4.1) and compared with the
received MacTag. If the two MacTag values are equa, then it may be inferred that the MacKey
and MacData values computed by each party are equal.

5.4.3 Implementation Validation Message

For purposes of validating an implementation of the schemes in this Recommendation during an
implementation validation test, the value of MacData shall be the string “ Standard Test
Message” followed by 16 bytes containing a 128-bit field for anonce. The default value for this
fiedd isall zeros. Different values for this field will be specified during testing.

Note: ANSI X9.42 defines MacData as “ANS| X9.42 Testing Message”. ANSI X9.63 does not
address implementation validation at this level of detail. Note that the implementation test
message used for NIST validation is a different text string from the implementation test message
for ANSI X9.42 validation.

55 Associate Value Function (ECC MQV Only)

The associate value function is used by the ECC MQV family of key agreement schemesto
compute an integer associated with an elliptic curve point. This Recommendation defines avf(P)
to be the associate value function of a point P (assurance of the validity of P has already been
obtained) as defined in Section 5.6.1 of ANSI X9.63 using the domain parameters (q, FR a, b,
[SEED], G, n, h).
Input:

1. (g, FR a, b, [SEED], G, n, h): Domain parameters, and

2. P: A point not equal to the point at infinity.

Process:
1. Convert xp to an integer using the convention specified in Section 4.3.5 of ANSI X9.63.

2. Calculate
Xp =xp mod2¢/2 (wheref = dog, n)).

3. Calculate associate value function
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avf(P) = XP’ + péfl2n
Output: avf(P), the associate value of P

5.6  Cryptographic Hash Functions

An Approved hash function shall be used when a hash function is required (e.g., for the key
derivation function or to compute a MAC when HMAC as specified in FIPS 198 is used). FIPS
180-2 [2] specifies Approved hash functions. The hash function shall be selected in accordance
with the security level provided by the domain parameters and private/public key pairs (see
Table 3).

Table 3: Hash Function Selection

Bits of security 80 112 128 192 256

Hash function | SHAL SHA224 | SHA256 | SHA384 | SHAS512

The Approved hash functions are defined in [2] except for SHA224, which is defined as follows:
SHA224(M) = the leftmost 224 bits of SHA256(M),
where M is the data to be hashed.

5.7 Random Number Generation

Whenever this Recommendation requires the use of arandomly generated value (e.g., for keys or
nonces), the values shall be generated using an Approved random number generator.

5.8 DLC Primitives

Primitives for the calculation of the shared secrets are defined in the ANSI X9.42 and X9.63
standards. A primitive is arelatively simple operation that is defined as such to facilitate
implementation in hardware or in a software subroutine. Each key establishment scheme
requires the use of exactly one primitive. The four primitives that shall be used by the schemes
in Section 6 are:

1. The FFC DH primitive (Section 5.8.1.1 of this Recommendation and Section 7.5.1in
ANSI X9.42): This primitive shall be used by the dhHybrid1, dhEphem,
dhHybridOneFlow, dhOneFlow and dhStatic schemes, which are based on finite field
cryptography and the Diffie-Hellman algorithm.

2. The ECC CDH primitive (Section 5.8.1.2 of this Recommendation and called the
Modified Diffie-Hellman primitive in Section 5.4.2 of ANS| X9.63): This primitive
shall be used by the Full Unified Model, Ephemera Unified Model, One-Pass Unified
Model, One-Pass Diffie-Hellman and Static Unified Model schemes, which are based on
elliptic curve cryptography and the Diffie-Hellman algorithm.

3. The FFC MQV primitive (Section 5.8.2.1 of this Recommendation): This primitive shall
be used by the MQV 2 and MQV 1 schemes, which are based on finite field cryptography
and the MQV agorithm.

26



NIST SP 800-56: Recommendation on Key Establishment Schemes
DRAFT 2.0 January 2003 DRAFT 2.0

4. The ECC MQV primitive (Section 5.8.2.2 of this Recommendation and Section 5.5 of
ANSI X9.63): This primitive shall be used by the Full MQV and One-Pass MQV
schemes, which are based on dlliptic curve cryptography and the MQV agorithm.

The shared secret shall be used as input to a key derivation function (see Section 5.3).
5.8.1 Diffie-Hellman Primitives

5.8.1.1 Finite Field Cryptography Diffie-Hellman (FFC DH) Primitive
The shared secret Z is computed using the domain parameters (p, q, g, [SEED, pgenCounter]),
the other party’s public key and one’s own private key. This primitive isused in Section 6 by the
dhHybridl, dhEphem, dhHybridOneFlow, dhOneFlow and dhStatic schemes. Assume that the
party performing the computation is party A, and the other party is party B. Note that party A
could be either the initiator U or the responder V.
I nput:

1. (p,q, g, [SEED, pgenCounter]): Domain parameters,

2. Xa:Onesown private key, and

3. yg: The other party’s public key
Process:

1. Z=y,*modp

2. If Z=1, output “Failure”.

3. Else output Z .
Output: The shared secret Z or “Failure’.

5.8.1.2 Elliptic Curve Cryptography Cofactor Diffie Hellman (ECC CDH) Primitive

The shared secret Z is computed using the domain parameters (g, FR, a, b, [SEED], G, n, h), the
other party’s public key, and one' s own private key. This primitive is used in Section 6 by the
Full Unified Moddl, Ephemeral Unified Model, One-Pass Unified Model, One-Pass Diffie-
Hellman and Static Unified Model schemes. Assume that the party performing the computation
isparty A, and the other party is party B. Note that party A could be either the initiator U or the
responder V.

Input:
1. (p,FR a, b, [SEED], G, n, h): Domain parameters,
2. da:On€esown private key , and
3. Qg : Theother party’s public key
Process:
1. Compute the point P=hdaQg.
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2. If P=0O, output “Failure’.
3. Z=xp where Xp isthe x-coordinate of P.
Output: The shared secret Z or “Failure’.

5.8.2 MQV Primitives

5.8.2.1 Finite Field Cryptography MQV (FFC MQV) Primitive
The shared secret Z is computed using the domain parameters (p, q, g, [SEED, pgenCounter]),
the other party’s public keys and one's own public and private keys. Assume that the party
performing the computation is party A, and the other party is party B. Note that party A could be
either theinitiator U or the responder V.
Input:
1. (p, g, 9, SEED, pgenCounter]): Domain parameters,
Xa . One' sown static private key,
ys : The other party’s static public key
ra : One'sown second private key,
ta : One's own second public key, and
tg : The other party’s second public key .

o g~ WD

Process:

1. w={q|/2C.

2. T,=(t,mod2")+2".

3. S,=(r, +T,x,)modq.

4. T, =(t; mod 2") +2".

5. Z=((ts(ys" ))*)mod p.

6. If Z=1, output “Failure’. Else, output Z.
Output: The shared secret Z or “Failure’.

58211 FFC MQV2Form of the FFC MQV Primitive

This form of invoking the FFC MQV primitiveis used in Section 6.1.1.3 by the MQV 2 scheme.
In this form, each party has both a static key pair and an ephemeral key pair. Assume that the
party performing the computation is party A, and the other party is party B. Note that party A
could be either the initiator U or the responder V.
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In this form, one's own second private and public pairs (input 4 and 5 in Section 5.8.2.1) are
one’' s own ephemeral private and public keys (ra and ta), and the other party’ s second public key
(input 6 in Section 5.8.2.1) is the other party’ s ephemeral public key (tg).

5.82.1.2 FFC MQV1Form of the FFC MQV Primitive

This form of invoking the FFC MQV primitiveis used in Section 6.2.1.3 by the MQV 1 scheme.
In this form, the initiator has a static key pair and an ephemeral key pair, but the responder has
only astatic key pair. One-Pass MQV (store and forward form) is done using the MQV
primitive by using the responder’s static key pair as the responder’ s second key pair (as the
responder has no ephemeral key pair).

The initiator uses the responder’ s static public key for the responder’ s second public key, i.e.,
when the initiator uses the algorithm in Section 5.8.2.1, input 6 becomes the other party’s static

public key (ya).

The responder uses his static private key for his second private key, i.e., when the responder uses
the algorithm in Section 5.8.2.1, input 4 becomes the responder’ s static private key xa, and input
5 becomes the responder’ s static public key (ya).

5.8.2.2 Elliptic Curve Cryptography MQV (ECC MQV) Primitive
The ECC MQV primitive is computed using the domain parameters (g, FR, a, b, [SEED], G, n,
h), the other party’s public keys, and one’s own public and private keys. The ECC version of
MQV uses the cofactor hinits calculations. Assume that the party performing the computation
isparty A, and the other party is party B. Note that party A could be either the scheme initiator
U or the scheme responder V.
I nput:

1. (q,FR a, b,[SEED], G, n, h): Domain parameters,
dsa : One sown static private key,
Qs : The other party’s static public key,
de A : ONne's own second private key,
Qe : One' s own second public key, and

o 0 A~ w DN

Qe : The other party’s second public key.
Process:
1. implicitsiga = (dea + a/f(Qea)dsa) mod n.
2. P=h(implicitsiga)(Qes + avf(Qe)Qsp))-
3. If P=0, output “Failure’.
4. Z=xp wherexp isthe x-coordinate of P.
Output: Z or “Failure”.
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5.8.22.1 ECC Full MQV Form of the ECC MQV Primitive

This form of invoking the FFC MQV primitive is used in Section 6.1.1.4 by the Full MQV
scheme. Inthisform, each party has both a static key pair and an ephemeral key pair. Assume
that the party performing the computation is party A, and the other party is party B. Note that
party A could be either the initiator U or the responder V.

In this form one' s own second key pair is one' s own ephemeral key pair and the other party’s
second key pair is the other party’s ephemeral key pair.

5.8.2.2.2 ECC One-Pass Form of the ECC MQV MQV Primitive

This form of invoking the ECC MQV primitive is used in Section 6.2.1.4 by the One-Pass MQV
scheme. Inthisform, the initiator has a static key pair and an ephemeral key pair, but the
responder has only a static key pair. One-Pass MQV (store and forward form) is done using the
MQV primitive using the responder’ s static key pair as the responder’ s second key pair (as the
responder has no ephemera keys).

The initiator uses the responder’s static public key as the responder’ s second public key. When
the initiator uses the algorithm in Section 5.8.2.2, input 6 becomes the other party’s static public

key (Qsp)-

The responder uses his static private key as his second private key. When the responder uses the
algorithm in Section 5.8.2.2, input 4 becomes the responder’ s stetic private key dsa, and input 5
becomes the responder’ s static public key (Qsa).

5.9 RSA Primitives
To be added as ANSI X9.44 [10] becomes a standard.

5.10 Symmetric Key Wrapping Primitive
See the AES key wrapping specification [16].
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6. Key Agreement

This Recommendation provides three categories of key agreement schemes (See Table 4). The
classification of the categoriesis based on the number of ephemeral keys used by the two parties
to the key agreement process, partiesU and V. In category C(i), partiesU and V have atotal of i
ephemeral key pairs. Thefirst category, C(2), consists of schemes requiring the generation of
ephemeral key pairs by both parties; a C(2) scheme is suitable for an interactive scenario. The
second category, C(1), consists of schemes requiring the generation of an ephemeral key pair by
only one party; a C(1) scheme is suitable for a store and forward scenario, but may also be used
in an interactive scenario. The third category, C(0), consists of schemes that do not use
ephemeral keys, C(0) schemes are suitable for static scenarios (e.g., public bulletin boards), but
may also be used in interactive and store-and- forward scenarios.

Key confirmation may be added to any scheme if desired, see Section 8 for details on obtaining
key confirmation.

Table 4. Key Agreement Scheme Categories

Category Comment
C(2): Two ephemera keys Each party generates an ephemeral key pair.
C(1): One ephemeral key Only the initiator generates an ephemeral key pair.
C(0): Zero ephemeral keys No ephemera keys are used.

Each category is comprised of one or more subcategories that are classified by the use of static
keys by the parties (see Table 5). In subcategory C(i,j), parties U and V have atotal of i
ephemeral key pairsand j static key pairs.

Table5: Key Agreement Scheme Subcategories

Category Subcategory
C(2): Two ephemeral keys C(2,2): Each party generates an ephemeral key pair and has a
static key pair.
C(2,0): Each party generates an ephemeral key pair; no static
keys are used.
C(2): One ephemera key C(1,2): The initiator generates an ephemera key pair and has a

static key pair; the responder has only a static key pair.

C(1,1): The initiator generates an ephemeral key pair, but has no
static key pair; the responder has only a static key pair.

C(0): Zero ephemera keys C(0,2): Each party has only static keys.
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The schemes may be further classified by whether they use FF cryptography as specified in
ANSI X9.42 or EC cryptography as specified in ANSI X9.63. Note: the schemes are
summarized in this Recommendation; see ANSI X9.42 or X9.63 for more details. A scheme
may use either Diffie-Hellman or MQV primitives (see Section 5.8). Thus, for example,
C(2,2,FFC DH) completely classifies the dnHybridl scheme as a scheme with two ephemeral
keys and two static keys that uses finite field cryptography and a Diffie-Hellman primitive (see

Table 6).

Table 6: Key Agreement Schemes

Category | Subcategory | Primitive Scheme Full
Classification
C(2) C(2,2) FFCDH | dhHybridl C(2,2,FFC DH)
C(2) C(2,2) ECC CDH | (Cofactor) Full Unified Model | C(2,2,ECC CDH)
C(2) C(2,2) FFCMQV | MQV2 C(2,2,FFC MQV)
C(2 C(2,2) ECC MQV | Full MQV C(2,2ECC MQV)
C(2) C(2,0) FFCDH | dhEphem C(2,0,FFC DH)
C(2 C(2,0) ECC CDH | (Cofactor) Ephemeral Unified | C(2,0,ECC CDH)
Model
C(2) C(1,2) FFCDH | dhHybridOneFlow C(1,2,FFC DH)
C(1) C(1,2) ECC CDH | (Cofactor) One-Pass Unified | C(1,2,ECC CDH)
Model
C(1) C(1,2) FFCMQV | MQV1 C(1,2,FFC MQV)
C(1) C(1,2) ECC MQV | One-Pass MQV C(1,2,ECC MQV)
C(1) C(1,1) FFCDH | dhOneFlow C(1,1,FFC DH)
C(1) C(1,2) ECC CDH | (Cofactor) One-Pass Diffie- C(1,1,ECC CDH)
Hellman
C(0) C(0,2 FFC DH dhStatic C(0,2,FFC DH)
C(0) C(0,2 ECC CDH | Cofactor Static Unified Model | C(0,2,ECC CDH)

Each party in a key agreement process shall use the same set of domain parameters. These

parameters shall be established prior to the initiation of the key agreement process. See Section

5.1 for adiscussion of domain parameters.
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A general flow diagram is provided for each subcategory of schemes. The dotted- line arrows
represent the distribution of static public keys that may be distributed by the parties themselves
or by athird party, such as a Certification Authority (CA). The solid-line arrows represent the
distribution of ephemeral public keys that occur during the key agreement process. Note that the
flow diagrams and the scheme descriptions in this Recommendation omit explicit mention of
various validation checks that are required. The flow diagrams and descriptions in this
Recommendation assume a successful completion of the key establishment process. The required
checks are provided in the applicable ANSI standard and elsewhere in this Recommendation.

The descriptions in this section assume that an assurance of the domain parameter validity has
been obtained as specified in Section 5.1.2, an assurance of static public key validity is obtained
as specified in Section 5.2.2.1, and an assurance of ephemera public key validity is obtained as
specified in Section 5.2.2.2 (i.e., these processes are not mentioned in the descriptions). If these
assurances are not obtained, the key establishment process shall be discontinued.

A description of the security attributes for each subcategory, C(i,j), isincluded. These sections
will provide the user or developer with additional information to help make a choice as to which
key establishment scheme to use. In general the attributes for each scheme within a subcategory
are the same; when this is not the case, the exceptions are pointed out. See Section 6.1.1.5
specifically. These sections do not constitute an in-depth discussion of al possible security
attributes of all schemes; for example, the compromise of a static private key will alow an
adversary to impersonate the owner of that key, regardless of which scheme is used. For further
discussion, see Annex E of ANSI X9.42 (specifically E.2.2) and Annex H of ANSI X9.63
(specifically H.4.3). Note that key confirmation may be added to any scheme and is needed in
some cases to establish all the security attributes possible for a scheme.

It isimportant that a scheme not be chosen based only on the number of security attributes it
possesses. Rather, a scheme should be selected based on how well the scheme fulfills the system
requirements. For instance, in a bandwidth constrained system, a scheme with fewer passes per-
exchange might be preferable to a scheme with more passes and more security attributes.

6.1 Schemes Using Two Ephemeral Key Pairs, C(2)

In this category, each party generates an ephemeral key pair and sends the ephemeral public key
to the other party. The two parties perform similar computations to derive their shared secret;
however, the key derivation calculation (see Section 6.3) and the key confirmation calculation (if
used - see Section 8) differ for the initiator and responder. In this situation, the scheme
descriptions should be interpreted with U designating the initiator and V designating the
responder.

This category consists of two subcategories that are determined by the use of static keys by the
parties. Inthe first subcategory, each party has both static and ephemeral keys (see Section
6.1.1), while in the second subcategory, each party has only ephemeral keys (see Section 6.1.2).
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6.1.1 Each Party Has a Static Key Pair and Generates an Ephemeral Key Pair:
C(2,2)
For these schemes, each party (U and V) has a static key pair and generates an ephemeral key
pair during the key agreement process. All key pairs shall be generated using the same domain
parameters. Party U and party V obtain each other’ s static public keys, which have been
generated prior to the key establishment process. Both parties generate ephemeral private/public
key pairs and exchange the ephemeral public keys. Using the static and ephemeral keys, both
parties generate a shared secret. The shared keying material is derived from the shared secret
(seeFigure 1).

U's Static Public Key

U’s Ephemerd Public Key

v

V's Ephemerd Public Key

A

1. U usssitsstatic and ephemerd private 1.V usssits tatic and ephemerd private

keysand V'’ sstatic and ephemera keys and U’s static and ephemerd
public keysto compute a shared secret. public keysto compute a shared secret.

2. U invokes the Key Derivation Function 2. V invokesthe Key Derivation Function
using the shared secret. using the shared secret.

Figure 1: General Protocol When Each Party Has Both Static and Ephemeral
Key Pairs

6.1.1.1 dhHybrid1, C(2,2,FFC DH)

Thisis asummary of the dhHybridl scheme from ANSI X9.42. For simplicity of presentation,
some important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 8.1.4 of ANSI X9.42 for details.

In this scheme, each party has a static key pair (x, y) that was previously generated as specified in
Section 5.2.1 using the same domain parameters (p, g, g, [SEED, pgenCounter]). Party U has
(Xu, W); party V has (xv, Yv). Each party shall obtain the other party’s static public key in a
trusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, each party generates an ephemeral key pair (r, t) using the
same domain parameters (p, g, g, [SEED, pgenCounter]) that were used to generate the static key
pair and sends the ephemeral public key t to the other party. Party U generates (ry, ty) and sends
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t, to party V; party V generates (ry, ty) and sendst, to party U. Each party computes the shared
secret Z using the FFC DH primitive (see Section 5.8.1.1) as shown in Table 7, and then
computes the shared keying materia by invoking the key derivation function using Z (see
Section 5.3).

Table 7: dhHybridl Key Agreement Scheme

Party U Party V

Static Data 1. Static private key X 1. Static private key xy
2. Static public key vy, 2. Static public key yy

Ephemeral Data | 1. Ephemeral private key ry 1. Ephemeral private key ry
2. Ephemera public key ty 2. Ephemeral public key ty

InpUt (p1 q1 9)1 XU1 W) r‘U1tV (p1 q; g)a XVa yU; rV!tU

Computation Compute Zsby calling FFC DH Compute Zs by calling FFC DH
using U’'s static private key and V’'s | using V's static private key and U’s
static public key. static public key.
Compute Z by calling FFC DH Compute Z¢ by calling FFC DH
using U’s ephemeral private key and | using V’'s ephemeral private key and
V’s ephemeral public key. U’s ephemeral public key.
Compute Z = Z¢ || Zs Compute Z = Z¢ || Zs

Derive Keying Compute kdf(Z,OtherInput) Compute kdf(Z,0therInput)

Material

6.1.1.2 Full Unified Model, C(2,2,ECC CDH)

Thisis asummary of the Full Unified Model scheme from ANSI X9.63. For simplicity of
presentation, some important steps (e.g., error checking and handling, and obtaining assurance of
validity and possession) have been omitted. See Section 6.6 of ANSI X9.63 for details.

In this scheme, each party has a static key pair (ds, Q) that was previously generated as specified
in Section 5.2.1 using the same domain parameters (g, FR, a, b, [SEED], G, n, h). Party U has
(dsu, Qsu); party V has (dsv, Qsv). Each party shall obtain the other party’s static public key ina
trusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, each party generates an ephemeral key pair (de, Q) using the
same domain parameters (g, FR, a, b, [SEED], G, n, h) that were used to generate the static key
pair and sends the ephemeral public key Qe to the other party. Party U generates (dey, Qey) and
sends Qe to party V; party V generates (deyv, Qev) and sends Qe to party U. Each party
computes the shared secret Z using the ECC CDH primitive (see Section 5.8.1.2) as shown in
Table 8, and then computes the shared keying material by invoking the key derivation function
using Z (see Section 5.3).
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Table 8: Full Unified Model Key Agreement Scheme

Party U Party V
Static Data 1. Static private key dsy 1. Static private key dsy
2. Static public key Qsu 2. Static public key Qsv
Ephemeral Data | 1. Ephemeral private key ds 1. Ephemeral private key dey
2. Ephemeral public key Qe 2. Ephemeral public key Qey
I nput (g, FRa, b, [SEED], G, n, h), (0, FR &, b, [SEED] G, n, h),
de,u, Qev, dsu, Qsv deyvs Qeu, dsv, Qsu

Computation Compute Z; by calling ECC CDH Compute Z by calling ECC CDH
using U’'s tatic private key and V's | using V's static private key and U’s
static public key. static public key.

Compute Z by calling ECC CDH Compute Z¢ by calling ECC CDH
using U’s ephemeral private key and | using V'’s ephemeral private key and

V’s ephemeral public key. U’ s ephemeral public key.
Compute Z = Z¢ || Zs Compute Z = Z¢ || Zs
Derive Keying Compute kdf(Z,Other Input) Compute kdf(Z,0therInput)

Material

6.1.1.3 MQV2, C(2,2,FFC MQV)

Thisisasummary of the MQV 2 scheme from ANSI X9.42. For simplicity of presentation, some
important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 8.2.1 of ANSI X9.42 for details.

For the MQV 2 scheme, each party has a static key pair (X, y) that was previously generated as
specified in Section 5.2.1 using the same domain parameters (p, g, g, [SEED, pgenCounter]).
Party U has (xy, Yu); party V has (xy, W). Each party shall obtain the other party’s static public
key in atrusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, each party generates an ephenmeral key pair (r, t) usng the
same domain parameters (p, g, g, [SEED, pgenCounter]) that were used to generate the static key
pair and sends the ephemeral public key t to the other party. Party U generates (ry, ty) and sends
ty to party V; party V generates (ry, ty) and sendst, to party U. Each party computes the shared
secret Z using the FFC MQV 2 form of the FFC MQV primitive (see Section 5.8.2.1.1) as shown
in Table 9, and then computes the shared keying material by invoking the key derivation function
using Z (see Section 5.3).
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Table9: MQV2 Key Agreement Scheme
Party U Party V

Static Data

1. Static private key X
2. Static public key vy

1. Static private key xy
2. Static public key yy

Ephemeral Data

1. Ephemeral private key r
2. Ephemeral public key t,

1. Ephemeral private key ry
2. Ephemeral public key ty

I nput

(p’ q’ g)’ Xus yVa rU1tU,tV

(p1 q; g); XVa yU; rV! tV1 tU

Computation

Compute Z by calling FFC MQV
using U’s static private key, V's
static public key, U’s ephemeral
private key U’s ephemeral public
key and V’s ephemeral public key.

Compute Z by calling FFC MQV
using V’'s static private key, U’s
static public key, V' s ephemeral
private key, V' s ephemeral public
key and U’ s ephemeral public key.

Derive Keying Compute kdf(Z, Otherlnput) Compute kdf(Z, OtherInput)

Material

6.1.1.4 Full MQV, C(2,2,ECC MQV)

Thisisasummary of the Full MQV scheme from ANSI X9.63. For smplicity of presentation,
some important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 6.10 of ANSI X9.63 for details.

For the Full MQV scheme, each party has a static key pair (ds, Qs) that was previously generated
as specified in Section 5.2.1 using the same domain parameters (g, FR, a, b, [SEED], G, n, h).
Party U has (dsy, Qsu); party V has (dsv, Qsv). Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, each party generates an ephemeral key pair (de, Q) using the
same domain parameters (g, FR, a, b, [SEED], G, n, h) that were used to generate the static key
pair and sends the ephemeral public key Qe to the other party. Party U generates (dey, Qeu) and
sends Qe to party V; party V generates (dev, Qev) and sends Qe to party U. Each party
computes the shared secret Z using the ECC Full MQV form of the ECC MQV primitive (see
Section 5.8.2.2.1) as shown in Table 10, and then computes the shared keying material by
invoking the key derivation function using Z (see Section 5.3).

Table 10: Full MQV Key Agreement Scheme

Party U Party V

Static Data 1. Static private key dsu 1. Static private key dsy
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2. Static public key Qsu 2. Static public key Qsv
Ephemeral Data | 1. Ephemeral private key de 1. Ephemeral private key dey
2. Ephemeral public key Qe 2. Ephemeral public key Qey
Input (g, FRa, b, [SEED], G, n, h), (0, FR, a, b, [SEED] G, n, h),
de,Ua Qe,Va dS,U! Qe,Uy QS,V de,V’ Qe,Ua dSV! Qe,V, QS,U
Computation Compute Z by calling ECC MQV Compute Z by calling ECC MQV
using U’s static private key, V's using V’'s dtatic private key, U’s
static public key, U’s ephemeral static public key, V’s ephemeral
private key, U’s ephemeral public private key, V' s ephemeral public
key and V’s ephemeral public key. key and U’ s ephemeral public key.
Derive Keying Compute kdf(Z,Other Input) Compute kdf(Z,0therInput)
Material

6.1.1.5 Security Attributes of C(2,2) Schemes

These schemes provide assurance to both parties that no unintended party can compute the
shared secret without the compromise of secret material.

Each party is provided with assurance that the shared secret varies from one key establishment
transaction to the next. If both static and ephemeral private keys from one transaction are
compromised, the shared secrets from other legitimate C(2,2) transactions are still protected by
the use of different ephemeral private keys.

Key confirmation can be provided in both directions for these schemes. Upon completion of a
Unilateral Key Confirmation (see Section 8.1), the recipient of the confirmation has assurance as
to the identifier of the provider (through the identifier bound to the static key) as well as
confirmation as to the active participation of the provider.

The MQV schemes (MQV 2 and Full MQV) provide assurance to each party that if amalicious
party compromises their static private key, the malicious party cannot masquerade as a third
party to the party whose key was compromised. In other words, if a malicious party, E,
compromises party A’s static private key, then E cannot masquerade as any other party to A.
The dhHybrid1 and Full Unified Model do not provide this assurance to either party.

6.1.2 Each Party Generates an Ephemeral Key Pair; No Static Keys are Used:
C(2,0)

For this category, only Diffie-Hellman schemes are specified. Each party generates ephemeral

key pairs with the same domain parameters. The two parties exchange ephemeral public keys

and then compute the shared secret. The keying material is derived using the shared secret (see

Figure 2).
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U’s Ephemeral Public Key
>
U Vv
< V'’s Ephemeral Public Key

1. U usesits ephemeral private key
and V'’ s ephemeral public key to
form a shared secret.

2. U invokesthe Key Derivation
Function using the shared secret.

1. V usesits ephemeral private key
and U’ s ephemeral public key to
form a shared secret.

2. V invokes the Key Derivation
Function using the shared secret.

Figure 2: General Protocol When Each Party Generates Ephemeral Key Pairs; No

Static Keys are Used

6.1.2.1 dhEphem, C(2,0,FFC DH)

Thisis a summary of the dhEphem scheme from ANSI X9.42. For simplicity of presentation,
some important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 8.1.2 of ANSI X9.42 for details.

In this scheme, each party generates an ephemera key pair (r, t) as specified in Section 5.2.1
using the same domain parameters (p, g, g, [SEED, pgenCounter]) and sends the ephemeral
public key t to the other party. Each party computes a shared secret Z using the FFC DH
primitive (see Section 5.8.1.1) as shown in Table 11. The shared keying material is computed by
invoking the key derivation function using Z (see Section 5.3).

Table 11: dhEphem Key Agreement Scheme

Party U

Party V

Static Data N/A

N/A

Ephemeral Data | 1. Ephemeral private key ry

2. Ephemera public key ty

1. Ephemeral private key r
2. Ephemera public key ty

I nput (.9, 9).ru tv

(p1 q; g)’ rV’ tU

Computation Compute Z by calling FFC DH using
U’s ephemeral private key and V's

ephemera public key.

Compute Z by calling FFC DH using
V’s ephemeral private key and U’s
ephemeral public key.
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Derive Keying Compute kdf(Z,0therInput) Compute kdf(Z,Other I nput)
Material

6.1.2.2 Ephemeral Unified Model, C(2,0,ECC CDH)

Thisis asummary of the Ephemeral Unified Model scheme from ANSI X9.63. For simplicity of
presentation, some important steps (e.g., error checking and handling, and obtaining assurance of
validity and possession) have been omitted. See Section 6.1 of ANSI X9.63 for details.

In this scheme, each party generates an ephemera key pair (de, Q) as specified in Section 5.2.1
using the domain parameters (g, FR, a, b, [SEED], G, n, h) and sends the ephemeral public key
Qe to the other party. Party U generates (deu, Qe ) and sends Qe to party V; party V generates
(dev, Qev) and sends Qe to party U. Each party calculates a shared secret Z using the ECC
CDH primitive (see Section 5.8.1.2) as shown in Table 12. The shared keying materia is
computed by invoking the key derivation function using Z (see Section 5.3).

Table 12: Ephemeral Unified Model Key Agreement Scheme

Party U

Party V

Static Data

N/A

N/A

Ephemeral Data

1. Ephemeral private key de
2. Ephemera public key Qeu

1. Ephemeral private key dey
2. Ephemeral public key Qeyv

I nput

(g, FRa, b, [SEED,] G, n, h),
de,U! Qe,V

(0, FR a, b, [SEED,] G, n, h),
deV1 Qe,U

Computation

Compute Z by calling ECC CDH
using U’s ephemeral private key and
V’s ephemeral public key.

Compute Z by calling ECC CDH
using V’s ephemeral private key and
U’s ephemera public key.

Derive Keying
Material

Compute kdf(Z,Other Input)

Compute kdf(Z,0Other I nput)

6.1.2.3 Security Attributes of C(2,0) Schemes

These schemes offer no assurance to either party as to the identifier of the entity with whom they
are communicating, although this can be considered a security attribute itself.

These schemes offer assurance to both parties that the current shared secret is isolated from past
and future compromises of shared secrets and private keys because al cryptographic material
used in the computation of the shared secret is egphemera and is destroyed immediately after use.

Despite the fact that these schemes offer very few assurances, they are useful in many
applications. For applications where, for one reason or another, there is no need to know the
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identifier of the party with whom one is communicating, or where the identifier information is
verified through some other method, these schemes may be appropriate.

These schemes have the property of being relatively fast to compute, due to the lack of any
certificate validation. They aso require no support in the form of a certificate authority. These
schemes are also often used as building blocks in larger protocols where other parts of the
protocol add additional security attributes.

Key Confirmation cannot be added to these schemes and, therefore, offers no additional
assurances.

6.2 Schemes Using One Ephemeral Key Pair, C(1)

In this category, the parties participating in a key agreement perform different calculations to
determine the shared secret, depending on whether or not they initiate the key agreement process.
Let party U serve as the initiator, and party V serve as the responder. Only the initiator (party U)
generates an ephemera key pair.

This category consists of two subcategories that are determined by the possession of static key
pairs by the parties. In the first subcategory, both the initiator and the responder have static key
pairs, and the initiator also generates an ephemeral key pair (see Section 6.2.1). In the second
subcategory, the initiator generates an ephemeral key pair, but has no static key pair; the
responder has only a static key pair (see Section 6.2.2).

6.2.1 Initiator Has a Static Key Pair and Generates an Ephemeral Key Pair;
Responder Has a Static Key Pair, C(1,2)

U’s Static Public Key .
- V'sSticPublickey
U U’s Ephemeral Public Key v
>
1. U usesits static and ephemeral 1.V usesits static private key and
private keys and V'’ s static public U’s static and ephemeral public
key to form a shared secret keysto form a shared secret
2. U invokesthe Key Derivation 2.V invokesthe Key Derivation
Function usina the shared secret Function usinag the shared secret

Figure 3: General Protocol When the Initiator Has Both Static and Ephemeral Key
Pairs, and the Responder Has only a Static Key Pair

For these schemes, party U (the initiator) uses both static and ephemeral private/public key pairs.
Party V (the responder) uses only a static private/public key pair. Party U and party V obtain
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each other’s static public keysin atrusted manner. Party U also sends its ephemeral public key to
party V. A shared secret is generated by both parties using the available static and ephemeral
keys. The shared keying materia is derived using the shared secret (see Figure 3).

6.2.1.1 dhHybridOneFlow, C(1,2,FFC DH)

Thisisasummary of the dhHybridOneFlow scheme from ANSI X9.42. For simplicity of
presentation, some important steps (e.g., error checking and handling, and obtaining assurance of
validity and possession) have been omitted. See Section 8.1.6 of ANSI X9.42 for details.

In this scheme, each party has a static key pair (x, y) that was previously generated as specified in
Section 5.2.1 using the same domain parameters (p, g, g, [SEED, pgenCounter]). Party U has
(Xu, Yu); party V has (xv, yv). Each party shall obtain the other party’s static public key in a
trusted manner, e.g., from a certificate signed by atrusted CA. During the key agreement
process, party U (the initiator) generates an ephemeral key pair (ry, ty) using the same domain
parameters (p, g, g, [SEED, pgenCounter]) that were used to generate the static key pair and
sends the ephemeral public key t, to party V (the responder). Each party computes the shared
secret Z using the FFC DH primitive (see Section 5.8.1.1) as shown in Table 13, and then
computes the shared keying material by invoking the key derivation function using Z (see
Section 5.3).

Table 13: dhHybridOneFlow Key Agreement Scheme

Party U Party V
Static Data 1. Static private key xy 1. Static private key xy
2. Static public key yy 2. Static public key yy
Ephemeral Data | 1. Ephemeral private key ry N/A
2. Ephemera public key ty
Input (P, 9, 9), Xu, Tus W (P, 9, 9), Xvs Yu, by
Computation Compute Zs by calling FFC DH Compute Zs by caling FFC DH
using U's static private key and V’'s | using V's static private key and U's
static public key. static public key.
Compute Z. by calling FFC DH Compute Z by calling FFC DH
using U’s ephemeral private key and | using V’'s static private key and U’s
V'’ s static public key. ephemeral public key.
Compute Z = Ze || Zs Compute Z = Ze || Zs
Derive Keying Compute kdf(Z,0OtherInput) Compute kdf(Z,0OtherInput)
Material
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6.2.1.2 One-Pass Unified Model, C(1,2,ECC CDH)

Thisis asummary of the 1-Pass Unified Model scheme from ANSI X9.63. For smplicity of
presentation, some important steps (e.g., error checking and handling, and obtaining assurance of
validity and possession) have been omitted. See Section 6.5 of ANSI X9.63 for details.

In this scheme, each party has a static key pair (ds, Q) that was previously generated as specified
in Section 5.2.1 using the same domain parameters (q, FR, a, b, [SEED], G, n, h). Party U has
(dsu, Qsu); party V has (dsv, Qsv). Each party shall obtain the other party’s static public key in a
trusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, party U (the initiator) generates an ephemeral key pair (deu,
Qeu) Using the same domain parameters (g, FR, a, b, [SEED], G, n, h) that were used to generate
the static key pair and sends the ephemeral public key Qe to party V (the responder). Each
party computes the shared secret Z using the ECC CDH primitive (see Section 5.8.1.2) as shown
in Table 14, and then computes the shared keying material by invoking the key derivation
function using Z (see Section 5.3).

Table 14: One-Pass Unified Model Key Agreement Scheme

Party U Party V
Static Data 1. Static private key dsu 1. Static private key dsv
2. Static public key Qsu 2. Static public key Qsv
Ephemeral Data | 1. Ephemeral private key ds N/A
2. Ephemera public key Qeu
I nput (0, FR, a, b, [SEED], G, n, h), ds, (0, FR, a, b, [SEED], G, n, h), dsy,
deu, Qsv Qsus Qe

Computation Compute Z; by calling ECC CDH Compute Z;s by calling ECC DH
using U’s static private key and V’'s | using V's static private key and U’s
static public key. static public key.

Compute Z by calling ECC CDH Compute Z by calling ECC DH
using U’s ephemeral private key and | using V's static private key and U’s

V'’ s static public key. ephemeral public key.
Compute Z = Z¢ || Zs Compute Z = Z¢ || Zs
Derive Keying Compute kdf(Z,0OtherInput) Compute kdf(Z,0therInput)

Material

6.2.1.3 MQV1, C(1,2,FFC MQV)

Thisis asummary of the MQV 1 scheme from ANSI X9.42. For smplicity of presentation, some
important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 8.2.2 of ANSI X9.42 for details.
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For the MQV 1 scheme, each party has a static key pair (X, y) that was previously generated as
specified in Section 5.2.1 using the same domain parameters (p, g, 9, [SEED, pgenCounter]).
Party U has (Xy, Yu); party V has (xy, V). Each party shall obtain the other party’s static public
key in atrusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, party U (the initiator) generates an ephemeral key pair (ry, ty)
using the same domain parameters (p, g, g, [SEED, pgenCounter]) that were used to generate the
static key pair and sends the ephemeral public key ty to party V (the responder). Each party
computes the shared secret Z using the FFC MQV 1 form of the FFC MQV primitive (see Section
5.8.2.1.2) as shown in Table 15, and then computes the shared keying material by invoking the
key derivation function using Z (see Section 5.3).

Table 15: MQV1 Key Agreement Scheme

Party U Party V
Static Data 1. Static private key xy 1. Static private key xy
2. Static public keyyy 2. Static public key yy
Ephemeral Data | 1. Ephemeral private key ry N/A

2. Ephemera public key t,

Input ®, G 9, Xu, Yor o L (P, G 9), Xv, Yo t

Computation Compute Z by calling FFC MQV Compute Z by calling FFC MQV

using U’s static private key, V's using V's gtatic private key, U’s
static public key, U’s ephemeral static public key, V'’ s static private
private key, U’s ephemeral public key (again), V’s static public key and
key, and V’s dtatic public key U’s ephemera public key.
(again).

Derive Keying Compute kdf(Z,Other Input) Compute kdf(Z,0Other I nput)

Material

6.2.1.4 One-Pass MQV, C(1,2,ECC MQV)

Thisis asummary of the 1-Pass MQV scheme from ANSI X9.63. For simplicity of presentation,
some important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 6.9 of ANSI X9.63 for details.

For the One-Pass MQV scheme, each party has a static key pair (ds, Qs) that was previously
generated as specified in Section 5.2.1 using the same domain parameters (q, FR, a, b, [SEED],
G, n, h). Party U has (dy, Qx); party V has (dsv, Qsv). Each party shall obtain the other party’s
static public key in a trusted manner, e.g., from a certificate signed by atrusted CA.
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Table 16:0ne-Pass MQV Model Key Agreement Scheme

Party U Party V
Static Data 1. Static private key dsu 1. Static private key dsy
2. Static public key Qsu 2. Static public key Qsv
Ephemeral Data | 1. Ephemeral private key dey N/A
2. Ephemera publickey Qeu
I nput (0, FR &, b, [SEED], G, n, h), da, (0, FR, &, b, [SEED], G, n, h), dsy,
dSU) Qe,U, QSV QSV! Qe,u; QS,U
Computation Compute Z by calling ECC MQV Compute Z by calling ECC MQV
using U’s static private key, V's using V’'s static private key, U’s
static public key, U’s ephemera static public key, V’s static private
private key, U’s ephemeral public key (again), V’s static public key and
key, and V's dtatic public key U’ s ephemeral public key.
(again).
Derive Keying Compute kdf(Z,0ther Input) Compute kdf(Z,0ther Input)
Material

During the key agreement process, party U (the initiator) generates an ephemeral key pair (deu,
Qeu) Using the same domain parameters (g, FR, a, b, [SEED], G, n, h) that were used to generate
the static key pair and sends the ephemeral public key Qe to party V (the responder). Each
party computes the shared secret Z using the ECC One-Pass MQV form of the ECC MQV
primitive (see Section 5.8.2.2.2) as shown in Table 16, and then computes the shared keying
material by invoking the key derivation function using Z (see Section 5.3).

6.2.1.5 Security Attributes of C(1,2) Schemes

These schemes offer different assurances to different parties participating in the exchange. One
party has both static and ephemeral keys and is called the initiator. The other party has only a
static key and is called the responder.

Both parties are assured that only themselves and the other intended party can compute the
shared secret. The initiator, by virtue of its ephemeral contribution, has assurance that a previous
shared secret will not be reused. (Note that the addition of a per-key establishment transaction
field in the [Sharedinfo] input to the Key Derivation Function would provide assurance of non
reuse of derived keying material to any party that contributes “fresh” data to that field.)

A compromise of the static private key of the initiator does not by itself compromise past or
future shared secrets (and therefore, keying material) of legitimate C(1,2) transactions, nor does
the compromise of only the initiator’ s ephemeral private key. However, the compromise of the
static private key of the responder |eads to compromise of all future shared secrets where this
party acts as responder. Additionally, a previous shared secret (and therefore, keying material)
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computed with this party acting as responder becomes compromised if a malicious party stored
the initiator’ s ephemeral public key.

Key confirmation can be provided in both directions. The key confirmation recipient obtains
assurance of the key confirmation provider’ s identity and active participation.

6.2.2 Initiator Generates Only an Ephemeral Key Pair; Responder Has Only a
Static Key Pair, C(1,1)

For these schemes, Party U generates an ephemeral key pair, but has no static key pair; party V

has only a static key pair. Party U obtains party V's static public key in atrusted manner (e.g.,

from a certificate signed by atrusted CA) and sends its ephemeral public key to Party V. The

parties compute a shared secret using their private keys and the other party’s public key. Each

party uses the shared secret to derive keying material (see Figure 4).

V’s Static Public K
€m o oo o _ Vs StticPublicKe & .
U \
U’s Ephemeral Public Key >

1. U usesits ephemeral private key 1. V usesits static private key and
and V'’ s static public key to form U’ s ephemeral public key to form
ashared secret ashared secret

2. U invokes the Key Derivation 2. V invokes the Key Derivation
Function using the shared secret Function using the shared secret

Figure 4. General Protocol When the Initiator Has Only an Ephemeral Key
Pair, and the Responder Has Only a Static Key Pair

6.2.2.1 dhOneFlow, C(1,1,FFC DH)

Thisisasummary of the dhOneFlow scheme from ANSI X9.42. For simplicity of presentation,
some important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 8.1.3 of ANSI X9.42 for details.

In this scheme, party V has a static key pair (Xv, Yv) that was previoudy generated as specified in
Section 5.2.1 using domain parameters (p, d, 9, [SEED, pgenCounter]). Party U shall obtain
party V's static public key in atrusted manner, e.g., from a certificate signed by atrusted CA.

During the key agreement process, party U (the initiator) generates an ephemeral key pair (ru, tu)
using the same domain parameters (p, g, g, [SEED, pgenCounter]) that were used to generate
party V's static key pair and sends the ephemeral public key t, to party V (the responder). Each
party computes the shared secret Z using the FFC DH primitive (see Section 5.8.1.1) as shown in
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Table 17, and then computes the shared keying materia by invoking the key derivation function
using Z (see Section 5.3).

Table 17 : dhOneFlow Key Agreement Scheme

Party U Party V

Static Data N/A 1. Static private key xy
2. Static public key yy

Ephemeral Data | 1. Ephemeral private key ry N/A
2. Ephemeral public key t,

I nput (P, 9,9), ru, W (P, 9, 9), Xv, ty

Computation Compute Z by calling FFC DH using | Compute Z by calling FFC DH using
U’sephemeral privatekey and V's | V’'sdtatic private key and U’'s
static public key. ephemeral public key.

Derive Keying Compute kdf(Z,0OtherInput) Compute kdf(Z,0ther Input)
Material

6.2.2.2 One-Pass Diffie-Hellman, C(1,1,ECC CDH)

Thisis asummary of the 1-Pass Diffie-Hellman scheme from ANSI X9.63. For simplicity of
presentation, some important steps (e.g., error checking and handling, and obtaining assurance of
validity and possession) have been omitted. See Section 6.2 of ANSI X9.63 for details.

In this scheme, party V has a static key pair (dsv, Qsv) that was previously generated as specified
in Section 5.2.1 using domain parameters (g, FR, a, b, [SEED], G, n, h). Party U shall obtain
party V’'s static public key (Qsy) in atrusted manner, e.g., from a certificate signed by a trusted
CA.

During the key agreement process, party U (the initiator) generates an ephemeral key pair (deu,
Qeu) Using the same domain parameters (g, FR, a, b, [SEED], G, n, h) that were used to generate
party V's static key pair and sends the ephemeral public key Qe to party V (the responder).
Each party computes the shared secret Z using the ECC CDH primitive (see Section 5.1.8.2) as
shown in Table 18, and then computes the shared keying material by invoking the key derivation
function using Z (see Section 5.3).
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Table 18: One-Pass Diffie-Hellman Model Key Agreement Scheme

Party U Party V

Static Data N/A 1. Static private key dsy
2. Static public key Qsv

Ephemeral Data | 1. Ephemeral private key ds N/A
2. Ephemera public key Qeu

I nput (0, FR, a, b, [SEED], G, n, h), da u, (0, FR, &, b, [SEED], G, n, h), ds,
QSV Qe,U

Computation Compute Z by calling ECC CDH Compute Z by calling ECC CDH
using U’s ephemeral private key and | using V's static private key and U’s
V’sgtatic public key. ephemeral public key.

Derive Keying Compute kdf(Z,0OtherInput) Compute kdf(Z,0ther Input)

Material

6.2.2.3 Security Attributes of C(1,1) Schemes

In these schemes, one party (the initiator) has only an ephemeral key, while the other party (the
responder) has only a static key. Different assurances are given to the different partiesin the key
establishment transaction.

These schemes provide assurance to the initiator that no unintended party can compute the
shared secret without the compromise of private material. The responder has no such assurance,
since the responder has no assurance about who is providing the key.

The initiator (by virtue of the ephemeral contribution) has the assurance that a previous shared
secret will not be reused. The responder has no such assurance. However, the addition of a per-
transaction data field to the [Sharedinfo] field of the KDF would provide this assurance to any
party that contributes “fresh” data to the per-transaction data field.

There is no assurance to either party that the security of the shared secret is isolated from
compromises of private keys or shared secrets from past or future C(1,1) transactions. A
compromise of the initiator’s ephemeral private key compromises the shared secret for that
individual transaction only. However, acompromise of the responder’ s static private key
compromises all shared secrets resulting from future C(1,1) transactions in which that party isa
responder, as well as any shared secrets resulting from past C(1,1) transactions for which a
malicious party stored the ephemeral public keys.

The responder does not have any assurances as to the identifier of the initiator.

The responder may provide Key Confirmation to the initiator, giving the initiator assurance as to
the identifier and active participation of the responder.
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6.3

In this category, each party has only static key pairs that have been generated using the same
domain parameters. Each party obtains the other party’s static public keys and calculates the
shared secret by using their own static private key and the other party’s static public key. Keying
material is derived using the key derivation function and the shared secret (see Figure 5).

Scheme Using No Ephemeral Key Pairs, C(0,2)

U’s Static Public Key

1. U usesits static private key
and V'’ s static public key to
form a shared secret

2. U invokesthe Key Derivation

1. V usesits static private key
and U’s static public key to
form a shared secret

2. U invokes the Key Derivation

Function usina the shared secret

Function usina the shared secret

Figure 5: Each Party Has Only a Static Key Pair

6.3.1 dhStatic, C(0,2,FFC DH)

Thisis asummary of the dhStaticl scheme from ANSI X9.42. For simplicity of presentation,
some important steps (e.g., error checking and handling, and obtaining assurance of validity and
possession) have been omitted. See Section 8.1.1 of ANSI X9.42 for detalls.

In this scheme, each party has a static key pair (x, y) that was previously generated as specified in
Section 5.2.1 using the same domain parameters (p, g, g, [SEED, pgenCounter]). Party U has
(Xu, Yu); party V has (xv, Yv). Each party shall obtain the other party’s static public key in a
trusted manner, e.g., from a certificate signed by atrusted CA.

Each party computes the shared secret Z using the FFC DH primitive (see Section 5.8.1.1) as
shown in Table 19, and then computes the shared keying material by invoking the key derivation
function using Z (see Section 5.3).

Table 19: dhStatic Key Agreement Scheme

Party U Party V
Static Data 1. Static private key x, 1. Static private key xy
2. Static public key vy, 2. Static public key yy
Ephemeral N/A N/A
Data
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I nput

(p1 q! g)! XU! yV

(p’ q’ g)’ Xv, yU

Computation

Compute Z by calling FFC DH using
U’s static private key and V' s static

Compute Z by calling FFC DH using
V’s static private key and U’ s static

public key. public key.

Derive Keying
Material

Compute kdf(Z,0ther Input) Compute kdf(Z,0ther Input)

6.3.2 Static Unified Model, C(0,2,ECC CDH)

Thisisasummary of the Static Unified Model scheme from ANSI X9.63. For smplicity of
presentation, some important steps (e.g., error checking and handling, and obtaining assurance of
validity and possession) have been omitted. See Section 6.3 of ANSI X9.63 for details.

In this scheme, each party has a static key pair (ds, Q) that was previously generated as specified
in Section 5.2.1 using the same domain parameters (g, FR, a, b, [SEED], G, n, h). Party U has
(dsy, Qu); party V has (dsv, Qsv). Each party shall obtain the other party’s static public key in a
trusted manner, e.g., from a certificate signed by atrusted CA.

Each party computes the shared secret Z using the ECC CDH primitive (see Section 5.1.8.2) as
shown in Table 20, and then computes the shared keying material by invoking the key derivation
function using Z (see Section 5.3).

Table 20: Static Unified Model Key Agreement Scheme

Party U Party V

Static Data 1. Static private key dsu

2. Static public key Qsu

1. Static private key dsv
2. Static public key Qsv

Ephemeral Data | N/A N/A

(0, FR &, b, [SEED], G, n, h), dsu,
Qsv

(0, FR, &, b, [SEED], G, n, h), dsv,
Qsu

I nput

Computation Compute Z by calling ECC CDH
using U’s stetic private key and V'’s

static public key.

Compute Z by calling ECC CDH
using V’'s tatic private key and U’s
static public key.

Derive Keying
Material

Compute kdf(Z,0therInput) Compute kdf(Z,0therInput)

6.3.3 Security Attributes of C(0,2) Schemes

These schemes provide each party with assurance that the intended party and no other party can
compute the shared secret.

50




NIST SP 800-56: Recommendation on Key Establishment Schemes
DRAFT 2.0 January 2003 DRAFT 2.0

Also, there is no variability in the shared secret computation. As described, the two participating
parties will always compute the same shared secret. Variability can be provided by the addition
of some per-transaction data in the [Sharedinfo] field of the Key Derivation Function, such as a
timestamp.

If an entity’s private key is compromised, then all shared secrets of past and future C(0,2)
transactions involving that party are compromised.

Key confirmation can be provided for these schemes to either party. Upon completion of a
Unilateral Key Confirmation (Section 8.1) the recipient of the confirmation has assurance of the
provider’sidentifier (as bound to the static key) as well as confirmation as to the active
participation of the provider.

7. Key Transport

Key Transport schemes have two parties, the sender and the receiver. The sender determines the
key to be transported, wraps (i.e., encrypts) the key, and sends the wrapped key to the receiver,
who then unwraps (i.e., decrypts) the key. The key to be transported is wrapped using a key
wrapping key (i.e., a key used to encrypt the transported key).

7.1  Symmetric-key-based Key Transport

This method uses symmetric keys to transport keying materia (that is, a key or keys and/or other
data to be transported) from the sender to the receiver. Both the sender and the receiver shall
have manually established a symmetric key to be used as the key-wrapping key between the two
parties. The key-wrapping key shall have a security in bits that is equal to or higher than the
application’ s requirements (see the Key Management Guidelines [8]). The sender selects the
keying material to be transported, wraps it using a NIST-approved key-wrapping algorithm (such
as the AES key wrap algorithm [16]), and sends the wrapped keying material to the receiver.
The receiver unwraps the transported keying material. The processis as follows:

1. The sender and receiver share a manually established symmetric KeyWrappingKey.
2. The sender selects keying material, KeyingMaterial, to transport to the receiver.

3. The sender calculates WrappedKey = KeyWrap(KeyWr appingKey, KeyingMaterial)
using KeyWrap( ), an Approved key wrapping algorithm.

4. The sender sends WrappedKey to the receiver.
5. The receiver receives WrappedKey from the sender.

6. Thereceiver calculates KeyingMaterial = KeyUnwrap(KeyWrappingKey, WrappedKey)
using KeyUnwrap( ), the corresponding key unwrapping algorithm.
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7.2 DLC-based Key Transport

The FFC and ECC key agreement schemes in this Recommendation that employ areceiver’s
static key? may be transformed into a key transport scheme using a N1ST-approved key-
wrapping agorithm, such as the AES key wrap algorithm [16]). Schemes fulfilling these
reguirements are specified as the C(2,2), C(1,2), C(1,1) and C(0,2) schemes (see Sections 6).
Key-Wrapping Key and the public keys shall be of an appropriate security level for the
application’ s requirements, see the Key Management Guidelines [8]. The DLC-based key
trangport scheme is as follows:

1. A key agreement scheme is used to establish a shared secret between the sender and the
receiver.

2. The sender obtains a KeyWrappingKey from the DerivedKeyingMaterial that is computed
by applying the key derivation function to the shared secret.

3. The sender selects keying material, KeyingMaterial, to transport to the receiver.

4. The sender calculates WrappedKey = KeyWrap(KeyWrappingKey, KeyingMaterial)
using KeyWrap( ), an Approved key wrapping algorithm.

5. The sender sends WrappedKey to the receiver.
6. The receiver receives WrappedKey from the sender.

7. Thereceiver obtains a KeyWrappingKey from the DerivedKeyingMaterial that is
computed by applying the key derivation function to the shared secret.

8. Thereceiver caculates KeyingMaterial = KeyUnwrap(KeyWrappingKey, WrappedKey)
using KeyUnwrap( ), the corresponding key unwrapping algorithm.

Note that if the key agreement scheme used in step 1 is such that the receiver does not contribute
an ephemeral key pair to the calculation of the shared secret (that is, using either a C(1,2) or
C(1,1) scheme), then steps 1 through 5 can be done by the sender without direct involvement of
the receiver. This can be useful in a store-and- forward environment, such as e-mail.

7.3 IFC-based Key Transport

To be added as ANSI X9.44 becomes a standard. ANSI X9.44 is expected to specify the use of
an Approved key-wrap algorithm.

8. Key Confirmation (KC)

Key confirmation is used to provide assurance to one or both participants in a key establishment
process that a shared secret (e.g., Z, in the case of key agreement) has actually been established
with the party that is believed to be the other participant. A key establishment scheme is said to
provide “unilateral key confirmation” when it provides this assurance to only one of the
participants, and the scheme is said to provide “bilateral key confirmation” whenthis assurance

2 To prevent receiver identifier spoofing, since the sender would know the identifier of the intended receiver.
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is provided to both participants (i.e., unilateral key confirmation is provided in both directions).
Oftentimes, key confirmation is provided by a means outside of the key establishment scheme
(for example, by decrypting an encrypted message from the other party using a key derived from
the shared secret), but thisis not always the case. In some cases, it may be appropriate to include
the exchange of key confirmation messages within the key establishment processitself. If key
confirmation is desired in one or both directions, then it may be incorporated into key
establishment schemes as specified in this section.

For each unilateral direction, the party that is providing the assurance will be referred to as the
key confirmation provider, and the party that receives the assurance will be referred to as the key
confirmation recipient. Unilateral key confirmation may be incorporated into any scheme where
the provider possesses a static key pair. Thiswill provide assurance to the other party (the
recipient) that the individual associated with that static key pair has derived the same value for
the shared secret. Bilateral key confirmation may be added to any scheme in which each party
possesses a static key pair.

Table 21 provides a summary of the scheme classes for which unilateral or bilateral key
confirmation is appropriate. Note that key confirmation for the C(2,0) schemes cannot be
provided in the key agreement schemes, since neither party has a static key pair; if needed, key
confirmation would have to be provided by some other means.

Table 21: Schemes Using Unilateral and Bilateral Key Confirmation

SchemeClass|  ynjlateral Bilateral
C(2,2) UtoVandV toU Yes
C(2,0) No No
C(1,2) UtoVandVtoU Yes
C(1,2) V to U No
C(0,2) UtoVandVtoU Yes

If key confirmation is incorporated into a scheme in which a recipient does not possess an
ephemera key pair, the recipient will need to generate a nonce that will be transmitted to the
provider.

The process used to provide key confirmation requires string representations of the ephemeral
public keys. The same notation will be used to represent these keys for schemes based on Finite
Field cryptography (FFC) and élliptic curve cryptography (ECC):

EphemPubKey; = the octet string representation of a participant’ s ephemeral public key
(ti or Qe;i), where i may be P to designate a provider, Rto designate a
recipient, or either U or V to designate the scheme initiator (party U) or
the scheme responder (party V).
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For FFC schemes, an ephemeral public key, t;, is converted from a field element in Fy to an octet
string by representing the field element as an integer in the interval [0, g-1], and then converting
the integer to an octet string as specified in ANSI X9.42, Section 7.6.3.

For ECC, the ephemera public key, Qe i, is converted from a point to an octet string as specified
in ANSI X9.63, Section 4.3.6.

8.1 Unilateral Key Confirmation for Key Agreement Schemes

Unilateral key confirmation occurs when one participant in a key establishment scheme (the
“provider”) provides assurance to the other participant (the “recipient”) that a shared secret has
actually been established with the intended party. Thisis an optional feature for any schemein
which the provider possesses a static key pair. If the intended key confirmation recipient doe not
contribute an ephemeral public key to the key establishment process, then the recipient will be
required to generate a nonce to send to the key confirmation provider.Unilateral Key
Confirmation may be added in either direction to the C(2,2), C(1,2) and C(0,2) schemes; it may
be also be added to the C(1,1) schemes, but in one direction only: with the scheme Responder
(V) isthe key confirmation provider, and the scheme Initiator (U) is the key confirmation
recipient (see Table 21).

To include unilateral key confirmation from a provider (who has a static key pair) to a recipient,
the following steps shall be incorporated into the scheme. Note that the provider may be either
the scheme initiator (party U) or the scheme responder (party V), aslong as the provider has a
static key pair, and the recipient is the other party. In the following description, P and R are the
identifiers of the provider and the recipient, respectively.

1. If the recipient does not have an ephemeral key pair, then the recipient shall generate a
nonce and send it to the provider to serve as the recipient’s ephemeral data. A nonceisa
time-varying value that has (at most) a negligible chance of repeating; for example, a
random value gererated anew for each instance, a timestamp, or a sequence number.

2. The provider computes
MacDatap = message_numberp || P || R|| [EphemDatap] || EphemDatag || [Texts]

where message_numberp is an integer (a one byte field) indicating the passin the
protocol that is used to transmit MacTagpe. The message number will be either 2 or 3. If
key confirmation is unilateral, the message number will always be a 2; if key
confirmation is bilateral, then the message number will be 2 for the first MacTag that is
sent, and 3 for the second MacTag (see the appropriate class of schemesin Section 8.3).

EphemDatap = EphemPubKeyp (if available)
Nonce (if available and there is no EphemPubKeyp)
Null (otherwise)

EphemDatag = EphemPubKeyr (if available)
Nonce (otherwise)
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3. After computing the shared secret and applying the key derivation function to obtain
DerivedKeyingMaterial (see Section 5.3), the provider parses DerivedKeyingMaterial
into two keys, MacKey and KeyData:

MacKey || KeyData = DerivedKeyingMaterial
4. The provider computes MacTagp (see Section 5.4.1) and sends it to the recipient:
MacTager = MACwmackey(MacDatap)

5. Therecipient computes MacDatap, MacKey, KeyData and MacTagp in the same manner
as the provider, and then compares its computed MacTagp to the value received from the
provider. If the received value is equal to the derived value, then the recipient is assured
that the provider has derived the same value for MacKey and that the provider shares the
recipient’s value of MacTagp. The assurance of a shared value for MacKey provides
assurance to the recipient that the provider also shares the secret value (2) from which
MacKey and KeyData are derived (see Section 5.3).

8.2 Bilateral Key Confirmation for Key Agreement Schemes

Bilateral key confirmation is obtained by unilateral key confirmation in both directions. from a
provider V to arecipient U, and from a provider U to arecipient V. Bilateral key confirmation
may be added to the C(2,2), C(1,2) and C(0,2) schemes, as shown in the relevant subsectionrs of
Section 8.3.

8.3 Incorporating Key Confirmation into Key Agreement Scheme Flow

This section provides the flow of information that is required to obtain key confirmation using
the schemes of Section 6. Note that an actual communication protocol may heve messagesin
addition to those used for key establishment.

The scheme flow descriptions in this section assume that an assurance of the domain parameter
validity has been obtained as specified in Section 5.1.2, an assurance of static public key validity
is obtained as specified in Section 5.2.2.1, and an assurance of ephemeral public key validity is
obtained as specified in Section 5.2.2.2 (i.e., these processes are not mentioned in the flow
descriptions below). If these assurances are not obtained, the key establishment process shall be
discontinued.

The scheme flow descriptions also assume that the received MacTags are successfully verified as
specified in Section 5.4.2. If the MacTags do not verify, key confirmation has not been obtained,
and the key establishment process should be discontinued.

8.3.1 C(2,2) Scheme with Bilateral Key Confirmation

Figure 6 depicts the scheme flow for a C(2,2) scheme with bilateral key confirmation. In this
method, party U, the scheme initiator, and party V, the scheme responder, assume the roles of
both the provider and the recipient in order to obtain bilateral key confirmation. The successful
completion of this process provides both parties with assurance that the other party has derived
the same secret Z value and that each party has actively participated in the key establishment
process.
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In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by atrusted CA.

Party U’'s Static Public Key
_______________________________________________________ >

Party V's Static Public Key
4_ ______________________________________________________

Part
arty U EphemPubKey,, Party V

>

EphemPubKey,,, MacTag,

<
MacTag,,

>

Figure 6: C(2,2) Scheme with Bilateral Key Confirmation

The flow proceeds as follows:

1. Party U generates an ephemeral key pair (see Section 5.2.1) and sends the ephemeral
public key (EphemPubKeyy) to party V in the first message of the key establishment
process.

2. Upon receiving party U’s ephemera public key, party V generates an ephemeral key pair
(see Section 5.2.1) and a MacTag, and sends the ephemeral public key (EphemPubKeyy)

and the MacTag (MacTagy) to party U. The MacTag is generated as specified in
Sections 5.4.1 and 8.1 using the following as the MacData and sent to party V.

MacData, =02 || V || U || EphemPubKeyy, || EphemPubKeyy || [Texti]

3. Upon receiving party V's ephemeral public key and the MacTag, party U verifies the
MacTag (see Section 5.4.2). If the received and computed MacTags have the same value,
then party U has assurance that party V has derived the same secret Z value as party U,
and that party V is actively participating in the key establishment process.

4. Party U then generates a MacTag (MacTagy) as specified in Sections 5.4.1 and 8.1, and
sends the MacTag to party V. The MacData for the MacTag is:

MacDatay = 03 || U || V || EphemPubKeyy || EphemPubKeyy, || [ Text;]

5. Upon receiving MacTagy, party V verifiesthe MacTag. If the received and computed
MacTags have the same value, then party V has assurance that party U has derived the

56



NIST SP 800-56: Recommendation on Key Establishment Schemes
DRAFT 2.0 January 2003 DRAFT 2.0

same secret Z value as party V, and that party U is actively participating in the key
establishment process.

8.3.2 C(2,2) Scheme with Unilateral Key Confirmation

Figure 7 depicts the scheme flow for a C(2,2) scheme with unilateral key confirmation. Ina
C(2,2) scheme, party U and party V each have static key pairs, which alows either party to
assume the role of the provider in a key confirmation process. Each party also has an ephemeral
key pair, which allows them to assume the role of akey confirmation recipient. Therefore, either
party may assume the role of provider or recipient using this key confirmation method.

Provider's Static Public Key
_______________________________________________________ >

Recipient’s Static Public Key
<_ ______________________________________________________

Provider ipi
EphemPubKey, Recipient

<

EphemPubKey,, MacTag,

>

Figure 7: C(2,2) Scheme with Unilateral Key Confirmation

The successful completion of the key confirmation process assures the recipient that the provider
has derived the same secret Z value as the recipient, and that the provider has actively
participated in the key establishment process.

In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by a trusted CA.

The flow proceeds as follows:

1. Therecipient generates an ephemeral key pair (see Section 5.2.1) and sends the

ephemeral public key (EphemPubKeyg) to the provider in the first message of the key
establishment process.

2. Upon receiving the ephemeral public key, the provider generates an ephemeral key pair
and a MacTag, and sends the ephemeral public key (EphemPubKeyp) and the MacTag
(MacTagp) to the recipient. The MacTag is generated as specified in Sections 5.4.1 and
8.1 using the following as the MacData:

MacData, = 02 || P || R|| EphemPubKeyp || EphemPubKeyr || [Text]

3. Upon receiving MacTagp, the recipient verifies the MacTag (see Section 5.4.2). If the
received and computed MacTags have the same value, then the recipient has assurance
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that the provider has derived the same secret Z value as the recipient, and that the
provider is actively participating in the key establishment process.

8.3.3 C(1,2) Scheme with Bilateral Key Confirmation

Figure 8 depicts the scheme flow for a C(1,2) scheme with bilateral key confirmation. In this
method, party U, the scheme initiator, and party V, the scheme responder, assume the roles of
both the provider and recipient in order to obtain bilateral key confirmation. However, party V
does not have an ephemeral key pair to send to party U; therefore, party V shall send a nonce to
party U in order to obtain key confirmation assurance from party U.

Party U’'s Static Public Key
______________________________________________________ _>
Party V's Static Public Key
4. ______________________________________________________
Party V
Party U EphemPubKey,, y
>
Nonce,, MacTag,
<
MacTag,,
>

Figure 8: C(1,2) Scheme with Bilateral Key Confirmation

The successful completion of this process provides both parties with assurance that the other
party has derived the same secret Z value and that each party has actively® participated in the key
establishment process.

In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in a trusted manner, e.g., from a certificate signed by atrusted CA.

The flow proceeds as follows:

1. Party U generates an ephemeral key pair (see Section 5.2.1) and sends the ephemeral
public key (EphemPubKeyy) to party V in the first message of the key establishment
process.

3 Party V obtains assurance of active participation by Party U only if the number of unpredictable bits of the nonce
sent by Party V to Party U isequal to or greater than the desired security level. For example, if 80 bits of security is
desired, party V obtains assurance of active participation by party U only if the number of unpredictable bitsin the
nonce sent by party V to party U is equal to or greater than 80.
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2. Upon receiving party U’'s ephemera public key, party V generates a nonce (Noncey) and
aMacTag (MacTagy) and sends the nonce and the MacTag to party U. The MacTag is
generated as specified in Sections 5.4.2 and 8.1 using the following as the MacData:

MacData, =02 || V || U || Noncey || EphemPubKeyy || [Text1]

3. Upon receiving party V's nonce and the MacTag, party U verifies the MacTag (see
Section 5.4.2). If the recelved and computed MacTags have the same value, then party U
has received assurance that party V has derived the same secret Z value as party U and
that party V is actively participating in the key establishment process.

4. Party U then generates a MacTag (MacTagy) as specified in Sections 5.4.1 and 8.1 and
sends the MacTag to party V. The MacData for the MacTag is.

MacDatay = 03 || U || V || EphemPubKeyy || Noncey || [Text2]

5. Upon receiving MacTagy, party V verifies the MacTag (see Section 5.4.2). If the
recelved and computed MacTags have the same value, then party V has assurance that
party U has derived the same secret Z value as party V, and that party U is actively
participating in the key establishment process.

8.3.4 C(1,2) Scheme with Unilateral Key Confirmation from the Initiator to the
Responder

Figure 9 depicts the scheme flow for a C(1,2) scheme with unilateral key confirmation from the
initiator (party U) to the responder (party V). In a C(1,2) scheme, party U and party V each have
static key pairs. Therefore, either party may assume the role of the provider in a key
confirmation process. However, only one party has an ephemeral key pair. This section
specifies amethod for providing key confirmation to party V, who does not have an ephemeral
key pair. Inorder for party V to obtain key confirmation from party U, party V shall send a
nonce to party U. Section 8.3.5 specifies a method for providing key confirmation to party U,
who has an ephemeral key pair.

This method of key confirmation may be used to provide party V (who isthe key confirmation
recipient for this method) with assurance that party U (who is the provider) has derived the same
secret Z value as party V, and that party U has actively* participated in the key establishment
process.

In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by a trusted CA.

* Party V obtains assurance of active participation by Party U only if the number of unpredictable bits of the nonce
sent by Party V to Party U is equal to or greater than the desired security level.
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Party U’s Static Public Key
_______________________________________________________ >
Party V's Static Public Key
4_ ______________________________________________________
Party U Party V
y Nonce, y
<
EphemPubKey,,, MacTag,,
>

Figure 9: C(1,2) Scheme with Unilateral Key Confirmation from Party U to Party V

The flow proceeds as follows:

1

2.

8.3.5

Party V generates a nonce (Noncey) and sends it to party U in the first message of the key
establishment process.

Upon receiving party V's nonce, party U generates an ephemeral key pair (see Section
5.2.1) and aMacTag and sends the ephemeral public key (EphemPubKeyy,) and the
MacTag (MacTagy) to party V. The MacTag is generated as specified in Sections 5.4.1
and 8.1 using the following as the MacData:

MacDatay = 02 || U || V || EphemPubKeyy || Noncey || [Text:]

Upon receiving MacTagu, party V verifies the MacTag (see Section 5.4.2). If the
received and computed MacTags have the same value, then party V has assurance that
party U has derived the same secret Z value as party V, and that party U is actively
participating in the key establishment process.

C(1,2) Scheme with Unilateral Key Confirmation from the Responder to the
Initiator

Figure 10 depicts the scheme flow for a C(1,2) scheme with unilateral key confirmation from the
responder (party V) to the initiator (party U). In a C(1,2) scheme, party U and party V each have
static key pairs. Therefore, either party may assume the role of the provider in a key
confirmation process. However, only one party has an ephemeral key pair. This section
specifies a method for providing key confirmation to party U, who has an ephemeral key pair.
Section 8.3.4 specifies a method for providing key confirmation to party V, who does not have
an ephemeral key pair.

This method of key confirmation may be used to provide party U (who is the key confirmation
recipient for this method) with assurance that party V (who is the provider) has derived the same
secret Z value as party U, and that party V has actively participated in the key establishment
process.
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In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by a trusted CA.

Party U’s Static Public K ey
_______________________________________________________ >
Party V’'s Static Public Key
4_ ______________________________________________________
Party U EphemPubKey, Party V
>
MacTag,
<

Figure 10: C(1,2) Scheme with Unilateral Key Confirmation from Party V to Party U

The flow proceeds as follows:

1. Party U generates an ephemeral key pair (see Section 5.2.1) and sends the ephemeral
public key (EphemPubKeyy) to party V in the first message of the key establishment
process.

2. Upon receiving party U’'s ephemeral public key, party V generates aMacTag (MacTagy)
and sends it to party U. The MacTag is generated as specified in Sections 5.4.1 and 8.1
using the following as the MacData:

MacDatay =02 || V || U || Null || EphemPubKeyy || [Texti]
where Null isanull (empty) string.

3. Upon receiving MacTagy, party U verifies MacTag (see Section 5.4.2). If the received
and computed MacTags have the same value, then party U has assurance that party V has
derived the same secret Z value as party U, and that party V is actively participating in
the key establishment process.

8.3.6 C(1,1) Scheme with Unilateral Key Confirmation from the Responder to the
Initiator

Figure 11 depicts the scheme flow for a C(1,1) scheme with unilateral key confirmation from the
responder (party V) to theinitiator (party U). InaC(1,1) scheme, party U has an ephemeral key
pair, but no static key pair. Therefore, party U cannot assume the role of the provider in akey
confirmation process; but party U can be the recipient in the process. Party V has a static key
pair and, therefore, can assume the role of the key confirmation provider.
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Party V's Static Public Key
<_ ______________________________________________________
Party U EphemPubKey, Party V
>
MacTag,
<

Figure 11: C(1,1) Scheme with Unilateral Key Confirmation from Party V to Party U

This method of key confirmation may be used to provide party U (who is the key confirmation
recipient for this method) with assurance that party V (who is the provider) has derived the same
secret Z value as party U, and that the party V has actively participated in the key establishment
process.

In this scheme, party V has a static key pair that was previousy generated as specified in Section
5.2.1 using the same domain parameters. Party U shall obtain party V' s static public key in a
trusted manner, e.g., from a certificate signed by atrusted CA.

The flow proceeds as follows:

1. Party U generates an ephemeral key pair (see Section 5.2.1) and sends the ephemeral
public key (EphemPubKeyy) to party V in the first message of the key establishment
process.

2. Upon receiving party U’s ephemeral public key, party V generates aMacTag (MacTagy)
and sendsit to party U. The MacTag is generated as specified in Sections 5.4.1 and 8.1
using the following as the MacData:

MacDatay =02 || V || U || Null || EphemPubKeyy || [Texti]
where Null is a null (empty) string.

3. Upon receiving MacTagy, party U verifies the MacTag (see Section 5.4.2). If the
received and computed MacTags have the same value, then party U has assurance that
party V has derived the same secret Z value as party U, and that party V is actively
participating in the key establishment process.

8.3.7 C(0,2) Scheme with Bilateral Key Confirmation

Figure 12 depicts the scheme flow for a C(0,2) scheme with bilateral key confirmation. In a
C(0,2) scheme, party U (the scheme initiator) and party V (the scheme responder) each have
static key pairs. Therefore, either party may assume the role of the provider inabilateral key
confirmation process. However, neither party has an ephemera key pair; therefore, with this key
confirmation method, ephemeral information is provided by each party as a nonce.

62



NIST SP 800-56: Recommendation on Key Establishment Schemes

DRAFT 2.0 January 2003 DRAFT 2.0
Party U’s Static Public Key
_______________________________________________________ »
Party V's Static Public Key
4_ ______________________________________________________
Party U Nonce, Party V
<
Nonceg,, MacTag,,
>
MacTag,,
<

Figure 12: C(0,2) Scheme with Bilateral Key Confirmation

In this method, party U and party V assume the roles of both the provider and recipient in order
to obtain bilateral key confirmation. The successful completion of this process provides both
parties with assurance that the other party has derived the same secret Z value and that each party
has actively® participated in the key establishment process.

In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by atrusted CA.

The flow proceeds as follows:

1. Party V generates a nonce (Noncey) and sends it to party U in the first message of the key
establishment process.

2. Upon receiving party V's nonce, party U generates a nonce (Noncey) and aMacTag
(MacTagy) and sends them to party V. The MacTag is generated as specified in Sections
5.4.1 and 8.1 using the following as the MacData:

MacDatay = 02 || U ||V || Noncey|| Noncey || [Texty]

3. Upon receiving party U’s nonce and the MacTag, party V verifies the MacTag (see
Section 5.4.2). If the received and computed MacTags have the same value, then party V

® Assurance of active participation is obtained only if the number of unpredictable bits of anonceisequal to or
greater than the desired security level. For example, if 80 bits of security isdesired, party V obtains assurance of
active participation by Party U only if the number of unpredictable bits of the nonce sent by Party V to Party U is
equal to or greater than 80; party U obtains assurance of active participation by Party V only if the number of
unpredictabl e bits of the nonce sent by Party U to Party V is equal to or greater than 80.
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has assurance that party U has derived the same secret Z value as party V, and that party
U is actively participating in the key establishment process.

4. Party V then generates a MacTag (MacTagy) as specified in Sections 5.4.1 and 8.1 and
sends the MacTag to party U. The MacData for the MacTag is:

MacData, = 03 || V|| U || Noncey || Noncey || [Text,]

5. Upon receiving MacTagy, party U verifies the MacTag (see Section 5.4.2). If the
received and computed MacTags have the same value, then U has assurance that party V
has derived the same secret Z value as party U, and that party V is actively participating
in the key establishment process.

8.3.8 C(0,2) Scheme with Unilateral Key Confirmation

Figure 13 depicts the scheme flow for a C(0,2) scheme with unilateral key confirmation. Ina
C(0,2) scheme, both parties have static key pairs. Therefore, either party may assume the role of
the provider in akey confirmation process. However, neither party has an ephemeral key pair;
therefore, with this key confirmation method, ephemeral information is provided by the key
confirmation recipient as a nonce.

Provider’s Static Public Key
_______________________________________________________ »
< Recipient’s Static Public Key
Provider Nonce, Recipient
<
MacTag,
>

Figure 13: C(0,2) Scheme with Unilateral Key Confirmation

The successful completion of the key confirmation process assures the recipient that the provider
has derived the same secret Z value as the recipient, and that the provider has actively
participated® in the key establishment process.

® The key confirmation recipient obtains assurance of active participation by the provider only if the number of
unpredictable bits of the nonce sent by the recipient to the provider is equal to or greater than the desired security
level.



NIST SP 800-56: Recommendation on Key Establishment Schemes
DRAFT 2.0 January 2003 DRAFT 2.0

In this scheme, each party has a static key pair that was previously generated as specified in
Section 5.2.1 using the same domain parameters. Each party shall obtain the other party’s static
public key in atrusted manner, e.g., from a certificate signed by atrusted CA.

The flow proceeds as follows:

1. Therecipient generates a nonce (Noncer) and sends it to the provider in the first message
of the key establishment process.

2. Upon receiving the nonce, the provider generates a MacTag (MacTagp) and sends it to
the recipient. The MacTag is generated as specified in Sections 5.4.1 and 8.1 using the
following as the MacData:

MacDatap = 02 || P || R || Null || Noncer || [Text4]
where Null is anull (empty) string.

3. Upon receiving MacTagp, the recipient verifies the MacTag (see Section 5.4.2). If the
received and computed MacTags have the same value, then the recipient has assurance
that the provider has derived the same secret Z value as the recipient, and that the
provider is actively participating in the key establishment process.

8.4 Incorporating Key Confirmation in the DLC-based Key Transport Scheme
with Unilateral Key Confirmation

Figure 14 depicts the data scheme flow for a key transport scheme based on Section 7.2 with
unilateral key confirmation from the receiver (party V) to the sender (party U). In akey
transport scheme, the sender selects the keying material and is assumed to be able to use it
correctly; however, the sender may wish to confirm that the receiver was able to correctly
unwrap the wrapped keying material. Party V has a static key pair and assumes the role of the
key confirmation provider to Party U. Party U has an ephemeral key pair and assumes the role
of the key confirmation recipient. If it is appropriate for the key agreement scheme selected,
Party U sends a static public key to the receiver along with the ephemeral public key. For key
confirmation to be possible, aMAC key shall be included in the keying material that is sent by

Party U.

Party U’s Static Public Key, if needed

EphemPubKey, WrappedKey

MacTagy
<

Figure 14: DLC Key Transport Scheme with Unilateral Key Confirmation

65



NIST SP 800-56: Recommendation on Key Establishment Schemes
DRAFT 2.0 January 2003 DRAFT 2.0

This method of key confirmation may be used to provide party U (who is the key confirmation
recipient for this method) with assurance that party V (who is the provider) has correctly
unwrapped the wrapped keying material sent from party U, and that party V is actively
participating in the key establishment process.

In this scheme, party V aways has a static key pair that was previously generated as specified in
Section 5.2.1; party U shall obtain the party V's static public key in atrusted manner, e.g., from
acertificate signed by atrusted CA. If the scheme selected is such that party U has a static key,
then party U has a static key pair that was previously generated as specified in Section 5.2.1
using the same domain parameters as party V. Party V shall obtain party U’s static public key in
atrusted manner, e.g., from a certificate signed by atrusted CA.

The flow proceeds as follows:

1. Party U follows the procedure in Section 7.2, which includes generating an ephemeral
key pair and creating the wrapped keying material. The keying material shall include a
MAC key. Party U sends EphemPubKeyy and WrappedKey to party V in the first
message of the key transport process.

2. Upon receiving EphemPubKeyy, party V unwraps the WrappedKey, recovers the keying
material, obtains the MAC key, generates a MacTag (MacTagy) and sends it to party U.
The MacTag is generated as specified in Sections 5.4.1 and 8.1 using the following as
the MacData:

MacData, =02 || V|| U || Null || EphemPubKeyy || [Texts]
where Null is anull (empty) string.

3. Upon receiving MacTag, party U verifies the MacTag (see Section 5.4.2). If the received
and computed MacTags have the same value, then party U has assurance that party V has
correctly unwrapped the keying material that party U sent, and that party V is actively
participating in the key establishment process.

9. Key Recovery

For some applications, the keying material used to protect data may need to be recovered (e.g., if
the normal reference copy of the keying material islost or corrupted). In this case, either the
keying material or sufficient information to reconstruct the keying material needs to be available
(e.g., the keys, domain parameters and other inputs to the scheme used to perform the key
establishment process).

Keys used during the key establishment process shall be handled in accordance with the
following:

1. A static key pair may be saved (see the Key Management Guideline [8] for
recommended protections); for example, a static public key could be saved in a public
key certificate.

2. Anephemera public key may be saved.
3. Anephemera private key shall be destroyed after use and, therefore, is not recoverable.
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4. A symmetric key may be saved.

Note: Thisimplies that keys derived from schemes where both parties generate ephemeral key
pairs (see Section 6.1) cannot be made recoverable by reconstruction of the keying material. For
those schemes where only the initiator generates an ephemeral key pair (see Section 6.2), only
the responder can recover the keying material by reconstruction.

General guidance on key recovery and the protections required for each type of key is provided
in the Key Management Guideline [8].

10. Implementation Validation

Implementations of the schemes in this Recommendation shall be tested and validated as
conforming to this Recommendation in order to claim compliance with this Recommendation.
Information on NIST’ s cryptographic module testing program is available at
http://csrc.nist.gov/cryptval/.
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Appendix A: Summary of Differences between this

Recommendation and ANSI X9 Standards (Informative)

This list is informational and not meant to be exhaustive, but is intended to summarize important
differences between this Recommendation and the indicated ANSI X9 standards. In generdl, this
Recommendation can be seen as being more restrictive than the ANSI X9 standards, but is
derived from them. The list of differencesis as follows:

1

Random generation and validation of FFC and ECC domain parameters are being
extended to (A) support use of the SHA-512 algorithm for domain parameters supporting
larger key sizes, (B) support optional use of the Shawe-Taylor agorithm to construct and
validate FFC primes and (C) support verifiably random generation of the generator of the
subgroup. Seethe ANSI X9.30-2 DSA revision draft, the ANSI X9.62-2 ECDSA
revision draft, and the FIPS 186-3 DSS draft.

Some schemes in ANSI X9.42 and X9.63 allow one set of domain parameters to be used
with static keys and a different set of domain parameters to be used with ephemeral keys
in the same scheme. This Recommendation, however, requires the use of only one set of
domain parameters in a scheme; i.e., the same set of domain parameters shall be used
with the static and ephemeral keysin any given scheme. See Section 5.1 of this
Recommendation for more information.

For FFC domain parameters. (A) The allowable key sizes for p (field order) are multiples
of 1024 bits, rather than multiples of 256 bits asin ANSI X9.42. (B) Thesizeof q
(subgroup order) shall be a specific length based on the size of p, unlike ANSI X9.42
where the size of g has a minimum length based on the size of p. FFC domain
parameters that conform to this Recommendation in this area a'so conform to ANS|
X9.42, dthough the reverse is not necessarily true. See Section 5.1.1.1 of this
Recommendation for more information

For ECC domain parameters: The cofactor shall be 65,536 or less, which is more
restrictive than X9.63. ECC domain parameters that conform to this Recommendation
also conform to ANSI X9.63, although the reverse is not necessarily true. See Section
5.1.1.2 of this Recommendation for more information.

Assurances of the arithmetic validity of a public key are required in this
Recommendation. Assurance of validity isoptional in ANSI X9.42, but required in ANS
X9.63. In both cases, the means of obtaining that assurance is different than in this
Recommendation. See Section 5.2.2 of this Recommendation for more information.

Methods for a user to receive assurance of possession of the private key associated with a
given public key will be specified in this Recommendation. See Section 5.2.3 of this
Recommendation for a placeholder.
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7.

10.

11.

12.

Revised requirements are specificaly listed for keys, including requirements specific to
static keys and requirements specific to ephemeral keys. See Section 5.2.4 of this
Recommendation for details.

Regarding the key derivation function (KDF):

a. The concatenation key derivation function (KDF) of Section 5.3.1 is the default;
the ASN.1 KDF of Section 5.3.2 (from X9.42) is optional; it is to be used only
when both parties agree on its use. ANSI X9.42 contains both methods, but does
not indicate a preference. ANSI X9.63 specifies only the concatenation method in
Section 5.6.3 of this Recommendation.

b. The KDF in this Recommendation requires the input of the identifiers of the
communicating parties; such information is not required in ANSI X9.42 and
X9.63, athough these identifiers could be considered a part of the Sharedinfo
fidd, which is optional and not defined as to contents.

c. The shared secret shall be zeroized before outputting any portion of the
DerivedKeyingMaterial output; this implies that the entire
DerivedKeyingMaterial shall be computed before outputting any portion of it.
The ANSI standards do not indicate when the shared secret needs to be zeroized,
deleted or destroyed.

A KDF that conforms with this Recommendation also conformsto ANSI X9.42, although
the reverse is not necessarily true. The use of the default concatenation KDF that
conforms with this Recommendation also conforms to ANSI X9.63, although the reverse
is not necessarily true. See Section 5.3 of this Recommendation for more details.

ANSI X9.42 defines MacData as “ANS| X9.42 Testing Message”. ANSI X9.63 does not
address implementation validation at this level of detail. Note that the implementation
test message used for NIST validation is a different text string from the implementation
test message for ANSI X9.42; therefore conformance to the method in this
Recommendation does not conform with the ANSI X9.42 method, although it does not
preclude it. See Section 5.4.3 of this Recommendation for more information.

ANSI X9.63 specifies both cofactor and nontcofactor methods. For this
Recommendation, ECC cofactor methods shall be used. The use of a method that
conforms to this Recommendation also conforms to ANSI X9.63, although the reverseis
not necessarily true. See Section 6 of this Recommendation for details.

FFC and ECC key transport use an Approved key-wrapping algorithm, such as the AES
key wrapping algorithm. ANSI X9.63 specifies the ECIES method, which is not allowed
in this Recommendation. ANSI X9.42 does not specify akey transport method.
Therefore, the use of the method that conforms to this Recommendation does not
conform to the method in ANSI X9.63. See Section 7.2 for details.

There is a comprehensive specification in this Recommendation of approved ways to do
Key Confirmation (KC), when KC isdesired. See Section 8 of this Recommendation for
details. Key confirmation is not discussed in ANSI X9.42, bu afew examples of key
confirmation are provided in ANSI X9.63.
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